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AGARDograph Series 160 & 300

Soon atter its founding in 1952, the Advisory Group for Acrospace Research and Development (AGARD)
recopmized the need for a comprehensive publication on Flight Test Technigues and the associated
instrumentation. Under the direction of the Flight Test Panel {later the Flight Yehicle Integeation Panel,
or FVP) a Flight Test Manual was published in the vears 1954 to 1956, This onginal manual was prepared
s four volumes: |, Performance, 2. Stability and Control, 3. Instrumentation Catalog, and 4. Instrumentation
Systems,

As nresult of the advances in the field of flight test instrumentation, the Flight Test Instrumentation Group
wis formed in 1968 Lo update Volumes 3 and 4 of the Fhight Test Manual by publication of the Flight Test
Instrumentation Series, AGARDograph 160, In its published velumes AGARDograph 160 has covered

recent developmenis in flight fest instrumentation.

In 1978, it was decided that Turther specialist monographs should be published covering aspects of
Volumes | and 2 of the original Flight Test Manual, including the flight testing of aircraft systems,
In March 1981, the Flight Test Technigues Group (FTTG) was established to carry out this task and to
continue the task of producing volumes in the Flight Test Instrumentation Series, The monographs of this
new series (with the exception of AGI3T which was separately numbered) arc being published as
mdmvidually numbered volumes in AGARDograph 300, [n 1993, the Flight Test Technigues Group was
iransformed inio the Flight Test Editorial Committee (FTEC), thereby beter reflecting its actual siatus
within AGARD. Fortunately, the work on volumes could continue without being affected by this change.

An Annex at the end of esch volume in both the AGARDograph 160 and AGARDograph 300 series lsts
the volumes that have been published in the Flight Test Instrumentation Series (AG 1607 and the Flight
Test Techniques Series {AG 3000 plus the volumes that were in preparation at that time.
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Electronic Warfare Test and Evaluation
(RTO-AG-300-Y28)

Executive Summary

Controd and explonation of the electromagnetic spectrum has become as much o part of medern warlire as air
superioniy of dominance of the sea lanes, Electronic Warlare (EW) 15 the mission area responsible for
establishing and mainteining a favourable position in the electromagnetic domain. Test and evaluation {T&E)
of those devices used on modem military wircraft to prosecute this critical mission area requires the use of a
wide range of fost technigques and analytical methods to assure users of the readiness of EW systems 1o meet the
challenges of the combat environment. Actual in-flight testing comprises a relatively small portion of the EW
T&E process. Az a result, the reader will find that the concentration in this handbook is far broader than *flight
test” — panging from laboratory efforts to establish the system performance baseline through complex ground-
based simulations and finally the limited verification accomplished in the open air range enviromment,

This handbook iz intended a5 an introductory text dedicated o EW systems T&E, While other volumes in the
Flight Test Technigues Series have provided limited coverage of EW system testing, they have been generally
aimed at a broad view of TRE and have not resulted in a singular focused handbook on EW test iechniques,

Whike the primary goal of this handbook 12 10 introduce the noviee 10 a disciplined approach o EW testing,
il will also serve more experienced testers and programme manggers as o convise reference for the EW test
process and test resources, 1 begins with an everview of the test process in the context of the roles and
missions expecied of EW systems, Subsequent chapters provide examples of test requirements for mapor
categories of EW svstems. The finel chapters focus on descriptions of specific types of test resources and how
thew cam be linked to simulate predictesd operational conditions. A catalogue of some useful EW Test Facilies
15 inchuded inan annex to this handbook.

The origingl version of the handbook has been updated to include additional details with previous treatments
while imtroducing new material and greatly expanding the use of figures as an aid 4o understanding. New material
includes discussions ahout the T&E of infrared countenmeasures systems, fadio frequency wowed decoy
systems, how observable svsiems, and direcied encrgy weapons (High-Power Microwave [HPM] and High-
Energy Lasers [HEL]) The chapiers addressing T&E resources, modelling and simmslation, and lessons learmed
hive been updated o account for advances in the last decade, The annex providing a sample of the member
Marions" EW T&E facilities has also been updated,

I RTO-AG-300-V2E
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Essai et évaluation en matiére
de guerre électronique
(RTO-AG-300-V28)

Synthése

Le contrdle et Pexploitaiion du specire dectromagnétique sont devenus upe composanta & part entidre de la
guerre moderne, au méme nire gue la supéniontd acrenne ou la maiirise des couloirs mantmes, La puerne
électronique (GE) constitee le champ de mission responsable de 1'éablissement et du maintien d’une positon
favorable dans le domaine de 1'électromagnetique. Lessan et 'évaluation (E&EY des apparcils utilisés a bord
des avions militaires modemes pour mettre en eeuvre oo champ de mission cntique nécessitent une large
batterie de technigues d'essai et de méthodes d’analyse, ce afin de garantir awx utilisatears un nivesu de
préparation des systémes de GE gui répondent aux défis de Uenvironnement de combat. Les essals en vol réel
ne représentent quiune part relativement faible du procédé d'ERE de GE. En conséguence, commee pourra e
constater le lecicur, les sujets de ce manuel s'é&endent au-dela de « P'essai en vol », allant des activités en
laboratoire visant & éabliv la référence de performance du svsiéme jusqu’s la vérification limitée obtenue dans
un environnement acrien ouvert en passant par des simulations au sol complexes.

Ce manuel] fait office d iniroduction aux E&E des svstémes de GE. Tandiz que d"autres volumes de la série des
Techniques d essais en vol ont appone des informations limitées sur les essams des systemes de GE, ils étaien
genéralement destings i fourmir un large apergu des E&E et n’ont pas aboati & Iélaboration d"un manvel unigue
ané sur les technigues d°essan de GE.

Bien gque ce manue] ait pour principal objecil de présenter au noviee une approche disciplinés des essais de
GE. il est également utile aux contritleurs des essais of directeurs de programme en tant gu'objet concis de
référence pour le procéde d'essai de GE et les ressources dessai. 1l s'ouvre sur une présentation d ensemble du
procéde des=ai dans e contexte des réles et missions cscomptes des systémes de GE. Les chapitres qui suivent
offrent des exemples d’impératifs d’essais pour les grandes catépories de svstémes de GE. Les demiers
chapitres portent essenticllement sur des descriptions de tvpes spécifiques de ressources dessai et sur la
maniére dont on peut les associer pour simuler des conditions opérationnelles prédites. Un catalogue non
exhauseif de Centres d’essai de GF wtiles est inclus en annexe de ce manuel,

La version dorigine de ce manuel a é1é mise & jour pour apporter des démils supplémentaires 3 des raitements
antérieurs, tout en présentant de nowveaux supports e en exploitant plus largement les donndes chiffrées afin de
faciliter la compréhension. Les nouveaux supports incluent des discussions relatives aux E&E des svstemes de
contre-mesures infrarouges, systémes de leurre & radiofréquences remorgué, systémes Turtifs e armes & énerpie
dirigée (hyperfréquences & grande puissance [HPM] et laser & énergie élevée [HELY)L Les chapitres tratant des
ressources d E&E, de la modélisation ¢ de Lo simulation, ainsi que de I'expénence aeguise, onl é1¢ mis 4 jour
pour tenir compte des avancées des dix dermiéres années. L' annexe propesant un échantillon des centres d'E&E
de GE des Etats membres a également ¢i¢ mise i jour.

RTO-AG-300-W28 ¥
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Foreword

While other volumes in the Flight Test Technigues Serses have provided limited coverage of Electronic
Woarfare {EW) system testing, they have been generally aimed at a broad view of test and evaluation (T&E) and
have not resulted in a singular, focused handbook on EW test technigues. This volume hos as its sole focus the
processes, technigues, faciliies, and goals of TEE of modern EW systems. Much of the world of EW remains
shrouded in secreey, and detailed deseriptions of some test resourees, test resulis, and EW techniques cannot be
presented herein. However, this volume can fulfil its desired goal of serving as a comprehensive introduction to
the practice of EW tesi.

The first chapter provides a historical perspective of EW system development, an overview of EW svsiems,
amd basic motivations for T&E. The reader will quickly realise thar the development and eventual qualification
of EW svstems is heavily reliant on the use of ground-based T&E resources, Since EW system performsnce 15
substantially scemano-dependent, much of the tesung must be accomplished in 3 combal-representative
electromagnetic environment. These high density and wialdly dvnamee condittons ¢an only be offered 1o the
tester through the apphication of complex models, simulations, and analytical processes.

Chapters 2, 3, and 4 of this handbook examine the motivation for testing euch of the three primary clusses of
EW systerns: EW Support Systems, Electronic Atlack Systems, and Electronic Protect Svstems. The characienstics
of each type of system are discussed and examples of test objectives, measures of performance {MOPs) (a more
detailed discussion of MOPs has been inchuded as Annex B), and test resource utilisation are discussed. Chapter
5 introduces architcctural considerations for EW Systems and discusses how vartous architectures may affcet
the test approach.

The EW Test Process, defined in Chapter 1, is based on an organised application of test resources inchiding
measuremnent facilities, models, simulations, hardware-in-the-loop facilities, installed sysiem test facilities,
amd open air ranges, Chapter 6 describes the EW T&E resource fypes in detail, while Chaprer 7 covers the
important topic of modelling and simulation and threst simulation, EW T&E mission execution is complex and
expensive and Chapter & desenbes the essential elements of EW Might test planning, execution and operations,
Finally, some lessons leamed in the T&E of EW systems have been collected in Chapter 9, While the specific
issues depicted by these anecdotes may not be present in some future test programme, the general nature of the
le=sons may be usetul in avoading costly, tme-consuming and often preventable problems.

This handbook also includes five Annexes. Annex A is a catalogue of some NATO EW Test Facilities. Annex B
provides an enhanced discussion of MOPs and related test considerations, Annex © shows the derivation of the
jam-to-stgnal ratio for two important cases. Annex D provides a Glossary and Annex E lists previous 160 and
30 series AGARDograph publications.

Owverall, this handbook will help the novice EW tester become familiar with the major elements of EW T&E,
More experienced testers will find the handbock to be a hefpful reference sowrce with a concise description of
boah test processes and test resources throughout the LS. and Ewrope. For those individuals with broader
responsibilities in the acquisition, eperations, or sustainment of EW systems, this volume will be a useful
introduction to the potential for gaining in-depth understanding of EW svsiem funciiomality and performance
through the disciplined application of the EW 1251 process.

RTO-AG-300-W28 wli
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Chapter 1 - INTRODUCTION TO EW TEST AND EVALUATION

1.1 PURPOSE AND SCOPE

This AGARDograph, which supersedes the original version (Volume 17, Issue 1, 2000), provides an
overview of Electronic Warfare (EW) Test and Evalvation (T&E). This Handbook™s primary purposes may
be stated as:

= Tomiroduce the novice wa disciplined approach to EW testing.

= To provide a concise reference for the EW T&E process and test resources for more experienced
testers and pn:lg'ramrm: I'I'IEI'bB.EL‘I."S.

= To aid NATO Mations in meeting the affordability challenges facing them. Failure to evaluate
installed EW system performance adequately on the groumd typically results in significantly
increased flight test cost and fengthened schedules.

= Tocaalogue current T&E resources and capabilities available within MATO Nations {Annex A).

The Handbeok offers guidance in applying available resources 1o meet identified test objectives and to aid
cost-effective sahisfaction of contractual and operational reguirements.

Some caveats apply (o this Handbook:

= EW systems and consequently TRE equipment operate in the same technical parameter space,
since all operate generally with the same multi-spectral threat enviromment.

+  This Handbook has been predominantly updated by ns lead co-authors, who are US and UK EW
Specialists. As a result, some unintentional US/UK bias may be detected by the reader. These
co-authors are well aware that national variations exist in a number of arcas across the Handbook
and thar differing views exist infernationally on the relative impomance of items and process
clements described therein, The co-authors consider that when taken as a whaole, this Handbook is
sufficiently robust as a NATO-wide document and that any national differences can be sdeguately
hamdled by each Natien's EVW Experts, The co-authors welcome any comiments that readers may
have on the Handbook, with a view to inclesion in future updates.

= All system types are covered for EW T&E capabilinies, but the concentration is on Radio/Radar
Frequency (RF)and Infeared (1R} systems operating in EW frequency ranges,

*  Moveguirement or numernic in the Handbook is intended to be associated with any specific Systcm
Under Test (SUT), platform or programmae,

= Emitter databases, essential to EW systems and associated T&EE equipment, are not discussed since
they are nationally sensitive. For the same reason there 15 limited discussion of Low Observability
(ak.a “Stealth’ or “electromagnetic signatures”) and directed energy weapons, although, where
possible, a fuller discourse on their T&E is provided.

+  All images and references to T&E facilites and resources are provided as examples only. They do
nol indicate that any one Facility, resource or equipment is anv better than another. Their inclusion
in this Handbook does not constitute Tecommendation by the authors,

= The EW T&E enginecer, armed with information in this Handbook, remains responsible for the
timely identification, planning and execution of cost-effective tests, using appropriate facilities
anid resources, in order to satisfy their programme’s reguircments.
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1.2 BACKGROUND

Developing and fielding modern EW systems is comples, expensive, and requires a disciplined test approach
tn ensure that limited programme resources are prodently applied. Therefore, an EW T&E professional’s
mest importam task is o determine the appropriate fest objectives to satisfy the aequisition programime
requirements. All soquisition programmes have milestones where system performance must be evaluated 1o
determine if the syvstem is ready o proceed 1o the next phase. Decizion makers meed timely and accurate
information about the SUT. Test programmes should be structured such that they provide decision-gquality
information incrementally throughout the life of the test prograinme. This allows for system deficiencies o
be wdentified early in the programme when the costs to resolve them are relatively tow.

The scope of EW iest programmes can vary greatly and it is the sk of the EW T&E professional o
consiruct a test programme to cost-cffectively meet the programme needs. There are a wide variety of test
resources amd technigques available to ascomplish this. A simple programme might entail taking a radar
warning receiver of the type that has been previously proven on a fighter platform and re-hosting it on a
iransport aircrafi. At the other end of the spectrum are programumes with several new EW svsiems
operating as an integrated swite on a platform that 15 sl networked with other systems. In both cases,
the EW T&E professional’s task is to tailor a programme that tests the right things at the right time using
the right resources.

This Hamdbook also provides a useful directory of key EW T&E resources available to NATO members, and
examines lessons of the past which can be used to improve the productivity of future testing, While much of
the content is aimed at personnel with relatively litle experience in the field of EW T&E, this volume can
alsn serve as a basic checklist of issues to be covered in planning, condecting, and evaluating EW tests.
In order to gain an appreciation for current practices in EW T&E, some discussion of the history of EW
system development, EW svstem application in modern warfure, and generic clements of disciplined testing
are presented in this inteodection.

With the raprd evolution of miltary clectromics and computer scicnce, the range, complexty,
and sophistication of EW svsiems has grown significantly. This Handbook focuses on festing avionics
systems for military aircraft, the praimary purpose of which is Electronic Countermeasures (ECM) and
Counter-Countermeasures {ECCOM). This testing has much in common with the testing of any avionics
system, especially in those areas that relate to availability, operability, supportability, and reliability.

1.3 HISTORY OF EW

Many would argue that EW dates back 1o the Crimean War and American Civil War and the advent of the
telegraph as an important form of military communications, Early EW technigques included interruption of
the enemy’s communications by cutting the telegraph lmes, and deceiving the recipients by sending
misleading messages, These processes are similar to the current concepd of Electronic Attack (EA ). Listening
in on the cnemy’s transmissions by tapping the telegraph lines may be the carliest form of EW Support
(ES). While mo radiated Electromagmetic (EM) energy wias involved at this point, the mdimentary concepts
of attacking, protecting, and exploiting electronic communications had begun. [1]

The purswit of EW in military aviation first began in camest during World War [1. Radio beams were used to
guide bombers (o their targets; radar was used 10 detect and locate enemy arcrall; and radio communication
wiis becoming the primary means of establishing command and control. As each new electronic measure wias
employed, the adversary developed a countermeasure or EA capability. In many instances, in order 1o
preserve the advanlage of the imital electronic measure in the face of counterimeasures, counler-
countermeasures or Elecironic Protection {EP) were developed, [2]

COne of the most sipmficant EW events during World War 11 and one that ighlights EWs role as a force
rouftiplier was the first use of “Window" by the British during a bombing raid on Hamburg in July 1943,
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“Window' was the code name Tor an early version of chall. The British had been encountesing heavy
losses from radar-directed German anti-aircrafi guns and night fighters, The use of "Window™ totally
surprised the Germans and completely disrupted the German gun direction and fghier control radars
resulting in significantly reduced bosses and the near complete destruction of Hamburg. [3]

The Vietnam War, with the backdrop of the Cold War, presented the next major flurmy of EW activity,
The Maorth Vietnamese employed a Soviet-style Integrated Air Defence System (1ADS). Throughout the war
the MNorth YViemamese continued to upgrade the TADS and correspondingly the LLS, adapied we the uperades
with new countermessures, While strategic bomber and reconnaissance aircraft have long used EW
equipment such as Fadar Waming Recervers (RWR) and Self-Protection Jammers (5P, Vietnam led to
widespread wse of these svstemns on tactical aircraft, The conflict alse led to the development of specialised
aireratt known as Wild Weasels to suppress enemy Surface-to-Air Missile (SAM) radars, The Wild Weascls
emploved sophisticated EW receivers and Ant-Badiation Missiles (ARMs) w0 accomplish their mission,
Figure I-1 shows an SA-2 Guideling missile of the type commonly wsed in Vietnam amd an F-1053G Wild
Weasel aireraft. This era marked the beginning of modern requirements for survival in the presence of
electronically-directed enemy fire control. [4]

RTO-AG-300-W28 1-3
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Figure 1-1: SA-2 GUIDELINE Missile (top); F-105G Wild Weasel Aircraft
with a Shrike ARM [bottom) — {U.S. DoD and USAF Phatas).
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The Arab-lsraeli War in October 1973 provides a pood illustration of what happens when the air defence
threat posed by one adversary advances beyond the EW capabilities of the other, The war “lasied less than
g month, yet it contained all the clements of a much longer war. It was an intense, bitterly contested
conflict with each side well-equipped with the weapons for modern warfare. The Egvptian and Syrian air
defences at that time, were developed from Soviet design. The design stressed overlapping networks of
SAM and Anti-Adreraft Artillery (AAA) coverage. This formidable air defence network consisted of the
SA-2, BA-3, BA-6, SA-T, the ZSU-23-4, and oihier AAA systems, While there were proven ECM from the
Victnam War for the 34-2 and 5A-3 and IR countermeasures, such as flares for the SA-7, the SA-6
proved to be a surprise. The S8A-6"s radars operated in a portion of the electromagnetic spectrum never
used before by the Soviets, The Israelis tried w0 compensate for their lack of ECM against the SA-6 by
flying lower, trving to get under its radar coverage, This tactic placed them info the heart of the Z51-23-4
threat envelope and contributed to the loss of numercus aircrafi. This forced the lsrachis o adjust ther
electronic equipment, modify their tactics, and seek additional ECM equipment, such as ECM pods and
chaff dispensers from the LLS. However, before the tactics were changed and the new equipment arrived,
the Tseaelis sulfered heavy aircrall losses, which taught them a valuable lesson.™ [5]

The 19705 and 1980s also saw the coming of age of Low Observable (LOY technology, While LO principles
have been applied earhier, the F-1174A development marked the first time that LO principles would be the
dominant design attribute for an aiverafl. The F-117A, shown in Figure 1-2, became operational in 1935 and
plaved a key role in Operation Desert Stoem, where it operated with impunity in heavily defended airspace.
Smee the F-117A debut, LO technology has become an imponant consideration for all combat aircraft. [6]

Figura 1-2: F-11TA Mighthawk: The First Cperational
Low Observable Alreraft - (.S, DoD Phato).

Crperation Desert Storm (1991) was spearheaded by an effort tosuppress and destroy the Tragi Kan TADS,
This effort brought together all aspects of EW. Air-launched decoys decerved the g [ADS into
engaging them with radar-directed SAM svstems such that Wild Weasel aiccraft could target them with

RTO-AG-300-W28 1-8

39



INTRODUCTION TO EW TEST AND EVALUATION

High-speed ARMs (HARM). Suppont jamming airerafl jammed surveillamce radars. F-117A airerall
attacked and destroyed key Command, Control, and Communications (C3) centres supporting the TADS,
This inttial coprdimated EW activity was crucial to success of the ensuing coalition air campaign. [7]

Much of the historical EW perspective 15 stll relevant to the modern electromic battlefield. What have
changed are the speed, engagement range, communications network robusimess, and lethality of the
modern threat. The EW community must stay abreast of developments in the threst environment to énsure
that aircrew do net face the tvpe of surprises that the Israelis faced in 1973,

1.4 EW DEFINITIONS AND SYSTEM CLASSIFICATION

This section defines EW and related terms and describes the different classifications of EW suite architccture.

1.4.1 EW and Related Definitions

The definition of EW is broadly the same internationally, although EW componenis” definitions differ
berween MATO and some of its member and partmer MNations. EW is defined in NATO as: *Military action
to exploit the electromagnetic spectum encompassing: the search for, interception and dentification of
electromagnetic  emissions, the employment of electromagnetic energy, incleding directed energy,
to reduce or prevent hostile use of the electromagnetic spectrum, and actions to ensure its effective use hy
friendly forces.’ [8]

The definition of EW does not make any reference to the equipment used, but rather is confined to a
description of the task or mission. For the most pan, the equipment used specificatly in the accomplishment
of EW i1z avionics. This relationship between EW and avionics establishes the domain of EW T&E in the
aerospace environment, Testing and evaluating EW systems requires the application of the skills and insighis
requisitc of testing avionics equipment in general, tempered with a view of the military actions to be
seeomplished wsing these devices. The functionality and military worth of EW systems is highly role,
mission, and scenario dependent,

The U.S. Chairman of the Joint Chicfs of Staff, Joint Publication (1) 3-13.1 addresses EW operational
applications and alzo congiders multi-national EW coordination. This document notes that while ““NATO
Electronic Warfare policy” is largely based on US EW policy, the perspective and procedures of a Multi-
Mationul Foree (MNF) EW Coordination Cell { EWCC) will be new to most” [9] The reader 15 referred o
the MATO documents: Military Commitiee document 649 and STAMAG 6018, bwh Restricted
documents, for further information regarding NATO definitions of EW and its components. | 100,[11].
The LS. definitions will be used throughout this document unless otherwise stated.

Inn the NATO and 1LS. Joint lexicon, EW has three sub-divisions: EA, EP. and ES. While minor national
variations exist across MATO and its partner Mations, this lexicon has tvpical definitions;

*  Electromic Attack (EA) — The use of electromapnetic energy, DE, or anti-radiation weapons o
attack persennel, facilities, or equipment with the iment of degrading, neutralising or destroying
encmy combat capability and is considered a form of fires, [12]

+  Electrome Protection (EF) — Actions taken to protect personnel, facilities, and equipment from
any effects of friendly or enemy use of electromagnetic spectrum that degrade, neutralise,
or destroy friendly combat capability. [13] EP is also known as ED, Electronic Defence.

= Electromie Warfare Support (ES) — Actions taken by, or under direct control, of an operational
commander o search for, intercepd, idemtify and locate, or localise sources of intentional and
unintentiomal radiated electromagnetic energy for the purpose of immediate threat recognition,
targeting, planning, and conduct of fulure operations. [13]
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Figure | -3 shows the three EW sub-divisions and wentifies some specific applications.
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Flgure 1-3: EW Sub-Divisions.

Electronic Intelligence (ELINT), Signals [ntelligence (S1GINT), and Communications Intclligence
(COMINT}) have many similarittes to ES. They are defined as:
= ELINT - Technical and geolocation intelligence derived fromy forgign non-communications

electromagnetic radiations emanating from other than nuclear detonations or radipactive sources.
[14]

+  BIGINT — A category of intelligence comprising either individually or in combination all
communications inelligence, electronic intelligence, and foreign instrumentation signals intzlligence,
however transmitted or intelligence derived from communications, electronic, and foreign
instrumentation signals. [15]

»  COMINT - Technical mformation and intelligence derived from foreign communications by
other than the intended recipients. [16]

These mission areas are not considered EW under the US definition, However, the systems that perform
these mission areas wre functionally similar to ES systems and much of the information about ES systems
and ES systems T&E in this Handbook applies to them as well,

1.4.2  EW System Architecture Classifications

There are a variety of EW system architectures in use, so it 15 difficult to separate them into neatly defined
catepories, Three general classifications, illustrated in Figure 1-4, will be used in this Handbook:

*  Stand Alone — Each diserete EW system operates independently or nearly independently of every
other EW system.

RTO-AG-300-W28 1-7
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Federated — Each EW system largely maintaing its functional boundaries. The individual EW
systems commonly share data via an EW data bus with the RWE serving as the bus controller,
The mdividual EW systems also commumicate via the avionics data bus to receive inputs such as
aircrafl attitude and Might data and to provide status nformation © the avionics system.
The shared data also aids RF management; for example, the Fire Control Radar (FCR) can provide
its operating characteristics such that the RWH and jammer will not process it as a threat.

Integrated - All EW components, as well as other avionics systems, share commaon processing
resources and databases. Data fusion algorithms are commaonly used to enhance the information
quality. Integrated systems can also schedule other aireraft system apertures and sensors to perform
EW tasks, for example the FCR antenna is a high gain aperure capable of supponing secondary
tasks. All controls and display information is routed by the central processor.

Standalone EW Sujte C&D - Controls & Displays
- Wamning
| Ca&b || C:&D | | C&I' l | C&D | E%—??gwmtmefirgyﬂm
- 2 = 2 CMDE - (Countermeamires
l ek HFICM “ CaDS I l]'JWS J m—ﬁ:;ﬁ?ﬁamsyﬂgﬂm

MC - Misaon Compiiter
BC -Bus Controller

N o o A o - "
DL = DR T UNonon Lsplay

Esdey ated EAY Suite
|c.11::| [-:&n| |c&_1}] |ca::u|

Awionict DataBus

o [Fr[007] [Ws]  svomos o

— ST Hisese MC —
m) [ NP |
Lnteg aved F'V Swite
[iwr | [rFoM
| I C&D
2:1::;:::: —l_".'ormnw Processor I-—- wa
MFD

| cvos | | aws |

Figura 1-4: EW Suite Architecture Categories.
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1.4.3  System Hierarchy

A weapon svsiem is comprized of a number of elements. Table 1-1 ideniifies the individual elements and
how they butld up o form an entire weapon system.

Table 1-1: System Hierarchy.

Element Deseription | Examples
Component Constituent part of an LRL = Circuit cand assemblies
Line Replaceable Unit (LEL) An essential support item *  RWE receiver assembly
also known as Weapon remeved and replaced at feld | | .
Replacement Assembly (WRA) | level to restore an end item to | B R gl processor
or Module Beplaceable Unit an operationally ready *  RFCM transmitter

condition,

Eguipmest A complete and functionally |« RWR

discrete piece of equipment | | prewce gan

+ MWS
|+ CMDS
Sub-System Comprised of the various = [elensive Alds Sub-System

SpMBITLET | = Mavigation Sub-Svsiem

Swsten Comprised of the various = AVIOmICS Syslem
sul-sysiems *  Propulsion Svstem

Weapon System Comprised of the various - Complete Aircraft
sYslCms

1.5 TEST RESOURCE CATEGORIES

EW system testing spans an cnormous range starting with inspection of components and materials to be
used in the manolaciure of systems, and culminatng with in-service support. including mission data and
couniermeasures validation and aptimisation, problem investigation, and failure diagnosis. This Handbook
concentrates on testing used to assess the capability of an EW system to comply with system-level
specifications, perfomm its intended military rele, and its potential 1o be serviceable and supponable in the
figld. These qualities are generally assessed using a combination of fMight- and ground-based tests and
employ & wids range of test resources.

Test resource catepories applicable o EW testing include Measurement Facilines (MFsp, System
Integration Laboratories (S10Ls), Hardware-In-The-Loop (HITL) facilities, Installed System Test Faeilities
(I5TFs), and Open Adr Banges {OAR=). A sixth resource category 15 Modelling and Simulation (M&S).
See Figure 1-5.
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Measurement System Integration Hardware-in-the-Loop
Facilities Laboratones (SIL) (HITL) Facilities

Installed Svstem Test Open Air Ranges (OAR) Modeling and Simulation
Facilities (ISTF) (MES)

Figure 1-5: EW Test Resource Categories — (U.5. DoD Images).

Ii s tempting to equate ‘types of tesis” with specific test facilifies, For instance, OARs provide an
environment where aireraft can be operated in their intended flight regimes, and can often support testing
of svstems installed in the aircraft while the vehicle is on the ground. In this scenacio, an “installed system’
type of test using an QAR rescurce category would be conducted.

Large anechote chambers, capable of holding an actual aircraft, are frequently classed as Installed System
Test Facilities. While this categorization is applicable, i does not convey the full range of applications for
which an [STF may he suitable. Frequently, 18TFs are used to support HITL tests, integration activitics,
and simulations. 1f the resource eategory deseription is used to define the test types that the resource can
support, there is a risk of inaccurate or incomplete understandings of the T&E value of many test
TESOUNCCs,

This Handbook will use the term Test Resource Category 1o identify the primary role of a specific test
facility and will use Test Type to reference the various levels of testing and systenn integration that may be
sccommaodated at a given facility.

L6 THE ACCEPTANCE PROCESS AND TYPES OF TEST

EW equipment manufaciurers and Platform Systems Integrators (PSI muost uliimately prove that their
system or systems meet the contractual specification requirements, The details of the process vary hy
country; however there are some common clements. The contractual requirements are typically tabulated
in & mateix identifying the particular requirement, the acceptance method, and the venue for the activity,
Table 1-2 identifies and defines the type of verification and the methods. [17]

1-10 RTO-AG-300-V28
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Table 1-2: Verification Types and Methods.

TYPE METHOD

= Physical inspection, visual verification
Inspection = Document review

*  Read-across by analogy, where prior evidence alone is used to fulfil a requirement

*  M&S, g, mathematical, stanistical, physical

*  Read-scross by evalumtion, where prior evidence 15 used wo pantly fulfil a

Avslysis requirement
*  Technical cvaluation of equations, charts, reduced and/or representative data
+  Laboratory — software test, rig test (by equipment manufacturer/supplier) and rig
fest (by manulacturer/supplier or Platform Svsiems Integrator - PSD
T = Anechoic chamber {specialist cquipment)
sl
*  Aircraft ground test, e.p, Electromagnetic Compatibility and Interference
{EMC/EMI}
= Flight test — local or dedicated EW range
T = Un-instrumented rig or aireratt test where requircment is met by whservation

alene

There is a hierarchy of test types which must take place in order o quantify the overall performance of the
SUT. This sequence of T&E events tends to mirror the overall maturing of the SUT as it progresses
through the development process,

Figure 1-6 depicts this process and helps to characterise an important attribute of the fest process. Iois a
purposefully recursive process that continually refines the estimated performance of the SUT as it reaches
higher levels of imtegration and maturity. Such a deliberate process may be difficult or even impossible (o
#chieve due to fiscal, schedule, or test facility constraints, Each of the desired fest events represents an
opportunity o help reduce sk in developing the EW system. Here 15 where the tester’s experience and
application of statistically =ound methods can construct a test propramume that optimises the wse of 1est
resources while mecting budzet and schedule constraints, Ultimately, the tester provides decision makers
with guantifiable information about programme technical nsks.
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Figure 1-8: The EW T&E Process,

Some of the cheices may not be obvious. For instance, flight testing is generally considered 10 be 2 more
complete test than those events accomplished in an HITL or ISTF. The experienced tester, however,
may determine that due to limitations of threat simulators available on the OAR, he can actually create o
rrore realistic test scenario o an [STF, This pamicular tvpe of choice is fregquently encountered when testing
the effects of high threat or signal density, Maost OARs are very fimited in the quantity of threat simulators
they can provide. On the other hand, HITLs and 15TFs can most often simulate very large numbers of threat
signals with adequate fidelity.

1.7 EW SYSTEM APPLICATION IN WARFARE

Ag discussed carlier in this section, EW ean be broken down into three primary divisions: EA, EP, and EX.
Whale it is not the intent of this Handbook to fully describe the role of EW in military operations or o
provide a detailed analysis of specific EW techniques. a brief overview of each of these primary divisions
15 given below to underpin a better understanding of the test requirements.

L.7.1  Owverview of EA

EA is the use of electromagnetic or directed energy 1o attack personnel, facilities, or equipment, There are
five basic sub-divisions of EA: jamming, deception, DE, ARM, and expendables. Jamming is generally
defined us deliberute radiation, re-rwdiation, or reflection of energy for the purpose of preventing or
reducing an enemy's effective use of the electromagnetic spectiuim. With recent advances in technology
and more freguent use of spectra owtside the BF range, this definition can be extended to cover similar
aetion agminst TR, Ultraviolet (UVY, and electro-optical systems.

Jamming is the most prevalent form of EA and has two major sub-divisions: self-protection and support.
In self-protection jamming, also known as defensive EA, the same vehicle being targeied by the enemy
radar or sensor system carries the EA svstem. Suppoer jamming, alse known as eflensive EA, has three
sub-categories: stand-off, stand-in, and escort. In siand-off jamming, the EA platform normally operates
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bevond the engagement cange of the enemy air delence system amd jams the surveillance elements of the
air defence system in suppori of other attacking aircrafi. Stand-in jamming is similarly directed at the
surveillance elements of an enemy wir defence system, but operates within the range of enemy air defence
weapons, Stand-in jamming is normally performed by Unmanned Air Systems (UAS)Y . In escort jamming,
the _iamming aircraft accompanics the strike package it is charged with [}mtcciing. This means that the
escort ppmming airerafi must heve performance and range similar @0 the strike sireraft.

There are basically two tvpes of enemy radar that must be jammed by EA:

«  Surveillance radars perform two basic functions in an TAIDS: carly waming, which provides
overall situational awareness for forming the air picture. and terget acquisition for terminal theeat
Syslems,

+ Radars associated with the terminal threat systems, typically those performing target tracking and
mussile puidance. Terminal threat rwdars are usvally civen high prionty o the hierarchy of
EA threats becanse they are associated with the lethal phases of a weapon guidance system.

EA jamming technigues are used to disrupt or break the threat’s range, velocity, or angle tracking
capability and force the threat system o re-pequire the target and re-mim the weapon — a process which
could provide the target the time to pass harmlessiy through the threat™s engagement envelope,

EM deception iz the deliberste radiation, re-radiation, alteration, suppression, shsorption, denial
einbancement, or reflection, of EM energy in a manner infesded o convey misleading information 1o an
enemy or o an enemy’s EM-dependent weapons, thereby degrading or neutralising the enemy’s combat
capability.

DE 15 an umbrella term covering technologies that relate 1o the production of a beam of concentraled
clectromagnetic energy or atomic or sub-atomic particles, The two most common manifestations of DE are
High-Energy Lasers (HELs) and High-Power Microwave (HPM) devices.

ARMs are designed (0 home on RF emizssions from enemy radar svstems, These missiles aim (o either
destroy the targeted radar system or at least force it to cease operating to avoid destruction. These
sir-launched weapons normally receive targeting information from ES receiver systems on board the host
platforms, [t is beyond ihe scope of this Handbook, but it is important to realise thar these amd other
WeCApons sysicms are increasingly able 1o tap into networked systems that can provide tangeting
information from other sources via data links.

Expendable countermeasures are deploved from a host platform and normally perform self-protection
functions. The three most common expendable countermeasurcs types are chaft, Nares, and towed decoys,
Chall can be emploved agamst search radars or as self protection agamst Targel-Tracking Radars (TTRs)
and missile guidance radars. Chaff is dispensed in bundles composed of many housands of very thin
conductive clements designed to reflect RF energy and confuse the victim radar. Flares are designed to
prodect aircraft from [R-directed threat systems by providing a more atirective target to the missile seeker
than the targeted aircraft. Towed decoys attemp to provide the threat svstem a more attractive target than
the platform they protect.

In addition e the above elements of EA, Emission Control (EMCONY, and Low Observable (LO)
techniques are considered passive forms of EAL [18]

J UAS, which also means Unmanned Asoromars Systems, inchxle UAV: (Unmanned Aerospace Vehicles) and LCAVS
(Ummnnmed Combat Air Vehiclesh

! EMOON s aceordimg 1o some sourees & form ol EP and will be reated s EF for the remsinder of this handbook. [ 18]

RTO-AG-300-W28 1-13

47



INTRODUCTION TO EW TEST AND EVALUATION

1.7.2  Overview of EP

EP is that action taken 10 negate the effects of either enemy or friendly EA that would degrade, neutralise,
or destroy friendly combat capability. EP techmiques tend to be the result of developments of EA
capabilities. bMost EP technigues are defined i relation to how they counter a speeific EA threat. Usually,
the EP technique is some improvement in the sensor system design that counteracts the effect of a specific
EA techmique; therefore, it 15 difficult to understand the purpose of a specific EP technique without
knowing the EA technique that it is designed o counteract. EMCON is also a form of EP. [19]

Usually, the design requirements of a system that operates in a jamming envirenment will exceed the
requirements of a similar system designed to operate only in a friendly environment. For example, a radar
regeiver designed for use in a civilian envirommenl can elerate relatively wideband [requency response
with only minimal degradation in performance. A similar receiver designed for use in a jamming
environment would require narrowband frequency response to prevent skirt jpmming.

The EP designer may utilise sophisticated transmitted waveforms and receiver processing that will make
deception jamming difficule. This forces the enemy to use high-power, brute-force noise jamming. The EP
designer can then wse frequency hopping or moltiple simultaneously transmitted frequencies so that the
enemy must broaden the bandwidth of his jamming, This causes the enemy janmer 1o diffuse its enerpy
over a wide handwidth, thus reducing the effectivencss of the EA. A true, never-ending cat-and-mouse
game: between EA and EP designers then [ollows.

1.7.3  Overview of ES

ES is that divizion of EW concerned with the ability 1o search for, intercepd, identify, and locate sourges of
radiated clectromagnetic energy. ES 15 used in support of tectical operations for situational wwareness,
threat avoidance, homing, and targeting. Onboard radar waming and missile warning receivers, as well as
many off-hoard surveillance systems, are considered elements of ES.

1.8 THE EW T&E PROCESS

The EW test process, as depicted in Figure -6, reguires o disciplined approach 1o ensure that the required
testing is accomplished in a vimely and cost-effective manner that ultimately provides acquisition
programme docision makers with accurate information about the SUT, The most important part of a test
programme 15 determining the test objectives. The test objectives get 1o the heart of what is @ be
accomplished and thereby determine the direction and scope of the programame. [T the test team doesn’t get
the ohjective right, the programme runs a significant risk of not generating the necessary information to
support programmatic decision making. The test objectives need 1o be coordinated between programme
management and the test team to ensure that all participanis wndersiand the relationship hetween ihe
financial resources available and the quality of information provided. A vital role of professional testers is
1o comvey misk assessments 1o programme managers when Bnancial resources are constrained and advise
them on opions,

L8101  Test Objectives

Test objectives derive from two basic sources: docwmented operational requirements of the military end user
and contraciual specification requirements. Ideally, these would be identical, but they somefimes differ in
practice. The system programme office charged with acquinng the weapons system typically contracts with
the manufacturer 10 provide specific quantifiable data about the performance of the acquired system.
Test professionals representing the government generally participate in the Developmental Test and
Evaluation (DT&E) phase to provide the programme office with an independent evaluation of the weapons
syslem’s performance relative to specification requirements, DT&E is defined as any tesiing used Lo assist in
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the development and maturation of products, produect elements, or manulfaciuring or suppor processes, It is
also amy engineering-tvpe test wsed fo verty status of technical progress, verify that design risks are
minimised, substantiate achicvement of contract techmical performance, and certify readiness for mitial
Orperaticnal Testing (OT). Development tests generally require instrumentation and measurements and are
secomplished by enginecrs, technicians, or soldier operator-maintainer test personnel in & controlled
enviromment to facilitate failure analysis. [20]

Additionally, the DT&E community must address military wility aspecis of the SUT performance thar are
not addressed by the specification requirements, The role of DT&E above and bevomd specification
compliance assessments reduces the risk of finding problems in Operational Test and Evaluation (OT&E)
that could preclude fielding the weapon sysiem.

COT&E is the field test, under realistic conditions, of any item (or key component) of weapons, cgquipment,
or munitions for the purpose of determiming the effectivencss and suitability of the weapons, equipment. or
munitions for use in combat by typical military users; and the evaluation of the results of sech tesis. [21]
Test programmes that coordinate DT&E and OT&E throughout the programme’s life greatly enhance their
chance of successlully compleiing OT&E and Lelding the weapons system.

Large acquisition programmes typically have a hierarchy of test objectives, A large programme charged
with acguinng a new airframe that employs a mumber of potentiaily integrated sub-systems might have as
an overall west objective: “Evaluate the performance of the F-XX airesaft™, [t could then have subordinate
level fest objectives such as: “Evaluaie the defensive avionics suite”, or “Evaluate the fire control radar
system”™, ete. Further, an objective to evaluate the EW systems of an aireratt could be broken down into its
components: “Evaluate the RWE performance™, “Evaluate the expemlable countermeasures system™, elc,
A small programme might have only a single stand slone objective, such as “Evaluate the performance of
2 new countermeasures fare™. In any event, it 15 important that the EW tester be aware of how test
objectives it into the overall test programme,

1.8.2  Test Design

The DT&E test designers must ensure that two questions are answered. First, the test must determine if the
manulecturer has met ench of the contractual specification requirements. Second, the svstem must be
evaluated to determine if the military unlity is adequate to proceed to dedicated OT&E. 1t is possible fora
system to meet all specification requirements but have sufficient military utility deficiencies to preclude a
release o begin dedicated OTEE. OT&E testing is conducted under opesationally realistic conditions 1o
determing if the system is effective and suitable,

Figure 1-7 shows the main clements of test design. The programme objectives address both the
specification compliance and the military utility and once they have been established, the test team must
determing the measures by which the system performance or effectivencss will be evaluated. These are
knwwn as Measures Of Performance (MOPs) and Measures OF Effectivencss (MOEs) The MOPs are
generally more applicable to DT&E and are generally tied directly to contraciual technical performance
requirements while MOEs apply to OT&E. This Handbook primarily addresses DT&E and will use the
term MOP genertcally when discwssing performance measures.
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Figure 1-T: Test Design Elements.

The objectives must be testable, that 15, the selected MOPs must be guantifiable atinbutes of the system
that direcily relate 1o operationally relevant functions. A specific type of MOP is the Critcal Technical
Parameter (CTPY the CTPs are parameters deemed vital to the desired capability of the weapon system.
Two examples for an EWE include response time which relates directly to the warning time the sysiem
will provide the aircrew or angle of arvival measurement error which relates to the quality of the waming
information provided, Note that MOPs are always nouns: time, error, ete,

Annex B discusses some common MOPs, to assist understanding measurements and what information they
convey. It 15 intended tx make the reader think about what details need o be addressed and documented n
the planning stages, to avoid disagreements later in the programme when they are gencrally more difficult
and costly to resolve.

Svstem acguisition  programme managers should involve experienced festers early in the sysiem
specification or contracteal requirements development process, Experienced testers know what system
attributes are meanineful, testable, and measurable. IF a system atiribute cannot be guantified or quantified
in a useful manmner, it is worthless,

Cnce the test ohjectives have been established and the MOPs identified, the amount of data required most
be defermined in order o estimate the values of the MOPs. This is cnitcally imporfant to programme
managers because the amount will dictate the length and cost of the test programmee.

Even the best designed tests only vield estimates of the true values of the SUT s measures of performance.
BOPs are random vanables generated from Anite data samples. Therefore, it is impossible 1o establish the
true value of a given MOP. A sypical test will produce an estimate of the average value of an MOP,
1., the mean or median and spread of the data, commonly expressed as the vanance or the standand
deviation, This means that each time a data set s collected it wall produce a different result.

Many EW performance specifications are based on whether or not the estimated value of a MOP, such as
response time, meets & requirsd value, Even o well-conceived and executed test can result in a spread of
the data collected. This mnplies that occasionally the estimated value will be sulliciently in ertor that the
wrong eonclusion about the system’s performanee may be drawn,
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A key rvole that T&E professionals play on the acquisition team is o quantify the visk of such an ervor
occwming and communicating that information to the decision makers prior to the test, This will ensure
that decision makers understand the relationship between the resources expended and the guality of the
answers that will be provided and ultimately the risk they will be accepting.

For example, if the response time contractual specification requirement for an R'WR against a given threat
radar beam 15 X seconds, the test tenn needs to design a test procedure o test the hypothesis that the
system meets the specification requirement; the null hypothesis is that the system response time is less
than or equal 1o X seconds, The hypothesis test can have four possible outcomes as shown in Figure 1-8.

True {(Unknown) State of SUT

System Meets System DoesMot
Specification Meet Specification
Requirement Reqguirement

Systermn Doas
MotMeat
Programmatic | Requirements
Decision
System Mests
Requirements

Flgure 1-8: Types of Decision Error.

Basically, a Type [ ermor occurs when & “good’ system is incorrectly rejected for failing to meet the
performance specification regquirement and a Type (1 emor oceurs when a “bad’ system is incomectly
accepted as having met the performance specification requirement. There are many excellent references on
the statistical techniques of determining probabilities. A nypieal approach is to specify the probability of a
Type | emor (the sigmificance level of the west) and design the test procedure such that the probability of
incurring a Type 11 error is acceptably small (this determines the power of the tesi). [22] Generally.
the likelihood of meurring Tyvpe | or Type I errors can be reduced by increasing the sample size.
Experimental desipn techniques can oplimase the quality of information provided for given cost and schedule
COnsraint,

When a mismatch ccours between the objective of the test and the resources available, the test tcam needs
o work with programme management 1o bring the objectives and the resources into alignment. 1 the
programme is under-resowrced and the risk of incurring Type 1 or Type 11 error is deemed 10 be too great,
programme managers can gither provide additional resources to bring the fsk up to an acceptable level or
they can modify the abjectives. Conversely, il the nsk analvsis shows a low risk of incurring Type 1 or
Type 11 emrors, programme managers might ¢hoose to reallocate the resources to other higher risk
programme clements.

1.8.3  Programme Tailoring, Phasing, and Regression Testing

The purpose of a DT&E test programme 15 (o ensure that the SUT meets all of its critical specification and
military utility requirements, and 15 ready to begm dedicated OT&E. The test teamn must construct a test
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programme that tailors the est objectives w the most cost-eflfective resources lor accomplishing thea,
For example, if a test objective can be satisfied vsing a laboratory facility this will almost always be
timelier and less expensive than accomplishing it in-fhight on an OAR.

Testers should be aware thal testing described in previous sections does nol useally occur m a linear
fashion. Each programme has unique requirements znd related test objectives that drive where, how much,
and in what order testing will ocour. For example, most programmes regquire multiple SIL entries to check
ot hardware, software. and mission data changes throughout the programme.

SUT maturity is a major driver in determining which resources are necded. A new acquisition programme
will likely employ multiple iterations of all types of test resources. Alternatively, a mature system with
developed hardware and software being installed o0 a new airceaft would employ resources focusing on
airframe mstallation effects and avionics integration. Maost major acquisition programmes employ block
cvele wpgrades or other scheduled incremental capability deliveries. When these new capabilitics are
delivered the test philosophy should address two aspects: evaluating the newly delivered capability and
performing regression testing to ensure that existing capahilities have not been inadvertently degraded,

Sequential testing using lower cost mesources o vabdate performance before progressing o more
expensive and less available resources is good risk management practice. If deficiencies are identified in
the course of using less expensive test resources, they can be resolved before moving on to higher-cost,
higher-Adelity test resources, The test steategy should always mm o Ond problems as early as possible in
ihe programme using the most cosi-effective resources,

Regression testing is a critical nsk-mitgation component of a well-designed test programme. Regression
testing 15 perfommed o ensure that when a change is made 1o one part of the system other performance
aspects of the system have not been unintentionally degraded. Since the incremental appreach is a planned
aetivity, regression testing should be built into the schedule. Failure to propery plan for and conduect
regression esting can result in lengthy and costly changes late in the programme,

1.8.4  An Integrated Test Approach

The system programme. office has the overall responsibility for weapons system acquisition and ensuring
that am imtegrated test programme occurs, There are two aspects Lo an mtegrated test approach. The frst s
organisational and deals with integrating the objectives of the stakeholding parties: the contractor,
the govemnment DT&E organization, and the operational test apency. The second deals resource
integration, be., ensuring thai resources and facilities are emploved in an efficient, cost-effective manner
that avoids unnecessary duplication of effort, Figure 1-9 shows the resource categories and some examples
of the types of activities that they suppor.
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MODELLING & SIMULATION
CONCEPT & MISSION AMALYSIS AISK ASSESSMENT
FLYOUT MODELING
SIL HITL ISTF OAR
JAMMER INFLIGHT JAMMER
EFFECTIVENESS EFFECTIVEMNESS &
SUIMTASILITY
TACTICS
TACTICS
TECHNIGUE EVAL
& OPTIMEEATION
RECEIVER & RECEIVER & INSTALLED INFLIGHT
PROGESSOR PROGCESSOR RECEIVER & RECEIVER &
PERFORMANCE EFFECTIVENESS PROCESSOR PROCESSOR
IN HIGH DENSITY PERFORMANCE EFFECTIVENESS &
COMPONENT ENVIROMMENT SUITABILITY
COMPATIBILITY
MEASUREMENT FACILITIES
ANTENNA PERFORMANCE AIRCRAFT RF & IR SIGNATURE

Flgure 1-9: EW TEE Rescurce Category Examples.

The test community has a wide vanety of resources available to address the cstablished test objectives,
Test managers must construct a test programme that optimises the employment of test facilities and
resources o cost-effectively execuie the west while maintaining technical credibility, Most test programmes
will require the use of more than one rbcili:y OF TeSOINee, 1“rr_~|:|m."1'|tt;|.I with more than one iteration. The more
complex the development effort, the greater the facility or resource utilisation will be.

A tvpical BWE programme illustrates how a test programme should be tailored. Take the case where a
new RWR 15 being developed for a fighter arcraft. This will involve nearfy every type of resource
avarlable o the test community, starting with M&S to model antenna patterms, and detailed development
testing at the contractor’s facility, all the way through AR testing.

Conirast this with the case where several years later after the RWR 15 ficlded on the fighter platfiorm,
the same BWER is chosen 10 equip @ transporl aircrall. In this case, the BEWE hardware and software are
already developed, A new installation on a different platform will involve new amtenna locations,
and possibly new antennas. It will need to interface with a different avionics system. Also, the mission
requirernents of the transporl aircrall will be difTerent than the fghter atercrall and will secessitate dilTerent
Mission Data Files (MDFs), Since the hardware and software are mature, the testing should focus on the
risk areas specific o this programme such as installation. integration. and mission-uniqec attributes.

In some cases, test resources might not be available to meet the requirements of a Lest programimne.
This sometimes ocours when emerging technology ouipaces the capabilifies of existing test resources,
In that case, the programme office might need to develop new test capabilities. Note that development and
upgrading of est1 facilities s, in general, a lengthy process, There is a need for facility operators o identify
potential fumere test requirements as far ahead as possible 1o maximize tacility availability for testing.
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1.8.5 Data Reduction and Analysis

The test iself only provides data, chservations, and information 1o be subsequenily evaluated, The bridge
between testing and evaluation is data reduction, Odften, this step 15 thought to be a simple act of feeding
data o the computers and wuting for the output o appear on the engineer's desk. Experienced testers
kmow differently: they are fully aware that factors such as selection of data, editing of outliers, and
determunation of statistical processes to be applied to the data can have a major effect on the outcome of
the evaluation, A thorough understanding of experimental statistics is a prerequisite Tor the successiul
evaluation of any EW system.

L9 EW T&E RESOURCE UTILISATION

1.9.1 Relative Cost

In general, the cost per test becomes higher as the wsting moves o the right, as shown noticnally in
Figure 1-10. The use of models, simulations, and ground testing can reduce overall test costs since flight

tests are the most costhy.
A OPEN ENVIRONMENT //

TESTS ARE THE MOST COSTLY OPEN
AlR RAMGES
INSTALLED
BYETEM
/ sanowane. | TEST

IN-THE-LOOP
EYESTEW
INTEGRATION FACRITIES

MEASUREMENT
FACILITEES

MODELLING

AND
SIMULATEON

w00 ME—=SPrmaD

Figure 1-10: Relative Cost - T&E Resource Utilisation.

1.9.2  Relative Use

Due to the complexity of EW systems and threat imteractions, modelling and simulation can be used in &
wide range of progressively more mgorous ground and flight test activioies, Figure 1-11, also notional,
shows that M&S and MF are used throughour the test spectrum. It also shows how the number of trials
tests should deerease as the testing proceeds through the categories.
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Figure 1-11: Relative Use - TEE Resource.

The kev issue is o oplimise cost, time. and risk of successfully gathering test evidence that allows SUT,
gystem, and plarform off contract and into operational use. To attain this two driving themes are:

= Mowve as much testing 1o the left of the development programme, 1.¢., from flight test o anechoie
chamber ISTF and MF, and 1o M&S that has been subject 10 adequate Verification, Validation
and Accreditation (VWVEA)

= Only dooan Right those tests that cannot be adeguately achieved by pround test.

LIG  SAFETY CONSIDERATIONS

Specific safety procedures must be developed and observed for each type of test in each type of facility.
The following hazards required particular attention when considening the T&E of EW svstems.

11001 Electrical Shock Hazards

Many EW gystems utilise high-power teansmitters requiring high-veltage excitation fior the final output
stages, In addition, nearly all EW systems make use of cither 115 YAC or 28 VI electrical power for
operation. While these power sources are generally well protected when the svstem 15 mstalled inoits
operational configuration, they may be exposed and easily contacted during tesi activities. Thig is
particulary true in the HITL and S[L environment.

1.10.2  Radiation Hazards

Effectz of human exposure 1o high-intensity BF fields can vary from miner reddening of the skin 1o severe
and permanent damage to internal organs. High powcrmdia:im can also cause :-quipmcnt damage. The most
commen opporunity for such damage is in anechoie chambers. The Radar Absorbent Matenial {BAM) used
in these chambers will absorb rather than reflect the RF energy from the systems in operation,
The ahsomption of cnergy causes heating of the RAM. As a result, power levels must he carefully monitored
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and constrained 1o levels below that at which the beating of the BAM will resull in toxic smouldering or Tire.
Radiation hazards can exist in all test enviromments but are most frequently encountered in the ISTF and
AR testing phases.

1.10.3  Pyrotechnic Hazards

EW expendables such as chaft and flares sypically rely on pyrotechnic (explosive) devices for ejection,
(Ine can casily imagine the results of an inadvertent firing of these devices during ground maintenance or
test operations. Also, EW pods carried on centreling or wing stations of aircrafl are usually capable of
being jettizoned, Unintended firing of the explosive charges that initiate the jettison sequence may resull in
hoth personnel injury and equipment damage. These pyrotechnic hazands are most Lkely w occur during
ground test or preparation for Might test in the OAR testing phase.

L11 THE TEST PLAN

All test activities require careful planning to be successful. Test plans come in a multitude of forms and
formats, cach created to ensure a specific reguirement or group of requirements are satisfied i the most
complete and efficient manner possible,

L1 Cost and Test Budget

Adeguate budgeting for cach test event 15 critical. It 15 difficult o accurately predict the cost of an unplanned
or poordy planned activity. Early in the programme when test events are nol clearly specified, the budgeted
cost for testing will likewise be only a tough estimate. The soonct more complete test planning is
seeomplished, the sooner the test budget can be accurately determined. Generally, as the programme
progresses, the potential for acquiring additional funding is reduced. Poor budgeting an the beginning of the
programme will nearly always result in ¢ost OVEITUn of Severe constrainis on test execution and failure of the
test effort to deliver the required information.

1.11.2  Schedule

As with the budget, the schedule for festing is affirmed through the development of dewailed test plans,
Test facilities that are needed to accomphsh the desired testing may have full schedules. Access to the
required facilities when needed is greaily increased if detailed test planning is accomplished early and this
cannot be over-emphasised,

The schedule tends to be a major driver for the budpet. [naceurate schedule projections will generally lead
i budget problems and, in the end, failure of the test programme o deliver the required information.

L1} Test Efficiency

Accomplishment of test events 10 the optimal sequence can substantially reduce the amount of retest or
regression lesling required. Test planning is the primary 1oel 1o understand and analyse the best sequence
of events, It is alzo the process where experienced testers accomplish the wade smdies to assess how
programmatic risk will be affected by the elimination or insertion of test events,

1.11.4  The Bottom Line

It is the rest planning process that permits 4 logical sequence of test activities with reasonable expectations
at each stage. Data reduction and analvsis, safety, and certainly o meaningful evaluation are all virtually
useless (and probably impossible to accomplish) withoul a carefully developed west plan.
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L.12 TRAINING - A KEY TO SUCCESS
This Handbook primarily covers the EW T&E process and its undespinning facilities, tools and technigues.
1t must be recognised, however, that if the staff (engineers and other) involved in these areas do not have

sufficient skill and experience, then the goal of programmes with minimum cost, duration and nisk will be
uraitainable,

The EW T&E field is a complex one, requiring high levels of specialism and experience in a number of
sub-disciplines inter afia microwave and optical engineering, mission sysiems engineering, platform
design amd development, electromagnetics, and rig and on-aircrafi TEE.

EW and T&E training is therefore of great importance if the above goal is tobe met. A number of Nations
and agencies run EW and EW T&E courses that can satisfy this requirement. It has been shown that such
raining is a greal experience aceeleraior for novices, allowing them to function at a much higher level
than would otherwise be possible. This training can also enable experienced T&E cngmcers to solve
difficult T&E problems and make contributions 10 their progranunes by applying detailed technical
knowledge obtained from the training. [23]
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Chapter 2 - T&E OF ES SYSTEMS

21 INTRODUCTION

This chapter describes the basic operating principles of BF receivers, Missile Waming Systems (MWS)
and Laser Waming Systems (L'WS), The fundamental TEE methodologies for each tvpe of svstem will be
covered, beginning at the component level and progressing through fully installed system testing,

2.2 RF EW RECEIVERS

Mearly all modern RF EW systems employ some type of receiver system. Some receivers are designed for
self-protection or real-time targeting; these receivers have siringens timeliness requirements and some
degree of accuracy can be sacrificed to provide faster response times. (ther types of receivers, such as
those desigmed e suppont electronic reconnaissance and surveillance, have less siringent timeliness
requirements bul require greater accuracy (o suppor their missions.

While different EW receivers serve a vanety of functions, they share some common atinbutes. Figure 2-1
shows the basic funciienal architeciure of most EW receiver syslems:

= Anaperture (usually a set of antennas to capiure the RF signals of interest);

*  Arcceiver to convert the RE signal o a video signal;

= A digitiser to convert the video signal to digital information; and

* A processor to perform the mission-specific tasks,

Apertur:

‘ .‘ ‘ n_n_.n 01001011

Snecial
Funcricn
Generator

Figura 2-1; Basic EW Receiver Block Diagram,

The processor output drives arerew interfaces such as displays and warning tones, The outpul 1% also
provided to support special functions such as jammers, expendable countermeasures svstems, ete, [1]

The Badar Waming Receiver (RWR) is the most widely deploved type of EW receiver system. An effective
BEWE performs two basic functions: o promptly warn the airerew with sufficiently acourate information 1o
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react i a threat engagement, and o provide threal radar parmmeteic data to other countenmeasures systems,
such as chalf dispensers, to optimise their performance, It is of prmary importance that an RWR provide
prompi indication of threat activity to the atrerew.

An electronic reconnaissance and surverllance receiver differs from warming and argeting receivers in that
its primary function is data collection in support of intelligence activities, with less emphasis on real-time
applications. Electromic reconnaissance and surveillance receivers also usnally make gh-fidelity recordings
of the intercepied signals for post-mission analvsis, Since their primary application is intelligence related,
they typically have more stringent Tequircments for accurate parametric messurements, Highly sccurate
Angle-Of-Amval {AOA) mformation 15 needed 1n cases where emitter location 15 necessary.

Figure 2-2 shows the main types of EW receivers: RWR, Electronic Suppost Measures (ESM) and ELINT,
It indicates their purpose and components, and the primary differences between them. In recent times,
with the sigmificant strides made in computing power and analogue-to-digital converters, the boundany
hetween these three types has become increasingly blurred, especially so between RWER and ESM. For the
remainder of this chapter, the term ‘HWE — from an EW T&E viewpoint — is thus considered to include
‘ESM'.

RWR' ESnr ELINT
PURPOSE | WARN AIRCREW OF RF- | DETECTIDENTIFY & INTERCEPTION & ANALYSIS OF
GUIDED THREATS & CUE | PRECISELY LOCATE RF- HOSTILE NOM-COMMUNICATIONS
RECEIVER | COUNTERMEASURES | GUIDED THREATS ATLONG | EMITTERS. DETERMINE ENEMY
COMPOMENT RANGE. ECM CUEING, EQB. MO ECM CLEING.,

ANTENMAS | 4 SPIRALSFREQUENCY | INCREASED Mo /TYPESOF | USUALLY MULTIPLE, FREQUENCY-
(FREQUENCY | BANDFORAZIMUTH 4 | ANTENNAS, INCLUDING BANDED CMN| AND DF ANTEMMAS
F e ey MORE FOR CLEVATION | PRVCED ARRANS, SRR i

WIDEBAND & SU2. AZ RWR +OTHER TYPES 0.g. | MULTIPLE FREQUENCY SUB.
AMALYSIS & | BANDED, CHAMMELISED | IFM. BETTER DF BANDED SEARCHIMCOUISITION &
PROCESEING | RECEIVERS, ANALYSIS | TECHNIOUES SET.ONAMALYSIS RECEIVERS,
SHARED'WITH STAND- | INTEGRATED PROCESSING | INTEGRATED PROCESSING NOW
I N Al "LNE.MmESWH v e - P c“MMd. +
 RECORDING | RARE BECOMING COMMON DATA ALWAYS RECORDED
DISPLAYS & | OFTENSTAND-ALONE | OFTEM PART OF PER-RECENVER D&C COMMON.
{CONTROLE | INTEGRATED AIRCRAFT DAC | LATEST HAVE INTEGRATED DRC

ECEWERS HAVE RAWRIESM CAPABRLITY

Flgure 2-2: EW Receiver System Types.

Twao other imporiant elements of EW receiver svstems are the operational flight programme (OFF) and the
Mission Data Files (MDFs). The OFP is software and it functions ke a computer’s operating system,
controlling the executive functions of the svstemn. The MDF is analogous t0 a computer application:
it defines how the receiver searches for and acquires signals, The MDF also contains the parametric threat
delinitions derved from intellizence sources, €.z, a given threat's target-teacking (TT) radar operates ina
given frequency range, on a series of potential pulse repetition intervals (PRI} {or determines whether it is
& Contrnuous Wave [CW] signal), and a scan type and'or rate (for scanning radars),

The importance of mission data in modemn receiver systems cannaot be overstated. In scanning receivers, such
as superheterodynes, the receiver will only survey the RF environment in the manner that it is programmeed,
Mission data changes can fundamentally change the way that the system operates. To the tester this means
that gach MDF can exhibit signilicantly differemt performance and be comsidersd as a new test tem.

The management of hardware, software, and mission data also has organisational implications, see Figure 2-3.
The developing and sustaiming organisations ane responsible for the hardware and software. The mission data
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i5 the responsibility of the military end wser. In the case of 2 common BEWE employed an baoth a lighter and a
iransport airerafi, for example, the hardware and software will be nearly identical and commonly managed,
but the arcrafis" different missions will require the military end users to tatlor the mission data to swit their
mdivideal requirements,

MISSION DATA
- Threat Svstem Libranes
HARDWARE || SOFTWARE - Parameters
- Receivers - Operational -- Iriquencies
- Processors Flight - pulse repetition
- Antennas Progranis frequencies
-= SCAMN TVPes
| ] -~ $CAn rates
T L]
De¢veloping and ‘or l Y /
Supporting
Organisation Military End User
Responsibility Responsibility

Flgure 2-3: EW Recelver Elements and Organisational Responsibdlities.

L.21  RWR System Components and Operation

The followmg section desenbes the typieal components and operation of an RWER, Other EW receiver
systems have similar oypes of components and operate in a similar manner. Figure 2-4 shows the basic
layout of an integrated RWR, i.e., one that interfaces with other aircraft systems.

RTO-AG-300-W28

61



T&E OF ES SYSTEMS
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Figure 2-4: Typical Radar Warning Receiver Components.

2211 Antennas and Transmission Lines

RWHEs usually employ an array of antennas. These antennas are electromagnetic apertures tuned 1o the
portion of the BF spectrum of interest. RWER antennas are brogdbamnd and typically cover the 2.0 - 180 GHz
frequency range. Four onbogonally mounied antennas, gach with an azimuth beam-widih of approximately
00 degrees, are commanly used to cover 360 degrees in azimuth. On tactical aircraft the locations are usually
af 45, |35, 225, amd 215 degrees with respect to ihe nose of the aircrafi. Elevation coverage varies, in some
cases up to 364 degrees, but 15 tvpically around 30 degrees. Figure 2-5 shows a typical RWER/ESM antenna.

Figure 2-5: Typical RWRESM Antenna - (With permission, TECOM Industries Inc ),
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The antennas gemerally connect to the receiver/processor in one of two ways:

= Via coaxial cable, often with an amplifier in the line t0 boost the analegue signal strength supplied
tor the receiver; and

= By employving a digital receiver located close to the antenna, which converts the analogue signal
to a digital format and transmits it to the processor, therehy minimising signal power loss.

21.2.1.2  Receiver

Receivers are designed 1o detect specific radar signals at specified ranges and the installed receiver must
have sufficient sensitivity to accomplish this task, The required sensitivity is caleulated vsing the one-way
radur range equation o determine the power density at the specified runge. The installed receiver must be
able fo detect the signal at the calculated power density, Figure 2-6 shows a tyvpical RF receiver
transmission line and the installed sensitivity caleulation,

RF Transmission
Receiver Line Loss (L) Receive
Senativity (5) Lﬂ éntﬂ:l_iz:
{mW or dBm) Asuglifier
Gan (G gumg)

Total receive transmission line losses (or gang) = g%"""’
Orin decibel form
Total losses or gann (dB)= G (dB) + Gpmp (dB)-L (dB)

* Total transmuission line losses decrease the recemver’s mstalled sensitivity
= Total transmission line gains inerease the receiver’s installed senstivity

Figure 2-6: Receiver Transmission Line Components and Installed Sensitivity.

The mecetver performs several functions related to sipnal parameter determination. The recemver creates a
Pulse Descriptor Werd (PDW) for each incoming pulse based on its measurements. A typical PDW is
compaosed of information about the pulse; time of arrival based on an internal clock, AQA, signal
amplitude, pulse width (or a determination that the signal 15 CW), and frequency.

2113 Data Processor

The data processor takes the incoming PIYWs and attempis to aggregaie them into discrete pulse trains
using discriminators such as ACA and frequency. Omnee a pulse train has been dentified, addiional
parameters such as the PRI and radar scan type and'or rate can be measured. The PRI is merely the time
hetween successive pulses, while the scan rate and type can be determined by analysing the time variation
of pulse amplitudes. Scan rate and type infommation can be strong indicators of the lethality posed by the
thieal system

When the ndividual pulse trains have been deinterleaved, they are compared to the parametric data
contained in the MDF. Ifthey match the MDF definitions, the theeat beams amd modes can be determined.
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Furthier, if a threat radar sysiem employs more than one beam, such as an acquisition radar and a TT radar,
these component beams can be corvelated,

Determming the AQA of a threat radar signal s an important RWR task. Amplitude comparison s a
technique commoaly used by RWRs o determine the AOA. The RWER tvpically emplovs four orthogonally
maounted antennas arraved azimuthally around the aireraft, The RWR samples the amplitude of an incoming
signal through each antenna and can estimute the direction of the incoming signal by comparing the relative
amplitedes of the four received signals,

2214  Installation and Integration

Modem RW Rs rarely operate in a standalone fushion. They commonly provide threat specific mformation
via a data bus 1o other countermeasures systems such as chaff dispensers, jammers, and owed decoy
systems allowing them to optimise their performance. Additionally, some functions such as emtter
geolocation require the RWE to receive navigation and other information via data busses.

The information provided to the pilot indicates the type of radar that is divecting energy foward the aircraft
and possibly its mode of operation, its relative bearing, and an cstimate of its range, together indicating its
patential kethality. Many systems utilise a 27 (7.5 em) diameter Cathode Bay Tube (CRT) 1o present this
information to the aircrew. In newer systems the information may be presented on a page of a Multi-
Function Display (MFD). The displays are orented such that the wop of the display represents the nose of
the aircrafl and the bottem of the display the aft of the airerafl, There may be several concentnc nngs on
the display that are used to separate multiple threats by lethality, Many newer integrated svstems display
the RWR threat indications on MFDs.

The AN/ALR-56M is a widely deploved RWR, Figure 2-7 shows the sysiem componenis amd lisis their

functions, Figure 2-8 illustrates the case where a single RWER system tvpe can be emploved by more than
one aircraft; in thes case the F-16 and the C-130J.

1111

B
§ & iy i

: =1
B Toat

Figure 2.7: RWR Components and Functions = {Courtesy of BAE Systems).
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Figure 1-8: RWR Component Locatlons — {Courtesy of BAE Systems).

2.2.2  EW Recciver Testing (RWR Focus)

This section addresses the T&E of EW recerver systemns. The following discussion focuses on RWES but
applies to other types of EW receivers.

There are many faciors o consider when testing an RWR. The high-level requirements arc casy to define,
The system must be able to detect and identify specific radar beams, associate them with threat systems,
and provide data o other counfermeasures svstems and the aircrew in an operationally representative
environment within a specified amount of time period. These requirements are provided to the system
manufscturer in a spectfication document.
RWER specifications and testing can be broken down into three main categories:

+  DT&E of the uninstalled RWR and its constituent components;

= DT&E of the RWR as installed on the host arrcrall; and

«  OT&E to determine if the overall system is effective and suitable to perform its intended mission.
Each of these categorics will be treated as disercte clements of testing in the following discussion.
However, overlap does oceur and can be very helpful in reducing programme risk. Shared participation by

the following agencies” test teams allows decizion makers to have aceess to comprehensive information
throughout the programme:

= SUT manufacturer/ supplier test team.
«  Developmental test teamn, whether PS1, military or defence research agency.
+  Operational {military) test team,

RTO-AG-300-W28 2-7

65



T&E OF ES SYSTEMS

2221 Uninstalled RWR Component and System-Level Testing

The RWE performance requirements can be functionally separated ino restable requirements for each
component. Some  examples include  recetver sensitivity, dynamic range, frequency  selectivity,
RF transmission line losses. pulse handling capacity for a receiver, and antenna gain over a Deld of view
fior a4 given frequency range and polarisation, These tests are normally performed by the RWR manufacturer
uzing their laboratory test resources aupmented by antenna pattern data generated from M&S sources or
produced using measurement facilities, The resuliz of these 1ests can alse be extrapolated 1o estimate
overall system performance,

The EWER component testing addresses design, development, and system  performance. Design and
development aspects are beyond the scope of this document, Individual component performance
verification is important because if the individual components do not perform to their specified
reguirements, the overull system 15 unlikely to perform to s specified requirements. It is difficult to speak
generically about receivers because almost every receiver is tailored 1o meet the specific needs of ihe
system for which it was designed. There are, however, a fow common measurements that are helpful o
umderstand and these are described in the following sub-sections.

222051 RWR Component Testing

Although comprehensive details of component-level testing are beyond the scope of this Handbook,
it is helpful o be familiar with some of the measurements thal characiense componenis, For additional
information the inferested reader is referred fo [4]. Table 2-1 lisis some commonly used receiver
measurements, their definitions and their relevance to overall svstem performance. Other definitions. are used
and it is important w understand the specific meaning being used. particularly as applied 1o specificaton
rEguirenuents.

Table 2-1: Common Laboratory Measurements on Receivars,

Measure Definitinn Relevance to System

Performance
Minimum The lowest power signal that can be discerned from | Receiver sensitivity directly
Discernable the noise, .0, the paint where the signal power is relates to the maximum range at
Signal (MES) | equal to the notse power in the recever. [2] which a recetver svstem will be
able 1o detect an emitier.
Frequency The ability 1o distinguish between signals closely The ability o process
Selectivity separated in frequency. information from two emitters
operuting in close frequency
ProxITmiy.
Dynamic The input signal amplitude range that the receiver The ability of a receiver o
Range can process properly, The lower limit is the receiver | detect and process two
sensitivity (MDD 15 commonly used), There is no simultaneous signals of different

universally accepted defimtion for the lower or the amplitudes and frequencies.
upper limit of the input signal level, [3]

Signal Density | The specified environment within which the receiver | Relates 1o the ability of the
Handling must be &ble to meet its other requirements for receiver to operate in jis
detecting and processing emitters. The number of intended environment withouwt
pulses per secomd along with the number of CW being unaccepiably depraded.
signals is specified as well as the number and types
of radars and their location (frequently specified by
quadrant),

2-8 RTO-AG-300-V2a

66



T&E OF ES SYSTEMS

22212 Awrermna Measurements

Antenna performance is a major coninibutor to overall receiver sysiem performance and it is specified in
twir ways. The first is relative to the uninstalled configuration, which normally identifies the performance
requirements for the antenna manufacturer. The second 15 relative o the configuration as installed on the
aireraft, Generally the installed antenna pattern will be significantly different than the uninssalled pattem
due to the electrical effects of the airframe. Installed antenna patterns heve o significant effect on the
overall system sensitivity and the ADA measurement accuracy

Antennas are differentiated by physical size and electrical performance, in terms of gain versus froquency
pnd gain versus AOA of the signal. [deally, EWR antennas would be small in physical size, and have o
positive constant gain over all freqeencies and angles. It is possible for RWESs to cover the 2-10-18 GHz
band with 3 dB (halt~power) beam widths of approximately 90 degrecs.

Antenna location on the sireraft can greatly influence the operation of the entire RWE. Computer modelling
is uged o design antennas and oprimise antenna placement. Figure 2-9 shows several uninstalled RWE
antennas and the lefi-forward quadrant antenna installed on an F-16 aircraft.

Figure 2-3: a) Uninstalled RWR Antennas - (Courtesy L3 - Randtron Antennia Systems);
b} Instafled F-16 RWR Antenna — {U.5. DoD Photo),

Amrcraft stores, such as missiles, bombs, and fuel tanks can significantly affect the RWER antenna patterns

an effect known as obscuration. Obscuration limits fhe useful locations of EW antennas and is the reason
why om some aircraft the RWR/ESM antennas are mounted in wing tip pods, e.g., Eurofighter Typhoon,
Computing modelling of obscuration and other installed performance effects early in the design phase
usually leads 1o optimum placement of antennas amnd minimum cross-coupling between aniennas and their
attached receivers. Such computational EM can likewise be of assistance during the T&E phase to isolate,
mvestigate amd wid reselution of any installed EW system performance issues that may arise.

LL¥ aireeafi pose a special problem for receiver and system designers, The installed antennas must have
sufficient gain over the system field of view to accomplish the mission while not compromesing the
aircrafl signature.

Doe 1o their small size and the frequency ranges of interest, wninstalled antenna patiern measurentenis can
usually be made in a small anechoic chamber. Figure 2-10 shows representative unimstalled azimuth
antenna pattems and their variation over the 2 — 18 GHe frequency range. Installed anienna pattem
measurements are commonky performed using ouidoor far-feld measurement facilities, Measurements are
typically performed on full-scale mock-ups of either full of partial sections of the aircraft.

RTO-AG-300-W28 2-9
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Figure 2-10: Representative Azimuth Uninstalled Antenna Gain Patiern
Measurements - (Courtesy L3 - Randtron Antenna Systems).

Lp front investments in antenna pattem measurements can provide significant risk mitigation, Redesigning
antenna installations after unacceptable deficiencies have been identified in flight test can have serious
cost amd schedule consequences for acquisilion programmes.

22213 RWR Svsrent Level Tesiing

The primary purpose of BWE system-level testing 15 to support the manufacturer’s svstem development
and evaluation of system performance before progressing 1o installed system testing, System-level lesting
can be conducted at either the manufacturer’s 511, the PSI's Sub-System Laboratory, or at dedicated
government SlLs. The level of threat simulation fidelity and scenario complexity at manufacturer’s
laboratory facilities vary widely. from relatively low-fidelity signals and static scenarios 1o high-fideliny
gignals and dynamic scenarios.

Figure 2-11 shows a typical BWE system-level S10L configuration. At the heart of the fest are the complete
BWE hardware, software, and mission data. Mormally, the inpui signals are direcily injecied into the
receiver system and the antennas are not part of the test configuration. Additionally, moest modern RWHEs
funetion as part of an integrated system on the host aireraft and interface via data buses with the other EW,
avionics, and RF management systems. The RWR manufacturer typically does not have the full-up
hardware and software for these systems and the data bus communications are simulated using computer-
based emulators.

2 -10 RTO-AG-300-V2a
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Figure 2-11: Typical RWR Manufacturer's SIL Configuration,

Complex dynamic scenanos are possible, but the BF threat simulator and scenario generator must vary the
input signal amplitudes to simulate the changing threat-to<target range while accounting for the antenna
effects. Antenna effects ean be simulated using either modelled or measured antenna gain patierns.

System integration laboratenes can be used o achieve two main objectives:

= Evaluate the performance of the uninstalled RWR system and its components: and

+  Ewvaluate the communication between the RWR and other simulated onboard sysiems.
The SIL testing can evaluate the system performamce against a vaciety of simulated threat radar systems,
The specific threat systems are nofmally defined in the systemn specification and document the specific

charagcteristics of cach radar component of the threat system including: frequency ranges, PRI ranges,
signal polarisation, scan Wypes, scan rates, pulse widths, elc.
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Important performance characteristics of the system can be evaluated during SIL tesung allowing
designers o optimise software and MDF performance, Identifying and correcting deficiencies during S1L
testing allows changes to be incorporated relatvely gquickly, since flight certification isn’t generally
reguired,

Mearly all radars have more than one beam or mode that the RWR must detect and identity. Additionally,
the RWER must perform these functions within a tactically meaningful time span. The MDF specifies the
signal characieristics associated with each radar beam and mode. Initial sysiem level testing should focus
on the ability of the RWR to correctly identify each required beam and mode and the associated
TeSpOnse HImes.

Adfter the system performance has been optimised for each beam or mode and a baseline established,
tesling can progress o more representative scenarios. The simulated engagement scenarios model the
behaviour of real individual radar directed weapons systems, eg, a tvpical radar system will progress
from an acquisition mode to a target racking mode to a missile launeh made. The system should properly
handlz concurrent beams and mode trangitions. The following paragraphs deseribe a typical radar directed
threat engagement and the desired RWER behaviour.

A tvpical threat syvstem emplovs a two-beam scanning acquisition radar operating on two discrete
frequencies, a 1T radar, and a Missile Guidance (M) radar. Depending on how the threat is operating,
oiee o four distinct beams may be illuminating the target aicrall. In 2 sominal engagement,
the acquisition radar will be active and searching for targets, Once & target has been wdentified, the TT
radar will begin transmitting and track the target. Finally, when a good track has been established the MG
radar will activate to guide the missile. The MDF defines how these beams should be displaved.

The desired RWR response to this engagement is;

+  The RWER should recognise that the two beams of the acquisition radar are part of the same
system and should continwe intermally tracking both beams while correlating them and only
display a single symbol representing the acquisition radar.

= When the TT radar becomes active, the RWR should internally correlate all three beams to the
same system and promote the acquisition symbal o indicate that the shrear status has escalated,

+  Finally, when the MG beam activates the RWR should again internally track and correlate all four
beams while promoting the symbol from a track indication to a missille launch indication. There
should never be more than one symbol present at any time for a given theeat system and it should
always reflect the status of the most lethal condition associated with the identified radar beams.

The main limitations of system level SIL esting relate wo the simulated antenna effects and the external
data bus emulation. Most tactical RWEs determine the range to the threat radar by measuring the received
power and calculating the mange based on that power measurement. The installed antenna gain patterns
sigmficantly affect this measurement and even the best simulations enly provide an estimate of the actual
installed svstem ranging performance. Similarly, most actical RWRs use a echnique called amplitude
comparison tr determine the relative bearing to threat. The svstem compares the signal amplitude received
by each anenna (ypically by gquadrant) and using this information can determine the signal’s AOA,
The SIL testing is very useful for developing ranging and AOA techniques, but the resulting data should
be used with caution.

Since most EW T&E facilines employ direct impection of BF signals into the SUT, the antenna effects must
e modelled based on the antenna-pattern data available. The injected RF energy needs o be amplitude
modulated to account for antenna-gam vanasbons over the pattern. The quality of the performance estmate 1=
direily related o the quality of the available antenna-patiern data. Antenna data sources include: assumed-
perfoct patterns (smoeoth over the regions of interest), softwarc-modelled patterns, or data from far-field
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antenna ranges. There are other ADA measurement lechmgques, such as phase imlerferomeiry and they
present more complicated challenges to a laboratory environment, Analvsts should be familiar with the
limitations of AQA performance predictions based on laboratory and ground test resulis and vse them with
Care,

System level integration testing is generzlly limited 10 computer-based data bus emulators which can be
used to ensure that the system complies with the input and output message protocols specified i the
Interface Control Documents (1CD). This level of testing rarely involves actual hardware for the data
buscs and other systems,

These facilities also provide an opportunity to stress the recerver system with dense signal environments to
determine if the BWR can stll meet its required performance specifications when the receiver and
processor are heavily loaded. This test environment also allows testers to cvaluate RWR performance
where threat simulators or actual radar systems are not available on an OAR.

Giround testing using OAR assets can alse be used 1o redwce risk. A receiver system can be rack-mouwmed
and taken to an (AR where the system can geb cxposed to high fideliy simulators and actual radar
systems. Actual radar systems have a number of peculblarities that are not oecessarily caplured 1o
laboratory representations of the signals. [5] For example, a svstem that is considered to operate on fixed
dizcrete frequencies may have a significant frequency shift that occurs on power up. [f the RWE MDF
doesn't accounl for this, the system might interprel the behaviour as multiple instances of the same threat
system and generate muliiple symbels on the display, This tvpe of testing 15 a very cost-effective way o
optimise the mission data prior to fight test.

2121 Installed RWR Testing

Installed systems festing takes place with the RWR system integrated with other plaiform sysiems, There
are three levels of installed system testing: the first occurs in a laboratory environment where the RWER 15
mtegrated with actual aircrafl systems (this is not strictly speaking an installed svstem test since the SUT
hardware and software are not installed on the host platform, However, it is a eritical developmental
activity}; the second takes place during ground testing on an aireraft; and finally, fight testing s conducted
using an OAR,

Zadd T Ftegration Labovarory Testing

The first ime an BWER sub-systems will be mtegrated with actual aircrafl hardware 1= normally in the
aircraft contracior’s or PS['s SIL facilities. also called Defensive Aids Sub-System (DASS) and Avionics
Integration (Al laboratorics, These facilitics, as illustrated in Figure 2-12, commonly employ mock-ups of
the mirframe including the cockpit and using sctual hardware, cabling, and software wherever possible,
In many cases, sub-svstems such as the FCR are fully operational. Since previous RWR testing has been
conducted with computer emulated data buses the increased level of fidelity provided by generating actual
data bus traflic provides a good measure of risk redwction prior o actual on-airceall test activiiy.
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Figure 2-12: Typical Airframe Manufacturer's SIL Configuration.

The simulated RF threat signals are tvpically directly injected into the receiver, a technique known as
‘post-antenni injection” or *direct injection”, Testing in SIL @nd Al laboratories gencrally involves low-to-
medium threat scenano densities sinee the emphasis s on system ntegration, although this can vary
comsiderably by airframe contracior and PSI. DASS laboratory testing generally uses higher densities.
Threat scenario densitics wsed on high fidelity threar simulation cquipment in these facilities can differ
BeTOss Malions.

22222 Instelled Svstem Grownd Testing

Installed system ground testing can oceur either in a specialised [STF or at a convenient location on the fight
fine. The location of the wsting s driven by the test requiremnents. Cn-airerafl pround testing allows testers
the first opportunity to evaluate RWR system infegration and performance on & fully equipped test article.
Ideally, the test aircraft will have an RWH system installed in a production representabive configuration
along with- all the BF ransmitting svsiems and BF management equipment. The BF management svslem
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coordimates activity among the onboard ransmitlers and receivers, eg., the fre-control radar provides
mformation about its RF tranamission to the RWER so that the RWR won™t process and track it as a threai

EMC testing 15 conducted to determine if the onboard BF transmitters cause EML with the operation of
onboand receivers, such as RWRs and other EW recervers, or other enboard equipment. Testing is conducted
by analysing characteristics of the airerafl systems and generating a “source — victim matrix”. Thiz matnx
identifies BF transmitters and the modes of operation most hkely to interfere with the recerver systems and
their operating conditions. This is typically a large matrix and a time-consuming test. Each transminer is
operated wnder each - specitied conditton while the victim systems are monitored Tor imterference,
Interference can manifest iself by penerating false RWER threat file tracks and'or ermronecus symbols on
the RWR display.

EMC testing 15 best conducted using an 15TF, 1.c., an anechoic chamber, although it one 15 not available
the testing can be done on the flight line. The advantage of using an anechoie chamber is the high degree
of isolation from extraneous ambient BF signals, Outdoor testing in a high-ambient BF noise environment
has several potential pitfalls. One 15 th

wat the ambient noise will desensitise onboard receivers; another s
that RF reflections from stationary objects can cause intecference (such as a FCR transmission reflecting
oft of a hangar and causing the RWR to display a symbol} ihat would not occur in an anechoic chamber ar

in flight. Figure 2-13 shows a CV-22 aircrafi undergoing testing i an anechoic chamber,

Flgure 2-13: CV-22 in the Benefield Anecholc Facility, Edwards Alr
Force Base, California, United States - (USAF Photographl).

EMC groumd testing is an excellent screening ool to reduce the number of conditions that need 1o be
examined in flight, In most cases there will be a small number of conditions where mterference s noted,
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Unless there are safery of ight concerns these conditions should be repeated in flight 1o venify that the
condition actually exisis and nof an artefact of the ground test configuration.

In additton to EMC testing, mamy anechoic chamber [5TFs have excellent threat simulation capabilities.
Thig aflords the test team the opportunity o venly the performance data from previous laboratary testing
using frec-space RF signals with the actual aircraft equipment and in the presence of other onboard
systems operation (direct signal imjection 15 also an option). It also represents an opportunity to fine tune
mission data before proceeding 1o Night test,

22223 Insealled Sysien Flighe Testing

In one respect flight testing represents the pinnacle of realism for EW receiver testing. The SUT is
operating in s intended envircnment with the aircrafi in a flight configuration (landing gear up. engines
operating, ctc. }, using aircraft generated power, in the presence of other operating onboard systems, and
the: real-world electromagnetic environment (including civilion BF transmitters). OARS have a variety of
high-fidelity simulated and actual threat radar systems providing the best available representations of those
threat systems, Proper use of laboratory and ground test tacilitics minimises uncxpected results in flight
Liesl.

The benefits and drawbacks of OARs are given in Chapter 6. The limitations of QAR testing include the
limited numbers of simulstors and actual radar systems, resulting in limited-signal-density environments.
In addition o the cost of operating the test aircrall, the OAR range costs can be substantal, Bange
availability can also be an issue, particularly. for lower priority programmes. These cost and schedule
implications reguire carly test management consideration. See Figure 2-14.

FLIGHT TEST

Advantages:
* Installed Configuratior
= Actual radars or

high-fidelity simulators
= Free space
* Far-field
* Actual clutter

= Relatively expensive
*Low signal density

= Low Sample sizes

* Scheduling difficulties

Figure 2-14: Flight Test Advantages and Limitations — {U.5. DeD Photo).

Another considerabon mvolving actual radar systems 15 that they only represent a smgle mstance of the
combat population, IF the combat population for a hypothetical radar svstem is assessed 1o operate in the
g0 — 1040 GHz frequency range and the single radar on the test range operates on a fixed frequency of
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8.1 GHz, a large portion of the RF operating range of the radar cannot be examined a1 the OAR. Inegrated
test planning across the various test resources should ensure that those areas, particularly in ferms of
frequency and FRL should be examined using ground test assets. In particular, the ground testing should
cover @ representative spread of threat instances 1o be encountered dunng DT&E and OT&E light 1est,

Another limitation of QAR esting is that unlike the M&S, laboratory, or 1STF environments, where the
RF background is totally controlled by the test planners, the OAR ambient BF environment can contain
noise and nuisance signals that may affect the test. False alarms can be a significant problem amd knowing
the ambient signal environment can be wseful in analysing unexpected behaviours of the SUT. Most OARs
have excellent signal monitoring and recording capabilities to aid in this negard.

False alarin rates are nermally specified for receiver systems, Usually the requiremsent specifies a
maximum number per hour. This is a problematic measure. The false alarm rate for any receiver is
infegrally related to the environment in which it 15 operating. The limited number of flight 1est hours
available generally makes a statistically meaningful flight test based assessment difficult (unless the
performance is very poor).

The OAR provides the highest Ndelity representation of the threat systems that o test progrumme can
produce, although ground fest facilities are increasingly able to generate high-fidelity threat representations.
Frequently, testing will be conducted agamst cach individual radar to establish a performance baseline for
thar system, Subsequent testing then focuses on the system performance in more dense multiple signal
environments,

A major advantage of OAR EW receiver testing is that test aircraft are abways in the far field relative to
the simulated threat madar systems. This is particularly applicable when addeessme MOPs that directly
relate we installed antenna performance. AQA measurement ervor and ranging ervor are related MOPs,

The highest priority OAR threat simulators and radars used in support of a test programme should be those
with the most relevance to the operational mission of the host aicerafl. However, other less operationally
relevant emitters should be considered when they allow the test team to examine how the SUT handles
different portions of the frequency spectrum, pelarisations, and waveforms. Awbome surrogate threat
systems can alse provide insight about system performance at elevation angles that etherwise could not be
examined, e.g.. high look-down elevation angles,

Performance estimates for MOPs such s response time, correct mitial identificaton percentage, and
corpect beam correlation are generally available from ground and laboratory testing, These MOPs can be
evaluated concurrently in flight using a series of profiles.

The flight test profiles describe bow the sireraft will fly from a defined nitial point to the end point
specifving airspeeds, altitudes, and any manoeuvres, Comesponding mission amd flight cards will describe
how the simulated threat radans) will operate and how the SUT will be configured. A tvpical mission card
will specily which radar systems wall participate on the mun, when they will be active and how they will
operate their constifuent radars (acquisition, TT, and MG in terms of modes, frequencies, PRIs, eic
The aircrew will also have a flight card identifying the SUT configuration in terms of MDF and modes.
The Might card should also inform the aircrew of the expected behaviour of the system in terms of which
symbaols should appear and where they should appear.

The thght profiles for an BEWER test will typically begim at about twice the maximum engagement range of
the radar and fly through the heart of the engagement envelope of the threat svstem. Throughout the run
the radar will eycle through a series of scripted mode changes, Sometimes several profiles will be used w
evaluate performance at different aspects and ranges. Data collected concurrently on these mns can be
nsed o evaluate key MOPs such as response time, initial correct identification percentage, correct beam
correlation percentage, and ADA error. Ranging ervor ean also be evaluated concurrently,
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Human factors considerations are also important. The symbology should be clear and should ransition
smoothly on the display in & manner that accurately represents the threat activity, Audible tones and cues
should be clear and sufficiently loud to alert the crew.

2223 Operational Test and Evaluation

OT&E focuses on the ability of the military end user o effectively employ the weapon system under
realistic combat conditions. It also evaluates the operational suitability of the weapon system. Beliability,
maintainability, and supportability are among the most imporiant aspects of .a Tielded BF receiver system
and these are primarily evaluated during OTEE.

One of the most important - suitability considerations for a fielded receiver system 15 mission data
reprogramiming. The military end user must be able 1o receive and review infelligence data fo defermine if
a mission data change 15 required, such as when a threat system is found to be operating on a previously
unknown frequency. A very important aspect of an operational sutability evaluation is the ability of the
military end user to make necessary mission data changes, rapidly distribute them 1o operational unis in
forward locations, and install them on the aircrafit.

2.3 MISSILE WARNING SYSTEMS

All missile types pose a threal to military air platforms. In particular, passively-guided, [R-direcied massile
sysiems pose & major threat, The most common of these are Man Pomable Air Defence Svsiems
[MANPADS). They have accounted for the majority of aircraft combat losses over the last 30 years.
Detecting missile launches, warning aircrew of this threat and cueing countermeasure employment is one
of the most challenging tasks facing the ES communiiy, Missile Warning Systems (MWS) are designed o
detect these missile launches and, in the case of the MWS sub-categones Missile Approach Wamers
(MAWY and Missile Launch and Approach Warmers (MLAW), their approach. The wide proliferation of
fethal, relatively incxpensive, man-portable threat systems and the mereased level of tervorist activity in
recent years have led toward equipping ever more malitary aircraft with MWS,

2301 MWS Technologies

There are three types of MWS echnology:
+  Active BF - Pulsed Doppler (RF-PD), e.g.. ALQ-156;
= R ep. DDM-Prime; and
= UV, eg, AAR-34(V)

There 1= no single technology that 15 yet fully adequate for all aircraft roles, missions, scenanos and
operational theatres, The main benefits and drawbacks of each fechnelogy is summarised in Table 2-2,
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Around the time of Issue | of this Handbook, there were about the same number of RF-PD and passive
(RO MWS either in serviee or under development. A that time, IR and UV svstems sutfered from
much higher False Alarm Rates (FAR) than RF-PD systems. In recent times technology developments
have led to the trend in MWS toward IRUY technology, for a vanety of reasons including FAR
improvements, cooling and power requirements, EMOON and cost. RF-FID technology, however, being
radar-based, continues to provide the most accurate missile speed, Time To Impect (TTI) and Range to
Impact, which are necessary to opiimise the timing of fare’chaff and ciher countermeasures appropriaie o
the engaging missile type. St agamst this is the [R- and UV -based svstems” supertor detection range.

The technically optimum MWS would likely be a combined REF and IR/UV system, with the latter
passively cueing the active RF RF-PD system in order 1o minimise EMCON hazards. Generally, such a
solution 15, in effeet, the same as fitting two MWS to an aireraft, This poses significant power, volume,
mass and installation constrainis, especially on fighter-sized aircrafl, and s also often unafTordable.

Ciiven the increasing predominance of IR and UV MWS across NATO Nations, the remainder of Section
2.3 concentrates on passive MWE. Many EW T&E aspects covered therein are equally applicable to any
of the three MWS technology types. Key differences concern the methed of sumulating o RF-PD MWS
when compared to passive MWS testing:

+  RF target penerators, similar to those used for FCR testing, are used during SILHITLISTF T&E.
= Flight testing of MWS perforimance can include:
= Missiles fired captive om recket sleds, with overflving aircraft carrying the RF-PD MWS,

«  Fining artillery shells in a carefully controfled trajectory to appropriately approach an overflying
aircrall’s trajectory soas o trigger missile warning declarations by the MWS.

232 MWS Components and Operation

Pagsive-threat warning systems are designed 1o detect the EM radiation from the rocket motor of the threat
missile. Detection can oceur due o the rockel motor ignition (launch detection) or by detection of the
berning motor and body heating effects during fly-cat (in-flight detection). Most modern syvstems emplay
sensors that use a combination of the two types of detection. Figure 2-15 shows a simplified MWS block
diagram.
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Figure 2-15; Simplified MWS Block Diagram.

MWS [ace the classic probability of detection versus probability of false alarm trade off. The MWS
detectors must he sensitive enough to rapidly and reliably detect the missile™s EM signatures and provide
either the aircrew or, if in automatic mode, the Defensive Alds Suite’s (DAS) countermeasures element
sufficient time to react and cue an effective countermeasures response, The system must, al the same time,
rlislinguish an actual missile launch si__qnalurc from ihe extremely cluttered electromagnetic background.
A false alarm oceurs when background radiation produces an alarm in the MWS without the presence of a
missile launch.

Modem MWE employ several technigues to minimise false slarms. These techniques fall in into three
basic categories and can be used in combination:

= Speciral — Analvses specific portions of the EM spectrum to ensure ihe detection is consistent
with the spectral signature of an actual rocket motor,

*  Temporal — Exarmines the sipnal amplitude of a detection over time. As o missile closes moon a
target, the range between the missile and the target will decrease while the signal amplitude
received by the detector should increase exponentially,

+  Kinematic - Compares the expected spatial behaviour of a missile on an intercept path wiih the
spatial hehaviowr of a detection. A missile on a collision course with a target will have very small
angular movement in the inertial reference frame (as opposed to the aircraft body axis reference
frame).

321 Sensor

Passive MWS fall into two broad sensor categories: scanning and staring. 1K passive waming systems were
first developed over 30 vears ago. Present day svsteins can use either scanning of staring sensors. These
systems nomally operate in the mid-1R {4 10 3 micrometers wavelength) or the UV bands. Scannimg systems
provide high-resolution direction-of-armval information that can optimise countermessurss emplovment.
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However, they generally pive up some processing capability because the relavely long scan period can
prevent the MWS from detecting the signature characteristics needed to identify the threat, Staring systems
continuously cover large fields of view (up to 1 degrees) continuously. This can reduce sensitivity becawse
the svstem 15 maniloring a larger area,

The UV portion of the electromagnetic spectrum feamres lower background noise than the IR region,
with good signatures from missile rocket motors. These sensors are typically low-cost, simple photo-
multiplier devices that are very rugged. They are tvpically staring, wide field-of-view (%0 degrees or more)
sensors. Figure 2-16 shows the uninstalled MW S components and a typical sensor installation.

Figure 2-16: Top: AN/AAR-54 Electronic Unit and Sensors — (Courtesy of Northrop Grumman Corp.);
Baottom: Aft Missile Warning Sensor Installation on a G130 - (USAF Phota),
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2x12 Processor

Threat detection algonihms are vsually based wpon a number of critena. Signal-fo-noise ratio is a
fundamental parameter. The MWS looks for a signal that exceeds the background signal level from the
environment, for signal stability and possibly a particular signal amplitude growth which i= characteristic
of an approaching threat, 1t may also look fior other time-dependent characteristics such as an ignition
pulse followed by a short ime delay before man motor 1gnition, typical of shoulder-launched SAMs.

MWS algorithms must differentiate berween a complex battlefield EM enviromment and an approaching
missile. [t must also correctly distinguish a missile thar s targeting the host aireraft from one that is
approsching but not targeting it e one loonched at another aireraft. These wre very subtle distinctions.

1323 Display

A standalone MWS will have a very simple display providing audio and visual information. The audio
mformation consists of tones o alert the pilot to a new threat and the visual information will be soms
estimate of the Direction OFf Agvival (DHOA) of the approaching threat, vsually only with guadrant
resolution. An integrated MWS will most commonly use the MFID or Head Up Display {HUDY) to provide
the pilot with missile warning information. However, the displaved information may not be any more
sophisticated than a few simple tones and guadeant DOA information.

233 MWS Testing

MWS testing parallels EF receiver lesting in many respects, but differs in some important ones.
The primary difference between BF receiver testing and MWS testing 15 that RF receivers are designed (o
detect and process active manmade signals associated with a weapon system, while missile waming
systems are designed o detect the EM signature of a rockel motor and discriminate the signature from the
background EM environiment,

The MW system-level performance testing requires exciting the SUT with a signal that will produce a
threat indication, There are three common methods:

«  Stimulators;
+  Missile plume stmulators; and

= Actual rocket motors,

Stimulators are the lowest fidelity means of exciting a system, They do not necessarily represent a missile
launch signature, but have sufficiently representative EM signature charactenstics o produce a response
from the MWS, Different MWS employ different false alarm rejection methods and testers must be aware
of them to ensure that the stimulator iz not rejected by the MWS (af least in a way that will compromise
the test ohjective). Static stimulators require the test aircraft to fly very constrained profiles to avoid
triggering the kinematic False alarm rejection logic. Stimulaiors are very useful for sysiem flight line
checkouts and integration testing where high-fidelity simulation is not required.

Missile plume simulators provide a high-fidelity temporal and spectral representation of & missile launch,
The Joint Maobile Infrared Coumtenmeasures Test System (JMITS) shown in Figure 2-17 is an example of a
system incorporating TR and UY missile plume simulations.
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Figure 2-17: Joint Mobile Infrared Countermeasures Test System — (U.5. DoD Photograph).

There are several methods of simulating dynamic behaviour, One mvelves a string of pymotechnic devices
or lamps with the appropriate spectral chasacteristics. Each device s sequentially activated along the
string. This sequential activation produces an apparent motion simulating a missile launch and fiv out,
If the test aircraft flies an appropriate flight path, the geometry will approach that of an intercept course.
Dyvnamic missile plume simulators are under development. These systems will be towed by a support
aireraft and provide high-fidelity temporal and spectral representations with the added capability of
realistic kinemnatics.

Actual missile firings can either be performed using captive missiles on a sled track or live fires.
The captive missile launches using a sled track is a similar approach to “sining of lamps”, The test aircraft
can fly low over the captive missile launch and simulate an intercept geometry. Live missile fine testing,
where remotely piloted vehicles or ather unmanned platforms ave used to carry the MWS, tests the system
in as close 0 a tactical environment as possible.

2331 Uninstalled MWS Testing

Uninstalled MWS DT&E allows system developers to evalvate system level performamce without
requiring installation on or integration with the host platform. Testing in this context includes use of cable
cars and flying test beds, where the MWS hardware 15 present but not wsually i an arcraft configuration.

233 L0 MWS Component Testing

The manufaciurer tests individual MWS hardware and software components during system development,
such as wninstalled sensor field-ol-view and detector gensitivity. The processor algornthm optimization
process beging with SIL testing where sensor ouiput data from actual flight testing are recorded and
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injected info the processor. This allows for repeated lests against a wide varety of backgrounds and
atmoespheric conditions without actually flving.

2332 MWS Svsiem-Level Tearing

System-level testing focuses on MWS ability 1o distinguish missile lounch signatures from background
clutter and generate a timely alamm. Tt can be conducted in S1Ls, on flving test beds, or on cable cars,
A major consideration in MWS development 15 collecting background environment data to optimise
detection and False alarm rejection algorithms. Background testing is conducted wsing either a Mying test
bed or the intended host platform to collect environmental back ground data using the MWS sensors, When
false alarms occur, the test team will try to identify the sources and collect as much duta as possible for
analysis, On false alarm analysiz completion the manufacturer will modify algorithms to eliminate or a1
least minimise the number of false alarms, A database of responses s maintained for future analysis,

Cable car testing 15 & speeial case of ground testing where the 3UT is exposed to actoal missile launches in
a dvmamic environment. An instrumentad MWS is installed on a cable car with a heat source that an
IR-guided missile can track. The heat source 5 commonly suspended some distance below the cable car to
reduce the chance of the missile impacting it and the MWS_ The cable car is then pulled across a valley,
presenting the missile with a realistic farget, When the desired test conditions are achieved, & gunner,
posted a specificd distance down the valley, fires a missile and the MWS5 response is recorded. Figure 2-18
tllustrates the concept. The primary benefit of thiz type of testing is that an actual missile launch and Oy
out satisfies the spectral, temporal, amd kinematic requirements for a valid declaration.

MWS sensors, processor, and

mstrumentation mstalled _______,.—-"'"

Figure 2-18: Cable Car Test Setup.

23321 Installed MWS Testing

Much of the reguired MWS development and testing can be accomplished without having the MWS
installed om 4 production representative airceaft. The final phase of MWS testing should focus on its
integration with other airerafl systems and platform-specific mstallation charsctenstics. such as field of
vigw.
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Ciround testing osmg stimulators o actuate the MWS can be used 1o ensure that the system has been
properly installed and integrated with other zircraft sysiems, This type of testing 15 a good way to identify
and correct system design deficiencies before flight testing,

Uluimately., the DT&E programme should produce results that characterise the imstalled MWS
performanee. This evaluation should focus on system’s ability to detect and declare threats, waming time,
false alarm susceptibility, and flare dud detection. Mobile mizsile plume simulators provide o valuable tool
for evaleating the MWS performance in a variety of background and atmospheric conditions. This testing
i5 often accomplished as pant of an end-to-cnd st with countermensures svstems such as fare dispensers
and directed IR countermensures systems (are lamp- or laser-based).

The proliferation of MANPADS and the threat they pose to modern airceafl has deiven an increased
demand for MW mstallations on ever more platforms. Commonly, a MWS that has been developed and
fielded on one platform will be chosen as the MWS for a new platfomm, thereby reducing development
costs, T&E efforts of this namre should then focus on integeation with multiple aiecraft systems and
provide detailed platform-specific installation characteristics.,

As with other systems, reliability and muntainability are determined wsing stabistical data acquired over
time, Re-programmability is the capahility of changing parameters or algorithms in the svstem 1o meet
new threat scenarios, while minimising the costs of upgrading or replacing hardware.,

2.4 LASER WARNING SYSTEMS (LWS)

Airbome laser waming systems are currently provided mainly for low and slow airerafl, including
helicopiers, although some are also being fitted o fast jet aiveraft, The primary threat systems of interest
are AAA systems employing a leser range finder and laser beam-riding missiles.

241 LWS Components and Operation

An LWS is funciionally similar to the MWS shown in Figure 2-15. In general, LWS consist of sensors o
detect the laser signal, a processor to analyse the data, and a mechanism to wamn the pilot. Laser detectors
are commonly integrated with the sensor modules of MWS and olien share a common processor.
Typically, 6 — & sensors are required 1o provide spherieal coverage. Figure 2-19 shows a typical LWS,
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Figure 2-19: 12X} Laser Warning Receiver System — (Courtesy of SELEX GALILEQ).

2.4.1.1 Sensors and Receivers

Sensor designers must consider several characterisics unigque to lasers, Lasers generally operate either on
a fixed wavelength or are tuneable over a relatively small wavelength range. The particular operating
witvelength s determined by the lasing matenial. Addibionally. laser beams are coherent light sources with
very little beam divergence. unlike radar. When a laser is illuminating the warget aivcrafi, the laser beam
may or may not directly illuminate the sensor aperture and the sensor must be able to deteet the lascr
energy scattering of T of the airframe or through the atmosphere. Detecting aimospheric laser scatter in the
presence of intense background cluter presents a significant challenge.

2.4.1.2 Processar

False alarm disenmination, while stll an important consideration, s less challenging o LWS than o
MWS. Laser beams are man-made phenomena and are unlikely to be mistaken for anyihing else. A laser
heam illuminating an atreraft in & combat environment is & strong indicator of hostile intent,

2413 Display

Laser warning displays are commonly integrated with MWS displays or other integrated threat displays,
The displayed information is zimilar in structure to MWS symbology,

242 LWS Testing

Many of the same concepis discussed in the MWS festing section apply 1o lasers as well. LWS 1esting
requircs stimulating the laser sensor with a signal of sufficient fidelity to tngger a system responsc.
The level of fidelity is driven by the test requirement. In the most basic case, Might line integration testing
and system checkouts can be accomplished with a laser operating on a suitable wavelength, In other tests,
the pulsed structure associated with a beam-nding missile may be required.

2421  Uninstalled LWS Testing
The uninstalled testing is similar in concept to MWS testing.
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24200 LWS Component Testing

Laboratory testing measures several critical parameters. The sensitivity of the sensor at vanous operationally
relevant wavelengths divectly relates to the maximum range at which a threat system can be detected.
Off-axis sensitivity 15 also a key consideration for laser warning sensors because they must be able to detect
encrgy seattered through the atmosphere andior oft the airframe, Dyvnamic range is also an imporant
consideration because the sensor must detect the very low energy levels assocuated with atmospheric
scattering as well as the direct illumination of the aperure by ihe laser beam, Since receiver sensitivity is
degraded when operated in bright sunlight, sensitivity 15 also measured in ouwidoor tests; however, the
measurements obtained in this manner are not as securate gs laboratory measurements because atmospheric
scintillation can cause fluctuations in the received power density.

24212 LN Level Testing

Flighi tests are condected 1o determine i there are problems unigue to the flight environment. Significant
testing can be accomplished without having the svstem installed on & production aircraft, Flight tests on a
flying west bed are particularly wseful in evaluating the maximum detection range and false alarm
suscepibility in an operationsl environment. Maximum detection range s determined in airhome tesis by
flying the aircraft both wwards and away from ihe threat, and noting where detection is obiained cr lost,

2422 Installed L'WS Testing

Flight tests must be conducted o verify that neither the mstallation nor integration with other aviomics has
gsignificantly altered svstem performance. OF particular note to installed sysiem testing are compatibility
with other arcraft systems, EMI, field-of-view restrictions, scattering of laser radiation from aireraft
surfnces, and aircrew operational imerface. Airborne tesis are also conducted 10 ensure that the receiver
can perform in an aircraft environment (vibration, temperature, pressure and EMIEMOC), Atmospheric
scintillation can affect the ADA accurncy, and aircrafi parts can affect the field of view. Even for quadrant
detection systems, it is imporiant (o determine how the receiver handles the transitional regions beiween
quadrants,

The laser beam rider missile 15 an inereasing threat o aircrafl. Beam rider detection presents a special
challenge because of the extremely low irradiance levels involved. A beam nider simulator should be
provided for ground and airbormne tests; ane that can produce not only the proper wavelength, but also the
proper pulse coding because detection algonthms wsed (o get good sensitivity can be affected by the pulse
code format,
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Chapter 3 - T&E OF EA SYSTEMS

31 INTRODUCTION

This chapter addresses the T&E of the followmyg types of EA systems:
+  RF Self-Protection Jammers, RF Support Jammers and BF Towed Decoys:
= Active Infrared Countermeasures Systems and Countermessures Dispensing Systems;
= Low Observable Systems; and
= Direcred Energy Systems.

Figure 3-1 shows a sampling of EA SYSICMS.

RF Support lJammers

Protectiohn
lammers

— B —

.-h.-—- F : - =, gl L e ey

~— 2
Low Observable Systems Diracted Energy Systams
Active IR Countermeasures Systems RF Towad Dacoys

Figure 3-1: Elecironic Attack System Examples - (US DoD Photos, except the
ALE-55 Towed Decoy, which is Courtesy of BAE Systems).

Each section addresses the geseral [unction. concepls of operation, and components of the subject
EA system. The T&E of each type of svstem is also addressed art the component, sub-system, and integrated
system levels. System level testing is approached from two aspects: uninstalied and imstalled. Uninstalled
testing refers Lo all system and sub-svstem testing that 15 not conducted oo the intended host platform.
Installed system testing is that accomplished with the system installed on the intended host air vehicle,
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3.2 RF SELF-PROTECTION JAMMER

SP) are defensive EA systems that protect their host platform from hostile radar directed weapons
systems, These systems can either be installed internally within the airframe or camvied exiernally in & pod.

321 Radar Operation and Jamming Types

Understanding how radar svsiems work in hight of the countermeasures that will be employed against them
is important. The two categories of radar systems that will be discussed are TT radars supporting weapon
dircction and search or surveillance radars. Semi-getive missile seckers are special cases of TT radars.
Radar systems supporting weapon direction require very aceurale largel state information (azimuth angle,
elevation angle, and range and'or radial velocity),

Radars can be classified s one of three types: Low Pulse Repletion Frequency (LPRF), Medium PRF
(MPEF), and High PRF (HPREF) radars - meluding CW radars for the purpose of this discussion, LPRF
radars track targets in angle {(azimuth and elevation) and range. MPRF radars track targets im angle, range,
and radial velocaty, HPRF and CW radars track targets inoangle and mdial velocity. Some HPRF and CW
radars also employ sophisticated techniques to measure fargei range. Table 3-1 summarises the
charactenistics of each radar type.

Table 3-1: Radar Types and Performance Characteristics.

Range Doppler
Rudar Type Performance  Performance Comments
[ o Generally cannot achieve good unambiguous
Can achieve good unambizuows range and Doppler
MPRF Ambiguous Amhignous performance but requires the use of sophisticared
wavetorms and pm:t&;ﬁing

':lhnl__lkl__"Ew Ambiguous  Unambiguous hmmmamnﬁwhwmmm

The (ollowing discussions focus on LPEF and HPRF radars. Countermeasures directed al tracking radars

aim o distupt their TT capabilities by cormpéing their farget state information, thereby degrading or
denving weapon employment.

A conventional low PRF radar sysiem transmits a pulse of energy and measures the time that the pulse
takes 1o make the rownd trip from the vadar to the target and hack. Since the radar pulse is rravelling at the
speed of hght, the runge to the target can be determined, but it is important to remember that the
fundamental measurement s tme-based. Similarly. pulse Doppler and CW madars measure the Dopplar-
shified frequency of the signal rerurning from the target relative the ransmined frequency, This shified
frequency can be calibrated to the radial velocity of the warget, but it 15 crecial to remember that the radar
isn™ measuring eadial velocity, it is actwally measuring frequency. Consequently, COuntermeasunes
directed &t conventional pulsed radars create range crmors by corrupting the time-based measurements of
the rudar. Similarly, countermeasures directed at pulse Doppler radars create radial velocity errors by
corrupting the frequency measurements of the radar,
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Radars can also be classified as coherent or non-coherent types. The coherent ones can measure Doppler
with good accuracy bui they need a constant fingerpringt (RF and PRF) during the integration interval
{a few mulli-seconds) and can, dus to that, be more sensitive o jamming.

Angle tracking is the most important of the wacking domains for TT radars associated with weapons
systems, Many types of weapons systems can prosecule & successtul target engagement in the presence of
large range or velocity errors. Essentially, this 1s becawse the radar is still providing a line of sight 1o the
target to the fire control system. Even relatively small angle iracking errors can sufficiently degrade the
weapon system’s performance to prevent a successful engagement. The most effective jamming result
apainst a TT radar is to create an angle tracking error sufficiently leree that the system breaks lock on the
taget. A break lock reguires the threat system 1o re-acquire the target and re-initiate the weapon
employment process,

TT radars employ two basic types of angle tracking mechanisms: Amphtude Modulaton {AM) and
maongpeise. The AM techniques, such as sequential lobing, Track While Sean (TWS), and Conical Scan
(COMNSCAN)Y are mostly used by older radar systems. These techniques employ a scanning radar heam or
series of beams o sequentially sample the target amphitude retums, When the boresight of a beam i
pointed ar fhe target the radar will receive the largest amplitude retwrn, and when the boresight moves
away from the target the amplitude will drop off. These amplitude variations can be used to produce an
error signal and drive an automatic angle tracker. Monopulse angle-tracking radars instantaneously
prodduce amplitude (or phase) errors in the azimuth and elevation channels, as opposed w the AM rackers
which do it sequentially. Mearly all modem radars employ monopulse angle trackers and they have & high
degree of immunity 1o AM angle junming,.

Radio frequency defensive EA systens employ active RF jamming transmissions to disrupt the operation
of hostile radar systems. These transmissions can be broadly classified as erther:

= MNoise Jamming - Noise jamming altempts (o increase the noeise power level in the victim radar’s
receiver thereby decreasing the signal-to-noise ratio and correspondingly its maximum detection
range. Figure 3-2 shows several types of noise jamming. Barrage nosse spreads the jamming
energy over a relatively wide frequency range. This technigque has the advantage of covering a
large frequency range and docs not require any knowledge ghout the victim radars but at the cost
of diluting the jamming power. Spot noise transmits the jamming energy over narrow frequency
ranges and can achieve high power levels but requires knowledge of the victim radar’s operating
frequency. Swept spot noise sweeps a relatively high power signal through a frequency hand of
interesl. This alfows high jamming power levels and does not regquire knewledge of the vicum
radar, but at the cost of leaving the victim radar un=-jammed some portion of the time.

+  Deceptive (or Deception) Jamming — Deceptive jamming, also known as false target jamming,
presents the radar with target-like wavelorms with the intent of deceiving eather an operator or the
aviomatic detection and tracking feamres of the radar,
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Figure 3-2; Types of Noise Jamming.

1.1 RFCM System Concepts and Operation

An RFCM system has several basic components, The front end of the sysiem is similar to an RWR and
consists of an antenna or an array of antennas, RF transmisston lines, and a receiver/processor. [n addition
to the font end of the system, the BEFCM system has a fechmique penerator, @ modulaton transmitter
madule used to modulate and amplify the jamming waveform and the ransmit RF trapsmission lines and
antennas. Figurs 3-3 is a simplified block diagram of & RFCM system.

Receive Transmuit
Antenna(s) Antenna(s)
D— Receiver/ Technique Treinsiitties —4

Processor Generator

Figure 3-3: Simplified Jammer Block Diagram.

Figure 3-4 shows the individual components of the Advanced Integrated Defensive EW Suite (AIDEWS).
AIDEWS 13 an example of a tyvpical modem =]l profection jammer; this particular svstem alse performs
as an RWR and a controller for other onboard EW systems,
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LRU-1
Receiver/Transmitter
LRU-3
Antenna
Interface
Madule

ap 22 5

EW Control /D Band Receiver
Interface LRU-6 Preamplifiers

Figure 3-4; Typical Self-Protaction Jammer Components — (Courtesy of ITT Corporation).

3221 RF Front End and Receiver/Processor

The front end of an RFCM system is very similas o an BWER, It must survey the BF environment and,
based on its mission data programming, identify, determine the angle of arrival, and priofitise incoming
threst signals. All of the discussion in Section 2.2 about receivers applies to RFCM recetvers as well.

3222 Technigue Generator and Transmitier

When the processor has identified and prioritised the threat svstems in the coviromment the system will
then determing s countermeasures response. The MDFE identifies the optimum technique or senes of
techniques that will be transmitied against the threat sysiem. Mosi RFCM techniques atiack the viciim
radar’s tracking domains: range, Doppler, and angle and the MDF contain the parametric definitions of
these technigques.

The technique generator may use oscillators, or a part of the incoming signal, and time, frequency, and/or
amplitude to modulate the signal to achieve the desired technigue. The transmitter then amplifies and
transmits the jamuming wavelomm,

Modern radars empley a variety of EP technigues to improve their signal processing gain amd mitigaie the
cifects of hostile EA. Many of the EP features emploved by modemn radars address the abihty to discriminate
between the radars” transmmtted wavelomms and jamming wavelorms, Therefore, it 15 becoming more critical
in deceptive (false target) jamming that the jamming waveforms resemble the radar waveforms such that
thew are not rejected by the vietim madar’s EF fogic. Digital RF Memory (DRFM) technology is increasingly
being employved in BF countermeasures svsiems, DRFM-based technigues allow a jammer io produce very
high quality false targets, They do this by sampling the incoming pulses and storing them. The stored pulses
retain the nuances of the received pulses, such as phase coherency or intrepulse modulation. These stored
palzes can them be modulated and re-transmitted back toward the victim radar.
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3223 Transmit Antennas

The RFCM system designens employ a wide variety of transmit anteona configurations. Regardless of the
iransmit antenna configuration it is designed to direct as much jamming energy as possible back toward
the threat system. The system may have dedicated transmit antennas or it may timeshare an RF
transmission hine with the receive system. Dedicated transmil antennas can be as simple as just forward
and aft antennas or may be as complicated as multiple electronically steered phased array antennas

| Displays and Controls

The aircrew interface usually consists of a4 control pancl for selection of system operating modes and
mdicator ights identifying the threat environment. Typical operational modes for the jammer consist of
standby, receive only, and transmit. Some displays will show which threat systems are being countered.

3125 RF Management Systems

5P systems ransmit high power RF energy that can adversely affect SPJ operation as well as thai of other
onbooard systems. Antenna isolation 15 an important consideration for EMC. Ideally, the receive antennas
om an arcraft would be elecirically isolated from the transmil antennas and ihe receiver would not detect
any enboard-generated RF transmissions, However, if there is insufficient isolation to prevent onboard
recedvers from detecting and processing the transmitted signals, their performance can be affected.

Potential inference examples include the SP) system detecting, processing, and jamming the fire control
radar; the RWER seeing the SPJ system transmissions, misinterpreting them and eroneously displaying
threat symbals; the SP) receiver seeing the SP) system transmissions and processing them as ihreais
(a condition known as ring around). System designers attempt to optimise antenna placement to meet the
system’s feld of view requirements and (o maxinise isolation,

An BF management system, such as a blanker, must be employed where imsufficient antenna isolation
exists o prevent the receiver from seeing the ransmitted signals. Installed system testing allows testers 1o
determing if the chosen RF management scheme has been properly implemented. Temporal blankers
merely “turm ofT" the target receiver when the related transmitter transmits and verifying the correct tming
of the blanking pulses is critical. More sophisticated schemes pass operating information from the
transmitting system such as frequency and PRF, so that the receiver can identify the transmitted signal and
then igmore i1,

323 SPJ System Testing

The discussion from Section 2.2 on BEWR testing applies to the receiver aspects of 5P systems.
In addition 1o the receiver components, the SPJ systern has additional components and considerations
related to the transmitter portion. There is a significant difference between festing an EWE and testing an
5P svstem. The RWR is an open-loop system. It merely monitors the environment and communicates
information to the aircrew or countermeasures systems. The SPJ is a closed-loop system, as is the radar
system it is attecking. Whale it surveys the environment in the same manmer as an RWE, its purpose is to
actively disrupt the behaviour of the threat system.

IF the SPJ sysiem is effective, it will cause the theeal system and'or its operators 1o adapt 1o the jamming
and likewise the SPI system will respond o changes in the threat-svstemn behaviouwr, This dynamic
environment greatly complicates the T&E of SP) systems. 1t 15 imperative that the test team, including the
test planners and the analysts, have a thorough understanding of not only how the SPJ system operates,
bt also how each of the victim radars works and how they are emploved operationaily.

Twao measures that are cemtral 1o 5P) system T&EE are miss distance and Jamming-to-Signal eatio (J/S).
These measures are important indicators of overall system performance. Unfortunately, both are difficult
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o measure directly amd can be difficult 1w interpret. These measures musgt be considered throughout the
development programme and should be re-evalvated as higher fidelity measurement data becomes
available,

SPY effectiveness 12 evalvated by itz abality o improve the survivability of the host aircrafl,
This ultimately involves determining the seceess or failure of an engagement by a hostile wezpons system.
The success or falure of an engagement 15 determined by the miss distance of the missile or the bullets in
the case of & ballistic sysiem. The degree of survivahility improvement afforded by the SPI can be inferred
by statistically comparing the miss distance data collected under the same conditions with the SP) off
versus the miss distance data with the SP1 operating, conditions known as “dry” and “wet”, respectively.

Since the evaluation involves a weapon miss distamce, it can only be performed through M&S or live-fire
testing with unmanned aireraft, Live-fire testing provides very useful anccdotal information about the SPJ
system effectiveness and performance but, due 1o the cost. rarely produces epough date o make
statistically relevant performance estimates about the population. Operationally, the SPI system is only
one eontributor o aircraft survivahility, Other contributors include chaff, manozuvres, and tactics. Since
all of these are interrelated 1t is extremely difficull to cost effectively solate the specific contribution of
the jammer to airerafi survivability,

The relatiomship between the SP1 system output and its effectiveness is complicated and somewhat
counter-intuitive. The 'S mtio 15 the SPJ system jamiming power entering the radar's receiver divided by
the target skim return signal power entering the radar’s receiver, The I'S ratio is an important measure and
it 15 vital to understand its implications.

The jammer power entering the victim radar’s receiver increases as the jammer gets closer o the victim
radar. Although it would seem to, this does not result in increased jammer effectivensss, because while the
jammer power s increasing, the target skin retum signal power is also increasing, but at a much faster rate.
Anmex C discusses this in more detail. Thues, with all else being equal, the jammer will become less
effcetive as the range to the victim radar decreases, At some point the jamming will become ineffective,
The range st which this cceurs is called the burn-through range.

An SPJ osystem can be functiovally decomposed and ihe performance of each componeni can be
determined and cvaluated. Key performance measures are good indicators of SPJ system performance,
As the performance of each component is better understood, the sssumptions underlving the M&S can be
refined and the fidelity of the M&S improved. In-depth analysiz can take the overall effectiveness
requircments and determine how the various componenis of a given design most perform in order io
achieve them. The decomposed reguirements identfy imponant perfommance specifications [or system
components such as installed system sensitivity and Effective Radiated Power (ERPY, The EMC of all RF
transmitters and receivers in their installed configurations must be characterised. The EMC test resulis
allow designers o elimnate or mitigate EMI effects.

As with RWRs, SPJ system specifications, testing, and performance assessments can be broken down into
three main categorics: T&E done on the SPJ system and its constituent components, T&E done on the 5P
system as installed on the host aircrafl, and OT&E o determine il the overall system 18 eflective and
suitable o perform its intended mission, The SPI system testing has additional requirements related to the
transmitter and related components. The system also requires evaluations that focus on the behaviour of
the operators of the victim svsiems,

3231 Uninstalled SPJ Component Testing and Performance Assessments

Unmnstalled SPJ testing can be either open or closed loop. Open loop testing 15 conducted by injecting
the SPFs receiver with simulated RF threat signalis), to stimulate the processor and transmitiers,
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and monitorng the oulpul jamming waveform. The 5P output does not affect the input signal and the
effectiveness of the jamming waveforms cannot be evaluaied. Closed loop tesiing incledes a representation
of TT radar receiver, TT loop, and radar operator, and allows effectiveness to be evaluated.

323001 Open Loop Component and Svstem Level Testing

Testing performed at the manufacturer’s laboratory facilitics is almost always open loop and focuses on
mdividual components’ performance and, at the system level, ensuring that SPJ output 15 consistent with
expeciations based on the BF input. Receiver and processor compaonent testing is addressed in Section 2.2,

The technique generator should, based on the processor’s identification and the received RF threat signal,
select and generate the countermeasures technique defined in the MDF. The specific RF output of the
technique should be measwred to ensure that the frequency, timing, amplitude, and pulse characierisiics are
comsistent with the intended technigue. The timing relationship between the imput RF signal imput and the
Jamming output signal 15 critical, especially for false target generators. Additionally, when more than one
radar-directed threat system engages the host platform, it is necessary o verify that the system properly
prioitises the associated threat signals and correctly assigns the transmitier resources. [t is important o
ensure that the most lethal threats receive Jumming resource priosty.

The SP1 IS ratio spatial coverage should be evaluated on a threat-by-threat and technique-by-technique
hasis. This allows analysts to determine where the jammer will and will not be effective. While 1S cannot
be directly measured in oa laboratory, a complete analysiz can be performed based on laboratory
measurements, moedelling resulis, and other measured characteristics. The 1/ iz a function of range o the
target and these other factors:

= Threat radar svstem ERP;
+  RCS of the SPJ host aireyafi; and
= 5P) system ERP.

The threat system ERP is the power divected by the threat radar toward the sircrafl carrving the SPL It iz a
function of the radar ransmitter power, transmission line loges, and ransmit antenna gain, Threat system
ERF 15 commonly obtuined from intelhgence estimates.

The RCS of the aircraft carrving the SPJ sysiem can be obtained either from software-based predictions or
measured at an RUS measurement facility,

The SPI power divected toward the victim radar 15 the product of the trensmitter output power, the RF
iransmission line loss, and the transmit antenna gain, Figure 3-5 shows the componenis of an 5P transmii
path and how ERP s caleulated, The transmitter power output can be measured in the laboratory,
Transmission line losses can be estimated from waveguide and RF swilch characteristics of the system
design or measured on the aireraft, it available. Installed amenna gain patterns can either be obained from
cither software-hased predictions or measured at an antenna pattern measurement facility.
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RF Transmission

Transmitter Line Loss (1) _
Power (P) T Transmit
(Watts or dBW) Antenma Gain (G)
i i ; . PG
Effective Radiated Power (ERP in Watts) = L

Or in decibel form:
ERP {(dBW) = P(dBW) - L (dB)+ G (dB)

Figura 3-5 RF Transmit Path Components and Effective Radiated Power,

The RF spectrum of the transmitter should be charactensed in the laboratory. An ideal transoatter only
amplifies and owtputs the specific signal injected inmo it. However, real iransmitiers often produce ‘extra’
or spurious signals. Spunous signals are most likely to occor at harmonics of the imjected signal but they
may appear anywhere in the specirum due (o lmilations and'or errors in system design, manulaciure,
or installation, These spurious signals waste valuable jammer power and in some cases can be exploited by
a threat system’s EP features.

32312 Closed Loop Svatem Level Testing

HITL. test Facilities generally present the first opportunity 0 examing the closed-loop 5P system
performance and effectiveness. HITL simulations typically employ high-fidelity threat simulations and
sometimes generate realistic simulated displays o support a threat operator in the loop. The simulation
also gencrally employs a8 scripted aircraft flight path and a dynamic engagement geometry that accounts
for the changing RCS and transmit and receive antenna gains, and can be used o generate a reahstic 1S
ratio throughout the simulated engagement. The operator in the loop is a eritical element of the threat
system’s EP design. The HITL testing can be used to optimise the 3P technique design o deceive the
man in the leop.

Since HITL simulations incorporate high fidelity threat simulations they can support detailed SPJ
performance and effectivencss evaluations. The measures associated with the tracking loops of the radar
such as range andror radial velocity error and aximuth and elevation angle errors can be penerated from
dry and wet cases and compared 1o evaluate performance. Simulated missile and projectile fly-out data can
also be generated and the dry and wet cases can be compared to cvaluate the svstem effectivencss.

There are a variety of threat svstem models with varving degrees of Adelity that address threat system
hehaviour, especially the radar, fire control system, and missile or projectile asrodynamics, Analysts nead
to understand what the vanious threat models do and how they work, particularly with respect to how the
operator is addressed,

The HITL testing is & cost effective way to generate significant amounts of data, Limitations include a
scripted flight path (i, the aircrafi doesn’t normally resct to the engagement, it just flies a predetermined
path amd the SPI svstem is normally operating in a standalone configuration without the effects of other
onboard systems), The HITL also provides the besi chance fo cvaluate system pa:rﬁ;rmam:c: when a
simulated or actual radar system 15 not available on an OAR.
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Another case of system-level closed-loop tesung occurs when an SPJ system is rack-mounted, nomally in
a trailer, and taken to an OAR, The system can then be tesied against OAR radar threat simulators o
evaluate closed-loop performance. This tyvpe of testing 15 often called pole testing because the receive
anlenna 15 mounted on & pole and elevated some distance above the ground ta mitigate the effects of mult-
path and refleetions, This type of testing has the advantage of working against a simulated or actual
tracking threat radar systems. Limitations include the static configuration and the lack of actual RCS or
anfenna patiern effects.

3.2.332  Installed 5PJ Testing and Performance Assessments

Installed-system ground testing is primarily open loop and focuses on aireraft svstem integration and EMC
testing. Integration festing can either ooeur at the PSI's SILs or on the airceaft. Increasingly, ISTFs are
capable of generating high fidelity threat simulations and limited closed loop capabilities.

3232010 fnsealled-Svsiem 5P Ground Testing

The P51 will conduct integration testing in their S1L2 fo ensure that the SPJ svstem properly communicates
with other onboard systems. The SPJ manufacturer, as is the case with the RWR manufacturer, normally
will emulate data bus tralfic. The PSI's SIL will often be the first time that the SP) will interface with
other actual aireraft hardware,

The EMC testing discussed in Scction 2.2.2.2.2 also applics to 5P) systems. Additionally, an ISTF can
cost-eTectively expose the SPI o high fidelity threat representations such that the end-to-end performance
of the installed SPJ can be evaluated in a secure environment, Oceagionally, EA technique deficiencies are
discovered and can be comected before moving on to flight testing.

Some ISTFs have developed limited closed loop test capabilities. The iesl feam needs o ensure that the
test objectives are tailored to be compatible with the limitations of these capabilities,

32321 lestolled-Sysiem 5P Flight Testing

Flight 1esting presents the ultimate |-versus-1 { l-v-1) closed-loop eaviromment to evaluate the SPJ system
performance, The SPJ is normally in a production-representative configuration and all of the testing takes
place in the far field {westing will sometimes be conducted in variows non-production. configurations o
support specific development test objectives). The system operates against a high=fidelirty simulated threat
radar or actual radar svstem with operators i the loop, The operator is a key EP feature of many threat
systems. A well-truned operator can recognise jpmming techniques and manuvally infervene to counter the
effects of the jamming and mainiain radar track, Operator skill is an important censideration in any S
Sysicm festing.

Rules OF Engagement (ROE) deline operator behaviour duning the test, particularly with respect 1o the EP
features the operator iz allowed fo use. Two of the most common BROE address optical systems and
reacquisition procedures, Operators are frequently precluded from using optical systems to aid irecking
{a pood optical angle track can be used w provide angle information e the wacker in lieu of radar angle wack
information). This 18 often done to simulate night conditions, When the jammer is effective and causes the
victim radar to break lock. the operator needs to know how he will go about reengaging the target aircrafi.
This brings up a case where the test team needs (o balance test efficiency with realism. The Fasiest way 1o
reacguire ihe target is to allow the operator o use the OAR's real-time instrumentation truth data o locae
the amreraft. This approach maximises the amount of data collected during limited-range times. The most
realistic method 5 requiring the operator o use the onboard acquisition radar system, The test team must
weigh the value of additional data versug the more realistic conditions. The ROE for a given threat svstem
and 5P) svstem will vary with the specific test objectives. The imporiance of ¢learly defined ROE canmet be
oversiated and the entive test team should be involved in their development.

3-10 RTO-AG-300-V2a

98



TA&E OF EA SYSTEMS

The performance of an SPJ system can be degraded by the cperation of other onboard tramsmitters,
e.g., the blanker miy inhibit jammer transmissions when the terrain-following radar is transmitiing (the TF
radar will generally have prionity). Comparing the I-v-1 performance under simifar conditions of the
Jammer when it s operating alone 1o s perfommance in an eperationally representative: condition (with
other anboard systems operating) allows analysis to determving if the RF management svstem is degrading
the SPJ system performance. Multiple-ship operations also need to be comsidered. For example,
the interactions of jammers and fire-conirol radars within a tactical fighter formation need o be examined
to determine potential limitations.

In-flight I'S measurement can be a valuable tool but generally requires specialised, non-operationally
representative EA techniques to be loaded in the SP) systems MDF. One technique, shown in Figure 3-6
delays the EA response from the incident radar pulse by a fixed time period, The scparate retums are
collected in discrete range gates. Since there are an infiniie number of pomnis arcund the airerafi the fest
team needs (o carefully select the fight test profiles to ensure that data are collected at the required
frequencies, aspects, amd ranges, '

Skin
return i
: Jammer s
i response
:‘_delayed from __ |
I skin return
Jammer I
return
Measurement
system | : |
receiver ——————————| I i |
timing gates Skin return Jamming return
(5) (1)

Time

L 4

Figure 3-6: Example J'3 Measurement Technique,

There are a number of limitations associated with flight testing on an OAR. As s the case with RWRs, only
a small number of threat simulator systems exist omoan (AR, Ifa required threat system i=n’t avallable on an
AR, the best level of fdelity that can be schieved 15 using a HITL facility. The backeground environment is
Timited and thus restricis the pulse densities that can be achieved o evaluate the SPJ performance at required
high-pulse densities,

EMC testing o some aicborne SPJ systems can only be accomplished in Mlight. This type of testing may
of may not require DAR ground-based radar participation, If the test aircrafi has sufficient onboard abiliey
to stimulate and control the SPJ system to achicve the desived test conditions, OAR support may not be
NECEssary,
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3133 Additienal 5P T&E Considerations

Many decision makers wani fo quantify the contribution that an SPJ makes to airerafi survivability and
ultimately mission accomplishment. 1t s difficult to solate the jammer's contmibution because there are a
number of inferrelated complementary factors that affect survivabality and the jammer’s effect is only one
of these.

Another considerabion working agamst the direct apphicability of DT&E fhight test results to operational
effectiveness assessments is that operational aircrews do everything possible o minimise their exposure (o
hostila air defences. An aireraft when detected and engaged by a hostile air defence system will, o the
extent possible, practice threat avoidance, eg., terrain masking, employ other countermensures such as
chaff, and employ factical manoeuvres in concert with the active jamming. If DT&E were conducied
according to this philosophy, the test team might not get much data and the data collected would confound
the jammer effects with other factors.

A developmental tester wants to collect as much relevant data as possible abowt the SUT, Due fo the cost
of OAR tme and scheduling difficulties, this often drives the wse of non-operationally representative test
profiles {ones that maximise the exposure o the threat systems o make the best use of valuable range
time) that isolate jammer performance so that it can be segregated from other factors. It is important (o
remember that even though this type of testing i1solates the jammer performance, it does not necessanly
translaie o quantifving the jammer performance Tor operational effectiveness assessments.

In most cases the DT&E test conditions are conducted using straight and level flight conditions, This is
done to focus the analysis on whether or not the jammeer is performing property. This is obviously not an
operationally representative condition and the resulis ave difficult if not impossible o extrapolaie to draw
quantifable tactically relevant conclusions abouwt the jammer’s contribution o survivabiliny, While
operationally representative test conditions ane generally not central to DT&E evaluations, they should be
kept in mind.

Mo single MOP encapsulates the worth of a RECM system. Even taken in aggregate it is difficult o make
value judements. Some MOPs such as those addressing track errors (weimuth, elevation, range and’or
velocity ), are guantifiable. However, while they provide good measures for evaluating radar performance,
they don’t directhy relate to the ability of the weapons system to successfully engage a target. Other
measures that focus on the ssceess of the weapons enpagement, such as miss distence, rely on fly-out
simulations and their associated assumptions. Additionally, miss distance by itself doesn’t directly address
the suecess or failure of the weapon engagement; most RF missile warheads are proximity fused and the
engagement geometry, fusing, and warhead charactenstics sigmficantly affect the engagement outcome.
While missile miss distance produces a quantifiable resuli, a number of measures require the analvst
make a hit'miss determination and this mvolves a number of subjective judgments,

Analysts need 1o have a thorough understanding of how theeat-radar systems work and operate in order o
evaluate test results, As previously stated it is difficult to quantify a jammer’s coniribution to overall
platfirm survivability. However, by evalvating a number of MOPs in sggregate, the analysts need o
determine i the RFCM svstem iz having the imtended effect on each victim radar and whether or nol the
effect will be significant (even it it can’t be quantified in terms of overall survivability),

33 SUPPORT JAMMERS

Support jammers perform offensive EA. They share many similarities in design and functionality with
SPJ. but unlike the SPJ, a support jammer is primarily designed fo protect siher aircrafi from the surveillance
radars of hostile air defence systems while they conduct their missions., [ 1]

3-12 RTO-AG-300-V2a

100



TA&E OF EA SYSTEMS

331  Support Jammer System Concepts and Operation
Support jammers perform three basic roles:

+  Stand-OFf Jamming (50.) — MNormally performed by a manned aircraft operating outside the
engagement fange of hostile air defence sysiems;

Escort — Normally performed by a manned aircraft accompanving a sirike package; and

Stand-In Jamming — Normally performed by unmanned expendable air vehicles operating within
the engapement range of hostile air defence systems.

Figure 3-7 illustrates these roles.

Strike Package

S0 -
Orbit -

==,

E Stand In i

Jmmn r Search i “\
e Radar T Search

Strike Package

Strike Packaipe

Figure 3-T: Different Types of Support Jamming.

Support jammers have the same funetional elements as deseribed in Section 3.2.2 and shown in Figure 3-3.
These systems can be carried imternally or extemally on a manned aircrafl. Commonly the receiver systems
are internally mounied and the transmitiers are carmed in external pods as shown in Figure 3-8, Stand-in
jummers are normally expendable and launched from a host platform. Figure 3-8 shows a Mimature Air-
Launched Decoy IMALDY). A special MALD variant, the MALD-J, performs stand-in jomming.
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Figure 3-8: a) EA-68 Alrcraft with External Jamming Pods; b} Miniature
Air Launched Decoy Carried by F-16 - (U.5. DoD Photos).

Support jammers conduct EA operations primarily to deny, degrade, or delay the detection of friendly
atreraft by the surveillance radars of an LADS. As with SPJ systems, it is unportant to understand the basic
opetation of the radar systems that the jammer altacks. Surveillance radars commonly scan a volume of
airspace covering 360 degrees in azimuth, although some cover more limited sectors,

Surveillance radars report detected targets up echelon to the command and control clements of an LADS o
aid in forming the air picture in one of two ways: an operator watching a radar scope manuwally identifies
targets or & computer called a target extractor automatically identifies targets, Noise jamming is designed
o raise the notse level mothe victim radar's necever thereby reducing the signal-to-noise ratio and
decreasing the probability of target detection. False target jamming iz designed 10 present the aperator ar
the target extractor with a large number of false targets that cannot be discriminated from the real targets,
Frgure 3-9 shows the effects of noise and false target jamming on a Plan Position Indicator (PP displays.

Figure 3-9: Effects of Noise and False Targat Jamming on PPl Displays

3.3.2 Support Jammer System Testing

Support jarmmer testing is in many ways similar o0 SPJ testing and most of the discussion in Section 3.2.3
applics. The tollowing paragraphs address the arcas that are unique to support janmmer tesing.

VS ratio 15 also a cnbical measure for support jammers, but it 15 manifested differently. In the SPJ case.
the main beam of the threat sysiem TR radar is centred on the target it s iracking, allowing the SPJ o
continuowsly direct most of 1ts jamming cnergy into the victm radar's antenna main lobe, This maximises
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the jamming energy transfer by virlue of the geometry. In contrast, the support jammer normally operates
against scanning radars antenna side lobes and can only jam into the vietim radar antenna’s main lobe
when it 15 aligned with the jamming platform. Annex © develops the 1S expression for the support
JAOUTINE CASE,

Jamming performance assessments against search radavs are different for neise and deceptive techniques.,
This 15 because they are fundamentally attacking two different things. Ideally, a noise jammer russes the
noise level in the victim receiver 1o the point that targeis cannot be detecied, In the ideal decepiive
jamming case the victim receiver is presented with an overwhelming number of realistic false targets
where the true targets cannot be discriminated.

Flight testing against high fidelity simulators or actual threat radar svstems provides the highest level of
fidelity when evaluating the jamming cffects on an individual surveillance radar svstem, This enviromment
provides actusl radar clutter, multi-path effects, and operator displays.

Support jamming effectiveness against manned sysiems can vary significantly with operater skill level.
(Ine operator may be able o see targets in a high-level noise jamming environment while another may not,
Similarly, some operators may be able o tell the difference between real and Talse targets while others
may not,

ROE defining what EP features the radar operators will be able to use need w be clearly defined. The ROE
relate e the specilic objective that the test address,

34 RFTOWED DECOY SYSTEMS

Radio frequency towed decoys are defensive EA systems performing self-protection jamming. They differ
from onbouard SPI in that they are countermeasures systems dispensed from the host aircraft either
pre-emptively or automatically in response e a hostile radar threat engagement. They are owed behind
the aircraft and designed to presemt a more seductive target o the hostile radar or missile secker,
Maost towed decoys are expendable, although retractable models exist.

34.1  Towed Decov System Concepts and Operation

A rowed decov has one significant advantage over onboard SPT system, It is difficult for onboard SPJ
systoms to create angle tracking errors against monopulse radars. In the towed decov case, if the radar or
missile seeker is racking the towed decoy, it 15 nol tracking the trgeted aircraft and there is an inherent
angle tracking crror,

There are two basic types of towed decoys. The first is a simple repeater that retransmits the targeting
radar waveform at a higher signal fevel in order to seduce the track away from the (arger aircrafi; it is
cssentially & beacon. Figure 3-10 shows a block diagram of a simple repeater, Once deploved the system
only requires power and control from the host platform. When the system receives an BF signal via the
towed decoy onbeard receiver that meets the threat eriteria, it amplifies and reteansmits the signal in hopes
of seducing the threat track,
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Figura 3-10: Simple Repeater Towed Decoy Block Diagram.

The second tvpe are Fibre-Optic Towed Decoys (FOTDs). FOTDs employ sophisticated receivers and
technique generators onboard the bost aircraft, Figure 3-11 shows a block diagram of an FOTD svstem.
The receiver systems associated with FOTDs arc very similar to EW recewvers discussed in Chapter 2,
The onboard receiver passes threat information 1o the technigue generator in a manner similar to the SPJ
operation, It differs from the SPJ case in that it converts the RF techmique o optical wavelengths and
transmits it via fibre-optic cable to the FOTD where it is converted back to RF, amplified, and retransmitted,

Receive
Antennals)

Antenna

Figure 3-11; Fibre Optic Towed Decoy Block Diagram.
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Both decoy types typically use Travelling Wave Tube Amplifiers (TWTAs), although Microwave Power
Module (MPM) technology is mow also used, Figure 3-12 shows a typical towed decoy.

Figure 3-12: Typical Fibre Optic Towed RF Decoy — AN/ALE-55 — (BAE SYSTEMS Phota).

342  RF Towed Decoy Testing

All of the discussions in the EW RF receivers test section apply to towed decoys and the technigue
generation testing is similar to the SPI testing, The major ditference is that the decoy must properly deploy
in a timely manner. Decoy deplovment is a complicated process, as is retraction, for those svstems with
that capability.

3.4.2.1  Uninstalled Towed Decoy Component Testing

All of the concepts associated with testing RF receivers, signal processing, and technique generation also
apply o lowed decoy development and testing, M&S can be used (o evaluate the aerodvnamic separation
characteristics as well as the performance and effectivenzss of the towed decoy sysiem,

Cne of the most challenging aspects of towed decoy development is the mechanical deployment
{and possibly reteaciion) of the device, Flying test beds provide the svstem developers an opporiunity o
collect data under & variety of flight conditions.
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3422 Installed Towed Decoy Testing and Performance Assessments

Towed decoy deplovment from a flving test bed provides an excellent opportunity to develop the system
and reduce nsk. However, the flymng test bed iz likely to have a significantly different acrodynamic and
vibro-aeoustic environment amd owed decov separation charactenistics than the production airframe.
The decoy needs to eleanly separate or it may damage the host aireraft andior the decoy. Decoy
deployment testing should be conducted throughout 1ts required operating envelope to determine any
deployment or iowing limitaiions,

Fully functional towed decoy rounds are cxpensive and are generally not required to cvaluate separation
and deployment charscteristics. Towed decoy mass moedels have the same weight and balance and
aerodynamic characteristics as an actual round without any of the expensive electrical components,

Towed decoy deployments happen rapidly and high speed cameras installed at one or more locations on
the host arrcrall can docoment the wwed decoy separation from the arrcrafl. Safety and photo chase are
alse very useful in case there is a deployment mishap.

Reactive towed decoy systems need 1o deploy the decoy to its full deployment length in a very short time
and operate properly when it gets there, The mechanical braking system and associated algorithms must be
evaluated 1o ensure they work properly, If too much breaking force is applied, the decoy will take oo long
to deploy. I oo little braking force is applied near the end of the deployment, the sudden stop may subject
the towlineg 1o a load that will cause the owhne o ful and the decoy to beeak away., A properly
instrumented decoy sysiem will greatly aid in deficiency investigations.

Towed decoy systems present several test safety considerations. The towed decoy rounds typically use
pyrotechnic charges w inidae the decoy deplovment and 1o sever e roumd when it is no longer needed or
if it has malfunctioned. An armed towed decoy round s a munition and need o be treated with all the
appropriate safety precautions.

Towed decoys can inadvertently separate from the host aircraft and present a risk o personnel on the
ground. Developmental towed decoy operations should take place over controlled grownd ranges to ensure
personnel and mgh-value material wall not be put at nsk 1F 2 decoy malfunction causes an unplanned
Separatien.

3.5 ACTIVE INFRARED COUNTERMEASURES SYSTEMS

Conventional active IRCM systems are electrically powered defensive EA svstems designed o protect
wirerafl from [R-punded missiles. There are several tyvpes of IRCM systems. The simplest s a “tum on and
forget” system that uses a modulated IR jamming waveform that transmits continuously over its field of
view. Figure 3-13 shows a typical undirected TIRCM system installation,
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Dndirected IRCM Syitem

"'-..____‘__‘_‘

Engine Exhaust
IE Signature Suppressors

Figure 3-13: AH-1 IRCM Inatallation and IR Signature Suppressars — (U.S. DoD Photo).

More sophisticated IRCM syvsiems, ofien called Directed IRCM (DIRCAM) sysiems, are et mounted and
receive culng information from MWS. These systems typically use either arc-lamp or laser-generated
AM jamming waveforms. Laser-based systems have the advaniage of directing significantly more energy
into the vietim missile secker, Figure 3-14 shows a typical DIRCM installation.

' MWSE Sensors

DIECM Turret

Figura 3-14: Department of the Navy Large Alrcraft Infrared Countermeasures Installation
on & CH-53E Helicopber - (U_S. Naval Air System Command Photo).
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DIRCM systems typically receive cuing from an MWS and slew a turret assembly (an sircrafl may
employ several furrets to achieve the required spatial coverage) foward the threat missile, Each furret has a
fine-track sensor that will then fake over tracking (as with the MWS, the fine-track sensor also tracks the
missile plume) the inbound missile and direct the countermeasure transmitter or laser toward the missile
secker. The DIRCM wansmitter or laser is boresighted to the fine-track sensor, such that the jamming
energy is directed along the line of sight of the fine-truck sensor toward the missile seeker. Figure 3-15
shows a typical DIRCM engagement sequence,

2 Tracl:

2. Slew turret and hand-off track -
.

- g’ 4. Jam

i

1. MWS Detect and declare missile [aunch 5. Terminate ancl reset
Figure 3-15%: DIRCM Event Sequence.

IRCM performance can be enhanced by reducing the (R sipnuture of the tarpet aireraft. This can be
accommplished by a vasiety of means, including installing engine exhaust suppressers as shown in Figure 3-13
or by using low-1R-signamme paint on the aircratt fuselage. To further enhance IRCM performance, flare
expemdables are often used with IR jmmmers.

3501 Active IRCM System Components and Operation

The tollowing sections address the components of a tvpical active TRCM system, The MWS portion of
DIRCM systems 1= addressed in Section 2.5,

1511 Countermeasures Codes

The ‘processor’ of an [RCM system is a madulated power supply that drives the transmitter, Through
threat analysis or explottation, the scanmng frequencies of the missile-tracking cirouits are determined and
these frequencies are programmed into circuitry used 1o modalate the power supply. The modulaied power
supply s either present as standalone hardware in the cargo bay arca or intcgrated in the fransmiter.
In both cases, manual switches are present to allow selection of pre-programmed jam codes. Additional
IRCM codes can be pre-programimed as new theeats are defined.

3512 Controls and Displays

The pilot interface is throvgh a control ndicator located in the cockpit. The pilot control indicator 15 either
a standalone module for the TRCM system or it is shared with another EW sysiem, The interface is usually
quite simple, only providing a means of turning the system on or off and a way to alert the pilot that a
malfunction has eccurned,
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1513 Transmitter

There are several methods to generate the reguired TRCM pulses, One technology uses heated carbon-
matertal rods and mechanical modulation techniques to generate the pulsed IR radiation o deceive the
meoming missile seeker. Another lechnology uses an arc lamp in a vacuum twbe, which 15 electronically
modulated to provide the requited pulsed TROM radiation. Lasers are hecoming the TRCM transmitter of
choice due to their ability to inject high energy jamming into the missile seeker.

The basic undirected IR ransmitiers usually have a wide field of view (180 10 360 degrees in azimuth) and
are typically located as close to the engine cxhaust as possible since most of the TR threat missile scckers
tend to initially acquire and lock onto this “hot spot”

DIRCM systems employving arc lamps and lasers focas their emergy toward the homing missile seeker.
The laser systens employing coherent energy have very small beam divergence and can direct significant
energy into the victim seeker. The are lamp will spread itz energy over a wider Tield of view resulting in
Iower energy levels incident on the vietim seeker detector.

352 IRCM System Testing

As with RFCM systems, the chief concern for IRCM svstems is the degree to which they enhance the
survivability of the hest platform. Similarly. missile miss distance is a key consideration in evaluating the
effectivencss of the IRCM system. There are several factors making the 1R case somewhat casicer io
evaluate. First, once launched, IR missiles do not have an operator in the loop. Unlike the RFCM system,
the IRCA system is an open-loop svstem; it does pnot get feedback from the svstem it is jamming
(the missile secker is a closed-loop tracker and the focus of the cvaluation). Also, live-fire events are
somewhat less costly and maore practical.

A major figare of merit for 1R jammer effectiveness is the I'S ratio that the svstem can achieve,
Specifically, the higher the amount of modulated radiation output {provided by the jammer) over the host
atrerafl signature, the better the IRCM performance will be in countering the threat of the same IR spectral
bandpass.

An end-to-end flight test of an integrated MWS and DERCM system would require live-fire missile
luumches ot a drone airerafl carryving these svstems. While this s feasible and potentially desirable, there
are other ways to @valuate the performance of these systems, Testing can be broken down into two pans:
the missile launch detection and hand-off information accuracy (see Section 2323 and the IRCM
effectiveness. These two pieces can be tested and evaluvated independenily. The first evaluation addresses
whether or not the MWS can quickly and accurately detect and hand off the engagement to the fine-track
sensor. Onee the fine-truck sensor has acquired the mssile, the TRCM will be directed in an open-loop
fashion at the missile seeker.

A5L1  Uninstalled TRCM System Component and System Level Testing

The jammer spectral and temporal signatures can be measured with great precision and sccurpcy i @
laboratory and the host aireraft signature can be measured in flight. In-Tlight signature measurement with
ground-hased or airborne radiometers requires gecurate range to the target and angle infiormation and
meteorological conditions (barometric pressure, ambient femperature, and relative humidiiy} to account
for atmospheric transmissivity, The I'S of the host aircraft can be caleulated when the jammer
characteristics and the aircraft signature are known.

HITL Facilities provide an excellent venue 1o develop and evaluate IRCM technigues. These facilities
allow evaluation of the effects of the actual IRCM transmitter, such as a laser, on actual seeker hardware,
A highly mstrumented sccker installed on a full-motion: flight table, such as shown in Figure 3-16,
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supporting a high-fidelity missile Oy-out model, tracks a dynamic simulated target in an 1R scene.
The laser countermeasures are injected inte the scene through a series of folded opiics. This presents a
realistic target scene with both the simulated target IR signature and the IRCM energy concurrently being
presented o the missile seeker. This allows a wide variety of conditions o be evaluated in a short time.

P ¥
lrF

Figure 3-16: IR-Guided Missile Seeker Mounted an Full Mation Simulator - (U.S. DoD Photo).

An end-to-end system test can be accomplished using the cable car testing addressed in Chapier 2. In this
case the mstrumented MWS 15 integrated with the mstrumented [TRCM svstem and a live missile launch 1=
directed at the cable car. The MWS can be evaluated on itz ability o detect the Tawnch and hand off the
track and the TRCM system can be evaluated on its ability 10 acquire the missile and counter it

One of the most complete and correspondingly expensive means of evalvating IRCM performance 1=
live=fire testing. Live-fire evaluations can be conducted by installing an instrumented (preferably with
telemetry capability) IRCM system, or IRCM and MWS system in the integrated case, on a drone aireraft
und a true end-to-end engagement can be considered. The cost of certmin 1R-puided missiles is relatively
low amd this can be a cost-effective means of testing the 1RCM sysem. However, the cost effectiveness of
the test 15 diveetly related o how well the ITRCM system performs. The cost planning needs to account for
the possibility that the IRCM system 15 ineffective or malfunctions, resulting i the loss of drone and SUT.

3522 Installed IRCM System Testing

There are seversl common methods of evaluating TRCM system performance in flight test. Each has
advantages and disadvantages. Much of the DIRCM installed svstem testing is done in Might, providing an
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end-1o-end evaluation incorporating the aciual target airerall signature. End-to-end testing requires three
things, fhe ability to:

+  Simulate a valid missile launch and generate an MW S mussile liunch declaration:
+  Determine if the IRCM has been properly directed: and

+  Assess the effectivencss of the IRCM on acieal missile seckers,

Ideally, the test aireraft will be instrumented to record the MWS missile detection and declaration data as
well as the hand-off and IRCM turret pointing data, The JMITS shown in Figure 2-17 and Figure 3-17
incorporates all of the elements necessary to perform end to end testing, Figure 2-17 shows the high
fidelity IMITS IRASY missile plume simulators and Figure 3-17 shows the IMITS laser rediometers used
e detect the IRCM response and the instrumented missile seekers. The capability 1o record the IR
signature of the test aireraft with ground-based radiometers is also desirable.

Figure 3-17: Joint Mobile IRCM Test System — (U.5. DoD Photo).

Static, ground-mounted, sceker-based test systems have the advantage of using actual instrumented seeker
hardware tracking the host aircrafl against which the IRCM perfommance can be evaluated. There are,
howevir, several disadvantages that need to be considered during test design, First, the test aircrafi flight
profile must be designed to ensure that MWS doesn't reject the launch simulation based on engagement
kinematics. Second. static missile seckers do not have realistic metion associated with an actual missile
fly-out. Specifically, the missile isn’t closing on the target ata realistic rate and doesn’t have 1o react o the
high angular rates of chunge associated with a real engagement, particularly at endgame.
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3.6 COUNTERMEASURES DISPENSING SYSTEMS

CMDS are most commonly emploved in a defensive electronic atack role. They dispense expendable
payloads to deceive hostile air defonce weapons systems. Conventional chaft and flares are the most
common payloads and some CMDS are also capable of ejecting expendable (non-towed) RE decoys.

Chaff is one of the oldest forms of radar electronic countermeasures. It consisis of a large number of micro-
fitre reflective dipoles, When dispensed it disperses in the air siream rhrming a chowd and presenting the
hestile redar with other competing large RCS targets. Figure 3-18 shows a typical round assembly and chaff
fibares,

Figure 3-18: Typical Chaff Rounds and Chaff Dipoles — (U.5. Navy Photo).

Flares are pyrotechnic devices designed to deceive IR-guided missiles by presenting the missile sceker
with a more atractive targer than that the target aiccrafl. Conventional flares are made of various
combinations of magnesium, phosphores, and Teflon which is ignited when the flare is dispensed from the
maguzine and tries to mimic relevant spectral arrcraft engine charactenistics. Figure 3-19 shows F-16 and
AC-130U aircraft dispensing cenventional flares.
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Figure 3-1%: Flare Dispensing by F-16 and AC-130U Aircraft — (L.5. DoD Photos).

Flare technology continues io adapt to keep up with the advancing threat. Conventional flares are highly
visible in the visual portion of the electromagnetic spectrum and can zive away the position of an aircrafl,
particularly at night. To alleviate this problem, fares with minimal viseal signatre have been developed
that still retain the required [R signature characteristics. Kinematic flares have also been developed to
overcome the kinematic EP logic in some modern threat missile seekers. These essentially fly along with
the aircraft as they separaie and have a less abrupt angular separation from the host aireraft,
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161  CMDS Components and Operation

CMDS are commonly installed in an integrated configuration and receive threat-relaied information from
RWR and MWS 1o optimise dispense patierns and enable automatic operation. Most have three modes:

= Manuoal - Adrcrew-imibated progrommed response;
= Semi-Automatic — Automatically generated response requiring aircrew prior consent; and
*  Aubtomatic — Aulonomous operation, Le., without aircrew input.

A typical CMDS compnses a Cockpit Control Unit {CCLU), a programmer, sequencers, the dispenser and
magazine, and a safety switch, Figure 3-20 depicts these components and their functions.

Cockpit Contral Unit COEraTEner
= Aircrew/System interface *  Threat specific processing
+  Inventory +  Data bus interface
«  Ruilt in Teck + BuiltinTes,
«  Sustemn ModeInhibit switches *  System Mode/Inhibit switches
# Piuylmd managemant +  Paylcad management
PWE. and MWS
Cockpit Inputs via Diata Ba
Control :
LT :
- et
— i |
Sequencer Seluienc ] Sequencer
Swiich 1 | SWiich 2 | Swirciin

[ Magazine | Magazine | Liagazive |

Sequencer Switch Magazines
«  Firmg sequence *  Houses and fres payloads
*  Payload inventory *  Accormmodates various payloads
= Misfire detection/correction *  Misfire detectin/comection

*  Typical control of 2 magazines

Figure 3-20: Block Diagram of Count ures Dispensing System,
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TYP!CAL CMDS AN/ALE-47
(Symetrics Industries Photo)

Figurs 3-21; Typical CMDS — AN/ALE-4T — (Symetrics Industries Photo),

60 Control Unit

The CCL is the aircrew interface with the CMDS. Tt allows the operator to select the system mode,
determine the remaining inventory, and programme the manual dispense parameters, The manual dispense
parameters include the number of reunds in a burst and the time intervals between bursis, Other funciions
aceessible through the COLT include the buili-in-test and jettison. In many systems these features can be
intesrated with the avionics svstemn and can be accessed via a glass cockpit.

1612 Programmer

The programmer is the CMDS processor where both OFP and MDF reside. It typically recerves threat data
mputs via @ data bus from the MWS and the RWER. The RWE typically provides threat specific data that
alomg with airceafl airspeed and attitude data are wsed to optimise the response. The threat data consist of
the parametric data that define the threat system. Pulse width, RF frequency range, amplitude or scan
modulaton, and pulse-repetition frequency are typical RF-threar parameters. Response data invelve the
specific dispensing technigue against a known or identified threat. Responses consist of IR expemdables,
RF expendables (chaff), or a combination.

Dispense techniques are defined by the quantity and intervals al which the expendables are deploved.
Pavload data identify the types of expendables loaded into the dispenser and are available to be dispensed,
During flight, the system monitors the magazine to keep track of how meny and what type of expendables
reTIkin.
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3613 Sequencer

Sequencars distribute power and commands to dispensers, They manage payload inventories and determine
if a misfire has occurred. Typically, one sequencer 15 used for every two dispensers.

inld  Dispenser

The dispensers are housings for the magazines and are installed in the aircrafi at the location where the
expendables are to be released. The mageeines are the modules that acteally hold the expendables.
Dependent upon expendable origin, preparation may be required prior (e insertion into magazines:

+  The US normally procures squibs (the pyrotechnic firing mechanisms) and flares separately,
und these are not combined until shortly before use. They are inserted into the magszine, one squib
for each expendable, prior o insering each expendable.

+  European manufacturers generally supply expendables with squibs ready fitted,

Squibs can only be used once and must be replsced hike the expendables. Expendables are then loaded mto
the magazines in a safe area amd then an entire magazine is inserted inte 2 dispenser housing before each
flight. Typical magazines on tactical aircrafi hold approximately 30 cxpendables each. Figure 3-22 shows
a typical CMDS dispenser with magarines installed.

Figura 3-22: CMDS with Magazines Installed on a C-130 - (.8, DoD Photo).

The salety switch is an imporiant part of the CMDS. When engaged, i1 does not allow any current 1o reach
the dispenser, thus eliminating the chance of a squib accidentally firing.

3615 Expendahles

Expendables pavloads are generally ned produced by the CMDS manufacturee. All CMDS suppori
conventional chaft and flare rounds. Many suppart other advanced payloads such as kinematic flares, Chaif,
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flare, and other advanced expendable rounds, including RFCM, are continuing 1o evolve and the CMDS
must be able to accommodate them, The expendable paylozad manufacturers design their products 1o be
compatible with existing dispensers. CMDS OFF and MDF changes may be required to accommodate new
expendable products. Figure 3-23 indicates tvpical Nare and chafl cartridge used across NATO. [2]

TA&E OF EA SYSTEMS

Flare Cartrichiges: 36 mm, 2x 2.5, 2 x 1, 1 x 1; and their associated impulse cartridges

Chaff Cartridges: 36 mm, 1 x 1 (dual), 1 x 1 (Standard) and their associated impulse cartridges

Figure 3-23: Examples of Expendable Configurations Within NATO (From [2]).
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3.6.2 CMDS Testing

CMDS and airframe designers and developers exiensively employ MES 1o explore the eritical question of
where the CMDS dispenser should be installed on the host airframe. This 15 a particularly important
consideration for fare dispensers. High Gdelity airerafl structure and signature models allow designers o
evaluate a variety of potential installations and their associated pavload trajectories against the models of
the threats of intercst under a variety of engagement geomeirics.

Buch of the CMDS and pavioad development testing can be conducted independently and concurrently
for new systems, However, the CMDS and pavload combined performance and effectiveness can only be
cvaluated i flight wiath the CMDS installed on the intended host platform using the intended payloads.
This allows the pavload effects o be evaluated with acteal acrodynamic and host aircrafi signature
characteristics,

621 Uninstalled CMDS Testing

a2l CMDS Component Testimg

Hardware Iaboratory testing includes verifying that each separate CMDS module funetions properly and
operates within design parameters. Power, continmty, voltage, and Buili-In Tests (BITs) are performed.
These tesis help o isolate hardware configuration or interface problems.

Software lahoratory tests are performed on each module containing software, These tests help isolate any
progromming or tming errors and ventfy that the system software has been correctly implemented.
Such ecrors can impact oot only system performance, but may affect safety and survivability. Manual and
automatic dispense capabilitics arc also cvaluated to verify performance.

36212 CMDS Level Tesiing

When the performance of the individual componenis has been verified. the CMDS can be tested as a
completc system. Unlike many other EA systems the CDMS system does not have associated sensors,
However, it does commumicate via data buses with sensor svstems such as RWER and MWS. Emulated
data bus messages are generally sufficient 1o evaluate system level performance and laboratory RF threat
simulation 15 gencrally not required for imitial system level testing.

System level CMDS testing also verifies the proper operation of all operator switch settings, All system
mades of operation can be tested in conjunction with a wide range of emulated RWE and MWS data bus
messages. The dispenser assemblies are monitored (o ensure that the proper finng pulses are generated m
response o the st conditions,

Integration testing is the next stage of testing. It is conducted with the complete CMDS installed in a
laboratory environment connected to actual aviomics and EW hardware with representative mireraft
cabling. This type of testing allows end-to-end svstem integrated system evaluations where the RWR is
injected with simulated RE threat signals andior the MWS sensors ane stimulated. The data bus message
traffic and the CMDS responses are monitored and recorded to verify proper operation.

Cable car testing is an effective means o evaluate end-to-end system level flare performance against aciual
missiles, The MWS and CMDS are integrated and installed on a cable car, see Figure 3-24. The number of
flares dispensed and the tming between them is critical. This type of testing allows analvsts to oplimise
svatemn perfosmance by evaluating the effects of number of bursts and iming intervals.
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Figure 3-24: Flare Testing Using a Cable Car - (U.5. DoD Pholo).

62 l3  Expendabde Paviood Testing

Expendables are tested to verify that they meet their design specifications and requirements. Key IR
expendable parameters inelude time 1o ignite, total burn time, specteal signature confent. and intensity,
RF expendables are ested to measure RCS “hloom™” rate, which is how fast the expendable can achieve
the desired RCS, fall rate, and actual frequency range over which the RCS can be achieved.

A single tyvpe of expendable pavload will likely be employed on a variety of host aircraft and each
dizpenser installation will have unigue separation charactenistics. Additionally, many platforms employ a
vanety of expendable payloads. Software modelling should be performed 1o predict the separation
characteristics for each type of expendable roumd that wall be emploved,

X622 Installed CMDS Testing

3622l Ground Testing

During installed-sysiem test facility testing, dispenser systems are installed on a prodection represeniative
aircraft and all functional tests are repeated to verify the system operates properly. These tests are conducted
e verily electrical, mechanical, software, and EMC/EMI functionality and performance.

When EMIEMC testing is conducted in an anechoic chamber where munitions cannct be used CMDS
maintenance test sets can often provide a suitable means of monitoring the CMIXS dispenscr firing
commands, 1t is entzeal o verify that the system will not inadvertently dispense s payload when
operating in the presence of onboard RF transmitter or anticipated external RF transmission sources.

36221  Flight Testing

The first consideration in CMDS Might testing 15 evaluating the expendable separation charactenstics
throughout the required flight envelope. It is important o venity, for example, that flares do mot strike the
atrframe. Separation testing should be performed wsing a build up approech. The build up begins with test
points where the modelling predictions show the largest separation margins and progresses toward the fest
comditions with the smallest margins.

Cameras mounted externally on the host platform con docwment separation charactenshes for post-fight
analysis, Chase aircrafl perform several important roles during separation testing, First, the chase aircraft
aitcrew can provide real-time observations regarding the expected separation marging o the test conductor.
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IF the margins are less than expected the test team may decide 1o terminate the test and re-evaluate the
predictions, Second, it a round sirikes the dispensing aircratt the chase aircrew can advise the test aircrafi
aircrew about the condition of their arerafi. Finally, the chase atrcrew can provide addittonal photographic
documentation about the separation evenis,

CMDE performance and pavioad effectivencss are evaluated by testing against ground-mounted missile
seckers and radiometric measureiment systems, arrborne pod-mounted missile seekers and radiometric
measurement svstems, and live-fire testing as discussed in active IRCM section. Figure 3-25 shows the
Airbome Turret 1R Measurement System T {ATIMS 101} carried by an F-15 conducting a test on an F-18
mircraft dispensing flares. The ATIMS [l pod carries up to four fully instrumented missile seckers.

1. Seekers 3. Telewitions
2 MNid-IR Imager 4. Laser

Figure 3-25: Alrbome Turrel IR Meagurement System Il - (MAVAIR Photo).

3.7 LOW OBSERVABLE SYSTEMS

LY technology is a passive form of EA and has become a significant contribautor to aireraft survivability
and mission effectiveness. RCS and IR signature are the two areas most nelevant to EW T&E. Signature
reduction reduces the detectability of the subject aircraft. It also benefits any aircrafi employing or
henefiting from RF or IRCM, 25 the lower signature results in higher 'S ratios at the victim scnsor.

ATl LO Concepts

The most important BCS consideration in aircraft design is velacle shaping. The air vehicle is designed o
mimimise the incident energy that is backscatiered toward the radar, that is, the energy is directed in
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another direction. RAM is also applied to the surfaces of the vehicle (o dissipate incident radar energy.
There are RCS reduction techniques to address major seaftering sources such as cockpits, engine inleis
and exhaust, antennas, cte. Aircraft canopies can be coated with conductive matenal such that incident
RF energy does mod enter the cockpil. Engine turbo machinery i a major scallering source amd inlet/
exhanst designs that minimise their visibility to threat radars have proven effective, There are specially
desipned LO antennas to minimise theire contrbution to the overell RCS.

There are also a number of ways that aircraft designers can reduce an aircrafi’s susceptibility o IR-guided
missiles. Shortwave-1R missile seekers track hot metal parts such as engine exhaust nozzles. Engine
installution designs that prevent an IR missile seeker from having a line of sight to hot metal parts can
significantly redece the susceptibility of an airceafi to IR-guided missiles. Longer-wave IR missiles track
the aimcraft engine exhauwst plume, and mixing ceoling air into the exhaust can reduce the signature of the
gircrafl in the longer wavelenpths. The signature of existing airframes can also be reduced by adding
signamure suppressers that either block the line of sight to hot metal pars or provide mixed cooling air,
Add-on IR signature suppressors can adversely affect aireraft weight and performance.

3.7.2 LA Systems T&E
3121 M&S

T2 T ROE Prediceion and Mission Effectiveness Assessment

M&S plays a key role throughout the desipn and development of an LO air vehicle. The two interrelated
areas where M&S play important roles are signature prediction amd mission effectivensss assessment,
Early in development, sophisticated softwane design tools can be used to conduct trade studies and predict
the signatures of candidate aireraft designs. The modelled signature and predicted aireraft performance
characteristics can be inputs to mission-level modelling simulating relevant missions 10 evaluate the
effectivencss of the system.

ME&ES is also used 1o estimate mission effectiveness. The ability of search radars and radar-directed mr
defence weapons to detect and engage the air vehicle are established through engagement level modelling,
These modelling efforts produce detection contours for search radars where the detection ranges are
established as a function of mircrafl aspect angle. The engagement modelling against terminal threat
gystems produces probability of kill () grids, where the Py is established for each threat system of
interest as  function of range, aircraft aspect, and flight conditions.

An acguisition prograomme commenly establishes operationally representative mission scenarios againsl
which the aircraft performance will be evaluated. The results of the engagement modelling are incorporated
with modelled command and control elements of a hostile air defence svstem to evaluate aircraft
survivability in the reference scenarios. M&S is repeatedly performed as the design evolves to estimsne the
eftects of design changes on performance,

The accurzcy of RCS data will improve throughout the programme. Imitial modelling will be based solely
on digital RCS predictions, As the design matures static RCS measurements are made on major
companent assemblics as well as sub-scale or full scale aireraft models st measurement facilities, Finally,
when actual aircraft are available, in flight RCS measurements of the actual air vehicle can be performed.

A2 L2 IR Signatire Prediction and Detection Assessment

M&S also plays a significant role in 1R signanmwe prediction. 1R aireraft signature modelling must account
for a number of factors, such as engine settings, aerodynamic heating, and solar glint. The resultant model
provides a database of 1R speciral radiant infensity as a function of wavelengih and aircrafi aspect angle

RTO-AG-300-W28 3-33

121



T&E OF EA SYSTEMS

that can be used in engagement level modelling. Once the IR signature of the air vehicle has been
medelled, further M&S is conducied fo evaluate the ability of IR sensors and gnded weapons sysiems
to detect, truck, and engage the air vehicle. Atmospheric condiions have a significant effect on IR
transmissivity and the model must account for factors such as hwmadity and particulate matter,

3722 Signature Measurement

2722010 RCS Measurement

Ground-based RCS measurement facilities support LO platform design and development by providing
measured RCS data on either seale or full-sized models. These facilities allow designers to optimise
platform signature during development and provide analysts with high fidelity duta o support mission
effeciiveness M&S, RCS measurements are performed on pole-mounied models, The models can be
positioned in azimuth and clevation such that the RCS can be measurcd at cach aspect of interest.
Precisely calibrated radars measure the BCS of the model at relevant frequencies and polansations.
Figure 3-26 shows an F-35 model undergoing RCS measurements. Figure 6-1 shows another type of
ground test capability for the measurement of RCS of real aircraft,

Figure 3-26: F-35 Model Undergaing RCS Measurements — (Lockbeed Martin Pholosa).

In-flight RCS measurement Facilities, such as the Patuxent River Aflantic Test Range, are used to collect
data on actual aircraft. Specialised flight profiles are flown agamst ground-based precision measurement
radars, Flight profiles are designed 10 maintain the proper peometric alignment between the measurement
radar and test aireraft such that the RCS measurements are eollected at the required frequencies,
polarisations, and azimuth and clevation angles.

AR222 IR Sipmanwe Measurement

The TR signature of an aircraft can be measured in flight either using ground-based or airbome measurement
systems. Airhorne systems have the advantage of being able o measure the sipnature ot fixed points amound
the platform, Figure 2-27 shows the Threat IR Genenic Emulation Radiometer (TIGER) Pod which can
provide all aspect ar-to-air signature measurcment of fixed and rotary wing aireraft and 1RCM flares.
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1. Long Wave IR Camera 4 Mid-IE Camera
2 IR Tracking Camera 5 Mid-IR Spectrometer
3. Laser Kange finder 6 Telenisicns

Figure 3-27; Air-do-Air TIGER Pod Mounted on F-18 - (NAVAIR Phota).

Measurements should be made at all relevant aircrafl conditions, The various engine throttle seitings can
afficct the TR signature of the gircraft, Aerodynamic heating related to airspeed also affects the aircraft’s
IR signature. The IR signature of an aircraft can, with limitetions, be measured using MFs similar to that
shown in Figure 6-1.

3.8 DIRECTED ENERGY SYSTEMS

DE weapons are, by definition, EA systems becavse they vse DE "o attack personncl, facilitics,
or equipment with the intent of degrading, neatralising, or destroving enemy combatl capability ™ [1]
Twao major DE areas are HPM and HEL systems. The potemtial advantages of DE inelede:

+  Specd-of-light delivery;

*  Inwvisible propagation:

= Directionality:

+  Apility for engaging multiple targets;

= Deep magazines; and

= Immunity to the effects of gravity,
Disadvantages mclude:

+  Attenuation with distance;

= Absorption by the atmosphere and moisture;

= Blockage due to weather,
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= Complexity and sophistication; and

*  Ling-of-sight path to the target generally required,

The path to the target includes propagation physica. Propagation is a key consideration for effective use of
bath FIPM and HEL weapons. HPM weapons tend 1o provide a saft-kill, or a dismuption or dendal effect.
whereas HELS tend to be hard-kill devices,

31 HPM Systems

HPM weapons ave systems that emil RF enecgy al high peak power levels and are often categorised by the
bandwidth-to-frequency ratio of their waveforms, These are typically very large ratios. They have been
divided o narrowband, widehand, and ulirs-wideband. Peak power levels may cxcesd a gigawat,
bl averaee powers may be less than a kilowail, Some of the lower-frequency HPM devices have been called
synthetic or non-nuclear Eleceromagnetic Pulse (EMP) or High-aliiiude EMP (HEMP). HPM devices have a
smaller effective range than the EMP effects of a nuclear wenpon, Marrowband devices tend to operate on
specific electronic velnerabilities in the target and therefore require knowledge of enemy svsiems (o be
eftective, Ulira-widehand devices tend to be simpler and cheaper, using powertul mansient waveforms,
and requiring less knowledge of the target. A fiow HPM weapons function by making use of psycho-sensory
or neural phenomena, rather than just high power levels, 1o deter human actions or cause confusion amaong
attacking moops.

3811 HPM System Components and Operation

Figure 3-28 illustrates the basic elements of an HPM-tvpe svstem. Controls may include on'ofT. output
Ievel and repetition rate selections, Displays may be limited to inpot power indications or may include
some feedback from the cutput, providing outpul wavetorms and power estimates. Prime power 15 offen
electrical or chemical, or hoth. Pulse power may be provided by an explosive, one-time bursi to effect
dielectric, magnetic, or ferromagnetic generation of high voltages and cwrrents; by a discharge of
capacitors through spark-gaps, or through the use of special, high-power modulation circuits coupled to
large special-purpose vacuum tubes, The owtput waveform must be. matched to an antenna for energy
transter efficiency. Voltages are very high, requiring attention to air and dielectric material breakdown.

Control [+ * Display
-
* Propagation
Primme Pulse/RF Matching Effe j”a
PUWEI'—' Power ™ Nerwork _4........................,..,..,..,..,,'
Transmit
Antenna

Figure 3-28; Simplified HPM Weapon/Source Block Diagram.

3812 HPM System T&E

HFM weapon performance testing may include messuring performance metries or confinming the lack of
degradation of specific parameters, such as, the following:
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= Power;

+  Efficiencigs of the pulse power conversion and RF conversion;
+  Losses in the path to the antenna;

= Antenna pain or divectivity: amnd

= Beam intensity.

Ultimadely, performance comes down to an effect on enemy systems or forces. Operational performance
can be summarized by the ability te create an effect, probability of effect (P.). Those effects can be:

*  Damage o a circuit;
= Upset of a system;
= Dismbance or denial of use of a system: amd

+ Interference while trying to employ & system.

The probability of an effect is often plotted as a family of corves apainst incident power levels. B, is the
most important parameter for weapens T&E. The other parameters are imporiant for the engineering tasks
of design and modelling,

Range is very important for mission planning, and can usually be derived from the parameters histed above
for a particular desired effect, but may also include antenna gain as a function of angle from fhe source.

The often speciatised nature and unigque designs for DE weapons means that testing will differ between
systems. Some of the commaon T&E approaches [or DE systems are discussed in the following sections,

AL M&S

M&S 15 an important part of design, testing and psage of HPM weapons due to electromagnetic
propagation phesoanenology. Safe and effective testing cannod be performed without accurate estimates of
clectrical and magnetic ficld levels and energy densitics. Power levels and field intensity levels derived
from the models are required for test planning from the beginning, meaning that M&S i= a continuing part
of the 1est prograimme,

38122 Laborarory Tests

Development of HPM systems and HPM test design may require iterations of analysis to guantify
electromagnetic-field levels and repetitive effects testing, Multiple trials on specific electronics may result
in an intensive investigation, For the ultra-wideband HPM weapon, multiple trials in the lehoratory may
be required to develop statistical estimates for the transient waveforms and repeatability of the output.
These tesiz are best done at the laboratory level of development,

38123 Crroairnd Tesis

In anechoic chambers or remole open-air ranges, HPM systems are measured and charactensed, Effects
data on targeted systems are collected and analysed, Adeguate instrumentation is essential for performance
measuremnents and also for safety. Instrumentation requirements must include measurements of transicnt
fields from systems of sources by Deld sensors that often are made wsing B-dot or D-dot Geld sensors.
Sometimes, these sensors may have to be placed inside equipment io properly characierise the effects at
the physical level. Fast data acquisition equipment 15 required since some measurements may be requited
under the nanosecond tlimeframe,
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38L2L Flighe Tests

Flight tesis will tend 10 be focused on systemn and mission cempatibiality, There is more emphasis on
operational uiility and tanget effects, although this may be difficult since the observable effect may be
subtle. In addition o displayed information cn the flight placform, instrumentation at. on, or in the targel is
required. Weather and other atmospheric parameters will be needed.

Unmanned HPM test platforms and target vehicles may require flight termination systems for safety.
Those systems must be implemented such that they survive the HPM exposures and can still provide the
safety functions required.

342 High Energy Laser Systems

HEL weapons direct light energy at targets using the properties of coherent electromagnetic radistion.
The HEL svstems are often categorised by the method of excitation, cooling, or the gain material. Some
HELs are gas-dynamic lasers. These lasers are pumped by combustion or an encrgetic chemical reaction.
Some lasers have a liguid gain medium or are liquid-cooled. Solid-State lasers (S5Ls)h have a crystalline or
glass gain medium, SSLs have recently become viable comtenders for HEL applications. Recent
developments also include fibre-optic lasers and frec-clectron lasers. Fibre-optic laser development may
resuli in easier handling and lower cosi, HELs oftfer wavelengih makility. All lazers can be formed info a
tight heam because of the property of coherence, meaning that the phase relationship is preserved to the
point that interference of the waves can oeour,

The best known HEL system is the YAL-]1 Adrborne Laser (ABL) shown in Figure 3-29, The ABL is a
modificd Bocing 747-400 designed to kill ballistic missiles in the boost phase. It autonomaously detects,
tracks, and engages ballistic missiles, and provides accurate mussile launch location and impact points. [1]

Figure 3-29: The YAL-1 Airborne Laser System — (USAF Phota).
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1821 HEL System Components and Operation

Figure 3-30 illustrates the basic elements of an HEL-type system. Prime power can take different forms, such
a5 chemical or elecirical. The prime power provides energy to the pump mechanism, Lasers must have a
pump (o pul energy into the gain medium sech that a- population-inversion of the laser energy stales is
created. Most lasers require an efficient cavity to support multiple passes of photons through the gain
medium. Controls may be complex due o the requirement for beam steering and control, including precise
pointing. Propagation includes not only aitenwation effects, but optical effects from atmospheric wrbulence,
scattering, or a heterogeneous path, As a result, the beam control may inchude optics 1o compensate the beam
for the stmospheric effects for longer-range systems.

Caontrols «—={ Displays
T &
X Fiopiagainon
"
Resonator Cavity Effects
P Beam Control/
o Gain _| Beam Contro
Power Medium Compensation | —
A perture
Pump

Figure 3-30: Simplified HEL WeaponiSource Block Diagram.

J.8.21 HEL Systems T&E

Testing of lasers will vary depending upon the physics phenomenon that produces coherent emission,
These lasers have differeint 1est objectives based upon the unigue properties of the medium and proposed
effect, They will, however, have certain input and output charscteristics and figures of merit that allow
compartson and produce seme commonality in weapons applications.

38221 M&S

Becanse of the EM propagation phenomenon, M&S is an important part of design, testing and usage,
Power levels and field mtensity levels denved from the models are required for test planning from the
beginming, meaning that M&S is a continuing part of the test programime, Becauze of the often specialised
nature and unique designs for DE weapons, the testing will differ between systems, Some of the common
T&E approaches for DE systems are discussed below.

38222 Laboratory and Grownd Tesis
Laboratory testing of concepts and demonstrators is likely to be very technically complicated, Testing of
sub-systems 15 likely 1o be extensive due 1o the complexity and the need for a buitld-up approsch.

Inn the laboratory, key laser performance characteristics can be accurately measured amd characterized,
Chutput s usually measured by instrumentation that records multiple temperature measurements in a beam
dump, converting 1t into & calorimeter.
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Common laboratory and ground test performance measures indlude:
+  Power;
+  Brightness (inunits of power per solid angle); and

= Delivered luence (in poules per unil anea).

The amount of fluence, or flow of energy, on a target is related to the beam quality. Beam quality is
generally a ratio relationship between the total enerey deposited to an ideal amount of enerey, expected in
a diffraction-limited system. There are several parameters used 1o describe beam quality, to include Steehl,
M-zquared, and power-in-the-bucket, Formulas and algorithms for predicting and caleulzting these from
test data are found in textbooks and scientific publications,

Based on laboratory and ground tesi resulis, three operationally imporiant measures can be determined:
s Probability of kil (P
+  Regquired dwell dme in units of secomds; and
= Effective range, in miles or kilometres.

Some of the common data requirements involved in integrating a HEL into a flving platform are power
consumption, charging Gimelines for the energy storage elements, heat dissipation, and the ability w0 focus
the beam in the flight environment, For production versions of HEL systems on a flving platform,
compatibility testing, EMUEMC, EW, HPM susceptibility, and network-centric interoperability tests may
be required. These tests ave done more efficiently in the appropriate ground facilities. such as installed-
equipmrent facilities and anechoic chambers than during flight tests, For the flight envirenment assessiment,
the beam focus cstimates must account for the acrodynamic effeets around any exit apertures.

3223 Flighe Tests

Early flight esting to reduce the risk of adding an HEL to an aircratt may be prudent. These tests may
involve the acrodynamics changes for installing twrets, fairings, and windows. Early flights with suhb-
svalems or surrogates may be wsed o verify heat removal and other form, it and functions of the interfaces
to a laser pallet or system.

Final Might testing of HEL weapons will tend to be more operational-effect oniented. Targets may be used
with various instrumentation schemes. A successful effect is likely to be a visible one that includes
signiticant damage, as opposed o HPM where the effeet is more subtle. Although the effect may be
obvious from visual and nfrared sensors and human ohservations, fuilures to achieve an effect may be
mach less ¢lear. As a result, instrumeniation on and around the target is required. Pointing and tracking
may have to be sssessed at lower power levels to avoid damage to sensitive detectors and data acquisition
systems on the targets. To determine functions that predict Py, target fluence levels will be required for
exch set of rials. Weather and other atmospheric parameters will be needed. Their effiects on propagation
must be modelled and verified.

Safety requirements for the test range may include monitoning the mtended beam as well az inadverient
reflections or glint, to aveid inadvertent propagasion to populated areas or other erafi, Flight termination
systems on targets must be implemented such that they either survive or avoid exposures and provide the
safety functions reguired.
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Chapter 4 - T&E OF EP TECHNIQUES

4.1 INTRODUCTION

This chapter deseribes EP techmgues and procedures. A general discussion of EP testing 15 presented and
a simphified test example is presented o illustrate how the EW test process applies. Finally, EP through
Emission Control {EMOOMN) and associated testing are discussed.

4.2 EP TECHNIQUES AND PROCEDURES

The EW division of EP differs from the ES and EA divisions i an importanl way. ES and EA usually
employ dedicated systems (o accomplish a specific purpose. EP technigues are normally incorporated into
EW and non-EW svstems as a means of protection from hostile EA. EP can also be procedural in nature
such as employing Operational Seeurity (OPSEC) measures, EMOCON, and spectrum management,

All unprotected sensor systems, such as radar, are vulnerable to somwe form of EA. For example,
an unprotected airhome interceptor’s FOR would be vulnerable to a hasic EA technigue such as a Velocity
Gate Pull-O00 (VGPO)L VGPO 15 an EA wechnique that attempts o deceive the FCR by siealing iis velocity
gate and injecting false target information into the FCR. A radar designer knowing that an adversary's EA
will likely attempt to accomplish a VGPO will therefore incorporate logic, Le, Anti-VGPO (AVGPO),
inta e FCR 1w recognise that a VGPO technigue is being attempted and to negate it Techniques such as
AVOPOY are often called ECCM, [1],{2] This also ghlights the value of OPSEC and the nead 10 protect
information sbout potential volnerabilines of frendly equipment from hostile interests. When hostife
EA svstem developers design their svstems they will use all known vulnerabilities to optimise their
EA technigue’s effectivencss. If information about potential vulnerabilitios is denied 1o them, they need o
adopt more gpeneral technigques that are usually less effective than the ones designed o exploit specific
vulnerabrilities of the radar.

EP technigues tend to be the result of developments of EA capabilities. Most EP technigues are defined in
relation to how they counter a specific EA threat. Usually, the EP technigue is some improvement in the
system design that counieracts the effect(s) of a specific EA technique; therefore, it is difficult to
understand the purpose of a specific EP technique without knowing the EA technigue that it is designed o
counteracl. This close relationship between EA and EP means that EP testers must plan, conduct,
and evaluate testing based on a complete understanding of both the SUT and the threats that challenge it

The EP test requirements most often encountered will involve ECCM of airbome radars. Figure 4-1 shows
a block diagram of a generic arbome radar,
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Flgure 4-1: Generlc Radar Block Diagram,

Each element of this radar is a patential victim of EA; therefore, some EF technique should be considered.
The amtenna’s greatest velnerability may be e stand-olT jamiming introduced through the sidelobes.
The associated EP technique 35 to reduce sidelobes 1o the lowest possible level and, as 15 commaon
nowadays, o equip the radar with a guard entenna which has an antenna pattern which covers the
sidelobes, The radar can compare the jamming power from the two antennas and by that suppress signals
introduced in the sidelobes, A similar relationship exists with the antenna’s sensitivity to cross-polarised
signals. If the antenna is designed for low cross-polansation response, then it will be more robust agamst
EA technigues that rely on jamming with cross-polarised signals,

The radar transmitter can protect against some EA technigues by having feammres such as frequency
hopping, PRF smgger or jitter, polse width modulation or compression, or other parametric diversity:
# broad tuning range; or high transmii power. Each of these features is a valid EP technique and will
require specific testing in order to characterise the radar transmitter’s overall performance in & jamming
EOVITOmmEnL.

Similarly, the radar receiver design can incorporate feamures 0 reduce its wvulnerability to coinmaon
EA techniques. High local oscillator and first Intermediate Frequency (1F) will result in increased image
frequency rejection. thus improving the receiver's ability o operate in 8 jamming scenarie. Recent
improvements in signal processing have led o major improvements in EP and pose signmificant new
challenges fior the EA designer. As digital signal processor components have increased in both speed and
density, funetions within eadar signal processors have become more resistant o both deceptive and power-
baszed EA techniques. Some features of signal processing found in modern airhome radars include
programmability, high range and Doppler resolution, and signal processing reserve capability in both
memory and compulting resource tmeline. Each of these features can result in imporant improvements (o
radar’s EP capability, The primary aobjective of EP T&E is to characterise the radar’s resistance 1o various
EA techmigues and assess 11s sumtability for operation in an EW environment.

4.3 TESTING EP TECHNIQUES

The constani evolution of EP and EA provides seme interesting challenges to the tester. As with
EA, detailed knowledge of the threat is the tester’s greatest resource, The following paragraphs describe
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how Lest resources can be applied al each level to evaluaie the performance and effectiveness of the
EP technigues,

431 Modelling and Simulation

Many EP technigues are based on complex and sensitive cireuitry in the system being protected. As such,
all elements of the EW iest process should be considered in planning EP tests. M&S will be of particular
value in both the test planning and evaluation portions of the test process. A digital model of the SUT can
be wsed to analyse potential effects of jamming or other EA techniques, Antenna designs can be evaluated
for their sidelobe characteristics that in turn will provide insight into the system’s valnerability o noise
jamming introduced inio the sidelobes.

The signal processing circuits of radar systems are excellent candidates for digital models. These models
can he used both in the design of the signal processing circuits and 25 a ool o evaluate suscepdibility o
various jamming techniques. Current EW industry trends are to establish standards for models that permit
a compliant digital model of a system in the desizgn phase to be evaluated in the presence of previously
established threat models, This approach permits both designers and testers to assess the behaviour of a
new radar system with respect to vartous generie and specific EA techniques. Based on the results from
this step in the test process, lesters can determine those cosditions most likely 1o reveal performance
limitations or other prohlems in the SUT,

4.3.2  Ground Test

Various laboratory or ground facility tests will prove invaluable in developmental testing of EP functions.
The majority of the EA techuigues that may be overcome through some form of EP are based on the
charectenistics of EM waveforms, not on the dynemic properties of ships, land vehicles, wircrafi,
or missiles. Therefore, if the SUT, such as an airborne radar, is subjected w jamuming signals while in a
lsharatory or spread-bench environment, the results observed will usually be indicative of the eventual
mstalled system performance. Tests in SIL and HITL facilines will permit a large number of trals, with o
high degree of repeatability al a low cost. Resulis from these fests can be quickly and easily compared
with results from the digital M&S previously completed, Dhfferences berween the model results and those
obtamned n the SIL or HITL should be imvestigated and resolved. Appropriate updates to the models used
are made before progressing to more expensive and complex test conditions.

Cne portion of nearly all EW and evionics systems that 15 particularly sensitive to installed performance 15
the antenna or sensor aperture. For the case of BF systems, antenna performance can be significantly
altered due to installation effects swch as other nearby antennas acting as parasitic oscillatars or mher parts
of the aircraft causing blockages to the antenna pattern. Tests in 18TFs can cfficiently lead o the
evaloation of such effects. Net all ISTFs can support the actual radiation of RF signals requived for
measurement of anenna system performance. The tester must always be careful to select facilities in each
test category that can support the specific types of tests deemed necessary for the system of interest.
For instance, i the installed performance of the antenna systems is well known bul a concern exists aboul
the integration of new signal processing circuits with other elements of an aircraft’s avionics, then
operation in an I5TF that pernuts free-space radiation of RE signals may not be necessary. A smaller
facility with lesser anecheic properties will suffice. If, on the other hand. the SUT has an uncharacterised
antenna system and must operate in a complex radiated electromagnetic environment, then the test team
should consider using an ISTF with broad anechoic properties and a wide-operating frequency range.

4.3.3  Flight Test

Flight testing is usually the final step and should hold linle potential for surprise if the previously
described steps are carried out. However, it is possible that some aero-mechanical effects not simulated in
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the earlier stages will cause problems. Movement of antennas due ta flutter or aeroelasticity effects can
result in erroneous Direction Finding (DF), ranging, or velocity determinations.

4.4 ECCM TEST ILLUSTRATION

The following example illustrates the test process for a notonal airborne FCR with an EP technigue
designed to mitigare the effects of sidelobe jamming. Assume for this example:

*  SUT is an Airhorne Intereeptor ( Al radar.,

= A digital model of the radar and threat jammers exists.

= Radar antenna pattern has been previously characterised in both azimuth and elevaiion,

+  Radar’s primary EP technique to negate effects of barrage noise jamming is sidelobe cancellation.

+  For HITLs and [STFs, a threat jammer simulator s available with sdjustable power output.

441 Test Objectives

During test planning meetings the mifitary end user, the radar manufacturer, PST and testers determine that
the military end user 15 particularby interested in how the radar system will perform in the presence of
S0 barrage noise jamming, Barrage noise is an EA technigque thai produces broadband noise energy 1o
mask the reflected encrgy from a radar. When applicd by an 50, the noise 5 introdeced into the radar
sidelobes to mask returns that are occurring in the main beam. The success of barrage noise jamming is
primarily a function of I'S. These factors will help 1o determine appropriate test objectives, plan test
activities, and determine the data requirements o support an cvaluation, The first step is o determing the
test objective, There will be one simple test objective i this example to demonsirate the process. The test
objective is: Determine the minimum jamming power required 1o obtain the specified 1S at the input 1o
the radar receiver at various azinauth angles between 10 and 45 degrees off the nose of the test aircraft.

4.4.2  Pre-Test Analysis

A key 1o effective testing 15 1o develop an understanding of the SUT, its intended operating enviromment,
and the strengths and weaknesses of the threats it will encounter. Developing this understanding is the first
clement of pre-test analysis. As shown in Figure 4-2, there are two areas of imterest defined, a 35-degree
sector on the lefi and a 35-degree sector on the right. The jamming signal musi be within the bandwidih of
the radar recoiver o be effective. The antenna pattcrn for the rader antenna will be an imporant
considertion in determining the angular resolution for testing. For this example, it 15 assumed that the
amenna pattern iz of adequate consistency o permit measurements to be taken at J-degree increments,
The initial characterisation of the antenna pattern would have been accomplished m a measurement
facility specialising in BF antenna measurements,
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Figure 4-2: Areas of Interest.

The EP techniqee wsed in the example radar is sidelobe cancellation. This technigue utilises auxiliary
antenna elements to receive the jamming signal, determine its effeet, and cancel that effect in the main
antenna channel. ln order to evaluate the effectiveness of the sidelobe canceller, the test will be conducted
with and without the EP technique enabled. Since the radar antenna is a critical element in the
vulnerability of the radar to stand-off jamming, all tests will be conducted with BF radiation through the
aienna.

The pre-test analysis we musi define the test concept, determine tesi points, predict ouicomes, establish
analytical processes that will be applied. and decide what data must be acquined. Smnce there @ a digital
model of both the SUT and the S0J, these tools can be used o determine if there are critical angles or
frequencies at which the jamming will be particularly effective, or the EP technique is particularly
inetfective, The model will alse be helpful i determining what data need o be collected and the
requirements for range. resolution, and accuracy of that data.

4.4.3  Test Execution

The next step 15 o execute the test. This step will be repeated several tmes, using various test resource
calegories as the confidence in the SUT increases. The results obtained will be compared 1o those
predicted during the pre-test anabysis after each iteration. The resulis will be used to correct or revise the
maodels and to resolve differences between setual and predicted results.

4431  HITL Testing

The first tests will be accomplished in a HITL with the SUT in a ‘spread bench” configuration permitting
easy aeoess oo test points with generic leboratory fest equipment such as spectrum analysers and
oscilloscopes, The radar antenna, auxiliary antennas, amd the jammer simulator ransmit antenna will be
Iocated in a small ancchoic chamber where RF radiation can be accommodated with adjustable power
levels, During this testing precise measurements can be made of the actual power levels and I'S ratio at
each point of interest in the antenna pattern, Data can be either hand recorded or automatically logped by
the test facilities instramentation suppaort system.
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4432 ISTF Testing

Testing the radar in its installed configuration under precisely confrolled conditions can be accomplished
m an ISTF. This will be an important test since it will be the first opporiunity to measure the system
performance with installation effects accounted for, Both facility and aircrafl instrumentation sysiems
should be uilised during this phase of testing. 1t will provide a correlation between the test airerafi
mstrumentation system that will be vsed during flight test and the facility instrumentation that is the
primary data acguisition seurce during the 15TF fests. Large amounts of data can be easily collecied in this
environment with a high degree of repeatability, These data will form the basis for an accurate statistical
baseline of system performance. Both HITL and [STF testing support a tightly controlled BF environment
where anly the signals of interest are present. This will not be the case in flight test.

4433  Flight Test

The final phase of the test project will be conducted in flight on an OAR. Three aireraft will be used,
The first aircrafi will simulate the actions of an adversarial 50) aircrafi. The second aircraft will represent
a threat target aircraft. The third aircraft, the test aircrafi, will carry the SUT and be instrumented o
provide either onboard recording or telemetry of ertical parameters needed for evaluation of the SUT.
Time Space Positioning Information (TSPL) for all theee aircrafi is required, These data will be wsed
during post test analysis to determine the cxact position of the jJammer and target with respect to the SUT
radar antenna.

Flight profiles for all three airerafi will be established to maintain the jammer aircraft within the 35-degree
sector on either the left or nght side of the test areratt. During this phase of testing the test objective is
medified 10 provide a more operational focus. The objective is now redefined as: Determiine the minimmm
g power reguived o defear e radar s obility fo detecs, ook, and display o one-squaresmeter weget
with stand-aff janming of various azivith angles berween [ awd 43 degrees off the nose af the fest aivcrafi.
This revised objective creates a number of new requirements. The objective describes a tasget airceall with a
RCH of one square metre, While the aircraft available to scrve as a target may not dircctly meet this
reguirement, data obtamed during testing can be comected for any difference in the RCS. This does,
however, require high accuracy and resolution TSP capability on the open=air range. Also, the primary
indicator of jamming cffectivencss will now be the pilat of the test aircraft, When the jamming is sufficient
to obscure the tarzet on the pilot’s display, then we will consider that the EP wechnique is ineflective. Whle
the precize data gatheved during the previous phases of iesting are necessary 1o efficiently develop and
improve the SUT, these operational data will ultimately determine whether or not the system will be
nequired and felded.

444  Ewvaluation

The system manufacturer, P51 and the military end user may have different views of what the resulis
mean; the manufacturer may use the results of testing to demonstrate that all specifications have been
satisfied, while the military end user may determine that based o test results, the system will mo satisfy
the operational requirements. e to the differences i inferpretation of test results and the potential
cconomic and operational impacts associated with these interpretations, evaluation is one of the most
critical and controversial elements of the test process. To the greatest exfent possible, all parties involved
in the development and test of a system reach agreement prior to the start of testing as w0 what data will be
used in the evaluation, and what caleulations and statistics will be applied to the data. Finally, everyone
must reach agreement as to exactly what constitutes success or failure.

For the example test the problem was bounded 1o some degree in the test objectives’ statement. For the
flight test objective, only data acquired when the jamming aircraft is within the 10 0 45-degree 2ector on
either side of the test aircraft will be wsed. The evaluation of the test resulis will generally be
communicated through an interim or final report. This report should clearly state any constraings or
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limitations on the testing, what was observed, what was concleded from those observations, and any
recommendations resulting from those conclusions. 1f, based on the evaluation, the decision makers can
vertfy that any operational risks associated with ficlding the system are acceptable, and that user newds are
adeguately satisfved, then testing can be declared complete. 17 the evaluation leads (o a conclusion that the
SUT requires additional improvement prior to accepiance or fielding, then ancther cyele of the test Process
will vecur.

4.5 EP THROUGH EMISSIONS CONTROL CAPABILITIES

In addition to the ECOM technigques discussed above, there are passive approaches to EP, One of the most
significant is EMCON, EMCON addresses both intentional and unintentional emissions.

451 EMCON Concepts

The most direct means of limiting an adversary’s ability to apply EA techniques i= by nigid control of
friendly EMCON. As a simple example of this process, consider an ARM targeted ot a friendly radar sie.
Since the ARM homes in on the RF radiation from the radar, it will lose that guidance if the radar
transmissions are ceased. The planned cessation of the radar emissions would be considered a form of

EMCON and would clearly be an effective method of EP.

TADS typically contain passive RF sensors o detect and track hostile aireraft, These sensors can irack both
intentional and unintentional RF radiation coming from the air vehicle. An air vehicle should have an
RF management system 1o control all onboard RF transmissions, Unneceszary emissions should be
eliminzted and in the event that they cannot be eliminated they should be characterised so that their effects
can be procedurally mitigated.

452  Testing for Unintentional Emissions and EMCON Capabilities

Wirtually all electrical and electronic components on an aircraft have the poteniial to radiate or re-radiate
RF energy, which may be detected and intercepted by an adversary. While some of these potential
ermssions can be observed during early phases of development, it s most olten the ¢ase that they are
discovered after all systems are installed and integration in the host platform has begun. As a resuli, 1ISTFs
are frequently used to characterise these unintended emissions.

4.52.1 Ground Tests

Large anechoic chambers are most useful in conducting tests 1o determine the exact nature and source of
all signals radiated from an aireraft dunng operation. One approach frequentby used 1s to establish a matnx
of all pessible switch combinations and then step through each configuration while using a calibrated, high
sensitivity Teoeiver o sweep through the entire range of frequencics to be evaluated, It encray is detecied
with a particular combination of aircraft equipment energised, then engineers can isolate the exact source,
AL this point both the user and designer must determine what action is to be taken 1o either reduce the
emission or accept the condition,

While this tvpe of testing s tme consuming end requires specialised facthities and eguipment, it has proven
to be the most efficient manner 1o locate specific spurces of unintentional emissions, OF course, intentional
emissions can also be wsed to deteet, locate, and engage an aireraft and muost also be charactenised. Again,
the anechoie chumber 15 an efficient and cost effective location for this task.

4521 Flight Tests

The resulis from ISTF tests can be used along with digital models of threat systems o determine an
aircrafl’s susceptibility to suwch threats, In many cases actual Might test agmnst simulated threats and
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RF measurement systems can be emploved o evaluate suscepubility. While determination of the exact
sonree of the offending radiation may be difficult or impossible in an QAR environment, flight tests do
provide the most realistic conditions. [t s not unusual to regress to [STF testing after the first round or two
of flight testing, This iterative approach will generally converge on the best balance of emissions reduction
and operaticnal utility. Operational tests and some developmental tesis on an OAR are accomplished using
operationzally representative flight profiles against typical threat laydowns. Through careful manipulation
of the flight profile relative w the threai simulaior placements, specific conditions thowght likely to ocour
in actual combpat can be evaluated. The analysis of system performance during such testing provides the
best overnll assessment of military worth.
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51 INTRODUCTION

The approach to testing any specific EW svstem or function depends on its architecture. Testing and the
subsequent evaluation of standalone systems are relatively straightforward. When the EW system is
combined with other systems and sub-systems on a single platform, both the quantty and nature of
interactions which must be considered grow substantially. This chapter focuses on testng federations of
equipment and svstems, and integrated systems.

The even more complex case of Muli-Platform Geo-Location using RWR/ESM as a threat Emiticr
Location System (ELS) is not explicitly covered in this Handbook. Many of the considerations are similar
to the single platform integrated EW system, but with the added complication of data links berween the
platforms concemned. (rther information is available to the interested reader. 1]

5.2 STANDALONE EW SYSTEMS

The simplest category of EW systems, from a T&E poini of view, are those having minimal interaciion
with other systems on the same platform, These standalone systems can usually be evaluated without a
rigorous evaluation of the performance of other aircraft functions. OF course, interoperability and EM1
issues must be considered for standalone systems.

5.201  Standalone System Description

Standalone EW systems ane those systems that do not depend on data, information, cueing, or other functions
from other EW or avienics svslems on the platforin, These systems generally have a specific single function
such as radar waming, jamming, or chaff’ dispensing. Standalone svsiem festing is relatively simple;
the svstem is exposed to the expected threat environment and observed for the correct response.

5.2.2 Standalone System Testing

A standalone RWER is designed o provide the pilot with viswal and audio warnings when the aircrafi is
illuminated by one or mone threat radar svsterns, As discussed in Chapter 2, specific tests are performed in
both ground and Might enviconments 1o measure and establish the performance of each magor functional
element of the RWR. The antennas are characterised individually and in their installed configuration o
ventfy their frequency, spatial coverage and gain performance, Recciver tests are conducted to determine
sensitivity, selectivity, and other key parameters. The signal processing function 15 tested to ensure that all
threat signals specified for the system ave properly categorised. Finally, the Man-Machineg Interfaces
(MMIs) are evaluated for comect operation. While this overall process may require hundreds of mdividual
tests, the evaluation of results remains relatively simple and the test conditions can be easily achieved,
Each element of the system either functions as specified, or not; each test condition is discrere and has
little or no dependence on other test conditions.

53 FEDERATED EW 5YSTEMS

Federated svsteins represent present an increased level of complexity, Additional interfaces have o be
considered in the design of the test program. A depiction of this architecture s shown in Figure 5-1,
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J R % .
A |,y i

Figure §5-1: Federated Systern in HITL Test at ECSEL Facility, Pt. Mugu, California.

5.3.1 Federated System Description

Federated systems are those systems which maintain their own functional identities or boundaries, but are
dependent on data, information, cueing, or other functions from other systems outside of those boundarics.
Mot avionics and EW systems of the late 19705 theough the eary 19905 have exhibited this characteristic,

The testing of such systems is considerahly more complex than the standalone case previously discussed.
The causes of this complexity are best understood by reviewing an example test process for o federated
RWE and BF jamming system, Generally, such systems siill have their own control panel and displays,

532 Federated System Testing

For this example, consider that the RWR and jammer are mstalled on the same platform and designed o
work against the same set of threais, They share a commoen threat database or MDF. When the RWR detecis
a thireat it will be displaved on either a dedicated svsiem display o7 on a MFD in the cockpit. The display will
show a unique symbol representing the threat type, azimuth, and estimated lethalivy. The pilot also receives a
waming one in his headset. Upon command from the pilal, the threal identification and location data are
passed io the jammer sub-system, The jammer determings the optimum jamming response for the detected
threat, tunes a receiver to the proper frequency, and emits the necessary RF energy. If the jamming 1=
effective, the RWR will detect that the radar i3 no longer fracking the aircrafi. From this scenario the
example test program can begin 10 be structured, the test resource requirements determined, and an evaluation
process planned.

§-2 RTO-AG-300-V28
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Twao common MOPs for the example system are:
= Response time for the RWR 10 detect each threat signal in the MDF,

+  Response time to initiate the optimum jamming wavefom.

Many other MOPs apply 1o this 1ype of testing, but these two serve 1o illusirate the point. While the first
MOP appears to focus on the RWR standalone performance, there is a potential for interaction with the
jummer through the MDF. [f both the jammer and the BWER attempt to secess the MDF simultancously,
there may be a delay in the data needed by ihe RWE. Consequently, testing snust be strectured to acquire
data under various operating conditions for both the RWR and the jammer. The data collected must be
cateporized to reflect the operating conditions to determine of there 15 a sigmificant delay imposed by
maltiple systems sharng a common MDF. The system specification requirement identifies how much
delay accepiable. Certainly, the standzlone performance of the RWR will be a dominant factor in this
objective, but addittonal testing to ascertain the overall performance of the federated system 15 of
paramsunt importance to the military end user.

The second MOP clearly implics evaluation of the fully federated system. The RWR, jammer, shared
MDF, displays, and the pilot all play an important role o overall system performance and effectiveness,
Tao fully analyse and evaluate the resulis of this test, insight into the performance of each individual
component of the system is necessary. The evaluation should not just assess i improvements are needesd,
Bt 1T o, which part of the system is the best candidate Tor improvement. This MOP also brings into play
the humsan operaior; a componeni with a high degree of variability, In order to appreciate the operator’s
effect on overall system performance, data will need to be collected under a wide range of operational
comditions, and with a range of operators,

All of this leads to the conclusion that test of federated systems brings about an increazed burden on the
test planning and analysis processes over that of the standalone systems test. The same facilities wall be
used, but the pumber of test runs or Mlights may increase significantly as the svsiern complexity grows,

54 INTEGRATED EW SYSTEMS

Some combat aireraft designs from the late 19908 onward have moved from the relatively simple federated
approgch fooan extensive integration of EW and avionics functions. The U5, Air Force F-22, shown m
Figure 5-2, is an example of this integrated approach. Functional infegration offers numerous advantages
to system designers while creating complex challenges o testers.
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Figura 5-2: F-22 Employs a Fully integrated Avionics and EW Suite — (USAF Photo).

The Evrofighter Typhoon also has an mtegrated DAS, comprising EuroDASS “Practonan” (ESM-ECM,
TED, MWS and LWS), as shown in Figure 3-3, Defensive Adds Compater, and fare and chail dispensers,

Figure 5-3: Prastorian Components — (& SELEX Galileo 2008).
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541  Integrated System Description

Integrated EW systems are not just a combination of standalone systems linked together as is the ¢ase with
the federated approach. Rather, mtegrated systems tend to have a homogencous functional identity, There 15
no discernible boundary between sub-functions such as radar warning, misstle warning, jemming, or other
EW activities. Most, if not all, components in the system miay be shared between the sub-functions on the
hasis of complex scheduling and resource control algorithms.

Modern highly imegrated systems employ a number of apertures, ez, antennas and IR detectors, o perform
a vanety of functions. EW and non-EW svstem designers mo longer necessarily weal these aperures as
dedicated to a single sub-system. An antenma on a modern fighter aireraft FCR will generally be a high-gain,
electronically steered, phased amay that can be tasked o support sensing fumclions for other onboard
S¥slems,

54.2  Testing Integrated EW Systems

Testing of isolated functionality becomes difficult. if not impossible, with the operational software' in
place. Flight fests will reveal little of the source of performance problems with integeated svstems, 1STF
and HITL test facilities that can make large numbers of test runs with precisely controlled conditions and
exlensive mstrumentation are essential 10 the T&E of integrated systems.

The OAR remains useful in establishing the overall effectiveness of integrated EW systems, as discussed
in Section 6.8 However, in onder to evaluate the system effectiveness in conditions owtside that which can
be demonstrated with OAR. resources, the tester must rely on digital M&S and pround-based resources.
The current frend is to combine digital models with hardware threat and environment simulations o
provide controllable, repeatable stimulation of the entire test aireraft in an [STF.

This capability to immerse the entire arcrafl in a controlled and reprezentative EW environment requires
that all signals of interest (RF, 1R, UV) he simultancously generated in & coherent manner, Information
content must be consistent among and between emissions from both the SUT and the simulated
enviconment. All objects used in the test scenanio must appear o exist at the right fime and place; that is,
coherency must exist in all domains detectzble by the SUT.

These requirements drve ISTF signal and scene peneration and scenario control software o the far
extreime of current technical capability. A simple example serves 1o help understand this demand on test
resources. Assume the integrated EW system heing tested can sense RF and [R emissions from a potential
threat aircralt and correlate this sensor data with its own radar detections and racks. The test facilivy will
then be required to generate a radar return representative of the threat aircraft’s RCS, an IR scene,
and other BF emissions all coming from the intended target position. Looking at this requirement in the
time domain., all simulations must present realistic targel motion and the resulting changes i physical
characteristics of each signal, Radar target returns musi be modulated with the correct Droppler,
scintillation, and other characteristics to permit a viahle test of a coherent processing Al radar.

IE due o minor lime or space positioning arrors in the sumulation, the 1B emissions from the targel were
displaced from the radar targef sinulation, then the SUT may declare two targeis rather than one, Clearly,
the eventual outcome of & one-versus-one engagement should be different than a one-versus-two
engagement. This difference would invalidate the planned 1est,

For 15TF testing of modern integrated EW aystems, this simple example must be replicated many times to
represent realistic threat densities. Yery sophisticated and costly threat and signal generation systems,
scenarie control sofiware, digital models, amnd instrumentation are needed to accomplish these high-

: Operational software in this wage means the OFP and the MDF. The ermmology varies with Nations and services.
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density, high-fdelity simulations. However, in spite of the cost and complexity involved, such test
capabilities can pay great dividends in understanding the behaviour of integrated EW systems and
tsolating hardware and software Falures, prior to flight test and combat use,
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Chapter 6 — EW T&E RESOURCES AND FACILITIES

6.1 INTRODUCTION

This chapter provides generic desenptions of ground and flight test resowrces and facilities commonly
utilised in the TEE of EW svstems and components. EW T&E capability tvpes are introduced and their
primary functional categorics explamed. Distinguishing factors of facilitics are discussed. The chapter
concludes with & section on the common use of many of the test facility types for EMC and EMI testing of
EW and other systems,

Deescriptions of known EW and related test facilities in MATO Nations are given in Annex A Whilst this
annex does nod {ully describe every resource that a project may wish 1o ulilise, it represents a valuable
resource for understanding the range of facilities available to meet the goals of a structured test process,

6.2 SCOPE OF EW T&E CAPABILITIES

A number of T&E facilitics and resources, or “capabilities,” are required to support:
= EW svstem design, development and perfomance verification against ig specification;
= Govemment acquisition agency {“customer’ ) and military end user accepiance; and

+  Oyperational use of the platform.

There are various definitions of T&E capabilities scross NATO Nations amd these are typical:

+ A Test and Evaluation (T&E) capability is a combination of facilities, equipment, people, skills
and methods, which enable the demonstration, measurement and analysis of the performance of o
system and the assessment of the resulis.” [1]

= “The people, assets and processes 1o undenake cvaluation with sufficient accuracy and timeliness
to assure provisien of through-life military capability.” [2]

Throughout this Handbook the human aspect of EW T&E capabilities is considered o be implicit.
The operation of many of the facilities deseribed in this chapter depends upon a high degree of specialist
engineering knowledge and expertise in the Electromagnetics and Systems Engineering domains.

Facifities and equipmeni are described with reference io terminclogy used in ihe first issue of this
Handbook and [3], with commentary and examples. The range of facilities 15 shown in Figure 1-6 and &
non-exhoustive list of strengths and Bmatations of cach s given elsewhere, [3]
Test capabilities are frequently categorized by their primary function, as given below:

+  Modelling and Simulation (M&S); *  Hardware-In-The-Loop facilitics (HITL);

= Measurement Facilities (MF): «  Installed Systems Test Facilities (ISTF; and

= Swystem Integration Laboratories (SIL); ¢« Open Air Range (OAR).
In many cases, however, these definitions are overly and inappropnately restnictive. For example, large
anechoic chambers are generally classified as ISTFs amd vet they ofien provide excellent suppost in the

role of MFs. The fiollowing sections explain the role of each of the above categories but are not meant 1o
imply that facilities otherwise defined should not be uilised in a role ontside their primary designation.

Test missions by location are surmmarised in Table 6-1,
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Table 6-1: Test Missions by Facility Type.

Test Location

Primary Test Mission

SIL/HITL (digital, RF
ancd Intermediate
Frequencyh

R&D and concept development. Node: Ofien need simulation capability enhancement to
be able 1o develop new or “next generation” EW recerver systemsupgradis

Fequirements definition and svsiem performance modelling

HITL: Equipment/sub-sysicm development and qualification

Uninstalled sub-system performance verification (useally over full range of
performance )

Invegration with other platform avienics; further develogment and sub-system
performance verificaton, conducted in S1L

ESM-ECM performance optimesation va. specilied threat environment

Evaluation of new/upgraded threats and countermeasures development

Development, evaluation and clearance of EW upgrades

ISTF | Anechoic
Chaniber and Chher)

Plattonm-system integration. Further sub-system and avionics system development

Installed system performance verificstion, mcludimg SUT irmdiation with “war maode’
and other signals now allowed te be transmitbed in the open air

Fault'anomaly investigation, isolation and solution confinmation

Airframe-systems aspects of EW upgrades’ development, evaluation and clearance

Open Adr Tesa Site

Free space, Far feld, illumination of sircrafi=imstalled SUTs for cases where anechose
chamber tests not viable or unacecepiably limited, e.g.. antenna polar diagrams and
ESMECM beam-forming measurements (far=Neld)

Whole platform EMC tests

Platfonm radar cross-section messurements

OAR and Other Flight
Test Facilities

Residual installed performance verification tests for aspects not acceptably testable
using above locations and methods

Development and performance verification of aspects not ground-testable, ez,
combinations of tactics, flare'chaf® dispensing, on-board BF jamming and towed BF
decoys

Evaluation'optimisation of EW system man-machine interface under flight conditions

In-Service Support

—ak.a ‘Sustainment’

Mission Datn Validation prior 1o and during training. operational evaluation and combat

EW hardware firmaware and algorthmic software performance optimisation

(Laboratories and
DARs) Post-maintendnes and pre-Might check-out
Ewaluation and resolution of operational prohlems
EW and countermensuresiactics effectivencss evaluation/optimisation
Mission rehearsal and aircrew /operator maintainer training
6-2 RTO-AG-300-V28
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An imporant distinction, especially relevant 1o BF EW systems. is the dilference between ‘un-installed’
and “installed” sensor and svstem performance, In the former case the sensor is not mounted on the
platfiorm, e.g., a stand-glone RWR antenna. In the latter case the sensor 15 mounted comectly on the
platform, i.e.. for the above example the RWR antenna would be mounted ina EAM-lined cavity in a fin-
tip pod and eovered by a radome made of dielectric material, The EM performance difference berween the
twir cases can be large, in particular where the airframe is non-metallic (e.g.. Carbon Fibre Composite),
and this can resuli in system-level performance that requires moedification fo successfully meet the
system’s specification. Such modification can be expensive and tme-consuming if not detected until the
flight test and production phases. This risk can be adequately manaped via validated modelling of mstalled
performance of RF sensors, a tepic mentioned in the next section “Modelling and Simulation’,

6.3 MODELLING AND SIMULATION

M&S, which is also known as Modelling, Simuolation and Synthetic Environments (MS&5E), is used to:
= Demonsirate system performance for aspects oo complex or o expensive to verify by testing,

= Estimate error bounds where test repeatability is difficult or where tests alone would yield
unaceeptable error bounds.

= Bupplement testing by interpolation between sparse data points or (o extrapolate from measured
data.

*  Prove design concepts prior to final testing,

Most M&S undertaken as part of the design verification process 1% currently perfommed by equipment
suppliers, who provide outcomes as aceeptance evidence to the P51 An area of promise is Computational
EM Modelling (CEM), where modem computing power and mnovative codes offer useful design
optimisation and risk reduction for RF antenna installations on platforms. Table -2 indicates tyvpical
example M&S weols used in EW Design and Development (D& and T&E.

Tabie &-2: Typical M&S Tools Applicable to EW D&D and TAE.

{:.1:{;:[;)}[;2] Mﬁluﬂé.‘lleliNG TYPICAL MOEs TYPICAL MOxPs VALIDATION
THUKDER Campamgn Campaign length Adrcraft wvatlabiliey Warlime: experience
EADSIM E Mission Antritien kevels MNumber of encoumters | Warlime experienie
=
AWSEM, = G o Trials data,
SAMOCLES % = Engagement Pk redwction facior Mizs distance Sk Lo s
- =g —— S — -
CEESIM/EGA | = g System T PR ; ; including whaole
== nstabled sensor link sictess s
2o coverage probability
ﬁ =
& Clircuit volinges, Above + EM theory,
TLM, B Sub-sysrem and Eﬁliﬁ:m' Anen gain, physics iexibooks,
GTDVUTD | &= cquipment 8 2 EnE impedance, RF standard problems,
R curremts and voltages | other validated codes
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Motable isswes with ME&S as relevant (o EW T&E are:

«  Bimufation fidelity and model validation, i.e., how faithfully they represent real threats and EW
equipments and their performance.

= Modelling of EW antennas, systems and intm-platform cabling is not sufMciently robust w0 maximise
contribution o acceptance.

There 1= a continuing LS and European throst to move EW T&E toward ground test and M&S. This work,
which requires extensive scenario modelling and the increasing use of EW equipment models, offers great
promise in reducing not only the expensive flight testing phase, but alse overall EW system development
and Mission Data wvalidation timescales and costs. There remains, however, doubt that some aspects,
eg, RF and IR jamming amd other countermensure effectivengss, will éver be fully cleared by M&S
alone, i, without some residual clement of flight mals. This is partiealarly frue of simulations involving
a ‘man in the loop." While M&S has become gquite pood at modelling phenomenology, it doesn't generally
hamdle humans very well.

The topic of M&S, as applicd to EW T&E, is expanded in Chapter 7.

6.4 MEASUREMENT FACILITIES

MFs establish the character of an EW-related system/sub-svstem or technology, They provide:

= EW and platform antenna pattem descriptions and platform signature data critical for system design
und refinement, computer simulamon, and EW equipment/system testing in HITLs, S1Ls and 15TFs.

= Capabilities o explore and evaluate advanced technologies such as those involved with various
sensors and mulii-speciral signature reduction, These are used to provide data that cannot be
modelled adequately. In some cases, for example antenna pattern measurement, they provide dita
for validation of M&S used in the Venfication and Validation (v &V process,
Measurement facilitics generally fall into the slb-Ccategaries:
= Antenna charactensation.

= Signatures measurement: RCS, IR, UV, amd laser,
«  EMC and EMI, on Qe air test sines and in anechoic chambers.

Platform-level examples of MF types are given in Figure 6-1.
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EW TESTS ON RCS RANGE I

=L

) : = e . ==
i RCS MEASUREMENT . EMC TESTS ON OPENM AIR TEST SITE l

Figure §-1; Measuremsant Facility Examples - (2 BAE 5YSTEMS 2010, All Rights Reserved).

6.5 SYSTEM INTEGRATION LABORATORIES

Slhs are facilities designed w west the performance and compatibility of components, sub-sysiems,
and systems when integrated with other systems or functions. They are wsed o evaluate individual
hardware and software interactions and, at tmes, involve the entire weapon sysiem avionics suite.
A varety of computer simulations and (es! equipment are used (o generate scenanos and enviromments o
test for functional performance, reliability and safety, S1Ls are generally weapon system specific and are
found in contractor (EW eguipment supplier and platform/systems integrator) and Government facilities.

SILs ofien employ a variety of real-time/near-real-time digital models and computer simulations o generate
scenarios and muli-spectral backgrounds. These models are interfaced with brassboard, profotype or actual
SUT production hardware and software. SILs are used from the beginning of an EW system’s development
through avienics inntegeation amd Gelding. Moreover, SILs continue to be used throughout an EW system’s
operational life to supporiz

*  Investipation snd resolution of in-service problems; and

= Testing of hardware and seftware modifications and updates,
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Whilst the term “SIL" s US-originated, equivalents in the UK and elsewhere are:

= Sub-System (55) Rig, where individual EW equipments are integrated inio a sub-system and
developed prior to integration with other platform avionics.

= Awionic Integration (AD or Svetem Integration (51 Rig, where - prior (o refease for aircrall use:

*  The EW sub-svstem is integrated with the rest of the platform’s avionics and other systems;
and

*  Those fests of EW sub-svsiem performance required o be conducted by the project’s
qualification and verification test plan are executed,

Conventional S[Ls and 55 rigs are wsually found at the faoilities of EW and DAS equipment supplier’s
and Platform amd Svstems Infegrators, Al and SI Rigs are located ai Plaiform and Svsiems Integrator
facilities and, as they mostly have real avionic cquipment fitted, are in fact hybrids of the generic S1L and
HITL facility categories. EW testing performed in SILs and on SS/AFSE rigs generally utilise EW/DAS
equipments in a labogatory environment on a “spread bench,” as in Figure 6-2, with all other aircraft data
supplied viz simulations gencrated h:r' an external control computer, These compuicrs ofien serve as
master test controllers and also provide non-BF data acquisition and analysis, eg., of data bus traffic.

Figure 6-2: EW Eguipment on Avionics Integration Rig -
[® BAE SYSTEMS 2010, All Rights Reserved).

EW Receiver stimulation 15 performed by RF threat emitter simulators such as the wedely used Combuat
EM Environment Simulator (CEESIMY. Characterisation of signals at BF can be executed by the use of
various test equipments, .2, specirum and pulse domain analysers. However, for optimum measurement,
recording and analysis of complex RF jamming waveforms from modern EA systems, EW T&E
equipment such as the Signal Measurement System (SMS) is required. CEESIM and SMS'. which are
shown in Figure -3, are but one example of this high performance EW T&E equipment

| CEESIM and SM% are products of Northrop Grommas, Ambherst Systerns bne.
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] RF THREAT SIMIULATOR

ECW RESPONZE
MEASUREMENT SYSTEM

Figure 6-3;: RF Threat Emitler Simulator and EAECM Signal
Measurament System — (BAE SYSTEMS Photograph),

Omee the DAS has reached sutable maturity 1t 15 miegrated with other sub-systems, e g, Displays and
Contrels, on an avionic integration rig. Svsiem-level performance verification testing is conducted using
the EW equipments once integrated with the other real aircraft equipment on the rig. Once again EW
receiver stimulation is performed by a theeat simulator but the level of testing 15 reduced as most of the
individual equipment and sub-system performance has already been proven by the earlier verification and
gualification phases at the platform/systems integrator and equipment supplicr.

All venflication tests conducted on these rigs is traceable back e the original customer requirement
through the Verification amd Validation Requirements Matrix. Integration rigs are continwally wtilised
throughout the platform’s life to prove software and hardware changes and to re-test system fioes prior o
release o the aircrafl or to the customer.

0.6 HARDWARE-IN-THE-LOOP FACILITIES

HITL faeilities are ground-based test facilivies that provide a controlled and usually secure environment 1o
test EW techniques and hardware peainst real or simulated threat systems.

= Primary EW HITL facilities contain simulations of Rostile weapon system hardware or the actual
hostile weapon system hardwarne. They are used to determing threat system susceptibility and for
evaluating the performance and effectiveness of EW svstems and countermeasure techmigques.

= Some EW HITL facilities contain friendly weapon system hardware, They are wsed to evaleate
and improve the performance of friendly weapon syatems in the presence of various hostile and
mendly EW activities. These HITL facilities can also be used 1o test EW sysiems where the
friendly weapon systeny represents a potential threat technology,

Although 55 AT and 81 rigs include, by definition, real hardware-in-the-loop, generally understood HITL
facilities are secure (usually sereened or anechoic) indoor lacilities that enable wn-installed testing of EW
techniques against simulation of threais or real threai hardware, Whereas sub-system and avionic
integration ngs generally do open-loop EW testing, primary HITL facilitics have the capability to do
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closed-loop testing, where own EW system effectiveness can be assessed and optimised apainst threat
system sensor systems, amd the EP of own EW systems and sensors can be assessed against hostile
jamming squipment.

Examples of HITLs are shown in Figure 6-4 and Figure 6-3.

R

S

Figure B-4: EW HITL Facility Example (1): US Navy EC Systems Evaluation Laboratory.
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Figure 6:5: HITL Facility Example (2): UK Dstl Missile Seeker Test
Facility - (Defence Science and Test Laboratory Photograph).

HITL facilittes are an imporant test facility category because they frequently represent the frst
opportunity  to test un-installed system components, for example breadboard, brasshoard and
pre-production prototypes, in a realistie RF, laser or IR environment. HITL operating environments can
provide simulated terrain effects, high signalithreat density and realistic interactive scenarios. Some
HITL= affer multi-spectral capability and background noise.

Modemn threat representation via closed-loop hyvbrid threar simulators can be emploved for EW
effectiveness lesting, man-in-lhe-loop interaction, and Integrated Air Defence System (LADS) networking,
Secure (shielded'screened room} operations, test condition repeatability and high capacity data collection
and recording are common attributes of the HITL test venue.

HITL testing should be conducted as early in the development process as possible = even if that means
using a brassboard configuration. Too often pre-production hardware is developed laie in a programme,
making identification and comrection of problems difficult. EW HITL testing provides repeatable
measurements and verificaton of protection techniques and EW system effectiveness. Resulis obtained
from HITL tests should be compared o predicted resulis from previous M&S activities. Any differences
discovered in this companson can then be analysed and the appropriate models updated and validated.

6.7 INSTALLED SYSTEM TEST FACILITIES

EW ISTFs provide a ground-based capability 1o evaluate EW systems that are installed on or imtegrated
with host platforms. These test facilities congist of ancchoic or shiclded chambers in which free-space
radiation measurements are made during the simultanecus operation of EW systems and host platform
avionics and munitions, Threat signal generators, which are discussed furher in Section £.9, stimulaie the
EW SUT and its responses arc evaluated to provide eriticel, integrated system performance information.

RTO-AG-300-W28 6-9
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The purposes of [ISTFs are:

{Primary purpose) Evaluation of integrated avionics sysiems {e.g. radar, IR, communications,
navigation, identification, EW systems or sub-systems, and integrated controls and displays) in
installed configurations, 1o

Test specific functions of complete, full-seale weapen systems; and to
= Werify specific, platform-level performance against specification.

Development and evaluation of individual uninstalled EW components, sub-svstems or sysiems in
an electromagnetically secure environment,

Investigation and resolution of amy EMITEMC problems resulting from shove.

Dretermination of system reactions 0 EM environments of hostile and/or friendly systems whose
signals cannot be radiated in free space on (MRS for sccurity reasons.

Support of Might testing by providing pre-flight checkout and post-flight analysis capabilities

{alzo provided by SILs and HITLs), This ground tesiing can aid in isolating component,
sub-system or system problems not observable in other ground test facilities but crucial to system

checkout prior 1o open-oir wsting,

Anechoic chamber ISTF cardinal features are indicated in Table -3,

Table 6-3: Cardinal Features of EW Anechoic Chamber Facilities.

FEATURE

Chamber size

COMMENT

Minimoum size around 28 x 18 x & m, Largest known chamber is 800x 76 x 21 m,

Shiciding and quict

ZOnes

Usualby =100 dB over at least (0.5 — 18 GHz. TEMPEST grade. Quiet zones: one
or more, dependent on chamber size.

Tumtable and crane

Typically in range 30 - 114 tonnes (tumtabley and 30 — 40 tonnes (crane).

Below ground rooam

Most have laboratory, data collection or services room below the chamber,

EF/R threat simulators

All have BF threat simulators, usually CEESIM, AMES or by EWsT. Some have
communications, navigation, IR scene simulators, radar target generator.

ECM response
mepsurement and
analysis

All have some capability, from independent equipment (spectram, vector
network, pulse modulation analysers) to comprehensive svstems hike the SMS.

Data scquisition and

simulation

All have some capability, for RF, digital and other signal recording and o
provide signals to the platform to enable “flight” simulation.

Adreratt and other
SETVICES

* Cooling, hydrautics, pressurised air, ground power for aimeraft;
= Fire suppression, contrel reom, COTY and video recording;

* RAM temperature monitoring,; and

» Enclosed aireraft preparation area (some).

Location

Most facilities are adjacent 1o taxi-way, the flight line or 2 mmway.
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ISTFs Fall generally into thees categories, although some EW test facilines cover more than one:

+  Category I: End-to-end svstems effectiveness testing is performed on installed multi-sensor
multi-speciral EW and other avionics svstems under a wide range of realistic threat and operational
conditions. These conditions reguire the appropriate types and numbers of playvers. Test events range
fromn concept exploration and developmental tests o operational effectiveness testing, Specitic tests
inchude EW effectivencss (especially mulii-sensor cued countermeasures), platform susceptibility,
huwman faciors. EP perfommance, weapon sysiems integration performance. ES svstems performance.
and systems infegration testing,

= Category 11z End-to-end systems integration testing 15 performed on installed multi-sensor muli-
spectral EW and other avienics systems under conditions necessary to prove system performance,
Test events are primarily DT&E ortented with some applications to operational testing. Specific
tests include: human factors. EP, avionics systems performance, and systems imegration testing.

= Category I Specialised testing is performed such as: RCS measuremenis, anfenna paftern

measurcments, susceptibility to HPM, EM cmvironmental effects (E3), and limited svstems
installation and checkout on aircraft, ground vehicles and components.

There are few aircraft-sized EW anechoic chambers in the world. Two examples are shown in Figure -6
and Figure 6-7, and others exist within MATO Nations, sec Annex A,

Figure 6-6: ISTF Example 1: Benefield Anechaoic Facility - (USAF Photegraph).

RTO-AG-300-W28 6-11
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Figure 6-7: ISTF Exampie 2: EW Test Facility - [ BAE SYSTEMS 2010, All Rights Reserved).

These chambers can also be used:

= For IRUV/Laser. Lighiming Strike, RCS and RBF Interoperability {including antenna isolation)
testing of installed EW and other RF transmit/receive systems.

= Tosuppaort evaluation of closed-loop performance against threats in a free-space environment,
= For platform (EW/non-EW? suscepiibility testing against HPM and other DE threais.

6.8 OPEN AIR RANGES

6.8.1  [mtroduction to AR Facilities

OARs used for EW and related fight testing are described in this section. Their uses are outlined,
and benefitz and drawbacks listed. Becogmising that flight testing reguires a greater level of preparation

6-12 RTO-AG-300-V28
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and generally costs more if a trial has 1o be repeated - for whatever reason — than ground-based 1estng,
the topic of “Flight Test Planning, Execution and Crperations” is covered separately in Chapier &,

The mereasing complexity of modemn avionics and EW systems, along with the growing cost of aircraft
operations, has driven most fest organisations o reduce the use of OAR testing wherever possible
The extensive capabilities of ground-based test facilities, increased effectiveness of M&S, and improved
analytical processes discussed in this Handbook continue to enable this reduced refiance on QAHRs.

Mevertheless, the OAR remains an impotant component of the EW eystem testers” arsenal:

= EW T&E on these ranges is widely agreed to be the next best thing o war-fighting as this is the
only “facility’ which provides o wholly realistic flight environment, including multi-spectral
background, clutter, and noise,

+  Itis at the OAR and only the OAR where all clements of the EW systom’™s operating environment
can be aeccurately and simultaneously exposed to the westers’ scrutiny.

Both DT&E and OT&E are conducted in the OAR environment. All known OARs used for EW T&E are
owned and operated by the military, some with civilian contractor support. Most have a combination of
multiple real threat systems, mannted/un-manned high fdelity threat simulators (Cemulators” or “surmogeates”)
and other (lower fdelity) simulators,

Figure -8 shows a typical OAR wsed for EW T&E, showing threat simulators,

Figure &-8: Typical AR Used for EW T&E - China Lake Electronic
Combat Range — (NAVAIR Ranges Photograph).

RTO-AG-300-W28 B-13
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6.8.2  OAR Description
OARs are used 1o support =ome or all of the following:

+  EW system evalpation (DT&EOT&E and System'Platform Acceptance), in particular of EW
systems that cannot be realistically pround-tested, epg., chaff, fares, wwed'expendable/air-laench
decoys,

+  Initial, advanced and combat readiness training.

= Single and multi-platform ferce preparation and  mission  rehearsal. Adrcrews  canm praclice
manoeuvres and tactics against a variety of threats and targets that they face in combat operations,

+  Tactics and countermeasures development and optimisation.

= Development of and input o Concepas OF Operation {CONOPS), in the case of new or upgraded
threats or EW systems.

*  Research, Development and Engineering in support of new and upgraded EW systems.

OARs focused on EW testing are populaied with high fidelity threat simulators in addition o basic range
instrumentation. A typical QAR threat simulator is shown in Figure 6-9,

Figura 6-9: Typical Range Threat Simulator - Joint Threat Emitter [JTE) -
{& Morthrep Grumman Amherst Systems Inc.).

Some OARS also inclede real threat systems, both own-side/friendly and opponent. Examples are shown
in Figure 6-10,
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Figure 6-10: Examples of Actual Threat Systems used on QAR - [China Lake
Range - Mawval Air Warfare Canter Weapons Division Photographs).
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T be useful for moest test conditions, these threat simulators are instrumented 1o establish o record of EW
system effecis on ihe threat, This instrumentation must be carefully planned prior to flight testing
commencement to ensure that operating modes, pointing angles, receiver and'or transmitter performance,
and signal processing features are accurately archived Tor post-test analvsis of EW system performance.
In some cases, additional emitter-only threatr simulators (ak.a. signal sources) are provided to create the
high signal density characterising typical operational EW environments. These simulators can also be
useful for some airbome infegration iesting where a low fidelity signal is adequate o stimulate ihe
MECCIVET.

OARs vary considernbly in the guantity, quality, and flexibility of their threat simulation and other
capabilities. The tester must establish precise test ohjectives and evaluation procedures prior o the
selection of an (VAR to cnsure that these high-cost tests gencrate meaning ful resulis.

OARs used for EW T&E have some or all of the features indicated in Table 6-4.
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Table 6-4: General Features of OARs Used for EW T&E.

Capability

Features

Range control and
instruimentation

+ Time space positioning information:

« Adr Combat Manoeovring Instrumentation {ACMI) pods

= (PS5 with datalink

* Telemetry reception

+ Range secondary, search/acquisition and tracking TWS radars
* Transponders

+ Electro-optical (Visual, [R)

« Laser range finders (eye-safe)

Adrspace and exercise/test control capabilities:

+ Interfaces 1o C2, air tralfic control, weapon svslems

+ Audio and visual recording and displayv/plavback

v Real-time ‘kall” notification

Almospheric measurement facilines:

« Land‘maritime — air temperature, humidity, wind, sea state
« Visibility (optical, LV, 1R)

Terrain:

+ Realism (surface characteristics, foliage, obscuration)

« Ability to wse chaff, flares and other expendables

« Ability 1o wse active RF and EO jamming

Programmable emitter
simulators and cmulators

= Fixed {manned’
unmanmed)

= Mohile

Relocatable

= Open loop

* Closed loop (reactive)

Radar (search, rack, surveillance)

Communications (analogue, digital, fixed frequency, spread spectrum)
Wisual signature (shape, smoke trail, etc.)

Signatures: IRS, UVS, acoustic signature

IR/ stimulators, which also help pilots become more familiar with
the manoewvres that will eptimise DIRCM! are deployment and
effectiveness

Human-In-The-Loop, automatic and remotely controllable
Missile launch indication

Signature measurement

RS (plaiform, towed/expendable decovs, chafT)
Elecire-optical (Visual, IR, U%)
RF comissions (radios/radars, EA, communications, navigation systems)

Acousiic

Databases

EW Swstems

Operational procedures

EW emitter parametrics

Signatures (RCS/IRS/UVS, RF emissions, acoustic)
Terrain {local and target)
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6.8.3 OAR Uses

6831  Primary Purpose

The primary purpose of (AR EW testing is to evaluaie the system under real-world representative
environment and operating conditions. Primary lasks are:

+  DT&E flying — The final stage of acceptence testing — covers:

= Nerification that EW svstem performance characterised in earlier test evenls is representative
of performance in the intended operational environment, Resulis of QAR fests are comparned
to results obtmined in MFs, SILs, HITLs, and ISTFs to armve at 8 complete and consistent
evaluation of svstem performance amnd predicted effectivensss.

*  Final performance verification undertaken prior to customer delivery. This testing not anly
examines system performance when installed i the airframe, but also looks at safely in terms
of, for example, safe separation of fares, chaif and towed decovs,

= OT&E Nying —~ To validate svstem operational performance’effectiveness at a high level of confidence.
*  Caning an early understanding of operational features such as supportabibity, utility, and reliability.

In addition 1o the above, CARs can be wsed throughout the test process 1o establish a consistent threat
baseline, act in the role of a HITL or ISTF, or provide initial “seed” data for requirements gencration.
In these meles the OAR faclity descriptor is sub-categorised info test ranges and airborne testbeds, which
are deseribed in the remainder of Chapier 6,

832 HITL Testing on the OAR

Singe EW OARs tvpically possess a vanety of threat simukanion systems, they mav be able 1o support
HITL testing. While the physical configuration of a range differs considerably from the general notion of a
HITL facility, see Section 6.6, the equipment available on the AR frequently meets the tester’s needs for
such tests. The SUT may be locaied in some [omm of mobkile laboratory (a van or trailer is commond and
located near the victim hardware against which it is to be evaluated, This approach can yield advantages:

*  Duplication of expensive threat simulators at multiple locations 15 unnecessary.

= Bince the same threat hardware is emploved in both the HITL and QAR test phases, an important
variable 15 removed,

= An economy of scale is realised; overhead costs are shared between both OAR and HITL tests,
and uiilisation rates are improved.

6833  Correlation of Test Resources

One of the most troubleseme and diffical parts of the EW west process is the correlation of data between
different test stages. For instance, if results from a HITL test disagree with results obtained during 15TF
testing, the test enginecrs must understand the cause of the varymg observations. The OAR s ofien
viewed as the most authontative source of test data and so comelation of all subordinate lest venues o the
AR is desirable. Howewver, such correlation is often difficult as an OAR will only have one instance of a
threat that may or may not represent the combat population. As well as simolating multiple instances of
emitters, SILs, HITLs and 1STFs also allow excursions in frequency, PRI, etc., oot available on an OAR.

If properly stractured, Might testing can be used 1o validate/calibrate ground test facilities and models.
EW components, sub-systems, systems, and entire avionics suites can be installed m either a ground or
arrborne lesibed or in the infended operational plaiform and tesied on OARs.

Real-world phenomena such as terrain effects, multi-path propagation, and EM1 from commercial systems
(television and radio brondcasts, microwave transmissions, ete.) will be encountered during OAR testing,
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The comelation process requires an understanding of egch of these effects along with the behaviour of the
SUT and any threat or victim systerns i plav, While such an analysis is technically challenging, time
comsuming, and costly, it usually leads (o a consistent evaluation of the EW system,

6.8.34  Airborne Testbeds and Flving Laboratories

These flving resources are especially useful in the development of EW and sensor systems, Two sub-
categories exist, those which:

*  Serve as flying laboratories to carry the SUT, test support personnel, and instrumentation into the
LEst environment.

*  Include airframe or pod-mounted systems wsed o simulate an sdversary. weapon . svstem,
armament, or EW capability,

The flving lahoratory has become increasingly impaortant as EW /avionics systems have grown in cost and
complexity, It offers an in-flighi environment o besters and development engineers. alike fo make
first=-hand observations of svstem performance under realistic conditions, When assessing the flving
Izhoratory facility for its applicability 10 a specific test project. one must consider the space available for
mstalling amtennas and sensor apertures, other components of the SUT, and instrumentation sufficient to
accomplish the desived testing, Access fo the SUT or the ability to modify software in flight may be an
imporiant consideration for some tests, In addition, the testbed platform capability to provide adequate
power and cooling will always be a factor for consideration,

Adrbome testheds and labaratories range from small aircrafi with pod-mounted components or systems,
see Figure 6-11, to large gireraft designed for spread-bench installation and testing of EW and svionics
systems, They permit flight testing of components, sub-svsiems, svsiems, or lumctions of EW or avionics
suites in early development, ofien before the availahility of profotvpe or production hardware,

Figure 6-11: Typical Airbome Testbed - (2 BAE SYSTEMS 2010, All Rights Reserved).
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6.8.3.5  Threat Simulation Testheds

Threat systems and components may be hosted on range support aircralt o support flight fests and gather
data to be used at other test venoes. Due to the expense and operational difficulty assoctated with bive fire
tests of threat missiles against Mendly platforms w evaluale end-game performance of EW techniques,
“gaprive carry” missile seekers are often utilised. In this process a host aireraft carries aloft an actual or
simulated threat missile seeker. The pilot follows, to the grestest extent possible, the flight profile
commanded by the missile seeker. While very useful. this is a limitation of the capability. It doesn’t follow
actual missile guidance and closure rates are not realistic, so analysts need to take this into account

The actual seeker miry be mounted within the host airframe or in @ pod to be comied on the wing of the
hast. This technique permils engineers 1o access e effectiveness of various EW technigues as the missile
closes o close proximity of the target, In some applications multiple seckers may be carned
simultancously so that the net effects of ECM can be companzd.

6.8.3.6  Tactics Development and Training

There will always be a need for some flight evaluation of EW systems, especially for development of
tactics and training in support of operations and exercises. Ranges like the EW Tramning Facility al RAF
Spadeadam (GBR), Elecironic Combat Range at China Lake (USA) and Multi-naticnal Aircrew Electronic
Warfare Training Facility (MAEWTF) Polygone (USAFRADEL), and the capabilities of NATO s Jomt
EW Core Stafl, see Fipure 6-12, are essential 1o optimising survivability and mission success probability.

Figura 6-12: NATO JEWCS Training/TAE Capabilities — (MATO JEWCS Photograph).

Some EW (FMARs can provide the capubility for tactics development and traming in operationally realishc
scenanios, Adfcrews can experience a dynamic and complex threat environment, including movable
threats, whilst operating with other force components: Time Sensitive Targeting, Close Air Support,
Forward Awr Control, and Intellizence, Surveillance, Target Acgusition and Reconnaissance.
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6.8.4 Benefits and Drawbacks of EW T&E on OARs
Kev benefiis:

+  The full range of tactics and countermeasures against given threats can be explored, including
dynamie closed-loop effectivensss testing agminst threats.

= OARs provide real-world phenomena that cannot be repeated or is difficult to repeat in the
laboratory or chamber environment. These include terrain, inter-platform  multi-path, chaff
dispersion and reabstic civilian communications and radar enviromments.

= (AR5 can be used to gather data for validating threar simulators and M&S 100l and processes.

Drawhacks:
= Flight testing is expensive, especially when compared 1o chamber and laboratory tesiing.

*  Range threat densities and mixes are usually very limited compared 1o war, due 1o the high through
life cyele cost of real threats, emulators and simulators.

+  Theeat scenario Mexibiliy is limited (governed by the range location) and results are not easily
repeatahle,

+  Flight testing 1s logistically difficult, especially for NATO Nations using out-of country ranges.

= Range time siots for DT&E are usually limited dee to great demand by military users for training
and OT&E. This underscores the importance urg,aimng maximum confidence from gl'ound Ic51.i|1g
and M&S/SE. The drawback 15, in fact, usually double when a test fails: the flight has to be
repeated after problem investigation and resofution and, as important, the valuable cange slot has
heen denied to another user,

Motwithstanding aspeets that can only be adequately tested i flight, chambers and laboratories are much
better capabilities firom an optimised T&E cost-effectiveness viewpoint than OARs for {especially RF)
EW testing as follows:

= Cheaper and logstically easier than Might testing, when overall trials” costs are considered.

= Operationally representative threat densities, mixes and scenarios are achievable, albeit currently
with lower simulation fidelity than real threats (noting that chambers can do some SUT tests using
real threars when they are made available).

*  Sciemifically high test repeatability, due to tightly confrolled test environment, especially in
anechoie chambers,

As TEE capabilities and processes are developed. it is likely that the balance will continge te shifl from
EW flight testing further in favour of more ground testing and M&S, In this way residual flight festing can
be more focused and have a much higher success probubility, as many test points will then be confirmatory
rather than experimental in nature,

685  Other EW T&E Resources for AR Testing Support

Although not strictly flight testing or part of OARs, flight line test scts and similar EW T&E equipment
are a very wseful T&E resource, especially when performing installed svstem imegration testing on
an aircrafi. Ofien, for this type of test, only a limited T&E capability is necessary — a device capable
of penerating a response in a SUT so that s basic integration with other systems can be evaluated,
Figure 6-13 provides seme examples of this tvpe of equipment.
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JSECT: AN/USM-670 Joint Service Electronic
Combat Systems Tester: Platform-independent EW
system and cable tester.

{8 2000 AAT Corporation. All rights neserved)

PLM=4: USAF Might line threat generator {ak.a. *Squin
box )

{USAF photograph)

Mallina: UV missile launch simulator for Missile
Warners.

(1 ESL Drefence Limited 2005}

ACT: Aviation Crew Trainer, IR MANPADS trainer,
with BF emitter optional capability

{2 2011 Morthrop Grumman Amherst Systems Ine.)

Figure 6-13: Examples of Flight Line Testers and Other Equipment for EW T&E,

They are usually limited o confirmatory checks, rather than providing full performance verification,
and are designed to increase flight test'tnial seceess probability. A number of them are also used for raiming
and tactics development, eg., pround-based UV sources for Missile Wamer detection and DIRCM/ flare
dispensing optimisation, Such test sets, dependent upon capability, can also be utilised for svstem testing but
can be hmited when compared to, for cxample, chamber- and laboratory-based threat simulators.
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6.9 DISTINGUISHING FACTORS OF TEST FACILITIES

While the primary designation of a test facility can be used to describe it at a generic level, the test
engineer must consider a number of other characteristics 1o determing the applicability of the facility to a
particular test effort. The test plan should define the approximate charecteristics that must be simulated or
measured during each phase of testing. This is the starting point for selection of 1est resources.

As preliminary cholces for test resources are made, more specific detail can be included in the test plan
and then some refinement of sctual tests o be accomplished at cach stage or facility s possible.
This iterative approach 1o define, refinge and finally confirm test resource uiilization should be expected for
most test activities. Some of the key parameters that distinguish ome facility from another are discussed in
the following paragraphs.

6.91 Nuomber and Fidelity of Plavers

The total quantity of friendly and adversary players that can be synthesized during testing is important in
assessing SUT performance in conditions of varving density and complexity. The shility of EW T&E
facilities described in Sections 6.3 through &.8 o provide numbers and iypes of platforms and emitiers,
capecially at BF, is varied and is & key factor in determining the technically best and most cost-cifective
place to conduct a grven test. Table 6-5 indicates plaver fAdelity available on each factlity type. Moving
from ‘Simulated” toward “Real” implies increasing fdelity, complexity and cost: whilst at the same time
increasing case of fest and reality of traiming.

Table 6-5: Player Fidelity ws. Test Facility Type.

PLAVER FIDELITY TEST FACILITY TYPE
ME&S MF HITL SIL ISTF OAR
REAL: Real, fully functioning | SUT Mo Yes Yes Yes Yes Yes
assets, e.g., aircrall, ships, land | plaforms No Yes Mo No Yes Yes
Ll Threat Mo Mo Yes Mo Yes Nt
Sysiems Ulsusally
EMULATED: Physical and/or | SUT Yes M/A NiA NA WA N/ A
digi rall mﬂd;la m'd' ng Tﬂ Platforms |  Yes MA | Yes Yes No No
slirmubus ai - May imciude = T T B ® = E
part-real platforms/threats, 12::::‘:_6 Ves A Yes Yes Yes Yes
SIMULATED: Dhgital models | SUT Yes MNIA MiA MNiA NiA M/A
of players in *virual® scenarios. | plagforms | Yes NiA Yes Yey Yes Yes
Actual scnsor stimulus : 2 : o o :
generated for non-M&S. ;;::.;13 Ty MiA Wes ey ey Yes

Traditionalby, in most cases, simulated playvers were sub-divided into two categories; foreground and
backeround, The foreground plavers can usually be precisely controlled 1o follow specific flight paths and
have well-defined physical charactenistics, Background plavers were generally of lower fidelity and
simply added to the overall scenario density. Nowadays, many-channel RF simuolators can produce up to
thousands of fully complex emitters at the digital level. Inevitably, the ability 10 generate these emitters at
RF iz limited by the number of channels available, the channel pooling capability and the SUT’s
sensitivity to dropped pulses. This has enabled sipmificantly better representations of operational RF
emitter environmenis than before, Pre-defined scenarios and man-in-the-loop scenarios can be rum,
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with pre-scripled threal engagements or ones based on weapon gyslem engagement models within the
simuilator, 1t is now also possible to inclede civilian radar emitters, RF jammers and “third party racking”,
where the emitier tracks another platform in the scenario and the SUT rarely or never sees its main beam.

6.9.2  Fidelity of Digital Models

Digital models of theeats, geography, meteorclogy. phenomenclogy and the plavers in a test scenario can
differ greatly i their availability, accuracy and capability to interact with the System Under Test (SUT)
Some models may permmt interaction with a human operator (operator in the loop): others may be able o
accurately account for the effects of ECMYEA (*EC capable™),

Some models are predicated on extensive analysis and reverss engineering of the threats they represent
while others are based on limited inelligence collection. The pedigree of a model is frequently defined
through a rigorous process of VV&A, The wester must research the anmibutes of the models o be wsed
and fully appreciate the implications of vanous levels of fidelity on the results, conclusions,
and recomnmendations 1o be reported out of the 181 process.

Section 5 of [4] contains a wsefu] discussion of this important topic under the heading *Simulation Fideliy
— the guest for affordable emulation”. A key guestion regarding simulation fidelity is “How good is
enough?’ for a specific SUT test, since increasing Odelity penerally meeans increasing whole life cost.
This thomy question 15 discussed i a number of reforences and the nub of the question 15 depicted in
Figure 6-14. [4].[5]

sSUT percep!mni
threshald

Simulation Fidelity

Flgure §-14: Simulation Fidelity — How Good is Enough?

693  Time, Space and Freguency Resolution and Accuracy

From the test planning process the tester should determine what analbvsis will eventually be accomplished.
Data acquired at each stage of testing must be sufficient 1o support the specified analvsis. Data analysis
will set the haseling for hoth the accurscy and resolution of data to be used in evaluation of the SUT,
The tester must understand the effects of data naccuracies and errors in lme, space or fFequency
{and combinations thereof) on the evaluation of system performance and effectiveness,
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6.94 Signal/Scene Generation

A dominant factor in the selection of fest facilities will be the capability o generate the various signals
(RF) and scenes (IRAY) to which the SUT must be exposed. This charactenistic includes the frequency
range, amplitude range and dynamics of the objects mncleded m the signaliscens set. OF equal importance
tr the generation of signals and scenes is the manner in which these characteristics are imposed upon the
SUT. In some cases they must be injected into the SUT electronies while other facihtics can actually
radiate the signals or scenes through ree space. The tesier must also consider the impomance of the
scenanoe generation process (o respond 1o the SUT (closed loop versus open loop), The importance of
these distinctions will be dependent on specific test ohjectives and SUT architecture.

RF threat simulators and ECM response measurement and analvsis systems, see Figure 6-3, are key lest
facility equipment, The quantity of RF channels in threat simulators, a significant cost driver, govems
their ability to generate complex threat environments. Figure 6-135 reports & survey of the quantity of RF
channels per simulator, Chamber installations tend to have simulators with at least eight BF channels,

65
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Figure B-15: Quantity of RF Channels per Simulator = {From [B], with Permigsion).

Electro-optic/ TR/UY scene simulation, by sensor, systemy or platform ieradiation, or by post-sensor “direct
injection” into the SUT, is particularly challenging in the ground test environment. The advent of svstems
like the Real-time Infrared Scene Simulator (RISS), see Figure 6-16, has provided a step up in laboratory
and chamber T&E capability — the ability to provide coordinated mulii-spectral threat scenarios, [7]
Such capabilities are becoming increasingly important as EW systems move toward full integration, where
i may not be possible (o adeguately ground test the SUT in the traditional way of spectral segment by
spectral segment (i.e., Radios/Radars, IR, UV, laser separately)
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Figure §-16: Example of RISS5 Hardware — {2 Northrop Grumman Amherst Systems Inc. 2009).

6.9.5 Instrumentation

The ability 1o accurately capture the activines of both the fest facility and the SUT dunng a fest s
primarily established by the type and amount of test instrumentation available. An important, but ofien
overlooked concemn in this area is the undesined (and sometimes unknown) effects that the facility and its
mstrumentation may have on the test environment. The instrumentaiion must accuralely measure and
record what the SUT was actually exposed to, not just what was intended.

6.9.6  Security

Some tests may require that all test conditions and resulting data be profected at very high security levels,
This requirement may impose special constrainis on how tesi systems are contrelled and inferconnecied or
how data acquired during a test is processed. For software intensive facilitics, security must he designed
mnto the software, not sceommodated as an aflerthought. The highest level of BFEOARUY security
conteol is offered by TEMPEST-grade aircraft-sized anechoic chambers,

6.9.7  SUT Support

This characteristic defines what power, cooling, and physical positioning capabilities are offered by the
test facility. It is of primary importance in ISTFs and MFs, and Table 6-3 indicates peneral features
requircd. Annex A contains specific details of support capabilitics offered by available test facilities,

6.10 ELECTROMAGNETIC COMPATIBILITY AND INTERFERENCE

As mentioned earlier in this section, ISTEs are often usad o conduct EMC/EMI tests. While these tests are
not wnigquely associated with EW systems, they are crucial to overall weapons system performance,
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Mumerous specifications and standards dictate system design characteristics that musgt be met o minimise
EMI and maximise EMC, To the EW engineer, EMI can result in a vulnerability that can be exploied
by EA systems. On the other hand, the EW engineer must be concerned with the compatibality of the
EW systems with other aircrafl avionics, For instance, il the aircrafl jammer produces false alarms on the
pilot’s RWE, it would be problematic im combat use. The following paragraphs will discuss in some detail
some of the types of EMC/EMI tests EW testers should be fumiliar with.

0.10.1  EMC/EMI Tests

There are four fypes of EMOC/EMI tests: Radiated Susceptibility (RS), Radiated Emissions (RE),
Conducted Susceptibility (C8), and Conducted Emissions (CE). Duning RS testing a test antenna 15 used (o
transmit. BF ai the SUT e see if it is suscepiible (wheither o can be caused to malfunciion or break),
whereas in RE testing measurement antennas are wsed to determine whether RF emanations from the SUT
exceed specified levels. RS and RE tests require a shielded room/anechoic chamber. ©5 and CE tests are
usnally performed in a shielded room but can be performed in SILs. During C5 testing a current probe or
similar direct coupling device s used io couple RF current down cabling into the SUT. EM energy is
injected o charsetenise the susceptibility of the SUT to this injected BF current. Similarly, the probe or
direct connection ¢an be connected 10 a receiver or laboratory test equipment 1o measure cable-borme
RF currents from the SUT. Figure 6-17 shows avionic equipment undergoing EMC qualitfication testing,

Figure 6-17: Typical EMC Testing of EW Equipment -
(& BAE Systems 2003, All Rights Reserved).

During emizsions testing all modes of the SUT should be exercised. During susceptibility tests, an end-to-
end test in addition o exercising BIT should be performed o verify proper operation. For receiver lesting
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the input should be a mixture of various power levels within the receiver band-pass, the lowest power
level being used for the highest priority signals, The goal is to determine if the receiver can process weak
mput BF signals while mterference is being picked wp by control and power lines, ete. The emission tests
are non-destructive, whereas the suzceptibality series of tests always run the sk of causing damage if
systems are not properly designed.

During development tests, it 1= advisable to perform equipment and sub-zystem EMU/EMI testing as early
in the programme as possible. Quite often EMC/EMI tesis are delaved to ihe end because problems in
oiher disciplines are still being resolved, The rationale i5 10 wait and do EMC/EMI tests on the system in
its final configuration. EMC/EMI tests are expensive, and there are logistic problems in moving the
systems and its interfacing equipment to the EMC laberatory. But if EMC/EMI failures are detected early.
they can he fixed at relatively low cost and little impact to the system schedule.

6.10.2  Platform-Level EMC Testing

EMC testing at the platform level can be [umher defined as Intea-system amd Inter-system EMC 1ests,
Intra-system EMC tests are used to evaluate the SUT s ability o operate in the presence of other systems
mnstalled on the platform. Inter-system tests are used to evaleate the SUT's ability to operate in the
presence of external RF emitters representative of the intended operational enviromment.

6.10.2.1 Intra-System EMC Tests

Cienerally, the SUT's performance will be monitored while cach other platform system is eyeled through
its modes, then all svstems are operated topether. These tesis are generally conducted on an open-air test
gite (a type of MF), anechoic ISTF or hangar, dependent om the test in question. 1f the SUT exhibits
adverse response to the operation of other onboard systems or vice versa, then an EMC issue has been
idemtified. 1STFs and MFs have an important part to play in aiding resters investigate amnd isolate such
problems, and develop and clear solutions. Whenever the systems being tested include explosive devices
such as squibs for chaflf and Dares, adequate =alery marging must be considered. Typical margins for
systems containing explosives are ca, 200 dB, A 6 dB safety margin for non-explosive systems is commaon.

G 10.2.2 Inter-Syvstem EMO Tests

For these 1ests the SUT performance s momitored while the platform is radiated with BF at power levels
and modulations of radar and other RF signals that may be present in the intended  operational
EM environment. Staircase levels of RF field sirengths (power densities) and system performance are
usually pant of the SUT specification and test programme. Full svstem perfommance in the reguired
operational BF environment can be arrived at by a combination of full-threat testing and extrapolation by
analysis. An important inter-system EMC test for the EW T&E community concerns formation flying,
where each aircraft’s radar and RF jamming systems can pose a significant interference hazaed 1o the very
sensitive EW and radar receivers on the other platforms in the formation. Figure 6-18 shows a typical
MF-based test used o confirm specified performance for formation flying conditions.
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611

(1]
[2]
[

[4]

(5]

(6]

[7]

Figure 6-18; Typical Platform-Level Inter-Systam EMC Test —
(& BAE SYSTEMS 2010, All Rights Reserved).
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Chapter 7- MODELLING AND SIMULATION FOR EW T&E

7.1 INTRODUCTION

This chapter provides an overview of M&S and emphasises its value to the EW T&E process. A rigorous
vl pragmatic approach o its use is necessary to optimise benefits o platform projects. Reference is also
maide to the topic of threat simulation, a key capability that supports the EW T&E process,

M&ES is the representation of ‘reality” through the use of models and simulatons, nowadays mostly hosted
on nonsspecialised PCs, Testing of military systems can be considered io be a ‘simulation’ of their operational
use, mcluding combat. Figure 7-1 indicates this scope in the context of M&S - the clectromagnetic
battlespace, s can be gpenerated by BF and BOVIR threat simulators for EW T&E.

& *
e

Figura 7-1; M&5 Scope: The Electromagnetic Battlespace — Thraat Simulation
for EW T&E - (@ Northrop Grumman Amherst Systems Inc. 2006).

MES is used throughout the platform systems life cycle, from R&D to in-service support and training.
Laboratory analysis, experimentation and M&S are playing an incressingly important rele in T&E
activities, High fidelity simulation enables mission level evaluation in a robust operational envirenment,
Undoubtedly reducing the need to conduct physical equipment and system testing, they are not a complete
solution. A shill in the balance between labomatory and physical testmg s inevitable, but specialist and
dedicated T&E ranges, facilities and supporting personnel will siill be required. The challenge i o ensure
the optimum mix is delivered and, as importantly, sustained.
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The rapid rate of developrments in the Oeld of M&S and g sister domain Synthetic Environments (SE)
prevents this chapier from being more than an introduciory text on the topic. Whilst an overview of the
through-life aspect 1s provided, 1t focuses on specific uses and benefits of M&S in the EW T&E process,

7.2 BACKGROUND, PURPOSE AND DEFINITIONS

7.2.1 Background

In the EW domain M&S was originally considered solely a tool for detenmining svstem requirements from
campaign and mission requirements. Formerly also known as *Digital Ma&S, " M&S now plays a crucial
role in the process of acquiring and testing EW systems, and has long been recognised as acritical adjunct
to ground and flight test. Tt is the thread that binds the various phases of the EW T&E Process together o
cnable & comprehensive conclusion about EW svstems” fitness for purpose and effectivencss. M&S itself
improves with use in the EW T&E process as test results fold back inte the ME&S toolz o improve their
fidelity and capabilities and vsers’ confidence in them,

Historically, M&S in itz wider context was problematic. The problems" primary root causes are considered
to have been inadequate and'or incomplete;

+  Understanding of the required fidelity of simulations/maodels.
= Venfication of simulations/models agamst their designs and specifications,

= Validation and accreditation of simulations/models against the real world and relevant measured
data.

+ Computing power limitations (and the resultant cost required) — a significant consteaint a decade
ago and still a challenge.

All too often models of unvenfied fidelity have been used. These have led to speculation and confusion
and the consequent need for further imvestigations — oflen with significant cost and time impact. Box and
Dreaper summarised this critical fidelity factor, which remains valid today, as “Remeniber that afl models
are wrmgy the praciical guestion is iow weong do they have o be fo not he wsefid 7 [1]

The mercasing strengths and decreasing limitations of M&S are now evident, as enabled by the last
decade’s meteonc rise i computing power and greatly improved understanding of the simulation fidelity:
YVE&EA and related M&S topics,

Apainst a back-drop of severe affordability challenges world-wide, M&S is likely a key enabler for
gignificant improvements in EW gystems’ whole life affordability. As noted in Section 6.3, US and European
efforts continue space targeting realisation of the promises that M&S offers to EW T&E.

7.2.2  Purpose

This chapter describes how M&S may provide unique and practical benefits 1o EW testers, project
managers and programme sponsors. The EW T&E Process uses M&S and analysis prior o testing to help
design tests and predict test results, and, after testing, Lo extapolate test results o other conditions.
At each stage of the test process, medels in the simulation are replaced with hardware o achieve
mercasing fidelity to support evaluation. In this way Mé&S i= part of all six resource categories described
earlier in this Handbook., M&S 1= alzso used o provide frequent feedbock for system development and
IMprovement,

Maodels and computer simulations are wsed to represent systems, host platforms, other friendly players.
the combat cnvironment and threat systems. They can be used to help design and define EW systems and
testing with threat simulations and missile My-out models.,
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Drue 1o the relatively low cost of exercizsing these models, this type of activily can be run many 1mes (o
comduct sensitivity and tremd analyses, to check “what ifs’ and 10 explore the widest possible range of
system parameters without flight safety concerns, These models may mun interactively in real or simuolated
time and space domains, alongside other combat enviromment factors, 1o suppor the entire T&E process,

7.23 Definitions

TERM

MEANING AND COMMENT

| M&S und | Itis useful to clanify subtle differcnces between M&S and SE, which arc used extensively

| BE

| within [2] and [3]. where both are seen o be enabling capabilities that can add signeficantly 1o
| effectiveness and value, For this chapter the definitions in DoD 3000.59-M, Dol Modeling
| and Simulation {M&S) Glossary” are used. [4] These definitions are:

= M&S 15 "The use of models, including emulators, prototypes. simulators, and stimulators,
cither statically or over fime, to develop data as a basis for making managerial or
technical decisions. The terms “modeling™ and “simulation” are often used
mterchangeably.”

+ SE is: ‘Internetted simulations that represent activities ata high level of realism from
simulations of theaters of war to factories and manufactuning processes. These
environments may be created within a single computer or a vast distributed network
connected by local and wide area networks and augmented by super-realistic special
effects and accurate behavioural models. They allow visualization of and immersion mio
the environment being simulated.”

| For the remainder of this chapter, the term "M&S" is taken 1o include 5E,

| MS&SE

| As often seen with terminology used across Nations and between agencies within those
| Mations, different views exist on precise meanings of M&S and S3E. For example, in the UK's
| MoD Acquisition Framework:
= “Modelling, Simulation and Synthetic Environments iMS&SEY is used. [5]
* A model is defined as a static representation of an object and a simulation iz a
representation of how that varies through time:
* A Synthetic Environment can comprise of those simulations, equipment and people
require to represent the problem space defined 1o the appropriate level of fidelity.

[vvaa

| Here are the USAF V& A defimitions from AFT 949-103: [6]

VYV&A — 5 a continuous process in the life eyele of a model or simulation as it gets
upgraded or is used for different applications.
Verification — Process of determining that Ma&% accurately represent the developer's
conceplual deseriplion and specifications.
Validation — Rigorous and structured process of determining the extent to which M&ES
accurately represents the intended “real world” phenomena from the perspective of the
intended M&S use.
Acereditation — The official determination that a mode] or simulation is acceptable for use

| for a specific purpose.

| There are some subtle but potentially significant differences in national terminelogy and

| application, examples of which are BIven in Section 7.8 and in UK DEF STAN 03-44

“A peneric process for the Verification and Validation of Modelling and Simulation and

| Bvnthetic Environment Systems’. [7] Another critical point, again with national variations,

| 15 that the V&V part generally belongs to those developing the models and simulations whilst

| the Accreditation part is generally the responsibility of the model'simulation user.
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Other commuon M&S 1lerms can be found elsewhere, ez, UK MoD's Acguisition Operating Framework.
[8] Regardless of terminology and definitions, it should be siressed that whoever inftends fo use a model or
simulation to satisfy some purpose, it is their responsibility to understand well enough how the model/
simulation works o be able 1o determineg 17 il will adequately satisly their requirements,

73 OBIECTIVES

The objectives of M&S in the EW T&EE process are fo
*  Prove design concepts prior to final festing,
= Demonsirate svstem performance:
*  For clements that arc either too complex or too expensive o verify by testing,
= Tosupplement testing by interpolation between sparse data points.
= Toextrapolate measured test data info un-testable or unavailable regimes,
*  Where test repeatability 15 difficult or where tests would yield unacceptable error hounds.

= Define safety footprints or lmits.
= Increase sample size once confidence in the model is established.

+  Défine test facility requirements, e.g., number and types of threats, airspace required, control of
backeround noise and emitters, and msirementation.

= Define and optimise test scenarios,

+  Belect test points, e, successful results would not indicate the need for additional heart-of-the-
envelope lesling.

+  Predict test results for each test objective.

Provide a complex, operationally realistic environmendt,

74 M&S CATEGORISATION AND LEVELS OF COMPLEXITY

EW modelz and simulations are generally categorised and constructed o the levels of technical complexity
commensurate with their imtended use, as shown in Table 7-1. This Table expands upon Table 6-2 in the
intreduction to M&S within Chapter é.
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Table T-1: MES Categoriiation and Levels of Complexity.
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Categorisation schemes vary, although there is significant commaonality — the differences largely comcem
the resolution required of the models and simulations, i.e, how much detail 15 appropriate for ihe
questions being asked? For example:

= Insoame schemees the “Campaign” level is called *Operations” and in others “Theatre,” whilst others
have Campaign and Theatre as separate levels. In this Table all three are conzidered to be under
the *Cuampaign’ header.

= Likewise some schemes only have an ‘Engineering’ level., whereas others decompose this into
“System” and further into “Sub-System,” *Equipment” and “Component (or *Circuit”). In this Table
onkby two levels are used: “Engineering (System)” and Engineering {Sub-System).

7.5 APPLYING M&S IN THE EW TEST PROCESS

MES supports EW testing throoghout the EW Test Process as shown in Figure 1-6 1o plan (predict),
conduct (test), and analyse (compare) the test programme and evaluate SUT performance. M&S tools
consist of two parts: the baitle environment and the SUT. The batle environment includes software
representations {models) such as the enemy’s weapon syvstem (threat) and the propagation environment,
The SUT (often referred to as the Digital System Maodel, DS includes software representation of the
friendly weapon system, such as the aireralt, including any electronics eritical 1o the evaluation.

7.51  Defining System Requirements

M&S wols are used o examine theatre, campaign, and mission needs to determine the requirements for
new of upgraded EW capabilities. Once a requirement is established, M&S tools are used o determine
performance characteristics required in the EW svstem.

EW system performance reguircments are stated as MOEs that are decomposed inte MOPs from which
test objectives can be derived. ME&S plays o key role in the process of defining test requirements based on
what information is needed about the EW system, MOEs and MOPs beceme the basis for planning an EW
test programme, and ME&S provides the tools to feed back the EW performance observed during testing
into the original simulations used (o determining EW performance regquirements.

7.52 M&ESin the EW Test Process

With MOEs in hand, the test team begins the test process designed to gan incremental information on
the EW system's performance. mercasing confidence the system will perform effectively in combat.
Figure 7-2, which is similar to Figure 1-11, shows a bogical flow of test activity from left to right,
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Figure T-2; Activities Within the M&S Interface.

MFs (such as radar cross-section and antenna pattern measurement ranges) support the process continuously
as needed. The majority of activity a1 these facilities occurs early in the process. All computer simulation
also begins carty in the process. It is wsed to assist in design, trade-off studies, system mtegration decisions,
and test planning. As this chaprer shows, M&S provides support throughout the EW test process. SlLs
provide the capability of testing individual EW system components (for instance, in “brasshoard’
configurations ) and sub-assembiies in a laboratory environment. HITL facilities allow testing the interactions
of assembled EW systeins with a simulated environment representing the threal sitvation. Frequently.
the simulated environment at the HITL will include threat hardware integrated with simulation 1o create the
battle environment. Once the EW swstem 15 integrated with other avionics on the aircraft, the integrated
systems are tested in the ISTF to ensure compatibility of the various systems mvolved and that the EW
aystem performs as expected when connected with other atrerafi systems. The final test phase is flight testing
at an OAR.

Figures 1-6 amnd 1-11 emphazise the continuing role of M&S throwghout the EW Test Process, At each test
facility, software tools play important roles in supporting test conduet and interpreting results. The moles of
BES at each test phase are very similar. Figure 7-2 graphically depicts how ME&S fils i to these test
phases. It is nof appropriate for all M&S activities o be employed at all test phases, s0 the funciions
shown are turned on and off depending on the specific needs of the test.

A Cseamless’ test process greatly benefits from continuity in the M&S functions shown in Figure 7-2.
The M&S tools used for test support should be vsed to support simulations used at each facility,
For instance, the target representation used at the HITL should be traceable to the target representation in
the M&S. Models must have the appropriate Tidelity e achieve the lest objectives for a given phase of
testing. The functions shown in Figure 7-2 apply generically o any EW test facility, but the model fidelity
required can vary from facility to facility. For instance, in early phases — such as the 811, a basic model of
the SUT may be sufficient for some TEE activities. In subseqeent phases, a more detailed and higher-
fidelity system model is generally required, depending on the evaluation ohjectives,

An owverview of how Mé&S facilitates and shapes EW testing 15 shown m Figure 7-3. The M&S function in
each block is briefly explained later in this chapler along with & short example of each. M&S plays key

T-8 RTO-AG-300-V2a

181



MODELLING AND SIMULATION FOR EW T&E

roles before, during, and following each phase of testing. M&S allows system characteristics measured
and reporied in engingering wnits to be translated info ferms reflecting overall system effectiveness,
Through analysis using M&S, results from one phase of testing can be used to define and optimise testing
al subsequent facilities. This makes M&S an excellent nsk reduction ol in the development of a friendiy
weapon system. This is 8 valuable capability since, in general, the expense of test hours increases as
testing progresses from S10s, through HITL facilities and ISTFs to OARs.
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Figura 7-3;: M&S Activities at Test Phases.
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Figure 7-4 chows the Dol Live Vimual Constructive (LVO) continuwm. Within the EW T&E activities
there is likely to be mix of simulations and real equipment, The mix of this will differ through the life
cyele depending on the maturity of the solution. Within this construct T&E could be performed carlicr in
the life cvele than it has been done traditionally, but with more simulation-based solutions. As the solution
matures, real egquipment will gradually replace the simulations providing a gradual de-risking process.
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Figure 7-4: M&S Activities Supporting EW T&E: The DoD LVC Continuum.

Al the conclusion of the “test’ phases, M&S plavs a major role in extrapolating performance observed n
test to operationally realistic scenarios as defined in the requirements document for the sysiem. During the
test process, confidence grows in the conclusions concerning the weapon system’s  performance.
Confidence 15 also increased in the M&S wols since measured resulls provide feedback for model
refinement and validation. The completed set of M&S tools can then be used to explore the EVW system’s
performance in conditions that cannot be tested at the various facilibies. At completion of testing,
the validated M&S tools are available for a wide variety of analysis applications.

7.6 Md&S ACTIVITIES SUPPORTING EW T&E

The following paragraphs provide generic descriptions of each of the key M&S applications,

Tl Quantify Test Conditions

The use of MAS 10 quantify test conditions provides 2 firm fousndation for subsequent testing using the
EW T&E Process. An Analysis of Alternatives (ADA)} iz conducted to develop mission scenarios and
evaluate effectiveness and cost trade-ofts. At this stage, there are no detailed svstem parameters available
(for example, known performance in terms of response times, jamming waveforms and the like) nor
specific svstem performance requirements. The AOA first determines if fiture defence strategies require
the development of 2 new weapon system or sub-system.

The ACA process develops operational mission scenarios including targel analysis. threat system
deployment, and development of realistic mission profiles, The missions are simulated amd analysis of the
rezulting interactions between the wespon svstem and the threat quantities the frequency of occurrence
that specific threats engage the airerafl. The parameters of the engagement conditions such as range,
offset, and the presence of other threat systems and their cmissions are also predicted, The predominant
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and most stressing conditions challenging system performance ave wdentified by the ME&S analysis. These
previde quantified descriptions of candidaie test conditions that are used to design test configurations for
cach of the test facility categones and specific test runs,

7.6.2  Design Tests

Based on the cundidate test conditions, M&S 15 used to design and plan fests which obtain the most usable
iest points per test hour, The candidate test conditions are refined 1o acocount for limitations of the test
facilitics 1o define Reference Test Conditions (RTCs). M&S wools are then configured o simulate the
RTCs for designing a set of test runs that vary key aspects of the test conditions. These are the Planned
Test Conditions {PTCs) which result in the most test points for the test run mateis.

This use of M&S helps the test team to define an cfficient test matrix by identifving conditions where
MOP values change so no more sample test ponts than are needed will be planned. This improves overall
test efficiency by concentrating fest resources productively. Because flight test hours are usually limited
hased on funding constraints, using MA&S for test design will not always reduce flight test hours, bt it
does help focus the flight test on eritical data requirements.

7.6.3  Predict Test Results

The test team can use MES w predict the expecied values Tor each MOP in the test matrix, The predicied
values support "Quick Look™ analysis to detect problems with the test execution if the test results differ
significantly from the predictions. Test prediction is not a new concept nor is the use of M&S to help
design and predict results. For vears, M&S has been wsed in this fashion for Might perfomance testing and
for space programmes. In their application to the EW Test Process, M&S tools become more detailed and
accurate as they are validated with test data. The test team can also use the M&S tools to control the
instrumentation and data reduction process by identifving essential data sequisition points. In many cases,
data obtained from M&S can be used to test the analysis process to be used for actual 1est reselts, This can
uncover problems in the analysis processes before actual testing begins.

7.6.4  Simulate Elements

Simulation plays a key role in many phases of testing. For instance, accurate simulations of threan radars
and offver emitters in the scenario are necessary o provide sources of realistic signals used 1o test the SUT
capabilitics in a dense signal environment in the STL. This topic is discussed later in this chapter.

Another important element ofien available only in a simulation is the threat missile seeker hardware.
For HITL testing of the SUT interaction with seeker-dependent missiles, accurate models of the missile fly-
out are necessary to ohtain proper secker geometry and REARUY conditions for the test. M&S supports
these and other requirements to construct meaningful test conditions by providing  suitable  output
representations of threat activity from validated modules representing their hardware counterpans.

7.6.5  Quantilv Test Results

M&S provides the link between what can be measured from testing and what must be known about the
gssoctated mypact on aireraft survivability at all phases of testing. M&S can aggregate measured data from
testing and project it into predicted svsiem effectiveness werms that allow moere direet evaluation of system
capabilities,

766 Compaire Predicted and Test Results

It is important (o compare resulis predicied for the test using M&S with actual resulis. One reason for
deng this is 10 gain confidence in or refine the M&S. Arsuably, a more imporant reason is o “sanity
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check” test results, In cases where measured results disagree with predictions, there is always a chance that
preblems with the fest setup, execuiion, or data cellection are the cavse, Having confidence in the
predicted results allows problems with the test to be guickly identified and corrected.

7.6.7 Extrapolate Test Results

For various reasons (eosi, time, resource limitations, or safeiy), testing cannot collect measured daia ai
cvery possible point in the region of interest. M&S can be used to inerease the sample size by simuolating
those events thal could be encountered operationally but could not be included in the 1est design.

M&ES is also used 1o exrapolate reselis to higher level MOEs than can be directly iested, For example,
tracking emor, which 15 a MOP, 15 extrapolated to miss distance by simulating the missile fly-out.
The miss distance for numerous test runs is then analysed 10 obtain the Reduction in Lethality MOE
(see Annex Bl

Walidation of the M&S models and extrapolation of results provide the test team with tools to connect the
MOPs 1o system effectiveness, which make test results meaningful 10 programme management in ceaching
decisions conceming the progranime.

7.7 EXAMPLES OF APPLYING M&S DURING TEST PHASES

This section desenbes how a test beam can use M&S at cach test phase. 1t is nol a comprehensive
description of M&S throughout the EW T&E Process, just a sampling of how ME&S can be used
(ne example MOP is selected for each process phase to illustrate contributions of M3 at cach test phase.

As testing progresses through the process, the test team collects more measured data, As a resull, there
will be a reduction in remaining MOEsMOPs 1o be predicted through simulation. As a specific example
of this process, measured installed antenna patterns obtained at the measurement facility will replace the
engineering estimated antenna patierns in the DSM. The MOESMOPs will be computed or re-computed
using the updated model(=).

7.7.1  MF Example: Antenna Pattern Measurement for Field-of-View MOP Assessment

A platform’s BWER anténnas must provide visibility throughout the reguired range of azimuth and
elevation. If the achieved field-of-view coverage is inadequate, the RWR will not provide warning for
threats located outside the achieved field of view.

Desipn Test: The DSM will be used to specify sampling mtervals and resolubion required i measurements
o ensure the resulting collecied data are sufficient (bur not wastetul “overkill") for supporting subsequent
muodefling which uscs the measurements as input data.

Extrapolate Test Results: The DSM wall be stimulated with analytically combined measured anténna
pattern data 1o observe predicted SUT performance in response to frequency and polarisation
combinations not actually part of the measurement plan.

7.7.2  SIL Example: Detection Range MOP

The platform’s RWE must wamn the aircrew at a range from the threat that allows emplovment of suitable
countermeasures. [f the achicved detection range 15 inadequate, warning time will not be adequate to allow
effective counlermensures.
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Design Tests: SAMs and Airbome Interceptor systems, emitters and environment models can be used
ip generate expected power levels for testing jammer and RWR threai detection capabilities,
The corresponding values of power will be used to design the test setup and data collection efforts.
In other words, the test team will use this pewer as the starting point and proceed up ar down in the scale
as necessary to characterise detection capability,

Predict Test Results: The DSM, threat, environment, and sreraft models will be wsed to predict the range
between the airceafl and threat at which the SUT initially detects each threat along the test scenanio,

Extrapolate Test Results: Validated DEM models will be used o extend the measured results to include
assessment of detection range performance against emitters not available in the SIL. This allows follow-on
analysis 1o incorporate newly assessed threar capabilities and opens up the possibility of deplovmenis
without re-visiting the SIL facility.

7.7.3 HITL Example: Track Error MOF

Cunput jamming wavelfomms must cause sufficient degeadation in threat tracking of the airerafl W prevent
damage or destruction by a missile or AAA.

Design Tests: Threat models capable of predicting threat rmdar responses to ECM (called “EC-capable’
mendels) are used o evaluate the capability of the self-protection system o achieve a given degradation in
threat tracking p:rtbmum:n: at varions target offscts and altitudes, Resultant effectiveness estimates are
used to design the HITL test setup and to specify offsets and altitudes.

Predict Test Results: DSM, threat, and environmental models ave vsed 1o establish expected values of the
resultant track error, Threat models used for this must be EC-capable,

Extrapolate Test Results: DSM and EC-capable threat models are used to extend results measured in the
HITL to inelede assessment of SUT-threat interactions in conditions not actually measured at the HITL,
to shiw 51T sensitivity to changes in environmental and/or threat factors that influenee tracking error.

7.7.4 ISTF Example: Pulse Density MOP

Svstems must be capable of collecting amd processing all incident pulses expected in the aircrafi scenario,
subject to the specified tolerable pulse drop-out, 1§ achicved pulse processing capability is inadequate,
the system cannot effectively perform when conditions of pulse density are above the achieved capability.

Design Tests: Emitter, threat, and environmental models will be wsed 1o establish incident signal
conditions at representative pulse densitics for an operational scenano. These signal conditions will be
used Lo design the test set-up and data collection effort at the [STE.

Predict Test Results: The aircrafi, DSM, emitter, threat, and environmental models will be used to predict
SUT performance in the presence of the signal conditions derived above.

Simulate Elements: Motion of aireeaft and other moving platforms of interest 15 simubated using M&S.
Extrapalate Test Resalis: Full simulation including the aircraft, DM, emiier, threat, and environmental

models can expand the scope of SUT evaluation by extending it to combinations of laydown, scan schedules,
mission prifiles, and other conditions nod actually messured at the ISTF.
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7.7.5  OAR Example: Reduction in Shots MOP

Fammers must sufficienily decrease the opporunity for missile launches with ECM versus withour it
If sufficient shot opportunitics cannot be demed, overall jamming effectivencss will be inadequate.

Design Tests: Aireraft, DSM, and threat models will be used 1o design r'!ighl tests that provide shot
opportunities covering each tested threat system’s engagement envelope and the mission envelope of the
aircraft, Results of simulation will be used to design data collection, select threat rules of engagement
(such as cueing and firing interval), and reference time TSPI coverage requirements.

Predict Test Results: Simulations used to design the flight tests will be run using derived test conditions
to produce expected shot rates achievable by the threats under ECM and non-ECM conditions.

Exirapolate Test Resulis: M&S 15 used o extend resulis achicved at the OAR o include relevant threat
density and combinations that are not available at the OAR, and, where necessary and possible. o include
effects of tactics that were nof employed during flight resting due to test restrictions,

7.8 SIMULATION FIDELITY, CREDIBILITY AND FITNESS FOR PURPOSE

781 ME&S Fidelity and VV&A — RF Threat Simulation as an Example

This section discusses fidelity and YVE&A as applicable to M&S as used in EW T&E, Sections £.9.1 and
6.%.2 have already touched on fidelity under the topic of distnguishing fectors of test facilities.
Thiz section expands on the lopic with specific reference o RF threat simulators, a mainstay of many
EW T&E facility categories, [9] As will be seen in this section, this can be seen as & general case for the
consideration of any model or simulation to be wsed i the EW T&E process.

7.8.2  Deflinitions

There are many views of the meanings of the terms used to deseribe how fathful a representation of
something is provided by a ‘model’ or a “simulation’. Many vears ago definitions were relatively
straightforsand: a simulation could have high or low fidelity. At its highest level of fidelity, the simulation
became an emulation of the item concerned. As suwch 1t was identical to the item o all respects relevant to
the emulation’s use,

Mowadays terims such as “model,” “simulation'simulator,” Cemulation’emualator,” “replication/replicate,’
‘surrogate” and ‘hybrid representation” often have muluple meanings, dependent upen Mation, agency,
technical sector'domain, topic/aspectitem of concern and stage in the platform/equipment life cycle.
In some countries references exist 10 aid clarty of this multiple wsage but thege are nol intermational
standards per se.

1t iz thus necessary o define the meaning of specific terms in the contexi of this section;

+  RF Emitter Simulation: Imiation, at BF, of the real-world charzcteristics and behaviour of one
or more BF emitters, to a piven level of fidelity. Note: Simulations/simulators are usually more
cost-effective than using real threat weapon system radars for most test missions.

+  Simulator Fidelity: The measure of the quality of RF emitter simulation when compared to the
teal emitter, [or all those speciral, spatial and temporal aspects relevant to the simulater's use in
EW T&E.

*  Emulation: Highest fidelity simulation, where o perfect EW receiver could not discriminate
between the ermulation and the real emitter. Note! Emulations/emulators are useful where the use
of the real item is either not necessary or is undesinshle.
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= Verifieation: The process of determining that an EW receiver system. when tested using a threat
simulator incorporating threat emifter models, meets its contractual specification,

+  Validation: The process of determining whether the:

= Simulator’s output, when programmed with threat ematter models, is adequate for its intended
use in the T&E progess,

= SUT, when programmed with theatre-specific Mission Date, correctly identifies and reacts to
real/simulated threat emitters,

+  Accreditation: The process of determining whether a simulator’s rendition of threat emitters is
suitubly realistic, robust and credible.

7.8.3  Threat Simulation Fidelity

Threat simulation fidelity is dominated by two factors — threat emitter characteristics programmed into a
simulator and the simulator’s capability to translate those characteristics into a faithful representation of
the RF signals thai would be received by the SUT": antennas when radiated by the real threat under
combat conditions. As with any simulation, a threat simulanor’s capabilities necd to be fully understood n
terms of the VW& A processes for M&S, and for SUT performance V&Y. [10]

Table 7-2 depicts VVE&A from a threat simulator standpoint.

Table T-2: Threat Simulators and VWEA,

PROCESS NAME OBRIECTIVES KEY QUESTION PROCESS DONE BY
ACHIEVES
VERIFICATION Uses simulator to confirm | Was SUT built Tests FUNCTION | SUT suppliers
that SUT meets its correctiy? and and platforms
specification PERFORMANCE | o ctmg
integrator
VALIDATION Confirmation that: Do samulator- Evaluares Military, oflen
+ Simulator produces generated oo Wil Indugry
e emitters look and support
represeniation of hehav_e o
b el sufﬁclcml?,r like
the real thing?
« SUT, when
programmed with
theatre-specific
mission data, correctly
identifies simulator-
generated emitters
ACCREIMTATION | Cemification that Can simulator be | Determines Military, ofien
[simulator + threat emitter | wsed to optimise | CREDIBILITY with Indusiry
data] is adequate for and validate suppor
proving [SUT + mission mission data for
date] 15 it for intended EW receiver
military purpose systems?
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Warous methods are used o confiem (or “validate™) the fdelity of a simulator™s rendition of threats. National
methods vary and a good example is the US CROSSBOW (Constmection of a Radar to Operationally
Simulate Signals Believed to Onginate Worldwide) process, run by a tn-service technical agency established
for the common development of EW BF simulators. It assures that simulators and models are consistent with
intelligence agency threat estimates and that validation procedures are heing followed. It then cerifies
simulator-mode] combinations for use for specific EW T&E cases via acoreditation tests.

7.84  Fidelity, Affordability and the Limits of M&S Utility

Whilst it is philosophically possible to satisty all VV&A requirements for any given system by MES
atone, there are sipnificant obstacles that preclude its achievement. The pnmary reasons. are affordability
and compuling power. Generally a better simulation needs improved Gdelity and, penerally. mereased
fidelity equals increased cost of implementation and medelisimulation mainicnance, 1t is thus considerad
unlikely that systems will ever be fully cleared by M&S also, ie., without some residoal element of 3UT
ground test and fight wrals.

Again using the example of RF threat simulators, it has been long recognised that achieving emulation of
combat air BF environments using simulators is atopian. The combination of atfordabifity, highly
complex electromagnetic interactions experienced in the real world and simulator technology limitations is
likely to constrain simubations to limited resemblance o the high-pulse density, confusing eleciromagnetic
“mush’ that is often the electronic battlespece in modern conflicts.

However, with reference to the definitions in Section 7.8.2, a perfect EW receiver is unlikely to ever exist.
Thus the question 15 really whether a simulator provides sefficient fidelity for the SUT to be unable o
discriminate between its outpuis and emitters i the real-world BF environmeni. This, as for other areas of
avionics T&E, is a guestion of adequacy — there is no need o generate significantly bemter fidelity than the
SUT can measure:

In terms of adequacy, there are a number of rules of thumb that suggest TEE equipment should be able o
simulate’generate/measure o an ofder better than the SUT can measure, Whilst ofien possible in the
digital context, this is less gasy in the BF world but modern simuolators can, for most parameters, easily
exceed the parameter range of the SUT. It is less casy, even given today’s technology, to significantly
improve on parameter accuracies and resolutions, though few problems have been reporied in this area,

It is clear that much more can be achieved by M&S, but that the affordability boundary between M5 and
testing needs 1o ke determined carefully for each function and performance element reguining verification.

This situation has been examined for RF threat simulators, see [9], where a number of enhancements to the
then existing state-of-the-art simulator were identified that appeared to promise the fidelity level where
mare of the T&E currently dome by fight esting against real threat emitters could to be executed within
the anechoic chamber and laboratory environment — offering cost saving, repeatability and investigation
benefits. Once the above simulation fidelity level has been realised, the need for any further fideliny
ingrease will need to be cost-benefit taded to determine whether the required tests might be bhetter
conducted via (AR flight trials. This situation is also in line with the US Defense Modeling and
Simulation Office’s view on “State of the Art in Fudelity®. {11]

7.8.5 Fidelity Description

When determining fidelity requitements for a model or simylation it is important 1o provide quantitative
fidehty descriptions if the model'simulation must produce cnbical parameters o specified levels of
accuracy. [12] Qualitative (HighMedium/Low) descriptions lack the information conieni necessary o
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support technical decisions about simulation fitness for a particular purpose. Fidelity needs 1o be
characterised in terms of reselution, error’accuracy, sensitivity, precision amd capacity,

786 M&S Credibility and Fitness for Purpose

Maximum benefin 1z reaped from models and simulations when their function and sutputs sre credible and
their fidelity is sufficiently high to be affordably fit for purpose for the task at hand. Much has been
written on these topics, wo much to individually reference in this Handbook. The mterested reader 1s
referred the NATO Modelling and Simulation Working Group, see Section 7.9, and their Mational M&S
agency. for guidance and other sources of information.

M&S credibility 15 hugely mfluenced by the overall expeniment design process (use the mght models
together with the right data) and the overarching V&Y process applied 1o that.

There are simulation processes that exist that are aimed at providing ransparency amd fimess for purpose,
These are primarily the Federation Development and Execcution Process (FEDEPY and [Distributed
Simulation Engineering Experimentation Process (DSEEP). [13].[14] Mote that FEDEP, although known
to still be m wse at the time of this Handbook's issue, has boen superseded by DSEEP, which was
approved as a recommended [EEE standard i January 2011,

The DSEEP process builds on the FEDEP process amd i a penenc process which s clarified by the
following steps, whose content 15 also outlined below:

*  Define Simulation Environment Objectives (Step 1)

= ldentify User and Sponsor Needs: The requirement fo produce an M&S application is
started by a specific need. It is important to establish a clear understanding of the User’s and
Sponsor’s goals.

= Develop Obhjectives: A detailed ser of specific objectives are developed and documented.
The capability of M&S to be ahle 1o address these objectives is assessed in terms of cost,
required tmescales, risks, availability of personnel, supporting tools, security issues, network
constrainis, petential selution approaches, and facilities,

«  Conduct Initial Planning: Ininal planning documentation 15 produced i terms of the
Simulation Environment Development and Execution Plan (SEDEP), mcorporating an
approximate schedule with identification of major milestones, and addressing such issues as
configuration management, test, securty and V&V,

= Perform Concepiual Analysis (Step 2)

= Develop Scenario; The ohjectives identified in Step 1 are assessed in terms of how they
might be represented in the resl-world domain, and from this & prototype =scenario is
developed, Several vigneties may be produced in order to fully sansfy the objectives.
Scenario information should fnclede the number and ovpes of afl the main entitics,
their positions, capabilities and behaviour, and scenano exit erterta. Geographical location
amd envirenmental conditions should alse be specified. Potential reuse of previously
established scenarios should be considered,

= Develop Conceptual Model: From this information, the concepiual medel can be established
and documented, This is a real-world, implementation-indepemdent representation which
transforms the original ohjectives into a set of functional and behavioural descriptions
designed to meet them.

= Develop Simulation Environment Requirements: Detailed requiremenis for the simulation
are established from the conceptual model and extend to consider the simulation covironment

RTO-AG-300-V28 T-47

190



MODELLING AND SIMULATION FOR EW T&E -

specific issues such as exercise control, monitoring, date logaing and analysis, networks,
test critenia, ete, Documented requirements should be traceable from the conceptual model o
the original objectives.

= Design Simulation Envirenment {Step 3)

Select Members: Components of the Simulation Environment {(known within DSEEP as
‘members'} are selected, and may vary o size from small clements o complete simulation
enviromments in themselves, It is important 1o determine if pre-existing members can be
rensed (with the aid of a repository, if available), and to what extent they may necd to be
modified. Bationale for member selection should be documented.

Prepare Simulation Environment Design: The design of new members will need o be
estahlished, amd the complete simulation environment design should be documented. including
it= owverall infrastructure and selection of protocol standards,

Prepare Detailed Plan: A detailed plan for the established design is put in place.
This involves updating and extending the initial SEDEP put in place in Step 1.

= Develop Simulation Environment (Step 4)

Develop Simulation Data Exchange Model: The information exchange data model defines
how members within the simulation environment will interact with each other at runtime,
This will depend. for example, upon whether an object oriented approach is being taken, or (o
what extent the simulation is distributed across a number of locations, The data exchange
maodel developed should be fully documented, and must conform o the conceptual model
established in Step 2.

Establish Simulation Environment Agreemenis: This actuvity 1s designed to ensure that all
other agreements relating o interoperation are fully established before the simulation is
implcm{:nlcd. Issues to be considered may inciude:

*  The need for any further software modifications o pre-existing members,
+  The need fo ensure database and algorithm consistency, where appropriate.

«  ldentification of definitive data sources for members and simulation  environment
databases,

+  Runtime management agreements, synchronisation points and initialisation procedures,

«  The definition of a save and restore strategy.

+  The definition of security procedures,

+  Duts publication and subscription responsibilities.

+  Scenario instances requined.

Implement Member Application Designs: During thiz activity, existing members are

modified and member interfaces are constructed, adapted or extended as necessary.
Mew members are implemented along with supporting dutabases amd scenano instances.

Implement Simulation Environment Infrastructure: At this point, the required network
software and hardware infrastructures are created and configured, and the facilities required 1w
support integration and test are fully prepared. This includes availability of hardware, system
administration, building air conditoning and power supply; and all other software and
hardware configuration necessary. The infrastruciures should be fully rested before going on
1y the next step,
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= Plan, Integrate and Test Simulation Envirenment (Step 5)

= Plan Execution; The SEDEP should be updated o take into aceount all the laest developments,
paying particular attention to addressing V&V, test and secunty issues. All nsks and
mitigation steategies should be re-assessed, and plans for the detailed execution of the
simulation fully documented,

*  Integrate Simolation Environment: The purpose of this task 1 to ncorporate all members
inte their intended locations within the simulation enviconment infrastruciure. Detailed
progressive testing should be carried out during this process in accordance with the SEDEP,
and software problems encountered should be fixed and re-tested.

= Test Simulation Environment: The fully imegrated simulation enviromment 15 formally
tested to ensure that it can meet &l its specified objectives. Test results should be reviewed
with both users and sponsors, and any necessary corrective actions carried out.

+  Execute Simulation Environment and Prepare Outputs (Step 6)

*  Execute Simulation: All planned simulation executions take place in accordance with the
SEDEP. and all mw data cutputs collected. Any problems should be documented,

= Prepare Simulation Environment Owtputs: Any pre-processing that is required o be
carried out on the raw execution data outputs now takes place fo ensure that it is in the
appropriate format for subsequent analysis. This data, along with any execution problems
encountered, should be reviewed to assess if fhere may be a need o re-run some of the
simulation executions.

= Anpalyse Data and Evaluate Results (Step 7)

*  Analyse Data; The processed data from Step 6 is analysed using appropriate teols and
methods, and results prepared for feedback to the User and Sponsor.

Evaluate and Feedback Results: The resulis are Fed back 1w the User and Sponsor for
cvaluation, and an assessment made that the objectives of the Simulation Environment have
been met. Those products developed or moditied dunng the development process should be
archived for subsequent re-use where appropriate, Lessons learned should be captured, and a
final repont produced.

The V&Y process 15 an overlay over the whole of the above process, not sormething that s done at the end.
Following the above process and leaming from the experience outlined in Chapter 9 should ensure
appropriate fitness for purpose and credibility, at an optimal cost and with minimum risk.

7.8.7 ME&S Problems and How Best to Avoid Them

Warious growps have, over the years, performed rool cause analyses for problems with M&S across a wide
number of domains, not just TEE, One example, given in | 15] and Table 7-3, provides a vpical “Top Ten’
list of reasons for M&S “unfitness’ for purpose.
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Table 7-3: Top 10 Reasons for M&S ‘Unfitness’.

I | People do not have enough relevant experience.

[B% )

Evidence does not support a fitness argument.

Drevelopment process is wrong for the purpose.

Configuration management 15 unsuitable for the purpose.

Lack of recorded assumplion inforination.

Dana sets used in the model are inaccurate.

Incorrect fevel of modelling resolution.

People do not have enough wraiming,

R =0 - - B T = L - B

Dara set is not coherent with the purpose.

10 | Evidence of fitness is missing,

To elevate confidence in M&S and increase the probability of Fitness for Purpose and project success,
the above can be umed info a list of recommendations, Maguire reported such a list, the Qineti)
“Ten Commandments of &S, see Table 7-4, and this is recommended to the reader. [15]

Table 7-4: Ten Commandments of M&S.

Understand the purpose of vour model or simulation and re-check it often,

Train your people to the most appropriate level for their tasking.
Koep records of who did what and when,

Record your assumptions about reality and vour model and simulation during its development.

Review the validity of vour assumptions as development and use progresses.

Ensure data sets are valid, including input sets, testing sets and mathematical constants,

Carry out as much Validation and Yenfication as necessary.

Orbtin independent checking and peer review of your work (if appropriste).

L= - R = R I - T B N )

Collect, manage and mamiain vour evidence in a structured way.

=

Fecord system development i a Credibality Workbook.,

The utility of M&S and SE to the EW T&E process can be greatly assisted by following best practice
processes. such as those in the previous section, and being ever mindful of the above problem avoidance
IMEASUNES,

7.9 NATO MODELLING AND SIMULATION GROUP

700  Introduction

MATO RTO has a M&S Group, the NMSG, who are custodians of a wealth of information on the topic of
MES. The mission of the NMSG 15 W promote co-opecation among Alliance bodies, NATO Member
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Mattons and Partners for Peace Mations o maximise the effective utilisation of M&S. They arganise
Svmposia, Specialisis Meetings, Workshops and Leciure Series on various aspects of M&S,

The interested reader 15 strongly recommended to visit their internet site at:

hitpe/fwoaows rla natointpamnel asp ?panel=MSG.

The remeainder of this section provides top-level information on the NMSG from the above site,

7.9.2  NATO HLA Compliance Certification

The High Level Architecture (HLA) 12 the preferred Simulation Interoperability Standard recogmised by
MATO as early as 1998 HLA is an international standard as defined in IEEE and alse STANAG 4603,
To support proper use of HLA, the NM3G has established an HLA Comphiance Certification Capability.
This capability 15 distributed between NATOPP Nations and offered as a nod for profit service 1o verly
the capabilities of models and simulations relevant to being technically compliant with the HL A standard.

7903 NATO Simulation Resource Library

The NATO Simulation Resource Library (NSRL) is a development tool provided by the NMSG and RTA
to ingrease the reusability level of the simulation resources within the RTO community — regisiration via
RTO Web Site,

794  NATO M&S Standards Sub-Group: MS53

The MMSG Sub-Group MS3 finalised the first edition of the Allied Publication entitled NATO M&S
Standards Profile (NMS5P), AMSP-0, [16] This publication provides a comprehensive sct of Standards
that are applicable in the NATO M&S domain. The document was promulzated by the Director of NATO
Standardisation Agency and is incleded in the NATO Standardisation Docomentation Database.

The NMESP aims to provide guidance to NATO and partner Mations, a5 well as national and NATO
organisations who have requirements to effecuvely use M&S in support of NATO coalition and natwonal
requirements. [t maintains information on M&S sandards and recommended practices relevant 1o
gchieving M&S interoperability and re-use of M&S components, c.g., data, models. It provides a set of
standards descriptions for decision making en options for the uge of ME&S standards for NATO activities,
e.g., coalition fraining and experimentation,

7.0 INCREASED USE OF M&S THROUGH-LIFE

As noted in Chapter 6 and 0 this chapter’s introduction, there 15 sigmificant potential for greater use of
M&S in the EW T&E process. Given the sirides made 1o date in M&S and in the underpinning computing
power increases of the last decade, this potential extends 1o cover the through-life case for EW and other
systems. This potential for inereased utlity is depicted in Figure 7-5. Validoted ME&S, when used
appropriately, can lead to reduced programime risk, schedule and cost.
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Figure 7-5: Increased Use of M&S Through-Lite.
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Chapter 8 - EW FLIGHT TEST PLANNING,
EXECUTION, AND OPERATIONS

.1 INTRODUCTION

(ther chapters of this Handbook addressed the technical considerations of EW T&E. This chapter deals with
EW flight test execution and operations focusing on large OAR missions; however, many of the underlying
principles also apply 1o other EW flight test operations as well as ground and laboratory testing.

EW flight test missions arc complex, expensive, and freqguently utilise scarce or shared resources.
Disciplined 1es1 execution 15 necessary for test mission success. Test planning should be completed well in
advance of the required need date to ensure all technical details are addressed, the required resources will
b available, and test methods are applicable and sufficient to evaluate test objectives.

Flight test missions offen involve coordinating the activities of multiple airceaf, threat simulators,
and dozens of people in multiple locations. Each participant must understand others” roles and responsibilities,
a5 well as therr own. Data analysts must also thoroughly comprehend the data acquisition and reduction
processes for each data source they will encounter,

8.2 TEST PLANNING

Sound test planning is esscatial fo suecessful tost execution. A test plan documents the detailed ohjectives,
MOPs, data requirements, evaluation critera, success critena, test procedures, constramits and hmitations.
The Data Analysis Plan (DAP) details how the collected data will be reduced. processed, analysed,
and used to calculate the MOPs. Detailed documentation is important to make certain that test procedures
are repeatable and to smooth transitions during personnel changes.

All test plans should be reviewed by qualified engineering and aircrew personnel for technical accuracy,
To aid objectivity and completeness, the reviewers should not be affiliated with the test. Test plans should
also be reviewed from & safely perspective by similarly unafliliated parties. Test plans should typecally be
approved al least 30 days before the first Mighs, although this may vary by test organisation,

The test team provides a Programme Introduction Document (PIDY) o the OAR. The PID describes the
purpose and scope of the test programme, and documents the expected resource reguirements. The test
team should normally provide a PID to the OAR at least six months prior to the expected first flight,
More complex efforts may require 12 months or longer lead time. The OAR will then respond to the P10
with a Statement O Capability (SO0C) detailing the support the OAR can provide, as well as cost and
schedule information, Close coordination between the test eam and the OAR throwghout the FITVSOC
development process minimises risk and uncertainty, and ensures all issues and potential problems are

thoroughly undersiood and veiied.

An important purpose of advanced coordination and planning with the OAR is to allow time for the test
tepm to become completely familiar with the test rmge. Personnel must understand  how the threat
simulators operate, how they are instrumented, what the available data products and their sources are,
and how the OAR communications systems operate.

Some comumen factors that must be considered in EW fight west planning are:

= Flight Profiles — A test plan should document the Dight test profiles in sueh a way that the reader
can understand the methodology underlving the profile, e, a knowledgzeable reader should bhe
able to relate the profile w the data being collected, the MOPs being calculated, and the objectives
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being evaluated. IT the test range 15 known, the profile can be drawn very specifically with
waypmnts identified and altitudes and airspeeds specified. Tt is imporiant to correctly identify
tolerances for specified parameters, sech as awspeed and altude. Tolerances that are wo tight
reduce flexibility making execution difficult, while tolerances that are too loose risk inability (o
meet the ohjective,

*  Airspace Restrictions — The test team needs to work with OAR personnel wo tailor the test
profiles to conform o airspace restrictions. Nommally, airspace above the OAR"s land range
boundaries is restricted and can be dedicated to the test mission if required, However, test
reguirements frequently necessitale operations cutside of restricted airspace. These operations
st be coordinated well abead of time to ensure all test requirements can be met and that
abjectives or procedurcs can be modificd to accommodate any constramis. Supersonic flight
operations and low altitude operations (tvpically below 500 feet AGL)Y may al=o requite special
coordination.

+  Rules of Engagement — ROE descnbe how the ground-based and airbome threat simulators will
operate during the test mission. Modern radar systems are extremely complicated and have a
variety of operating modes and EP features, Tt is important fo document and communicate what
restrictions will be placed on threat simufator operators and the rationale for the ROE. Poorly
documented and communicated ROE are a common reason for fuling o meed 1est objectives,

*  Radio Frequency Transmission Coordination — Radio frequency transmizssions from fest and
support aireraft can disrupt civil and commercial communication and must be coordinated with
the OAR's frequency managers. The frequency spectium and tvpe of transmissions such as noise
or false target EA techniques must be identified. Some types of ransmissions may generafe
geographic, altitede, or time-of-day restrictions.

= Expendable Countermeasures (EXCM) Separation - EXCM such as chafl, Mares, and owed
decoys reguire advanced coordination, Chalt s designed fo disrupt hostile radars and can also
affect civilian air traffic control radars. Chaff clouds can persist for a long tme and can also be
carried by the wind, Flares pose a fire bazard when dispensed at low altitude, Towed decoys
tvpically weigh several pounds and can pose a risk @ ground-based personnel and facilities if an
inadvertent separation occurs. Test planning must consider where the towed decoy operations will
oceur e avord over-flying manned sites or high value assets.

+  Support Aircraft — Several types of support aireraft are often employed in EW testing. Airbome
threat surrogates function similarly 1o ground-based threat simulators by resembling hostile
airbome weapons systems, Safety chase aircrafi may be required for some operations, particularly
those involving EXCM separation for new systems. Specialised aircraft can perform signature and
other measurements of the test aircrall. such as [R radiometric measurements. Beluelling tankers
can inerease test efficiency by extending a test aireraft’s time on range.

*  Data Products — Early coordination with OAR data analysts can greatly reduce post-mission data
analysis turmaround times, Early coordination ensures that the test feam’s data analysis wools are
compatible with the QAR data products, either by specifying data format requirements with the
OAR or by modifving the analyvsis tools o make them compatible. Processing sample data
products from the OAR before testing begins is an excellent risk mitigation procedure.

8.3 FLIGHT TEST EXECUTION

Successful EW T&E test mission execution on (30ARs reguires the disciplined, concerted efforts of
nurmercas people in multiple locations, Accurate and concise documentation for all padticipants s essential
o effective test mission execution. Test planners must understand the roles and responsibilities of the
various participants to ensure efficient and effective test execution.
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8.3.1  Mission Execution Documentation

The test plan and DAP provide a comprehensive description of the overall test effort. A sufficienily detailed
test plan supports the creation of flight and test mission cands that are thorough, yet concise, organised,
and tergeted o specific readers. The importance of well-written flight and test mission cards cannot be
owverstated, as they can mean the difference between mission success amnd failure.

Flight cards provide airerews with all of the necessary information about each test point. At a minmum
flight cards should contain:

& (AR entry and exit procedures;

+  Radio frequencies and call signs;

= Test point numbers:

+  Test profile diagrams with waypoints and airspace limitations;

*  Altitudes and airspeeds with tolerances;

= Mancewvre information: amd

«  SUT configuration details and operating procedures,
Pilots and other aircrew members operate in a high-workload environment and in tight quarters; they need
complete information formatted for the quickest reading., Superflucus details, exiraneous words and
inconsistent styles can cause delays or confusion with detrimental resulis. During a typical RWR test,
for example, the test condoctor, 3UT analysts, and threat simulator radar operators must know the threat

simulator modes, such as frequency, PRI, or scan type. This information is gpenerally unnecessary o the
pilat and therefiore should be omitted from flight cards.

The Test Directer (T, Test Conductor (TC). system analvsts, and threat system operators should have
mission cards containing the details required 10 execute each test point. Events happen quicklv in a flight
test mission. Just as with flight cards, mission cards should be succinet, well-organized and contain only
vital information. For a given test point, the threat simulator operators need 1o know the ROE for target
engagement and how to configure their radars se this information should be included on their mission
cards. If they do not need w know how the SUT is configured, then SUT configuration details should not
e on their mission cands,

Additional SUT and Might test docwmentation such as the fest plan, satety procedures, flight manuals, eic.,
should be available in the mission control room for SUT troubleshooting or emergencies.

#.3.2  Test Mission Participants and Conduct
Figure &-1 illustrates ihe pariicipants and their interaction in a tvpical EW OAR fTight test.
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Figure 8-1: Typical EW QAR Mission Participants,

= Test Direcior - The TD has overall responsibility for a test mission. The TD is ulimarely

responsible for safe and cfficient mission execution and generally does not get involved in the
detailz of the test point-by-test point conduct of a test mission. The TD must maintain a separation
frm the mission details to ensure the mission is condwected safely and avoid becoming fixated on
the mission details and losing overall perspective. The TD needs to have subsiantial aircraft and
sub-systems knowledge to assist the atrerew i the event of an emergency. The TD also makes
real-time decizions when there are planmed or unplanned mission chanpes that could affect
Mission suecess OF test point completion.

= Test Conductor — The TC coordimates the step-by-step exscution of cach test point as documented

oa the test cards, For safety reasons, the TC has limited discretion to deviate from the approved
test procedures documented on the test cards, The TC ensures that all active participants (the test
airerew and air traflic contrallers, threat system controllers, and analystsp are ready o perform the
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duties associated with the current test plan. In test missions with multi-pesition aircrafl,
particularly those with complex EW suites, an aitborne test conductor ¢an coordinate the activity
within the aircraft. However, an airborne TC should always take mission direction from the TC in
the comtral room, who will always have the most complete knowledge of the overall mission
situation, particularly the operational statug of the threat sitnilator systems and their availability 1o
participate om a given test point

= SUT Analysts = The engineers and analvsts are experts on the SUT and its performance.
They moniter the real-time SUT data as well as data from the threat simulator sysiems. When the
SUT is mot operating as expected, these experts advise the TD and the TC regarding how or
whether the mission should continue

*  Ground-Based Threat System Controller — The ground-based threat svstem  controller
communicates the details of each test point o the threat simulator operators who will be
participating on a given test point. Typical information details inclede frequencies, PRIs. modes,
and ROE, The ground-based threat system controller also communicates information about threat
system maintenance status 10 the TC and the system analvsts, which allows them o react to
changes in threat system availability.

+  Air Traffic Controller — The air traffic controller divects the activity of aithome assets ncluding
test airerafl carrying the SUT (or SUTs) and surrogate threat aiecrall. The air trafTic controller also
coordinates the test aircrafi range entry and egress process, and handles other air space coordination
IS50E5,

= Test Airerafi Aircrew — The aircrew fly the tesi airerafi and operate the SUT(s} and onboard
instrumentation, They operate under the direction of the TC andior the air waffic controller,
In multi-crew member aireraft, mission support aircrew can monitor onboand instrumentation
systems and provide additional informanon te system analyvsts i the control room beyond what
telemeiry data provide,

+  Test Support Aircrew — The test support aircrew operate airborne threat surmogate aircraft or
airbome measurement airceafi under the direction of the TC andror the air traffic contealler,

= Signal Environment Monitoring Facility — The signal environment monitoring facility provides
an important resource too analvsts during the mission. The facility can monitor threat simulator
outpars and the transmissions generated by the SUT(s), including ECM signalz, It aleo monitors
the environment for signals that are not part of the test setup, 85 extrancous signals can interfere
with the performance of the SUT.

= Threat System Observers - The threat system observers supply information about the
effectiveness of o given ECM technigue. Many ECM techniques are visually subtle; a knowledgeable
observer at a threat site with the radar operators can be an invaluable source of information.
Ohservers need o be familiar with the specific threat system they will be observing, as well as the
ECM techmigue design and its intended effoct(s).

8.4 OAR DATA COLLECTION
The purpose of a flight test is 10 collect data, whick is used 1o calculate MOPs for test objective evaluation.

The flight test team must understand what data are available and how the data will be ohtained and
processed. Figure 8-2 illustrates the various data sources and how they are collected.
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Figure 8-2: EW QAR Test Mission Data Sources and Routing,

There are thres primary points of data collection:

Test Adrcraft — The SUT{s) will generally have onboard data recorders o caplure, store and
tranamit time-cneoded critical test data, Certain aircraft parameters, such as position and attitede,
are frequently recorded as well. Modern date recorders are nomally solid state devices, although
magnetic ape recorders are still common. Video capture devices record the aircraft displays.
directly where possible. Telemetry (T} allows selected eritical parameters to be transmitted from
the test arerafl for real-time processing and display o analysts in the control foom. TM provides
analysis with instantaneous data to determing if the system under test is operating as expected.
Threat Simulator — [nsrumentation 15 largely system specific, and should be rescarched and
understood by the data anabvsts. Common parameters are: svstem on lime, system of T time,
operating frequency, PRI and EP modes. These parameters are commonly extracted from the
system, time encoded and transmitted o a data acquisiion centre where they are recorded,
The OAR personnel will normally work with customers o provide data in customer-specified
formats and media, During flight testing, video and cerain parameters can be extracted and
provided to SUT analvsts in the control room to support real-time analysis.

Precision Reference Tracker - Precizion reference radar trackers are less impostant than they
werg in the past due to the increasing availability of GPS-based TSP sources, although they still
are generally available and have applications. A variety of radar types provide TSP for aircraft.
Each OAR can provide information about the radar types they employ. Radar beacon transponders
can greatly enhance TSPQ radar accuracy,

RTO-AG-300-V2a
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Chapter 9 - LEARNING FROM EXPERIENCE

0.1 INTRODUCTION

This chapter gives examples of problems encountered during TEE of EW and related avionies systems over
more than three decades. For each problem a root cause analysiz enabled identification of one of more
learmning points. With the benefit of experience, most problems that were noted arc now avoidable, The EW
T&E practitioner wasles less time, effort and money by anticipating and  avoiding past problems.
This improved efficiency is essential to the T&E process, particularly in an unceriain economic environment.

0.2 BACKGROUND AND OTHER SOURCES OF LESSONS LEARNED

Berkowitz, in his paper &8 Teoing Lessons Learned, summarized points with which the authors of this
updated AGARDograph fully concur:

‘Electromic Warfare sesting provides many challenges and is fraught with dangerous problems,
Fortunately, many problems can be anticipated and avoided. [The] seeret to EW testing 15 “Plan,
Plan, Plan ..." Yet despite the best lawd plans, there will be problems ... that is guaranteed. However,
with foresight and planning, at least they won't be the same old familiar problems.” [1]

This chapter, in common with similar *lessons leamed” publications, actually gives ‘lessons identified” —
better described as “learning points’ - rather than *lessons leamed”. A lesson cannot accurately be described
a5 ‘leamed” until the required action is taken to prevent the problem’s recurrence. This subtle distinetion is
important to note; unfortunately, experience has shown that it 1s diffieult to achieve lessons learned.

Apainst this backzround, this chapier aims 10 provide novice, experienced and expert EW T&E engineers
and programme managers with problem recurmence prevention: knowledge to help minimise cost, time,
effort and risk on future EW trials on all types of T&E facilities. Thes knowledge has been gleaned from
Ay contributoss, who together have hundreds of vears of TRE experience on a multitude of EW systems,
on many platform types, and 0 a number of NATC Mations,

The examples that follow have been collected directly from test engineers in the field. They provide useful
insight to the types of failures or anomalies that have been frequently experienced in the course of testing,
While some cxamples are very :i.'|'.||'_‘|:‘lﬁt and might seem oo unigue to be af any help, they are presented
here o tllustrate the broad range of problems that may oocur.

Furiher examples of learmning points are comtained in Berkowitz's EW Testing Lessons Learned and
Stadler's Test and Evaluaiion Lessons Learned from the Field Although these examples are not repeated
i this chapter, they contain much wseful information for the EW progeamme manager, est planner and
iest engineer alike, and their sty is recommended, [1].[2]

Readers are invited to add to this knowledge base, for inclusion in this Handbook's next update,
by contributing EW T&E lessons learned. Contact information can be found on Page xxvii.

0.3 LEARNING POINTS IDENTIFIED

The fallowing notes apply to the leszons and learning points identified in this chapter,

= All lessons identfied in this chapter are offered by the contributors without prejudice, hability or
commitment. They are provided in good faith 1o help reduce the time, cost and risk of EW T&E
actoss NATO and its pariner Nations.

RTO-AG-300-V28 8-1
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LEARNING FROM EXPERIENCE e

The leaming points:

«  Are presented in no particular order or priority.

+  Supplement the commentary within Chapter 6 on the strengths and hmitations of vanous
types of TRE facilities,

*  Have had most references o specific programmes, projects, platforms, equipment and persons
removed,

The problems and learning points resulied from T&E at various stages of the SUT life cvele, from
R&D through D&T o DTEEOTEE and in-service use, They have resulted from TEE of EW
equipment in isolation, from sub-system (Defensive Aids Suite) integration: activities, amd from
systems integration activities and platform-level T&E on the ground and in flight.

Maost lessons, although originating from air platform EW T&E, are considered equally applicable
o EW T&E For lamd and sea platforms.

Many learning points identified vield suggestions to the EW SUT and air platform specifiers and
designers on how to ensure repetiion of the problem 15 provented.

RTO-AG-300-V2a
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LEARNING FROM EXPERIENCE

Tatis §-1: Lewaonn Learsed — An Ald 1o Problem Returmence Pravention.

TOMIC AREA | PROBLEN, ROOT CALSE AND COMMENT LEARNING POINT
Ko the Dhariesg planning For tests, you should ldenily the expoctod 1es resulis so any Hfferences are readily | Teat time and cffor cos be wasied if the
wapectid mesuls | recogrised s, i necessary, mone daes can by taken. Generally, 1 is 100 lak: afler 1evts s tester dives o8 have a goosd ddea of what the
mmmmmmmwwwaﬁmlmmmammﬂnmu 15l penule should b,
prepase Blank dets ihoct ol tme ahe perbepa maks 5 mengal o dry run, a8 imay have boes Torts i 2 1 L
o during coleg physics Borulney, 56 eritial Bborslony st Uk aodor assets a1d DA et | TAE o ek oot T oo
An cxanple s grom belo, s
When ouil-ai-hand Froquency scaascinenis werg made on @ fmmer’ s iraenammaion signal, spaman : Al it i
signals an berw froquenscics with penwers i neodding Bhose allowod hy e spacification were desected, | 2 9 Quich Look-See Bratures in 1en
Thowe mcasiremscnis wene dixcounod smoe oedy vary b kvl vignals wore expeciod bocduae the mm"t‘w'nlmt‘?ﬂh“
hand being measured had a wareguide sutpul, which scted ax an excellont high pass iher, The tests Grumman Ambona Sywtoms: ECM
ware repeated wilh & Low Pass Filter {LPF) inserted, and the spurious signals disappeared. The LPF Fignal Meaunoment Sysicen, This allows
wtienuaicd the sirong in-band signal which was ing the s Tyser. I the expectod probleens 1o be phrked up 8 the Bioe of
muh:mmwmhdumwmumldhwhmrmﬂdmﬂuphnlm _lubag.n_n'hlmg.hhmﬂh N
signals and it may have boen croncously neponod thal the jusener design didn't meet specilleation. :‘““"“‘mmﬂmﬂ?
Whilst sppdicabile to mon svienies TAE, this risk of wasied tme ond effort i especially so for XY .
sysiems, in particulsr for RWRESM.po jamummer tests, whore the final 163 result 5 often not koown
il post-test analyses bas been compdaed. A problem discovercd then ofion messs a full re-run of
the test and asalysis
B snd The pood cause of & Burmber of preblents encountered durisg EW TRE have boen miribmed 1015 Tent engincers necd oot aaly 1o have aa
unsdees Land Problom recurmence could b provested i§the Sollowing <lar Beations were adeded 1o 108 |mamate knowbedge of the specification of the
fvicr o T and of d i EW SLIT{x) they are about ko text, bt al
v . Emmmrum:lmm wiiths of digial pulses, especially on hlasker el s Bt the ICTA)
[rscunsnts ; g ; thant pirvirn the aenconnectivity hetwoin he
* Pupcine specification of coancetor ype, sl orcanatios and plos‘sckets for equipmes and SLITRN) el ctbicr dnvicniie dind it
alnerafl comnetor, oguiprrni ba which it conmocts.
= Prochw idestiBeation markisg oo sircrf] cosnoctonscabley ael ogquipiicst boncs.
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TOMC AREA | PROBLEM, ROOT CALUSE ANDCOMMENT LEARNING PHNT
Kanirw o . F#pnrwﬂhﬁﬁmhnwwmmbhmhuwmhmhﬂmuhmmw
It facs + Formal revien of BT e paquined wh o Ll el L
Conteol s seiution custs el i dilays horve boen incusred where this has ot boen done
Jeonl'dy & Atiagh it B hewh suiggestod that exquiprment apecifeation: be niflssd 1 nclude 8 heitsr
delimtion of the on-boand and cxsermal RF covironnient, there 5 o case 1o inchade this i 10T
Thaa i, treat the aifeame and samounding atmsosphons a8 an "inserfacs” betwoen RF transmitges
and roocivers.
Adrerafl groond Hﬂyﬁhhumﬁwdmmmmmmmﬂnmhmmhdwmﬁw = Avoid executng aiecraft ground iraks on
triadi probloms - | by rumning those trials 0 the weather- and chec vl within anechoic pn air s sites durmg the winier
resolved by mmhl.mumpmmmmumm-m;mmm monil, ko optimise fost programme
of ancchaic = RF pollution inerfierenoe/secumity cleamnce for iramumissions, with sovere rostrictions on the schedule, sk and coa.
:I":.: uae af freguensy agility mmd “war” modies: sovenely limits soope, 1ime and locition of gt » Use anechoic chamber test [ailities m

s B0 cantvide best ses for mircradl

= Weathor linstations: Botweon sochaical {dosign and oporation), natursd {weoather,
arel limited mumber of daylight hours) and logisisal requirements {sced for opening mdome.
berys and canopy ) daring such Erials, a jpeneral observation by Trinls Manapers has bovn made
thail puidoor EW triaks in winser should be avoided if possible. Investigations by one PSE have
shavwm tha over 13% of ircealt EW ground iesd progresune imne wes gypscally lost to weather
alane.

Refleotions, cepeoially feom wet ground and nearby membwork on mdars mdion ECMBWHE
ESM prials:

* Microwave and millemeire wave | ion s o dent oo

g 3 phetic comditons.
o felulirpath ef¥ecis and the very low g anghes woed with respoct: o the grosssd besd oo
daoition of resulis and 8 wholly meealitic colemal envirotment srossd the sircmlk, in
many cascs beading 1o problems soen on the ground but not repeatable i Tlight & vice vera,

twmﬁ.ﬁ.m-'ﬂlidlﬂjmﬁ
time and riske, and maximise the scope off
tests possibie,
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LEARNING FROM EXPERIENCE
TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Adrerafit groomd + Funhermaore, the mmeonmol lod ramne of these reflectve surfioes makcs repeatshiling of 10w
triahs probdema resulis nlmost isvgemiible wo nimin, This s seen oy the dominang (setoe in the overall poor
resplvied by wse qaaliny of EW test pesalis other than those i anechiole chambers and has b o e o for
of anechole mrmch repeat pa-sineralk e woek,
b = In mamy EW reveiver cases much test effort has bem wasted as a revali of wsang an
Facilitses umconirofled RF eovironment, Omiy an ancchoic chansher cam provide o suitsbly cosrolied
Asont’d) envirnment
EW flight trmals | A mumber of generic EW T&Epﬂmmmmdhmgﬁ]}nm“wﬂm“ = Wherevo possibde, move EW DT&LE!
problinm sl 1y thoae mokid in Shis table roganding groumnd triaks: OTRE work from flight. 1o ground e, in
'WﬂlmmhmmeHm-mumymmmmmummmm F{:ﬂdﬂ;hbfrlﬁh;ﬂmd
« Limited marnder o EYW hest rarges, amd the limisod BT cmitler that can be i e i by e
[3ow alsn Chapser ) = Mo mintne ot and me, it EW g
o Loghzieal diffsculties and cost of using siiborne EW lrgens, ;Ta&ﬂm;mmmwwm
= Sevurity clearmoe o use of sensitive ECM madar modes.
= Hﬂmmﬂrﬁww
* Pooly dx icated Rubis of E fioe the op o prosnd-basid
mmhlmﬂmmhﬂmmﬂkmnmmmfw
filing i meet test obgertives.

Touw engineer | A prar shasdy shownd the imporiasce of having capable, expoficnced test enginecrs with @ good Loz experienoed RF and BW st engineers if
ReT rainin of 1he ~real weeld” that the EW SUT 58 roguired: aesd diesigned o work in, There i alse | @ ssmmum misk, cost and duralion rig asd
a clear nowd fora withe-ived” approach to rig sesting. Hore eniphasis noeds b be placed. within aimcralt srials ane requirad.

finarcial constraints, on cxamining system porformance against the ‘roal world', meher tha mencly

tiesting wond for word agminst the requinements of the cguipmenl speci fication.

The benefits of using such cagineers with That approsch was seen by compansg the EW problon-

Fimaling: ratie S L-to-Might st s one plalform variant v that of 3 different vamant of the same
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Testengineer | phaform. The SIL with the experienced RF asd EW engincers found four times o masy peoblems
ENFETHTCE mwmmﬁw#mmmmﬂmt.mmmmmmhﬁuhnuh
isont’d) Bound dbastting Hlight trials.

The stasdy b shownd thal theng is 4 definile regquinement for Feed-Foraand of SIL $a0 5 pertog 1

mircrafl grosssed and light s, in the form af syaems “specialists” wha menve with the SUT through

it devedopment Bile cyele. Fadlure to do this § im a lrge ssmher ol prot haing ro-foand,

re-inviestigatod snd ro-ramad @3 problem reponts durisg the sireraf) grooesd and gt 1o phases.
Impaitance of | Fommal systemyavionic problem roports ane part of 2 closesd-loop prooiss that ensurds problem fines | = Always mise systemcavionic probloms
formmally of adoquale and accepiable explanations resadt. Unfartunatcly, these reposts have not always been whien semathing dors ot or docs et
reporiing sl during EW) mviomic minls on rigs, aircradl st and Might e, Sometimes this appear 10 oporaie corrocthy. 1 willl mever
problems has alieed real problom to-get past DTRE and OT&E only 4 be then be reparted from operational gt Tioved i yom dion’t peport it!

use by the mir foreofs) concemisd. Some have cvens had adverse operabicen| et
The reasons. For this are varkd, wilh some examples bere:
= Tosi engimocrs do not recogmise there i actaally a problems peesent. This is moad oaully cossed
brr ciher imdamilfisrity wigh ghe SUTT ond s specfication {zee soparaie *Bow your SUT lesson )
o inexperience or & combination of these.
* The probhem s "oovered” im the test report Bor the triad concemed, but has then lin dormant snd
d for & sderable period of Bme or not followed upos all

& chm:hrqunpnbhuﬁwnlmﬂ,mndud [ight test for fear of slowing. kengthening
or hawisg to siop the trial.

* The view of some eng that i’ o probl
* Tosi engimer enihusizam to ~get on with lesting ™.

cannot be d b i b b

g

Even if the SUT mects itx specafication, il
o o professional engineer - vou belicve
Ih:l'c Iupmbmﬂunﬁlmwlyll'lm

I ghis way there can be a reasomed
exnminstion of whether the apecifention
Tlf mary harve abaori falls of amibigu lies.
& SO RCCUTRER G

At beat yoms willl bave prevenied & problesn
being passed s the platfom 's operational
phane smd oprimised ghe timne snd dost of
Fiscingg il a1 waerst yom wall have spent
rekatively small st of lime getting
clarification of what the SUT dhouald and
should not do,
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LEARNING FROM EXPERIENCE
TOMC AREA | PROBLEM, ROOT CALUSE AND COMMENT LEARNING POINT
RE threst asy problems encoensered during TEE of EW reociver sysicams (RWRIESMECM) bave boen T&E enygmoces ncod o undeestand the
wlrmatation el o irdequacy o, oof protiloss with the use af RF theest simulators, Points of note ane: capahilitses sl Bimitations of the BF and
capalality il » Tt enpineees should check that srmmer data im0 the threat sissslyior s ompatible | Ot thevat simralabon they we. These are
il it thett presgrmmmend isto Mission Diata in the EW SUT, Sbach s han bovn waneed dug i~ | bl spocialized ilerms of best squipress
st database crives and dillerenons betwaen thas of betwswn cne of both of thes: and the el spocashinn achvica shoukd B soughn s
mﬁhwmm -
« Tor the p ial fior & hmﬁholRFE'ﬂ-’s}‘mmmm‘pﬂmw
mmmw:ﬂn‘ﬂ-mmﬁaﬁﬂr il FEF thrat il apabihy
i roguired. The “sube off Sasab’ 1. I}Hrp-iﬂhmhﬁuu-lmlmuwhlhlb_m for
tesling some BWHR systoms, i4 conasderod hess tham adequate for modkern ESM,
5 Lmknhu:thummwmrmduqumpmw
e lest emggimer shoukd ssgmals thal can have considersble
Mhmhhnﬂ-mﬂdmhymmhhr;hmh.ﬁ'ﬂﬁtTmmm
diffierenidy in the rig'chamber envinoament io how they will on an open sir rnge against a noal
thecat emiller.
* Emitier and| soomarnio constrostiomn and vakidation prior o use in T&E is complex and can be
prone to humen enror. iately thorough checking is cxsemtial fo provent probloms. The
e of emismer walidassom iools such i S Northnop Grommssn Ambeast Systoms Ine. Envinemes
Girnphical Ansfysis (ECGAD bood com belp the sest engineer vicualive whan is happening in the
acenarn with time and does Bol te up ke hrest simalsor whilss the emilter ond sweensfio
ccarinetion aed validation inkes place, Such sools steo alkow the TEE engineer to dooble
check that the sl seenania being constncted can acsaally he catered for by the digitad and RF
pesoures of 1he thieat simulator, Without thiy keved of care @ the cosntnaotion s s of teeal
sienalatosy it g b very difficull i o, lnestigate and esolve a probiom, Bedeod, it I8 wise,
when wnisg esmples RF b examin both e SUT and the 6 set-up whsen a peobles
i firs! oecouniond.
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TOMC AREA | PROBLEM, ROOT CALUSE ANDCOMMENT LEARNING POINT
Omeboandand | Sonse of the moee mbtle, problcmeatic amf operationadly seriois. probiems cncountenod congem the | @ Dnuwummdtﬂdwmm
exsermal RF pertemmmane: of RE EW systems when expesed i the onbosrd andior enternsd RF envi P  ale RF envil the SUT
T métuding the fo soen (livtyg cane. This thom gan b broken diown sida twa aspadt: itk s inpcrabe i Thin needa 1o melude
* EME of the EW sysiesrs therms |vos: To avsurs problemfree operation the EMC specification formation flying sircrafl RF eminers, the
of the W equipmeat must sdequatcly cover the op 1 air RF cny the p P LM B R A S el i e 0
P 4 opcratic i, This ia oo always adévpusecly Goverod by standand ENIC qualification ios A e K Mom oyl e
and renpeocted probloms have bedn experivscod dating sirerafl pround and Might 108 ._mm.;gmmmmm
+ The performance of EWR/ESMECM systems im the prosemes af a given exsemal BF = s
enviranment: b this case. roociver front-eod overload has bomm soen on a member of oocastoms. | U"M_.'&S'm“b:mm
how this manifests itsel§ and the immediate snd sabaequint wamings to aincoew of yitom where
perfonmance degradation kave been the sabgect of a number of problem reports. m-dmudﬂrmnd’ﬂﬂmlﬂ
. hmukﬂrﬂ.l-‘Equqmw
wilh an accursie pictare of e total mr BF
Env TRl
RF inter- Confusion shout e apeeific meaning of the teims “RF Interoperabiliny” and “HF compatibiliny” i | Ensune an all-party undevstanding exints of
opcrability, urmﬁEwmuddll;hnkdwhphﬂdmdmﬁﬂmmhmmdﬂmkl' these terms ot the outsct and thes mailor et
iFeslion, md den EMC cb of phatfores, Whilst the definisions vary scrs prog o eminimise el
conpling and mwm-mlmammwm
RF : + ImteraperabiBily b involve the EW s with the and the rea af the
coemgalitality RF EW wysiem conmeeted, 11 addresses how RWRFSMECM cpeipencnts perform uhen

mumwmmrmmwwmnnm&nﬁnﬂIMWm
e Boat sircrall F d i thiis s & ol slogquate RF suppocason masapemont
nmhnwmmﬂmmmmmmmum

MAitemna coupling. whch has by W%mﬂﬂwwﬂl“mmﬁwm
imtoprataon o nulitary air platforms, i s 6 i i their
imatallation, the airframe and ihe RE mmhmhmmm
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TOFIC AREA | PROBLEM, ROT CAUSE AND COMMENT LEARNING POINT
RF inor- I ivolves th & ol | antenna polar desgrans and the quanif of
opcrahility, chergy coupling hetwosn amtening of groeg of sseennas anywhere on the sincnlk. Thin
aAinna coipling is ba B determined for all ston confipuraismn 8 be ised, cxpocially whers bage
congding and reflective surfaces ane addod, ¢, Mn-nlhxlmmm.ﬁm;nnhmdh
RF ing a b RY signal ge {sficr to the tesumittesyg amonea and 8 spoctrum
commpatibility uul}mmihrmnngmﬁmmqﬂnplmn]hnmuﬂmdm
Teont"d) exampbes hanve boen spen over the ywars, Anioma coupling power masiremenis o be waod by
W rmdlar racion copai pmcnt manu factarons bo eptimise receiver porfonmance and ssppoession
FNAFEmen] viniegie
= RF Compatibility Matrix demonstration is us EMC et and comprises the operation of aach
aircradt rmrmitier singly and in combinacion, whilst moniioring for sy merferenoe caused o
the aincrafi's reocivers.
RE imex- When carryesg oot flight ssiing abontly before o new RWR copabality wes dee 1o be clered for + Enviure thad saemeods has clear conirastusl
aperhilicy of qﬂuloﬂ.lﬂm i1 was found that when the FOR was in censin frequency agile modes, the RWER responstheliny for plaiforms syiem
inataliod rauler Iy alisplayed felee theeals ot siound 7 o'elock The Cronversmnent Cosomer had placed 3 integration, including RF Interogerabiliny.
= RWR separan; comtmts for the syatems svohved: * Enmmre that the engineens invalvad s
* Gipvemmen Furnished Equipsent (GFE) comract For the esdar from a symiem sepplier, MM#MFKMRE ; .
* GFE commct foeibe RWE from o defferens dsvision of the same siaben supplicr. ' s “,I:'::‘"‘menrm
+ System installathon by the fighter aircmdl company, the detailod wrarmmis ol wf &l
For “mecd 1o keer ™ reasns, the engineers in the sitorall company and i the RWR division had no o the rabar modes (0 he wad operationally,
been given the detssls of certain FOR modes. When the probleam was paspoteed 10 the inlemction = Conduct installed RE interoperability
betnen the FOR grad the BOWR, the Cutonny wis frasirated 1hat noes of the 3 commpane i it testing O classifiod modbos in an ancchoi
imvitved winld sceept lisbillty (1.e. pay for) ing the problers, desplie high level presuse from chamber as carky as practical im the progect.
the Customer. (hvang 1o operstional srpeney, the RWR was sccepiod for ety o service with e
knsorw prob e (ha 1ok 3 deraitle armrar oF timg and ¢flont §comamerisal and snginering) o
fix retroapectively,
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Ensure EW Adways run & complese 1-deved repaar est on the SUT (ineluding seritivicy and power bevels) before | Lise sppeopriase processe o ensurng hat the
SUT It s 1essed o0 am aireesd], snd mopeat the diagnostie after taking sireraf dass, I a SUT fails pan of the | SUIT is Fully servicesble prior o
wervicabs iy spcond B-lvel i, ol ity explan why' Bhal SUT Eadad mrerall jeis, For example, an BWH missed | comneneenicnt of lobag.
T B0 Best idenlifying cvitton i o cortibn guadan dunmg an op | st AR nepeatisg an [-hovel s,
it wa later o et @ B Faibizry bl d and thore was nil 3 design deficioney
with the RWH.
Where mre e | I is rare ghat o compleichy new EY or other technology i imtroduced 1o a platform. C iby. | Fooas the TRE plan by-
probloms man | im general ferms, amother it engineer, somewhore in the world has already *wallod the paih’ that
EW you are about 15 walk when dessgming an EW SUT or planning and conducring T&-E cn that EW :q,ﬂmﬂwﬁm""mhh'"m,
Iskely b b SUT on & panticelar platform. EWV equipmend of the 1ype snd‘or senne

Dhespate this, imiomational experience has shown that many enpineers, of all disciplines, have

appeared do ihink ihat they were the first o design, insisll, iniegraie, ng-test, siremfl pround light
tizsl o equipoend of o particuler geree, .., o mdar, o flerechalT dispensing sysiem, o RWER. SUT
drsigns and nest plans have heen gencrmiad from sersich sesd Vew, if sy kessons have been learmed.

In this way many f = ineilazi have been e | praject sfter project, within
and agrias Nation,
[ Hbﬂﬂﬁﬂﬂdﬂlﬁhﬁw}'!ﬁ invemigase mlmmhuchmmmodmw

Lt i

prujects d g EW o f
with the SUT ||mrm TRE probleis, memmmmm bl g mast likely
euinl on & sew srwed RF decoy by imvestigating where problese egcssmad on prior TRI, and with
tbe TiE of those THDw cnablo:

* Problem peetvontion (by SUT/platfism design of madificarion): asd

o Taikorieg, fogusing and optimising of TRE philosophy and metodology, peocodure and failine.

youl e ahout o fest
» Wherever posuble, talk face-20-face with
the designers and testers of the prior
wysems,
Il pecessible, we pricr problem ropors
on & given EW cquipment type o
Imlizate where peoblems might be
A the sien of 5 pew peoject. 8 rus-
theough of all previous peoblem sopons
{ehoredd or caberwise) for EW aquipment
of & simalar preee i highly ldely fosave
voriderably time amd cfTor in the
overall T&E prograswne,
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Venfication via lemﬂﬂmmulmudﬂmuﬂnwxwmmlﬂﬂw ' Mwmmmmm
‘read serons” Verifieation Matmecs, which used the gerene veriflcalion evidesse clanges: Beiidh el sepos of
Tiest anl Dhcirsoristration, Thas pisgect henfined picstly (rom nelisimg s opptusty of resd scims mﬁfm:ﬁ-muuﬁmm‘.
af relevam verification evidende From prior propeces, reducing Both vrerall project cost and risk. 3| Bkt ) vl N il
Some mad scrmas wan definal maumed ol praject tsc! and mors was identifiod and realised via the apprepristely eovigwed prior s ue,
risk amad oppoitunily masagomm progess. mm'!'m inthe "Tew' and
Two kwucs were d thant, with hindsight, oot have Been peevemed: “Amalyues” verilation caleg
* Somne verification evidence from a prior projoect was (ound 1o have been mocespbeie andor * Conginually wmch out for further resd
imcomrect. This project s Facory Acceptamoe Test process anil procedare tappad these fow BCross OppeTEEEics, as i i pencrally casy
L tin penlise the ot | time | ik benedits.
. annuinhpwwuﬂumhmﬂmﬂummwﬂwmm
e Tocen| prior had adoguaicly tbukndull}mrl'lmnﬂ h‘hﬂuﬂ deliverabe. This
proved not 1o be the case and sigmificantly more iesting and I Wi rog
M“mmmh&rﬂwdﬂmhhm
Dhon't forget mhmwmd’mwﬂﬂmmw an opsch-loop radar = Urcake ground and smcr-platfomm milti-
multi-path? Ertor in a NIITL lst v, The RWHR stilised o four-por amplitude comparison path represestative of the planned Might
mmhmpﬂlmrﬂmmﬁmmwmlﬂdﬂmm trajoctony during SILHITL ssing by
measurcmecni fcility wore programased mio the simulator as a fimdtion of angle and Troguency. coupling @ sample of the signad with the
Diymarie: 1638 scenasins were devedopad o evinc s the sysbem U i specification limsts, The tes anticipabed delny aml reflection i firaction
seznazion weore o int-2 el model that prodictad the divplay for the entine & mimgts soonasio, W*ﬁﬂmfgﬂm":{tﬂ
The sysiem was designed g oaldy keoi for sis difenem kinds of drears. Theeat froquency mages and mwabel-path w. =
scan end PRI values were varicd ever the radar limite. When the display prescnied sometking :
different tean the digial meoake], the conteacior was allowesd 1o change the sysiom algoritkns pngi| | = B mimdful thas, especially for aicradt
the st s opimined. This sook 3 etk of eiterisive laborasory et timie, The syster softwars EM%FF:W““’F‘T;“'W“
wan then “Yrowen™ amd parametric data wire sooandod on the capabilisy of tha RWE. u"“'m mb"' chango
chamber ond SILTHTL sk
RTG-AG-300-Y24 §-11
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Desn't foorger Wheen 1l systerm bef the Raboratory evervonm; fell i sysiom would perfonm oustanding deting * The alrceaft’s fiores configaestion,
mulia-path! gt tewt, Heraever, durtsg the e (pha wisen only ong e was eadealiog, the RWR diaplayel g Fuel ks, soapons, pammer
{cwni*dy I il sinermetiries thioe dyenbals @ rvatly varyemg anglos and ranges! Alber analysis je was ks, o, angrsficantly allers the rarsber
detrrnined that the radie sigmats wane ol only going dircoky sio the atimisa 40 be processed but of reflective serfice mvolanl, Roflection’
the antesmas wers mmeciving the sigmal refloctod off varous. parts of the airrall body, The ankmnas sfFraction m somme cascs is Farther
were ing the same sigmall from smltiple paths! Smoe the signals were roocived ag slightly comphicated by the nov-metalls materials
lifferent fimes and ampliindes, the sysiom prooessod thim as sepanale signals. A groat deal of time e Ao are mad from.
and moncy was spond finimg the stponghms 1o comelsic the signals 1o 8 single emitser. + Compuation Floctmmagneis Modelling
can help prodict teat results and mvestigale
arry problems encourtered. CEM cam also
mm-:lm-ngWSLlTpnﬁrmm:
againat dilfercst siores comfiguritions
wireraft sl progremme and
buscbgens ususlly prohibir EW SUT sesting
for gvery stnees and ateceil confipération.
M&S Problesm ensousterad ang disosasd in Chapler 7, Sestion T2 T, St Seetion 747,
credibility and
Fitness for
U
The high valug | The kack of suitabile viden neverding of EW system amd other displays during tig and asrcralt ground | Always conshier the mse of video neconling
of vidoo flight trials has kamperod many irah over the years and made imvestigation of some of the ckied | of bay sircrmfl displanys daning EW ground
m:nﬂilu: prodiema encountered difficult and time-comaming. and Tlighi druals.
LW'E“ Wit roconing is 2 well-cetablished diapnostic sool. Where it has been aveilabde snd b wsed, i
ng

hias b lpodd tent engmaers gesckly home in om she root ause of probioms ansd bas aided the
idemti fication of selition options.
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Samulazion vs Thie samulazion/ srevalanee wsue i ampomant o EW, mdio and radar syssems. The fPLaform A EW | Use real RE sysicons om SHLs and in anechoic
Stimulmtion of | 1L experience has shonn thal moat of the RF imseriace proddems i pould have bees found on the | chambers ue
REEW SUTs | rigt usbig the techiniques sind te oquipasent mvilkible in fact were found. The bullc of this work was v Minisnive BF jberfs pesting
dune by bevw poweer irradi -:1‘ with & lesser assount of direct, cable-connecied o il oy
i wmm vam.ﬂwmmlmw”mldm s »
dircet signal injoctson at | i i s i that e End-toEnd somespt m‘"‘“‘“"”””‘“'“‘“m
shoukd sy — 1.6, oot the symican o an i wauhd b ihc aiecrail. This ivestigation has shown PREISRCH ook Senl:
that 1he enad-to-end conoept s robust for EW systcems, with some conlidence that masw of the RF
imterfcy probloms woukd have ot throwgh o girorafl had it nol boen for s approach
There b baoen & marked reluriance b0 consider the use of 5105 in this arca, peobabdy sicereming
Eroe an incoenplets understsnding of the power al the rigs as mvesligstive and diagmenzic bools for
RF probdems, For example, the [Flaform O] radar- RWR microperabslity problim entaikad exteemive
winerafl groessd Teaght Rreals for soeme theoe years, Alhough 0 is sccoplod that airfimme ¢fect oould
unly have been examined om airceall, 8 helicvod that mot of the opti ol RF “windows’ &
the RWR could bave boen carmied oul using @ real risdar o The [Platforss C] SIL This it s
s huhod that mvach tinse and oo cold bave bom saved i Bhis anca
Bypasiing & A rewlll of deliberaicly bypasassg beats va & platform’s SIL. problesm that could have been New o upgraded EW ageipencnls, o those
platfoams SIL | discoverod om hat SIL have sulrsequemly been disconvensd dunng EW on-aireraft mals, nesulting i | previously fimed w othes pla fomevariases,
iy prodlema | 8 bighet coat-to-find and cond-ta-fix, shoild fol be stroducad 1o an aiscrall fips
In three cases this occarmed on the EW systems of [Platforms & and B): ECM, blanker (RF Willrt i, Ihioegh Exemal sysiem
suppresason eanagemen unit) and CMDS The reasons an: vazied why this problematic shorcut intogrstion ests i e SIL for that iype.
wirs takem i ench case. Some aspects ing lude:
= BUT cleared Gor sircrafl on the basis of tevts with the manufactuner’s st set only,
Hmmﬂhg.lbmymhfmnlmﬁﬂdm\mﬂmphm:)wwmby
“irisld and aror”, In pect the trialks bl the carlier resalis g
“potally wiosg™,
= Faslure to recognase that $1Ls have a powerfl rode 1o play in RF systom bestiog.
MDA 0 9-13
TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
St e limits m:m&mummmmuﬂmmuﬂmm:WWWm e T s bl Timesgale sucoess peobalrlity,
o the il the nieial peoblem eanmed he readily underuood, | sspecially om airerad] grosnd mmals:
troublesdboot g mrmwmmmwﬂummwmﬂmm + St o lniscd time for isvestigation of &
prokiem. prodilem afber srmumtering it peioe 1
As e enampls, wieks were spent Inving o uneover a probiom wiach was camad by an avionics relning i evoeuks the neal bt & the
wvslem combracton Bymg onc side of 2 maliples s o o pin Bbclled “no connoctnon” a1 the svisors, plansod soquence. A mullc of thumb is up
ared the airframser groanding the wite poing 4 (he "noconnection” pim 1 the airframe end, Wh the 13 4 hars.
cable win attached bo both connociors, The bus was bong shoriod B ground. ARl icsting was. dioppod + Conduc Rarthor lrves
until the peoblom was Fousd. 1 would have beon better 1o Bave spenl a day or s, then costinoe with ;mmmmm:n
i crginial bests, and iry 8o solve the probiems in parallel. sococnce oncy he suing plamd
sequemoe has boen comploticd.
Understamd [atn mmalyses st undersiand what is being mesmared as well s the precision snd accuracy of the | 1 s ritical that dain analysis underssand
tEming memsrement. Resy time i ¢ of performance in EW RF receiver festing ond | what is being measuned, bow the MOPs are
refaiinnpshipes, matkoes o good example. The resposse time caloulaskon reguires the analyst w know the mifial time, | specifically defimed, how accuralely the dain
messuremenis, | Lo, when the mder begsn o transmit and the time when the event of interest occumed, e.g, ihe will mllow the MO w0 be caloulaed, snd
sl imcertainly | RWH displayed che relatod sysabal, b s sielate o tee wpeciffied system
TequIReTEsls,

The OAR post-mission test dais will inchude the “CN" times for the subject mdar. Anatysis mast

Mmuuﬂynhl&umu.hh&m instrumerted im o number of ways, Theee common

thods 3 thelr e

» Bwitch Poaition - hm“mm:.mﬁmkm:hhw
Instrumenting the switch position tells the snalyst when the operator communded the transmittor.
b turn o, 1 doss maot represont the dme that thee marsmitter achually begen mdisting. This is a
potential oror soarce, smce there will be o tme difference booween the Gme that the switch was
enpaged s the time that the oeswmitter begem mdisting. This teme differenoe will vary by
wyuiem and cam even vary within a <ysiemn, for cxample, o trasamsities that is wanmed up may
come g b Tl poweer more quickhy than o cold one.
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Limerstamd = Dbara Bus Message - ok radars and crnprhry sty Tl elemcaes and
liswvng can recold whes e Heer b0 engepe wits som) an the dsis bus.
relalivaships, i this cas the imstial fime will be aftsr the op doud b tRer 4o hurn g,
meanurETels, Thm-alhuIb;mnhhmn-dummkdﬁhshinhemﬂ%u
wad unceriainty tha wudich poastion, the smtnamcntation systom only roconds th time that the tasansision was
foom“dy oommanded to radiaie.
* Radis Frequency Tranamitied Signal Power Lovel - 5 RF dotector mesvone (he signal
output power lovel ol the trarsmit anionsa. When the ssgral fevel exconds a prodetermined
threshold the insbrumentation records. the time of the event. Thes method can st times sctually
mdoce an vl anomaly: a negalive respoms tme, ie., the SUT noociver detects the RF
sigmal before the instrumensation syssem records that the mdar is tressmitting. This can oocur
Ieganmse the transmased power mmps op in amplinade and 15hes. s8ditional time o exoeed the
reporting trehodd. This is most likely iooocour whes SUT reosiver is fis and very sensisive
anll ihe pacdr bad & relanively hong ransp o neme.
Esch ol thene erethods can i dibce ertods. newd ! meceriainty,
Record SUT kmwwwmwmmmenmnuﬁmnmmummw = Al best engineers gl b b very
denails and 1es1 | measurement dats becomes wonhless when & quastion arises lner sd the exact 1est config diseiplised in this regand and trest their st
coafiguranos | cannol be ascemaised or prercaiod conlbgretion like that for an scademic
Although simpls, sdnious sl begging e question ~Why b this even in a lessons Reasmad Tt 7™, ooy ial
Intereational expenence has dhosm this oo be s insermivenily recurecst and fully preventable = All Becessary dats must be recofded 1
prcddeny for cver 30 yoars, crable a thand pasty, ot wome later datg, 10
enactly replacats the 1638 and its resailts,
RTG-AG-300-¥ 28 .18
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Monitor the Fe inns on the power ling due 1o other laborarosy equapencnl bing turmed on o of muay offecr |« Monibor poser lines in the Ebomiory amd
st line the: perfoemass of the system being 1oaad 1 the surpes mre outsdde The permansd Dimie of MIL- during asrerall ik, a5 voltage intemipts
during bcats STE-Ti o the particatar SUT spociliation, fll SUT perfirmasce 1s probably ol roquid s @ B ansicnits, and wurious e hefsoas:
shouldn ™ be clissafiod an o101 faibere. The s s roe when ground tets ane porfinmed on as sgrals. hang boen the e caise of &
mﬂmmmlwmm#mmﬂw-lmﬂmlrkmlmT mumbe of probiema with EW and ather
ally i unimg the wrong conclusions about the system’s VG pauipmoTs.
porformance may resalt. Also, mhlmwmmmh + B ever mindfil that Bt equipmant cam by
A dhsturbance amalysor wiix flown in & military aircradt i iy i dotermine why e on-boand jammer s problematic as the SUT wder fesi
el BWR were oocasionally resetting. Ahﬂmnﬂmmmmﬁdnpﬁr Mever discount TAE cysipeent.
C ofthe aircradfi power. Since some off the iansiomis socmed too high, the disturk W containing software, a5 & SUT problom
ﬂdmhmﬁﬂﬂmnmfmmmﬂlﬂmhmmuhmalw contritertor until you ane doubly wure this s
il ks ool eroncus “wrorients™ on phase . The disnarharoe analyser had an e
mﬁmhgpﬂnhhuﬂwmhtﬁuwmmﬂmlf}hﬂumnﬂpﬂm
E o of A ezt ail” probl Bave b caperi Immmmuu&mwlymm nlhl:.uuppm:l-:hnpdwﬁ
coTpomenl &lﬂrm‘.- '] L% Teap time. Theee files are provided: tmmng problems speess on s spgraded SUT
reapunss e + A coerponent nuun‘uwmmmwcwmwlnnlmwl‘muuu m]ﬂmmhmmhupmw

harving & fiser respoaee e, The st discharpe tal occurs dening sitome eeficlling was
o aemicad by the 10 mnd essicd wywiem smscepiibibity. Therefor:, unils with Ui s par
b wirtkeod difTenently die 0 8 subts: change = 8 replacement componnt

A comgarieon path in e recetver of & pmimer would pocaamally Bave insonsistent resules.
The problem was iraced ve o masufscturing chanpe made by o seppbicr on an 1 that resuled in
& Fasid ramiponae Timss, TheneBone, signads Trom oo path were amiving @ Lhe compasison circuil
By it Lo b comparcdd with signals froon asaoter path,

* Anamrcrall's new Blanker boy wirked loss well than i predeceuer, The newer companenss
eperited sighifcasily quicker than the abder comsponiats, The original Bankes bos spmﬁru-m
beocause the “stabe ol the e ﬂhlmﬂﬂwmﬂﬂmwﬂmﬂm-mnm

muﬂmﬂymmmmnr
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Determination | As part of svcoptase testisg o HPM signal was spphicd i a sysiem and no demage oocemed, When | = Teest poims should be seloctod eareflly
A i il a o power sigianl Wwas begiat i the spalent, normall systons operation wii obeerved. Himvever, sl where posiible, shoald B cdamen W
lzmits. during middle-kvel pomer bostang the dystem sulffoned damape. The noaon was that a Sub-Ministun prode the Soroct operation of & partkulan
AEMAR efberw connector betwiven the systes”s sntdnna and nivevor casmod the HPM signal soare. whenment off Tunction of porformanss:.
This arcing dissigaled the high amplitale mongy befoer i machad the roeciver. A middls % adl achecting - o —
lzvel did mot arc across the ShA clbow oomnodton. but the power was high enoagh 1o bum et ;ﬁhrmkﬂ;:mim
ehectronic compoenemts in the reodver. prioblbos Bl omerg baler
In anothor imtance, the abdlity of the mtomatic recovery corouriny of a sysiom o respond io the bas
of perwer for short mtervals was tested For keses of asroralt power for 2 durstion of one microsecond
amed | and 10 ms. The systom continued i operate - tharough the short microseoond diopout
off power. lis opention ceased during the 10 ms dropon of power but it automatically recovered
when power wins reapplicd. The sysiem never recoverod afiera | ms deopout of power. The reason
wars that the sysicm logic was prograsemed (o handle one thing an a time amd it was still soguencing
\brouph ils powering dows ruline when it recenved & signal o power up; e logic wis nod in plese
1 scept this command so the sysiem just hong up. During the 10 e powier drop out e, the
mmulmﬂmmmmnmummm—nﬂmw»wm
no e p Ly Suilbowed U
Radani — Radomes are wiod om atrcrall mon fdas, jamimcns, RWRESM antonne and ether RF tramsmitting’ |+ Radomes abould be flly charscterived
characicrisalion | neceinving anlirmrms, Yarious problim afTect teir use and effectiveness, most of which imspact all afler danmage repair.
o] poas-popair | ypes of radontey, el ware — m»mmﬂm—mmmwmmm + WWen nveer rdars wre Briod inio oliar
lesling A noo radar radoenc sorves soveral plry Fama, i1 deu an | wcally correl shape o warerafl, the redomes nood 1 be checked B
sy aimira (Y s, Wummmlrﬂulmmmrmmrwum e Pt Irassission of te new RF
such as ramy, sand, cbe. W must posform ghoss tinks and remanin cloctrically trassparent io radar onergy and the sew iadistion paiten
exergy. whilit iramsmatting and while necervimg. The meagure of s "transparency” 1 known as
trmamission effickency. Thae radome mus be designad for the particular psdar rnpuency by
mtciving the cross-sootiem structure, thickness, diclectric constant, snd matonals. Final iostag is
pﬂfumlunuﬂhm:thm‘hruﬂ.dmﬁmﬂl:ndﬂm]hndﬂuupmdywmn
RTO-AS- 1005 LB b
RI
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Rasddarims - desrugnd, amd then s reparmod withou using proger peocadun or wating, the Mumsmisson
churacterismion | efficiensy may be impaned, Figere 9-1 shows the Raremission of o radome which had beesy
ased pad-oipant | igwopcaly repairad i 8 noss area. The “turve™ shoubd normally be fat
tirsling (cont"d)
E‘u_ -
I'ﬁ
iﬂ O E
:.-- 4 -I.§‘I 1II = '-' e
At o iarpe
Figura -1; Transmission EMiclncy.
Asam be soom. e area direetly ahoad Bus @ wone mansmisiion cfficioncy, This can have a major
operational impa because an airoraft could be flown into s bad stonm, thinking that bettir weather
[wwaker retumb was im the diredtion sirsight abesd, It is postafatod that this is what caned a2 last
one aircralt accidost seveml years ago.
In aekdition b0 mat “seving ' woather or trgets in selectod directions. an i Iy designed or ropained
Flliummcml-nfﬂmh:gﬂ:nshuﬂwml-wﬂ-‘ Ilh:;wun.ll.ltnw_pmid et may
depict o false *storm’ ahead which is 21 a distance that the airoradl is above ground level.
-8 RTC-AG-308-WTH
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Radomes
chareserisstion i
il poal-pipant Trve poriar of T e Arbanra,
tesling (vont™d) ahued o
| ]
o
This el
oo B3 L £ sl
Figure 8-3: Radome Ground Retum.
haoe: Figunes ared background material contributed by Bien Mo Kenie, Director, Tochnology amd
Enginceritg, Norton Perfoimmance Plastics Com., Ravenna, Ohio,
Vst ata Drring tossinmg. data aee froguontly takon with several ek sotups (or yos) in onder o acmommodase | Sebe-handing of tosts, lora vanity of roasms,
CTSAOVET iliffereni memsurement scabes or imvinements covering a differont frequescy mnge (or some other is oommonly required ta fully oover o
regics variable parameterl. | i wise 1o v that dats points overlap the ranges of dats messuroments particular ST performance measuee. In this
amd that the resulis i this cooss-over region are semilar, if nob identical. mmﬁﬁum‘[ﬂdhm
I caes. where difFerent bandwidihs arc s in the amplitude mesurement of paleed signals, thore | *efifivation that data clements i adjsccm
miary bee @ boss in amnplitude since o basdw idih may be namower, bat the difference shoukd be sub-bands an: identical {within measnemens
expliinahle. 1f there s an unexplained difference im the cross=over region, the spectnsm ermarfor fully and satisfactonly explainale
iy e ssturmled by 6 strong cast-of - band sipnal. 1§ an cxternal 16 d8 anemitor is insened, 5l daes
should drop by 10 dBL 1F mot, sn RF 13 nesds 1o be sdded 1o repect the seterfering out-of-band
signal 1o pet valid messeremnen.
RTG-AG-300-¥ 28 LERL
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Don't ruke The syibermavionic problom feport i the primary method of petisg SUT peoblenss fived. To aid ' Emwsmm-mh:pﬂdmwmm
itk spaaddy resal withous the nesd For subsogasnt investigations, (L i impanant that the =1 peeeiae, ensive and
whin repurting | cganeed proiade i comprelensive and conpiele a reeand of the problom, wish spportsg cvidoms, eampléte, kn peneial, 'I;hl'h!‘h’h
a5 prossiblie, Thae report shoald abio be accurate — twio examples folliew wisine sn incormocthy madk: problens roport. the quicker the solution.
asssartyption hindorod rather tham helped reshtion of the probicm: + Prosion of photos. Bgures aad other
. \ﬂm:ltFCMmmnﬁﬁhllymm-limﬁ.itmw 1 have iransmutiod evilenee thal migghl bsip the oquipnssm/
on the camier dock while in the reovive mode. What sctually consmd was ihe trandmi light adfiware sopplier 1o pinpain the probdem’s
Wluminated vhen the RFCM syslom was in ihe reoenoe mode. The wiiness assumsed ihat sxince ol cmnss is siroagly recommended.
the transmid light was en. the RFOCM system was Insamitiing. The RFCM swater was found | . - thoubile chock:
S v iy o he sl ght Tt el bimchvecieatly Wisiionte b At e ot | s R
Hmhﬂmkl‘a{ﬂ_l}mn{m
* In another case, s | el da § ko it bz alber ihe wmpei
wmn&hun Whai mlymrdluﬁmqmmddpm-w
condition siter the signal was withdrwn, snd inatesd of iransmiting & bigh level signal, ondy
beviv level nodae was irmsseniticdd. The transmat light Hleminated the same bui the ool power
s s g themmaly oifferent. Fimding the snlution g the problem was delayed due w assuming te
e taion wis the same became the light didn’t change insensity,
Os-alrertfl BF | Symeoctry of RF cosplmg, based om 8 simple view off it and reeeive Len | Sy ¥ of ee-atrerafl RF couplmg path
conping 1IMhmwmnmnml@:mﬁlﬂllmmwmu shoiildd et B asaured, expecually whes
et 1 l af a uah-sct of physical measuremess on that airceadl. For ke iF WR ing 10 justaly s reduced TRE
may not b ae icbcntacally mourtod at the Sop catcenitics af both wings, then coupling froe an in-band BF programme based oo thal symeneiry.
symimetrical | rasamitting assenna oo B Lo cente of The Tisslage 1o any of the RWR antosnas will be very + Anteasa paeicen modelling should be wed

sinidlar, if ood ikniical.

'lhrw“m-\furtmnl:lr. whert i RF coupling is sammmetne toa groator or loser doyree,
For example RF cospling, which may casss interfinenca, from the adar in the soss of the sineraf o
symmatrically kecated EW (or other) astomnas om cach wing. may not be imiscal. |1 he radome for
the radar 15 hinged om one side. the radome material will be thicker on thai side snd will couse moee

i peodact e lovel of symmetny bikely o
oicur on @ given platform, whach should
then b validatod by a timiled set ol
IMCIAGEOTR N
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TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Or-aincrafl RF | aliomsation ta Bhe hacklobe of the mdar signad that could omeple 1o other airradl anmnas, [T
oompling meaauromenia are only porfarmed on thas side. no inberforenca or redwood inderference ooald be
fimorferonee) | maasured wheress the “mirror image™ antcera on 1he other wimg could be recciving mare signal and
may mod b iherefiome maone i forence.
symmszirical
feont'd)
EW man- Sa-opetirmall MM 18 & commmmon (home nanning thnanch masy of the probloms proviously soen dering | Esgage EW T&E engineers and aincnow in
ma hine: EW T&E. In sime cases thane has boon scathing oriticism by aincoow and enginoer alike ooncoming WML asacsamonts during the deigs phas, o
mizrface Y display p o, incininess md confirgon caused when brying So e il ‘= enger’ minimnes probloms at the ng and aircraf o
The execution of MM assessements carly in the design lili-cyale, g b more often the case nowadays, | phase
M}‘dmwﬂumﬂfmﬂmmmmﬂmm.nmimmwlrmm
b= fix
How 8o kmovw if | Wihen a SUT passes Interemediste-leved i1bevell tesi, then fails in an srersf, and Gl o repent #® If m sevvicesble EW SUT & figed to an
the problem 5 | Ddevel dead, wospeot ssromfl winksg i ihin sequomce occarmed in the sanse sircrafi. For example, on mirgrafi Toe ihe firsi ime and ii fails,
the avioans, one aircesit carmer, seven jammens were mmied in e sirerefi and sone of dsem passed selfoest All issely cuspect and investigeee the
sysbem of the mmbq-m:l-hﬁ-dwn.Fiullj,mmiuir&;ﬂ:huhﬂdlndnnhﬂnhutmmdmhwu adrcrail winng.
ki basrnaginng s jammer il e cirvniy. = Unless praveadable, do nod it & replacenion
mlmwmihﬂm.ﬂfmun:m&mmlmmm SUT until the faulty original unit has boom
mircrafi wirsng. ph | or investigated mnd the aircrafl and ity winmng
. lnmmammwummﬁhtmmvwm wad supposed 1o | chearod af mvefvement in crusing the fault
Be; activanad i this installstion wasn't ob quenthy the fammer Gl flight rests * 16 serviceabds SUT b ofF-aircraft
agaiend @ eertain rwlar, re-sundinmed as still Bsing soniocable after
* In amother case, e ystem power sopply coolant was low; w0 when the jammer was flown, the Eaillireg oo the ircraf, initmally sepoct
aboshing, shiffing coolani uncovered high eleciromic components that arced dwerehy hrokien wares or inenrmect, faulty or mis-
canriing o fibere, In e Flevel vest facility, Hmnummkudhlhtlpmlhmmd commectod commcions.
i fuklure occureed. As a rgsull, nest prep s wene oh d i includs 1esting
-uummuwnmmmhmwm
RTO-AG-100-VE Lok}
TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Tryvoarmange | The sest engineer cam Belp himbersctl by desapning sears that melude an element of “selfchecking’. | Where possible, deaign teas thar nable the
Twa examples are ghven bene: e engimecr (o quickly idestily o’
5 * When multiple frequemcy were made of & jammer's. fre thiee T afe priscod.
AT A y. Le, erhnd.mrbnﬁlihﬁhﬂﬂquﬂh.mdm-nrm
ahvious uhuﬁthfnmﬁmﬂhmﬂ}mmmm
mcasaremeats were made of the lower frequescies, i was necessary 1o ose o Low Pass Filter
:mlmmmmhmMﬂLhmmﬁ:mmbﬂumm
ghe Filier was inadh Bl d, the fr renge wan extended high
maowmmdmmMmMMLﬁmmwum Therefune, all
walil sl a b ing slope in the jammer™s thermal mss o the upper il
af the memarcment fangs.
= When i isodaiimn teals were pers d om jarmmmer on an aircradl, e
engineer abways performed the fest taice. The first teat bad the encrgy sen dinccily inga the
specenem analyses, Duning the second tesi an ewiernal [0 dBF anenusor was atinched o the
anadyser. Therefore, if the smalyser's nolse Foor was being measuned s the fimt sel of data
{withoul an sncesmion), there woubda’s be 5 |0 dB diiference with the second set (with ihe
attenuator), ig., dets were invalsd and the isolstion was grester thas encavured,
SUT Even if you have donc 8 very pood pob imder the TEE period with @ kot of defined tov cands, shere | 1258 very importest 1o have a very “penierful™
insmrumsentation | will always by sinestions during Mght o8 operticens that the SUT docs sot Behas s in o correct way | Intomal recesding syanem dadcniad for EW
and data and which was mn defiesd in 1o cands and perhape situations thas are difficult 1o recreate. Tossake | purposcs in every military alrradl, expecially
reoonlmy it porciable to analvec thal Lype af problem i i toha a Jang sywicen running all the | thoss going &= harm's way.
L.
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Airlianrs The: Following exmmphes, altbough eeally desipn amd BCD issues, are typical of the me subthe o HheBore westing on SILHITL sigs and on
necd 1o know | inssallation problema thar can pet through b airerd 1o be found by 1he asiule 12 enginedr: siferafl, engemecns shoulid becume famibar
whil + I one case, the famser manufbstarer exiimed that the sydem’s cooling ekt fiss would not | 1l e SUT spexiBeation aed sidevat
wiomicy b engaged in a ramm gir-gudlod aieerall because o fan disable swilch woshd be depressed whn s
g gt the confing plenium was altached 0 the from of the jasmner, The mnframe manufacturer didn't | = Altcetion should be paid i e operation
thinkinz knoww ithat and deiipoed the conling plomem with a o=t b0 loave e swilch alone. The of om-aircrafl, Froc-spaos BF feodback
jamumet cosraceor didn™L reslise it until ooe sechmical repeosentstive roported heatisg the fans Teps s used oo any RWVRESMECM
rumming whale ihe airorall was on the ground. Theie should be replicated or
¢ I another g, am older jumeer selicd om the external coupling of the jammes sutput b e simulation om SILITL rigs.
Feveiver o compietely (Gl the imemal boop delay line with RF energy. The jamesr installation | = These rigs should inchisde the sans number
oaly spectited the samimum external ring-asound ailcnuaton and delay bul ol the mankmsm and ype of inlerbocks and switches as are
walugss therefone, soms aisframers thought thal mos stlemustion/delay was better and nong of inadalbed on the aircradl. Tedt procedures
the trasiasiticd sagmal fillod up the delay B, A5 & resssh, the Batrianitted signabi had gigs should by caver their oper)
cach undd o bunld up the tramemitsod pulse. It sbould be noted : . .
that in this case. even f the cptimam asenustion and delay had bovm obtained. the combining of I.P'“‘:"':ﬂmlﬂ::’hm_:'}'
w0l phane pulsespulse sag) A harhoss, the airlramer poods the Wheels' (" Aircrafl-onG; ) vt
mﬂmﬂmﬁmhmhﬂwwﬁmhmﬂhm e il ik ke B mi he ook
imatallathon al¥ect the sysiom design
of many past EW SUT snd TRE peohleem.
Mulugde An wnvestigation of DAS TRE rig and atrcrait grousd Thight traks dusing & many-year developasen | To minimme the sk and number of sopeat or
reponting of prograsme on each af o platfonms fypes showed that - with the beaefit of Bindsight - masy mose | duplicate problens PeporLs of & PRogTamine:
EW/ Avionn sysiem maomc problom reports had heon estsed than was nogeaary, This resulted in the two * Alvways adop s Integreied Test sad
problam programmes buing longer asd maoos costly Bhan they could have been, Evaltiation Appreach,
This experience b known Iy b b gencth: actons the EW T&E community, aithough . Where Jlar variant of EW
e aml predusy enhascersents in recent yeers have sproved he silstion. The neasan for wﬂmﬁmfﬂ“ﬁ:wmﬁ
dhipilicated problem reponts fell imso thive cabegonics, thone: platforesvaiants snd s te be fied 8

anather, always sreet o and clnad

RTG-AG-300-Y24 L]
RI
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Muliigle * nitially rarsod on SILHITL facilities that were re-investipangd and ne-raised on aingealt ground prohileen sopors that werg maisod on e
reporting af anclor flighe priale. Seenctimes the exact same problem i« rabed o the Fp, sererlt preumd ea carfier platform varism,
BNV Avioan: and flaght 4eik, wish the lalter tae duplcabe niport sdding nothang b Bhe onginal oo,
probents + Raised on EW exuipsment on one phatfons ryps Thes ro-rassed on the sing of very similss
fzoal’d) cxripment fissodd on asother plafiorm fype ol & ller dale.,
= Which are difforent facets of the same problen.
¢ The single rood cause sdennficd is inadequate vissbahity i ALL valval dkpanmentaagenics.
of the cuistene and Eelew statas of problem roporte.
Ul mnd Much EW T&E work i the st two devades has been & the asea of relstively hiph power on-board | Use divect wideo reconding, off degpley surfaces
limmaasion off mﬂm-ﬂmﬂmmﬂiw Measuremest of mierference has odien For TRE inwestigations of pmmisg and viher
wideo ding e by crenmend o displays sndor posts irial snalysis of vides irterierence on oo bosrd EYY and other madar
during aiecesdl WWHEWMMRFWmm Froquency mooeivers,
RF EW trak

Whilst video seconding is 8 powesful developmens sl and has bevn meed on S1Ls for many years
with grest sucoess, it has had & numbey of shancomings when cosradersd in the on-atrerafl EXW
contenl, Thes e
+ Subgective and g
RF interforomce.
* Difben poor gealiny vaden, coused by the use of cockpil mounied TV camenal s} ratbser than diret
ool of display surfsce video sigrals,
= Submpantial rme and cffion ovezhead in post-irial anslysi, inclading the aoocwity 1o e
eyperond BW engmesring ¢iflean

rathsr ghan q of nesults of jamming asdbior
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LEARNING FROM EXPERIENCE
TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Coaformance w | The peinany emphsis of indostry T&E engincers in cartice linscs. was 10 confims dat e plafoem | = Producs af contract outsa o Capabiliny and
ared EW 5L met the fun 1w prerii d i Eheir Limications document for  given EW SUT
wi. *Fit fue specificatsnms — the basis of beirty pasd by theie defomee mantstry and e forves eaomens. This of DAS, agroad by all stakeholdor:. Update
Parpose’ liad 0 somie probloms seoountired on rig end aircradt tials being doclared as oot the a5 appropdiate Saring the
e tion, P iyoo kprblen. * Wi thas documen in coajesstion with
Thew is nenw @ widder necogmation that Fit For Peepose doos sot mcan. as wan hassonscally the casc, SUT specifications and 10k w0 gpusde and
mmw&uhmmmur ications, 1CDM, srd an associatod *Capnabiline omd oplinsing e scope, dutation and cos) of the
[ wden @ cloar view of what i and, as importani, what is mot being provided EW TEE Man
under & contract. mmmwdm@mﬂmrﬂhmﬂnmhmk
1o the L and mil enl 1o this batier documen provides s
mnﬂ-mmmaﬁ;mw
In aaddition there & an implici enderstanding: thal the SUT needs 80 be free of seriows "bugs” ai the:
pmunl'drlurrytommuﬂhqﬁmhmlhﬁ: mm-m-:d-m ]
sppoxinaiely qooke Bn Amserican sy “Provieg o specification does not
prove the absenoe of Talt™ Ilhubcnnbuﬂdﬂmn_y}mmumﬁemtﬂdw
wdlfdl:ﬂ'h'lmhwﬂdhnmwmmmuﬂndlu-ﬂﬂnqm
hendwere brags eather then cs merely demimanlisg conlemance 1o speci Bemion.
Taps revosdings | When sadio imcrfrenes wis Beand on an sireraf] interral comman katios s, a taps mconder with As with video peoondiegs, o other ooy
<an help high Froquency metallic tape capability was ool 1 proand the sounds with the mictfering sysiem on | leamed, high qualily ssbo recondings can be
pinpoint audio | and wigh it 0fT. The reconding was thim playod back into a spectrum asalyser with the “mas. hold" wary wil] when investigating an-airirafl
interforence fametacn schoctod. By coenparing the fwo spoctrum sralyser proseniations, the frogeency of the inlorforemen.
interference was caloulsted. which then enabled engineers to determine the speciflic ciroets causing
ke interferomon.
MDA 0 .15
RT
LEARNING FROM EXFERIENCE sein ded T
TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Unexplained mqm.dmmmﬂmuﬂsmFme“"ﬂaﬂm Tnm_mphemlmwlpmld
EW SUT X mfkrﬂﬁmhﬂlykﬁm.h:ﬂwmmm ppages l.ll:.ll'nf ‘ﬁuh | I ol mry wah prrsbdeima:
ci¥ects during indivations. Many have, upon ivestigation koo oaber i . rabk .'ﬂﬂ d o Ll video foass,
tesling or considerad Devaally byt equipenent supplicr) o' muﬁmmw . uun‘::rp:mn:rlhﬁmmufﬁ:
S hanve boen iroed 0 sensitivity to supply volisge sk ts whom other, high curment sirerafy BNV poceiver syslem’s o pawer supply
oguipments ane iwmed on or between off, standby and on modes, ie., -MEMIFDHI ik
Dithers anc thoaght s fall @0 @ catogony of ‘catclang” the EW ooemprating b bt al s
Time-Cribical paind in ils prodessmg cvale, 'm:m:-ml‘ ol Bmﬂ‘ P sysigms gl
mhnmmmm.Hudlquminht.wkmh.hislhwwmm
cincumatantial cvidener gatherod pver the yoam that many may. in the final anatysis, have boen
cansiod by meodis voltage trnsionts on signal or garth lines sigher wighin the EW systom or o (he
imter{ce with the nircraft supplics.
“Subjecrive” MUIH'IE-\'I-T&Emmm!-mhnmhahmh]MmﬁM‘:l}hlﬂmmm Tﬂrﬁdmmﬂﬂfﬁlﬂdkf
Investigation of | Fansnsisens with senitive oa-boand roos of wach p . £y Bent Eimcnsabiy
RF svuplng ﬂmmvh-:huimmh\nmmmr.mhwhumuhumwamhw s mmmﬂm“mwm
probilimm bam ey - i Tective — resalting in litdhe or no improvermont. This resalted from ooe of moos of mtional EMj o esiablish whether there i

thess rrasons:

. Nomlﬂlmnol'l‘:i;-&lw RF amese receiver coupling, which would memediaicly ideasily dae
s of iml {in-Band try affecting in-basd roocivers, of out-of-Band
mnerfeneneel.

= Moi assezament of the probbem and igs couses, or review of equipment design o
m.miwmm were capable of offoning roguired loevel of impronemend.

+ A missmum of ¥ b conifim thoss prodictions.
&chclhnmmmdﬂuﬁmm{“nlhum —gven i it s w11l considered
mmcceptable),

v | evaind qumnlibive measurements af viclim SUT-reectved interforenes powern frequency,

Iekcely 1o b any intor-system imerlomede.
Conffirm comect RF imderoperabality via
whale girerall lesls in an anechoic
chamber ISTEF.

+ Conduct s manimim of on-sferaf
Ivestigations when/el unexpectel
Interfenenes s encourncied. Then go
back 1o the MUES models i imvesligate
the b ansd potential solulsos paios
I petming o e sarcralt for father
lesling.
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LEARNING FROM EXPERIENCE
TOMC AREA | PROBLEM, RO CAUSE ANINCOMMENT LEARNING MHNT
“Subjectne” * Seencwhat wsescientific appeosch 10 possible sol saich a bt of RAM Bere, then there:
vestigation al’ wwap EOM from ome wing 1o the ather: RAM passt applssation.
RF cuuphng
{zont™d!
The utility of mmhwmminmunmhmwwﬂmwhfi. * Secroon exmding o plans and prnceduncy
"‘Conlinmalory’ | Plalfosmm Supplier Acoeplance Tk, SIL Pre-l ion/ It jon, amrcralt pround et and fight i remmove redundant and
testing Iml.umlramdkﬂiﬂmhﬂm&mmﬁmmm “condirmatory” feits. Avond i use in
Irlhmununulmﬂlngjrlll}'ﬁm:wuldﬁommwmlnﬁm.mwﬁﬂdbr fisture plans and procodarcs.
repeated umless it gither demonsirates mm aspect of conformance 1o specification or is specificallly * in this way the SUT supplior®s fests should
requesied by the Customer im the contract. This request, if it is prosent &1 alil, is likely m bo mone of & b th mods technically exvhaustive
Public Relstions exercise - giving him "confidence” - miher than o technical mecessity. followed. im decreasing order of duraison
s complesity by svicedc rig, ssromil
groumd and sivomit [ight reaing.
Problems with | Two primarny peohk have s eug d ey diy oo thee venrs andd aoroas o wide vaneny of |+ When ooamecning aircm(t RF cables i EW
RF conncciors | platfeems: Mhﬂhwm_fdywuwﬂ
* Aincradt RF cables, when conneciod w EW squiprents, have nil atways been tongsed up sthagsoond i
coreectly. In some canes they have cely been connecsad “firger tight”, For correer EW 50T peevem problems.
forsaancs it 1] that all RF B Ay torgoed up, Failure o do sogan | ¢ Duouhle check RF cable commecnonm i EW
muwm--mlmmmwmmmmnuwmm R¥ recdiver LRLWLRI on SILHITL
but bad enough o sdverscly slfoct oversll threat direction finding. dcicttion and idessificstion avianic rigs and aircrall.
perfonmande. Somcimes the BIT will mehcate a by LRV when, if Bt there v no groblem « Chock  cabilo g acklem
il tha LHLZ. Thics can boael 80 Jost fest timse, nupasory investigasion and the availability impact m,wﬁg‘m*w' m"’
of LRU "o Frall Found”, 2 simple, walk-around quadrant chock
st a BF sapmal source.
RTG-AG-300-¥ 28 LT
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TOMC AREA | PROBLEM, ROGT CAUSE ANINCOMMENT LEARNING MHNT
Problems wath * Aireradl RF cables wo RWWRESM satennas and or receivers bemg accidentally swapped over
RF gonnecion due to Lack of connector keying of diflfioshy seeing connoctor idests on the LRL when installed
{cuni*dy = e aarermB, A ofien el of ehis i lhat i fw guadrants appear in the oppon
ipuasdrants. This kind of mas-conmction can be rapped by 2 wallk-round st of the aircraft wsg
a hand-held BF omatier smaslator,
Ulse of SIL and | Gienarally, the aircraft s the only roal plsce whone fulll sysviom EMC can be confirmod. The nak of Conasder the use af maonic ngs i SILHITL
HITL facilities. | EMI and other ENKC -related problems: i minimised by robust design practice and EMC gualification | Bcilities for EMCEM] testing and
Fot EMC ol individual LRUTRIs. Investigations.
testing and Hindorically, sviomics rigs with SIL asd HITL facilitics were nol designed or suitable for EMC loting.
InesligRons | powadinys maimy modeen avionic rigs wse airomfl wcaible with representative engths, ihey silise
mircrafi scrcening varthing/bonding schemes, and have "cockpats” with aircrafl aquipment Bid oot &
Mmuhmﬁmmﬂymblmiﬂmmw-mmm
testing stmndpaoini, this hers made thems more eloct estative of the sircrafi,
SQ-tI_ﬂ.ljfmn-ln:wll-Ht'nlkmhrllnuwﬂkmtemndlclndmhﬁlﬂmuhﬂp.
Fudhed st CW BF Bulk Curren) Injection tesis have been showms w bave good cormelation with on-
sircrafl tesd results. This can sid early entification of problams, prior 10 aircrsft e, aad provides
wn ofF-alreraf) investigetive el for EW and oer avionic EARCTEN peoblems,
“Parslled” 511 | A few enamples of ‘paraibel” teating have boen seen. This b where s sfiware andior handware * Ensure optimal use of 510, (sub-syssems
= mirgrad) upate of mew package b delrvered 1o the SIL and sarcrafl al the same time, A bare astrmum and avioaics inlcgration) facslilies by
Might testing Wil choaranes 16 is condectod then th aircrlt ground THght triaks are allowed o peatood i follow ing the Tnfepraned Tes aed

rasalled wish full SH. msegrabion aaeumnent sctivito.

Whalst |his approach can ibeorelically be usad in an anicmpt ko save Hme of reoiver develapment
ProgrRTETES Cxperionee Al thas 1 be 8 bigh sk, poor payback option in practice. All tha
happem is the problems, some of which are major, which sboald bave been Baund on the A, arc
imaheaad first Foened im Moght wish a much Bagher cost and timescale penalty. Inong case o fmo-aanal
Rlight trisl and associated pons-trial investigasions were totally wastod.

Frahuatson and Aoteplazne procrss,

* Donol iske the risk of jumping sbraipght i
Might test without passing EW and other
avionics through the SEL process.
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TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
“Unerepoainhle’ | Theve ane occasions where a problem has been seon once during EW nig 2nd mirerafi riasls withthe | = Booont sl problems seon during imialks using
tiest probicma SUT smd'or with test equipment being used in the T&E process, bm which cannot s that time be the syviomaviosse problem reporiing
repeabod, In the pad some have gither: e, thers maov any un-
= ' Chensn o bgnone the oceurrence §*11°s not eepeatable, s0 cannod be & probldem. ™) P'“u"mhﬂ‘"}“?d' List’ ""du .
= Attempied 1o repeal the protdem @ small mamber of Gmes as pari of the osgoing fral. sfler "r. itk s ipéwiod
which it is doclared niot o be a probilems or ki ¢
+ Drcided not 10 neconbipeogress sy definiiive action i nepooduce it biyond that briefly + Ensure all relevant smkeholders in the
conducoed durisg the sngoing ial, F"’“"l::'; ST g e
S such probhems have only v ngain onoe dhe platfoem har bovn m operaticonal use Tor H"c” - lﬁ;ﬂn:!i’::mtslﬂf!-
o fimer. Some of theso bave bad ¢ advirse aperational impact snd & significam % 4 1 life.
e of i and effori has 1hes bad io be expended "huniieg gremiine' - ssmlly with some | A
suCeeRs. Some probd hawe been b mod om mmore tham eoe eocasion the probiem has heen . m_mmﬂﬂ!'ﬁlwh?
mpﬂund..bumﬂl‘rmnnum‘lh dismary { bui allowabie) sey) of keyboand or other :‘hmm“‘;‘wf':mlk SUT
uion” predes has boes effeeted, :‘"“1 “I‘m. Ll
A phrase oflen encesmserad over the vears when durng o such problems wah other
s of the ST el platfioeen a1 (ael Baviequipiment B “We've soen that!” - secomganiod
withs the information tha they alss haven™s Farmally reconded the problom citber, for the mame
reasots o above,
Frvestigal st | A tesd nesult may not be what yem e poct when a system is nof conseckod. For example, while * B minidfiad that sest equipment is pot
reiponss when | evalusting the effectivenews of -level leuts of a jammer on & pices of Cisund 5 Fiquipment perfoct. This includen GSE, COTS
SUT is nok IS ER fhe bests were run o bhe GSE wilhout e jammer comectiod. Sisprasingly, five of the 106 T, spoctrum analysors) and other
oo tod tests passod? 1 furseed oo that the sos Roor of the mvssaroment mstrements = the (GSE wax being Spocial-To-Type Equipmsmi.
masured and its power level was wishin the Emits of thow losts fior the jemmar. Thorcfone, these & Sope can, under certio condilions,
panticular bests could never (il s they nooded Lo be changed. prowide fmdicatians of give s
that incormectly sugpost @ “Pass
= Famibarity with Ihe tod equipment is the
besd deffimoe agaimed this Lype of problem.
MDA 0 9.1
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TOFC AREA | FROBLEN, ROOT CAUSE AND OOMMENT LEARNING FOINT
Comemeeality |+ Cases have boen encountered where different sesdivisions of the same company huve obtained | = A1 the TEE planning stape, omare
af s soolimsd | dufferent revults B testeeg di 10 the e of differem measurdmment squipenent sodior appropriate levels of tee! took and training
g procochins andar irxining. oosmnonality dctons the o ognodring
+ This is sspesially rebevamt when considermg RF EW tests condustad ot differest sites, divisions, stabicholders imrespoctive of thear apency.
apencics and companics, whore different BF threst simulators and other emitier gensration = I adequate commanality cannol be
cxpuipment ks boen usod akctermningd al that point, Factor in how i
dlifferences will Be tsken inlo sooownt
during the TRE process.
M A mumber of fvpical problema have boen oocountoned dunng mecmeave ecstimg at vanous bevels, * Always usg isolatons i amy micowae fost
Tesling firomn EW componon], bax and sysiem iesting im the Laboratory, via SILAUTL to asrom(i ieiting in sotip. bo mimimise ik of demage toum-
problems ESTF and in support of Might test ssd trials. Loaming poims for s fow ane presonted st right prodeoiad companeits.

= Always take a transmission and reoepisos
measuremsenl befone starting 1o tes: this
will provide e iesier with the curment
epaipement s loees which cmn be
1aken Bt aocoum,
+  Ensure that component, sub-sysiem and
sysicm tolemnoe coning is comreetly camicd
ol P i coameEnceenen of practical
TRE.
Always cleck that the sstenna usder kst i
mmm:mmwmw
The moo-
w:uﬂmh‘-'swﬂmummmh
15 commimon practios and kends itiel§ 1o poor
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TOMC AREA | PROBLEM, RO CAUSE ANINCOMMENT LEARNING MHNT
Micrwae * Chock that st rdistion pammerms do
eAling o shavw signs of bifisrcatson o e mams
Tobes: thote are Bmes whes sach a feature i
Tsonl™d) wp sl theat 18 i casily overbooked. 1o 5 ar
thas parind that yudpemmont noosh W b made
as to whether ropoiSion, or contimue kesting.
Basic tesk The use ol basic test set-ups is good practioe. Too oftes hkave enginoers wed previous (el set-ups * Mune @ basio test confipamtion thought oul
sl only o find ai o oruciall poind thai their resulis are invalid bocanse a small but importan ibem of &st arel abways roturm the equpmient o this
T WS missing. s fodlowing the conpletion of @ phase
uff lewting,
= Hlsve hasdc rest sotupe detailed in block
diagram: formai snd avaslibie io non-HF
engincers. This ensbls weconded
preTsanne] 1o sct-up equipmen:
ks o i was ehen checked
engineers lamiliar with RF befone fest
COMIMEBCEmEnL
Tiest equipment | Teat equipmen heisg found o of calibration 21 the stan of during 3 text phass remalns a problem | = Ensure sl requised test oquiprment fies
caldbeation llmummumlymmArmmhm-km#mmvnurwm}mrww gEven 1o phase wifl by imsde calibeation
gl ¥ et petion dats — bl is tow @ peoblim as the aircralt Bl has bam Ko b churasticn of the trial,
ansenided. + Ensure suffchont schedule feserve on the
calibation paid the: planned complctim of
U 15 sy, [11his i meod posadhle,
arreags loam or hire of & replacement
equipment to minimise risk jo the jest
prOgTAMTE.
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TOMC AREA | PROBLEM, ROGT CAUSE ANINCOMMENT LEARNING MHNT
Adequacy of | Fsvariably sest andior SUT falungs ase encoumtenad during TEE peogramimes. Probloms are sl . Hmmnummum bulldmmmm
‘problem” and | usually enemmasred during the seaing, which fegquing investipation — some a1 the time and mone 38 4 e i failure
“equipnscnl later painit during o al the eod of the vty Olten the planned programme schodulo docy nol allow h'nr.
Eailare™ time suillTic et time tir catef adequasely for these realities of TRE. + Plam which sest elenents bave peiority |, 2
and 3, aheald sach probloms and failures
ocxur dunimg a given ol phaoe, Agfee e
wilh, thee curiboamiet hefone beginming. Hane
lmldlﬂllwl.lngln-dnmmnﬂl
peobloms. Hold an end-ol-) up
BTN
Airframse The energy radiated by higher onder harmonics of & high povwer trassanitior on o aircrsdt mterfored |« Tranamid and recevve satenna function and
harmssnic with the aperaticon of other ooboard sysiems. To satve ihe problem two changes were made. A low. plocement is beak optimized wsing
lfects s filey was imoorporated ingo the svelem oetpul design ond the syutems antenna was designed o Cosrpotisonal Elec i Miodelling
minieniss dhe penemnon of second, thind, eic, kanmomics. ICEM
Amechose chamber tesis edcmed e desips obge weve met, bun when the sysiem was msnallad | ¢+ This iscludes masimeving solation
on 1he airframe, Mammum;mummmmmmwmmmw betwers in-band and husmonically relasd

10 he thar the dissimilar mesal warfaces of the airframe scied as non-lincar devices and inducad
hasmonics oo the eelleciod dgnal, Is an initial sticep 10 changs the characteriaics of the
reflections, the wing surfacs wins posssdod with @ publber maller! The harmonsss disappeansd
shonily thefeafier they reappearal.

L

mmﬂmmwm
(palas | 1in foq
* CEM i beneficial when intodacing or
Pe-lincatang: ARlcRms
CEM’s bemefi is mulripliod when desling
willy amieanas on alrfremes made of
dssamnilay muaterials, ¢.g., Carbon Fibee
Cosrgondics, titasmem amd ahaminium
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Annex A - ELECTRONIC WARFARE

T&E FACILITY DESCRIPTIONS

Al INTRODUCTION

This annex provides descriptions of known EW and related T&E facilities in NATO Nations, Whilst it
does not fully descrbe every resource that a project may wish (o utilise, it represents a valwable resource
for understanding the range of facilities available to meet the goals of a structured test process.

A2 FACILITIES LISTING

This annex was compiled by the authors with the help of the national representatives on SCIF13, and it is
the most current available at the point of issue. All information has been provided by the respective
fagilities, It is non-exhaustive; for new and'or upgraded facilities information, check with your national
representative. To assure the latest information on any facility or resource, engage with the Pomt of
Comtact given at the end of each listing.

NATHN FACILITYRESOURCE NAME DRGANISATIONTOCATION DEPS'I{I;E%T{)N
GHRE | Elecwomagnene Modelling Group BAE Svssems, Lancashine MES
ITA Amtenna Design ol Testing Group Alenin Acronauticn S.p A, Turin i P
DELT Cassidian Computational Cassbd . Mamching M

Electromagnetics
LisA Integruticm Facility for Aviomic Systems | USAF, Edwanis AFB, California EIL
Tesling
LisA Poriable Secker Senson Signaduns USAF, Eglin AFB, Flomla E1L
Exvaluntion Facility
LISA ECSEL UEN, Pomt Mugu, Califomnia HITL
USA . Benefield Ancehoic Facility (BAF) USAF, Edwards AFB, Califormiia ISTF
GrHR EW Test Facilisy (EWTF) BAE Svaems, Lancashine IS8TF
54 Adr Combal TEE Facilty |ACETEF) UEN, Patuxent Kiver, Maryland ISTF
GBR | Electromagnetic Test Capabiliry BAE Sysems, Lancashine ISTF
A Anachoic Shieldsd Chamber Alenin Aeronauticn S.poA,, Turin 15TF
A Eleclromagnie s Cpen Anca Test Siles Alenia Aeronautica S.poA., Tarin I5TF
USA | I-PRIMES USAF, Eglin AFB, Florida ISTF
DXEE] Cassidion EME Tesz Facility Cussidian, hanching 15TF
LisA Elecirome Combat Bange (BCR) LSM. Chmna Lake Sousth Range, AR
California
SWE | Vadsel EW Tist Range Swdiah Defence Materiel OAR
Adminstration, YVidsel
LISA Cinter for Countermeasires OOM us .D'JL‘., White !.Sarkls f;iim:ih: Bamge, AR
PMew Mexica
GHE Joint EW Cone S1all MATO, RNAS Yeovilton AR
USA T&E Suppaort for Aircrafi Saraivability | USAF, Eglin AFE, Florida AR
(e Trials Test Suppart CGiroup ESL Defence Systems, Hampshine LTS

RTO-AG-300-W28
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In addition to the above, some Nations also maintain & catalogue of TEE capabilities, some of which are

applicable io EW. Examples include:

NATIDN! CATALOGUE TITLE'REFERENCE

CONTACT

i | UK Test and Evahmtion Catalogue

LW pns TESTAOR 20T Catnlagae Vo dated July 2|

DESWpnsTEST-TECC2Emod uk

224

RTO-AG-300-V2a



ANNEX A — ELECTRONIC WARFARE T&E FACILITY DESCRIPTIONS

A3 MODELLING AND SIMULATION RESOURCES

A3 Electromagnetic Modelling Group

TEST RESOURCE CATEGORY
Primary: M&S [ Other: (Not Applicable),

LOCATION
BAE Systems, Military Air Solutions, Warton, Lancashire, UK

NARRATIVE DESCRIPTION

The Group has access 0 a suite of Computational Eleciromagnetic
Modelling (CEM) codes covering all the major frequency and time domsin
madelling techniques (see Capability Summary). These are used on a 512
core parallel processing supercompuier capable of 1.5 TFLOPS with 1.3
TByies of core memory, which is dedicated to electromagnetic modelling,

The Group can import design dete (structure, cabling and pipework,
ineluding material properties), directly from Compiter-Aided Design (CAD)
systems and, with a minimum of intorvention, astomatically create suitably
gridded geometries. Thus | billion cell models are regularly created and
analvsed, For microwave frequencies the ray tracing codes are available,

: This computational facility is utilised by ;

. the Group’s expenenced, specialist
engineers e provide solutions o a wide

range of clectromagnetic  problems |
including installed antenna performance. m terms of polar dierams,
antenna coupling and RF systems performance. The latter uses the
mstalled antenna modelling outpot in modelling tools which enable

| S

assessment of communications link performance in different scenanmos
and platform, BF interoperability analysis,

Ihe capahility is also used to simolate the interaction of lightning, Electro-Static Discharge (ESD),
Electromagnetic Pulse (EMP) and High Imensity Radwated Fields (HIRF} wath systems internal and
external fo any platform, including cable currents and equipment eleciromagnetic environment.

1t 15 wsed throughout the design and support hife-cycle o establish concepts, carmy out design optimisation
and sk reduction through to design verification and supporting qualification of “Arst of tvpe” and
upgrades during in-service support.

{Images € BAE Systems 2011, All Rights Resarvad)

RTO-AG-300-W28 A-3
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CAPABILITY SUMMARY

Electromagnetic Software Tools
Mot of the applications software has been developed and maintained within BAE Systems to meet general

regpuirements aoross a broad range of products and design solutions. A key vspect of these facilities is the link to
CAD generated geometry acconmodating all major CAD svstens,

All magor electromagnetic modellimg codes/methaos ore represented including:
= Transmission Line Method (TLM)
+ Finrte Difference Time Domain (FOTD)
Boundary Element (BE)
» Genernl and Uniform Theory of Diffraction (GTIVUTE)
Fast Mulii-Pole Methaod (FMM)
+  Hybnd finite clement | fnite difference
= Anterma communications link modelhing software
+ Antenna coversge modelling sofbwore
Applications
The engineers are experienced in applying our madelling teoels 10 address a wide range of electromagnetic threats,
interactions and issues seen on vehicles, systems and other structures including:
Iistalled antenna teroperability (coupling)
+ RF systems performance. mcluding the propagation path
Lin-installed and installed antenna covesage (polar diagrams)

*  Antennisystem runge
Lightning srike (direct and indirect effecis)
¢« Electromagnetic Pulse (EMP)
Elecirostatic Discharge (ESDY
+  Electromagnetic Compatibility {EMC) and High Intenzity Radiated Field (HIRF) threats
Our engineers have wide expenence wsing electromagnetic modelling on many practical prodiscts (now certified
and in service) in all parts of the product life-cyele, including concept. design, cenitication and through-life support.
Computational Eleciromagnetics High Performance Compuiing
Large parsllel super-computers are required for the grand-challengre seale of processing reguired for whole
vehicle, high fidelity sinulations. The Facilities are dedicated to electromagnetic cormputer analyses as these tend
er iwenabvie lomg run-times which are incompatible wath multi-user shared resource envirgnments. The most
puowerful facility currently available is:
HPOQuedrics Cluster:
6 comipute nodes each contoining dual AMD Athlon 64 -bit quad core processors giving a fotal of 512 cores
1.5 TByte core memary
» uadrics QEMNe 11 high performance interconnect

POINT OF CONTACT

M. Paul Baker

Ciroup Leader, EM Computation

BAE Systems, Military Air Solutions (W423A)
Warton Aerodrome, Warton, Preston
Lancashire, PR4 1AX, UK

Tel: =44 (111772 853571

Fax: +44 (071772 855262

Email: paul. bakeriz bagsystems.cony

A-4 RTO-AG-300-V2a
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A.32  Antenna Design and Testing Group

TEST RESOURCE CATEGORY
Primary: M&S / Other; N/A.

LOCATION
Alenia, E3 -Avionic Systems and Laboratories, Turin, ITALY,

NARRATIVE DESCRIPTION

The Group is mvolved in the analysis of e antenna performance
installed on Alenia platform, wusing the commercial state-of-ar
computational tools based on the principal frequency and time
domain techniques to solve Maxwell’s Equations. Electromagnetic
problems are solved with a dedicated network of nine 64-bit
workstations, with 640 GBvies of core memory that can manage
mulli-processor compulations,

The tools are able to import directly the Computer-Anded
Design (CALDY) fles, including cable routing and material
proprictics, that the enginecr experts will correct e an
accurale and reliable medel, from an Eleciromagnetic (EM)
point of view, The main activity of the group deals with
aircraft EM design: antenna siting aiming to ensure properly
positioning of antennas on platform luselage and to minimize/control unwanted EM interlerence between
on-hoard transmitters and receivers, taking into account all aircrafi ]
mechanical constraints.  Antenna  to Antenna  Coupling  values,
Antenna Radiation Patterns and Antenna MNear Field Iso-Surface
valees ean be numerically calculated, visualized and exported for
further post-processing an,ulyblﬂ Duning and  after design phase,

= confidence and accuracy of computational results can be assessed by
performing only a small set of representative measurements, using
computational predictions as a starting point for informed and efficient
mexsurement  preparation  and planning, The HW  compuatational
capahility allows the performance of parallel processing for overcoming
all of the most demanding electromagnetic problems, such as evaluation
of Radar Cross-Section at air vehicle level.

o M .

@
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ANNEX A - ELECTRONIC WARFARE T&E FACILITY DESCRIPTIONS -

CAPABILITY SUMMARY

Electromagnctic Software Tools:

Almast all of the state-of-urt EM numencal tools are available for Antennn Design and Testing group.
Eleciromagnetic techniguesioodes available are reported in the following!

+ Methed of Moment (Maohd)
= Multi-Level Fast Multiple Method (MLFMM)
o Finite Element Method (FEM)
«  Boundary Element Method (BEM)
« Fintte Differential Time Domain (FOTD
Approximate EM formulations such as Physical Optical (PO, Geometrical Optical (GO}, Uniform Theory of
Diffraction (LD, Physical Theory of Diffraction (PTDY, Large Element PO LEPO)
Hyhrd farmlations such as Mobd/PO, Mobd GO, MobUUTD, Mobi'PTD, MLEMM/LEPOD,
FEM/MLEMM. Mobd'MLFMM
Shooting Bouncing Ray (SBR) and inceemental length diffraction cocfficient algorithms for radar eross-
seciron annlvsis
Applications
Anteni engineering expert use the HW and SW facilities 1o solve a wide vanety of electromagnetic problems
* Antenng design
« Amtenna placement (coverage}

«  Ambenna-to-ontenma coupling
BF interoperability analysis
+ Lighining strike (direct and indirect effects)
Bidirecticnal cable field co-simulation
+  Electromagnetic Compatibility {EMC) and High Intensity Radiated Field (HIRF)
The available computational tools and the kisw-how engineers acquired in several yvears allow o adequately
solve complex electromagnetic problems: in the last years the major activity has been the antennn placament.
Mow, groaig is able to predict global electromagnetic aircrafl environment.
Computational Electromagnetic Computing
Dedicared network of 64-bit worksiations are used o solve eleciromagnetic problems, guarantesing good
accurscy and confidence between caleulated results and messured value, The mdst powerful Taciliy currently
available is:
HP/Iedl Network:
«  Eight 64-bit workstations, dual-quad core Intell, with a total of 64 processor and 512 GByte of core memory
e Bd-hit woskstation, dual-gquad core Iniell, with 128 GByie of core memaory

PFOINT OF CONTACT

Br llane Bertino

Engineering, Avionic Systems and Laboratories - ASYS
Electromagnetic Envirommental Effects Manager

Alema Aeronautica S.p AL

Strada Malanghero

10072 Caselle Tonnese {TO) - ITALY

Tel: +3%2 011 99a0d440; Fax: +39 011 990502

Maobile: +39 366 6113929

Email: thertinog@alenia. it

A Finmeccanics Company

A-B RTO-AG-300-V2a
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A.33  Cassidian Computational ElectroMagnetics

TEST RESOURCE CATEGORY
Primary: CEM.

LOCATION
CASSIDIAN, Manching, GERMANY.

NARRATIVE DESCRIPTION

Cassidian has a custom 3D numencal simulation
capability, for the full specirum of eleciromagnetic
applications,  iecluding  antenna design and
mtegration, for military, space and civil applications.

In support of this, a highly professional EM
numencal tool set and high performance simulation
computer hardware are available.

Compuwational EM  Analvsis is  useful when
measurements are nob possible or practical sith
respect to tmwe or costs, or when EMC tesis (e.g.,
RE, CE, RS, %) have FAILED and no solution
was found, or when extremely high requirements
exist with respect to Radiated or Conducred
Emissions, as well as when EMO confidence s
required 1o show compliance before prototyping.

CEM is also wseful when Antenna performance
needs be optimised for maximum  operating
distances, or [or assessing whether commercially
available antennas are suitable for  specific
applications, or when the antcnna  measuring
equipment and/or expertise 15 not locally available.

Cassidian  has  substantial = experience in 3
numencal simulations on advanced fghter AC
and other systems, in the prediction of very
complex electromagnetic coupling behaviour,

Programs  already  supported  include  the
Eurofighter TYPHOOM, the Panavia TORNADD,
the C-10d) TRANSALL, and the P-3C ORION
CUP.

RTO-AG-300-W28
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CAPABILITY SUMMARY

Appli:atit;n Examples

Fmfiated emiszions from electronie equipment
Shielding effectivencss

Lightming analysis tor direct and indirect effects
Lightning zoning of all kind of vehicles

Determination of unknown eleciromagnetic resonances based on current distributson analvsis, with oll Kinds
of materials, e.g., metal, carbon, composites, plastics.

Verification of prodection measures pgaimest ol kinds of EMC reloted threats, such as conducted susceptibibity
{C8-XX0), padiated susceptibility (RS-XX), LEMP and NEMP

Antenni design, g, fhan-film conformal annular slot antennas

Anbenna repdelling of the radiation characteristics where mecasuremenis are nol practical
Acoess o non-destructive, 300 X-ray scanning

Human safety: Definition of safety zones for high-power ransmitiers

Dizpuisesd antennas: Adaptation of antenna designs o hide them in structural parts
Performance simalation in specific environments, ¢.g., behind & radome

Co-site mterference anabysis, decoupling and spectrum managemend

Link predictions based on 30 wave propagation analysis

Electromagmnetic Software Tools

FEKO — Method of moments, MLFMM. FEM, GO_ MO, UTL

CHET Microwave Stedio — Finite Titegration Technigue and other EM solvers

ASERIS BEFD - Baundary Element Method with GUI, Finite Difference Time Domain with GULL Mesher
Wireless Insite — Unifsrm Theory of Diffraction + empirical models for wave propagation analysis
Hypermesh — CAD Meshing

E3-Expert — Interference analvsis ool

High Performance Computational Electromagnetics Computing Facilities

2-Mode High-Performance Cluster (4 x Xeon Hexa-Core CPUs, 24 Cores 2 2.7 GHz 354 GB RAM. = 400
GELOPE)

4-Mode High Performance Cluster {8 x Xeoon (uad-Core CPUs, 32 Cores @@ 5 GHz, 2584 GB RAM, = G080
GFLOPS)

A-Mode Cluster (4 x Xeon Dugl-Core CPUS 16 Cores (2 3 GHz, 64 GB RAM)

POINT OF CONTACT
CASSIDIAN

Rechliner Strafle

22077 Manching

GERMANY

Tel: +4% (0 84 559 81 — 641 34
Email: harald. wernerif cassidian. com

RTO-AG-300-V2a
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Ad SYSTEM INTEGRATION LABORATORY

A4l Integration Facility for Avionic Systems Testing

TEST RESOURCE CATEGORY
Primary: S1L / Other: M&S, HITL.

LAOCATION
Edwards Air Force Base, California, USA.

NARRATIVE DESCRIPTION

The System Integration Laboraiory {SIL) is a flvable
F-16 cockpit and simulaton dome with signaficant
Hardware-In-The-Loop (HITL) environment and open-
air capability. This spresd bench test environment
provides Test Pilods and Enginecrs with a safe and
effective  environment  for svstem  evaluation  and
training.  This  unique capability alse  supporis
miegration of new development items such as targeting
pods, tactical dota hinks, weapons, sensors and other
items. Available spectral envirommenis include Radio
Frequency (RF ), Electro-Optic (EC), Infrared (1R, and
Electromagnetic Support Measures (ESM). The SIL
suppoiis Developmental Test (DTY, Operational Test
(0T} and other special test activities as determined by
115 CUSITETS.

Manned Flight Simulation (MFS) provides pilots amd
engineers capahilities to (rain and assess weapon
systems during initial development, or in sustanment
and modernization activities. Aircrafl representative
cockpits and displays are mechanized with airceafi
Operational Flight Profile {OFP) software, driven by
functional simulations io provide flight dynamics
and'or avionics stimulation. High resolution and 360
degree honzontal © 240-degree vertical field of regard
out-the-cockpit video provide & realistic environment
o exereise weapon system capabilines, MFS provides
the USAF and its contractors with a safe and effective
environment  for  famibarization,  develop  flight
profiles and test event timing, develop detailed test
card procedures, amd develop and debug airceafi
systcms, mature flight test procedures and timing, and
assess weapon system performance. MFS supposts
Developmental Test (DT, Operational Test (OT) and
other special test activitics as determined by its
CuslormeTs.

RTO-AG-300-W28 A-9

231



ANNEX A - ELECTRONIC WARFARE T&E FACILITY DESCRIPTIONS -

CAPABILITY SUMMARY

SIL Capabilitics

+  Human factor interface
Flight safety evaluations {i.e., ground collision
avoedonce)

= Mission developrment and rehearsal

« Full aviomcs system fest
« Awionics suite infegrationesting
+ Line replacentle unit level testing
«  Anomaly investigation
« Commumnicitions, navigation, 10

» Bensor integration

+ EW bluered man-in-the-Loop stations

= Weapons simulation, integration, and testing

+ Dignitinl bas anad video data retreval
Crewmember'engineer familiarization training

v Distributed linking {sibuational swareness)
Tactical data links: link-]&fAD}LIDM

SIL Configurations
+  F-16 Cockpits (complete avionics hardware
suite supporting Blocks 30,40, 50, M3 and M4
archibectunes)
= APG-68 Radar operators console
+  Link-16 landling or open-nir
Environmental Simulations
# Fug
» Tirme-of-day
+  Pressurefiemperature altitude varations
= Flat or spherical earth coordinate system

Mission Threat Environment

Orthver threat capability features include:

The SIL can be linked with the Dagital Integrated Air Defence (DEADs) simulation te provide an enemy air
defence threat enveronment, The INADs includes air imerceptors, radar posis, GO positions, filter centers and
command post simulations with real operator in the loop capebility,

+  Gruphically displaved air-to-ir and air-to-ground targets and threats

Synehetie targer sensor models 1o support Targeting Pod (TGP and Fire Control Radar (FCR)
+ Synthetic BF target peneration tor simualating actual radar sysiems

Combal Electromagnetic Environrment Simalator JCEESIN Y RF threat generation

MFS Capabilities
Flight Sciences
»  Enwvelope expansion
+ Flight control failure
Flight dynamics
+ Human Gictors with integration siudies
= Emergency procedures
Sensitivity analysis
«  Mission rehearsal

Environment Conditions M&S
1 l}wnship winils
« Fogiclouds
o Raimdsnom
Lighting with communication degradation
« Time=-of=day with sun'siar posations
» Seasiales
+ Pressureitemperaiure altimde variations
= Flat or spherical earth coondinate system

POINT OF CONTACT

412" EW Group

30 Hoglan Avenue

Edwards AFB, CA 93524-8210, LISA
Tel, 661-275-76135 (DSN 325)

RTO-AG-300-V2a
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A4.2 Portable Seeker/Sensor/Signature Evaluation Facility

TEST RESOURCE CATEGORY
Primary: SIL / Other: NOA,

LOCATION
Eglin Air Force Base, Florida, USA.

NARRATIVE DESCRIPTION

The Portable Seeker'Sensor'Signature Evaleation Facility (PSSSEF) provides several different [exible
airborne and ground instrumentation platforms that can hosi an interchangeable mix of instrumentation
that allows full characterization of surface and arborne targets. Hi-fidelity target signatures are critical for
seekersensor development, puided weapons evaluation via simulated engagements, and live fire larget
validation, Measured target signatures are used to develop and walidate digital signature models for
hi-fidelity simulated weapons engagements. For example, R and EQ models can be provided in SPIRITS,
CHAMP, and Beal-Time CHAMP (RTC). The PSSSEF can collect and provide data in a wide variety of
test scenarios ineluding: simultancous multi-spectral messurements of ground, sea, and aitbome targens;
measurement and characterization of aircraft flares and decovs: measurement of transmission, attenuation
and backscater of aerosols, obscurants and chaff, radar cross-section measurements of sub- or full-scale
vehicles; characterization of radar absorbing material performance; beckground clutter measurements;
anlenna gain paitern messurement; and the effects of battlefield smoke, dust and chaff on T3] systems.
PSSSEF provides signature measurements across the full operational spectrum including  infraved,
ultraviolet, wisible, RE/millimeter wave, acoustic, scismic, and magnetic and can perform a  full
complement of measurements providing temporal, spatial, spectral, SARISAR. LADAR., and calibration
data. Several airbomme carriage platforms are available including an F-15 for sub-sonic and supersonic
carmage, a UUH-IN Hcelicopter, and a Heech 18 airceraft. Ground facilitics include the 300 fi Santa Rosa
Island tower for land, sea, and ar measurements, the 300 A Seeker Test and Evaluation Facility (STEF)
tower, and various fest vans and trailers,

RTO-AG-300-W28 A-11
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CAPABILITY SUMMARY

= i

ot

v 3 5 microns

« B — 12 microns

v 263281 om (LV)
Visible

3008 Qpen-Ar Simuiation Tower on Sants Rosa lslend EBeekar Test and Evaluation Faciify
IR/AUVVisible Measuremenis RF and Millimeter Wave (MMW)
+ Temporal, spaiial, speciral + Giround, wwer, and asrboene-based syesems
= 1.5— 3 microns 1ik, 35, 95 GHz

Key IRUNVAisible Instruments

+ STIRRS - Staring IR Rediometric Sysiem

+ ABSTIRRS - Airbome Staring |[R Radiometric
Swstem

» ClGARS - Calibrated IR Ground!/ Airbome
Radiometric System

« ASIMS Adrborme Speciral IR Measurement
System

= TELOPS — 320 x 256 Ft Iimaging Spectrometer
{3 — 5 mecrons)
FLIE Systems SCA000 Imaging Radiometess
{640 % 480 long wave, mid wive, short wave, and
mear [R)

"Key RF and MMW Instrumentation

+ AMIBS {Advanced MMW [maging Radar
Bystem): 7, 10y 17, 35, and 95 GHz

+ MROCS-2 — (MMW Obscurant Churaclerization
Bysl 10, 35, and 95 GHz

+ Lynx: Ku-Band Synthetic Aperiure Radar {SAR)
on B-1§

= MERAJS (MMW Emitters. Radars, and Jamuming
aEysl

o MMS (MMW Moterinls Measurement Sys)

= DEWSIM { Dirccted Energy Weagons Simulator)
consisting of varous high-power microwave
SOUPCCS

POINT OF CONTACT

BAr. Jerry Griffith

Technical Director T82d Test Squadron
Tel: 850-532-081%, DSK 872-9519
Fax: BA0-RR2-0079

Email: jerry. griffith{meglinatmil

RTO-AG-300-V2a
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A5 HARDWARE-IN-THE-LOOP

A51 ECSEL

TEST RESOURCE CATEGORY
Primary; Hardware-In-The-Loop Crround Facility,

LOCATION
Maval Air Warfare Center Weapons Division, Pt Mugu, Calitfornia, USA,

NARRATIVE DESCRIPTION

Oeeupying 1000 square feet of high security Radio Frequency {RF) shielded space, the ECSEL houses
threat simulation, instruneeniation, and computer resources reguired to perform developmental fesi and
cvaluation of new EW systems and techmgues, mtegration of EW components and sub-systems, and
testing of new sefitware revizsions for EW svstems presently deploved. Commuonality between simulations
on the ECR range and in the ECSEL make the ECSEL an efficient facility tor troubleshooting EW system
problems revealed during flight test.

The test approach wsed in the Izhoratory is one that incotporates actuzl EW system hardware interacting with
the threat simulator. The threat simulators operate in real me at scteal frequencies and receiver power
levels. Open-loop BF environmemt simulators provide high signal densities which model emitter
characteristics of threat systems such as arbome, land-based, and shiphoard radars, as well as active
commmand guidance signals for missile systems. Closed-loop simulators provide high Gdelity replication of
complete radar directed weapons systems such that the effectiveness of active jamming responses can be
measured. Closed-loop simulations also include missile hardware simulation for semi-active threst systenns.
A seepane contrel computer, with assocaated aircrafl cockpit amd flight conirols, provides the means o
coordinate the simulators and incorporate realistic flight dynamics in the test process, This allows the EW
system to be “flown” m laboratory scenarios that represent the electromagnetic environment encountered in
aetual combar or scenarios that will stress the EW syziem 1o 115 limits,

RTO-AG-300-W28 A-13
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POINT OF CONTACT

NAWCWPNS

Brad Coler

Code 4543 10E

Pr. Mugu, CA 93042, LSA
Tel: B05-080-1401

Fax: 805-989-3408
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A INSTALLED SYSTEMS TEST FACILITIES

A1 Benefield Anechoic Facility (BAF)

TEST RESOURCE CATEGORY
I-’rimar}': ISTF / Cther: MF, SIL, HITL.

LAOCATION
Edwards Air Force Base, California, USA.

NARRATIVE DESCRIPTION

The Benefield Anechoic  Facility {BAF)
prowides the installed systemn ground Test and
Evaluation {T&E) element of the EW T&E
process, This facility offers customers cost
eftective comprehensive ground test
capabilities to thoroughly evaluate current and
fuure complex, highly inmtegrated, software-
intensive avionics sulics and EW  systems
mstalled on host serospace platforms as well as
ground-based plaiforms.

The pnmary purpose of the BAF 15 to tost
mieprated  avionics  systems  ino4 secure,
controlled, and repeatable electromagnetically quier environment using
state-of-the-art simulation and stimulators that closcly duplicate real
combal mission environments, The test eam also has collected, modeled,
and generated high fidelity threat waveforms that are representative of the
Crpen Adr Range (OAR) It is also an ideal installed system test facility o
evaluate performance and investigate anomalies associated with ground
and airbome EW and avionics sysiems and tactical missiles and their hosi
platforms.

Capabilitiez include simulation of airborne and ground-based threat radar, Communication, Navigalion,
Identification (CME) simulation; radar targel generator, GPS and GPS jamming: electromagnetic
interference and compatibility testing and antenna pattern measurement and system of systems testing oo
secure, dense enviromment.

The size of the large chamber also allows for far fickd RF radiation, thereby making most simulations
much more pecurate. The BAF s ideal for interoperability testing between multiple aircraft placed in the
chamber simultansousiy. The BAF supparts Network Ceniric Operations testing with s ability to provide
an eleciromagnetically dense threat environment coordinated with high bandwidih Link 16 test scenanos,
The facility includes monitoring and mstrumentation, two man-rated hoists, a tumtable, interconnecting
networks, a fest control room, presentation rooms, and office space. and a small anechoic chamber for
compaonent tests. These laboratories can work autonomously or collectively to provide varying levels of
test and analysis capabilities. All the laboratores are connected wia a fOber optic network for
commenication, instrumentation, and data collection, monitoring and recording,

The Radio Freguency (RF) signal acquisition system provides independent measurement of all
mtentionally radiated BEF emissions seen during testing. The signal acquisition system can provide both a

RTO-AG-300-W28 A-15
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near real-time analysis and a record of time sensitive, event driven, emitter activities and responses, These
records include high resolution power, precision pulse-widih, and accurate pulse interval measurements,
The system is versatile enough 1o capture free space threat ermissions or provide input ports to perform
direct injections for source calibration or troubleshooting.

CAPABILITY SUMMARY

Beneficld Anechoic Facility

o Anechoie chinmber and several shielded rest
laboratorics

«  Offices, conference rooms
Secure facilities (tailored 10 program requircments)

Chamber Dimensions
+ Shield: 264 ft long x 250 ft wide x 70 ft high
= Flight line door: 196 fi wide x 66 i high
+ Thres man doors

Support Services
+ 175 ton 80 £t divmeter tumtable can rotate the
ayatem under test +0- LED degrees at a
00 - 06 depises,
Two dl-ton hoists
o Aireraft electrcal power:
40 Hz, 115 VD 36 (Goneral)
+ 270 VDO {Supports F-22 and 15F)
»  Support multiple aireraft simultaneously
+  Instrumentation power: T8 VIR, ete,
= Cooling air: 6600 CFM @ 10 PS1E 30°F
+  Hydruulic system: 4,000 P51 MIL-H-5606 and
#3242
« Two Pobyalphaclefin (PAG) Systems
RF Transmission and Heception
+  Both free space radiation and direct injection
cagabilities are available
+  Free space radintion has 200 RF generation corts
arranged in the charber to provide the desived
sector and angle of orrival density
Travelling Wawve Tube {TWT) and solid-state
amplifier configurations available
Programimahble, with control ever all simulation
and hardware functions. Scenario simulations are
fully dynamic, providing for static or moving
ihreats
Drirect injection capability provides various
combinations of signal density and injection ports
RF signal recepiion configuration:
«  All BF generation carts output monitored
continwoeusly
+  Chamber environment contimuoesly monitored
for SUT emissions and spurious signals
+ ECM response measurement
+ Threat simalates output verification
+ Chamber BF environment characterization
» Integration of jammer pod response waveforms
with a radar target retum

Shielding
Isokation: 100 dB 05 - 18 GH=
« Quict zone: 15— 55" height x 200" x 1807
v -T2 B @ A5 GHz
B4 4B @ 1 GHz
+ 06 B @2 GHe
« -I00dE G 3 - 18 GHz
+ Anechois fregqeency range: 0.4

&

I8 GHz

Instrumentation

Free space: 24-channcl CEESIM MEN

Surlace and aarboree racars = 1000 simuliaseous
cmithers

Drenze threar environment (= 2 M pulsesisec)

High Fidelity Intrapulse Modulation {HFIM)
Provides pulse shaping capability every 15 as

21 channels with fast tuning synthesizers

3 channels with show wmng syathesizers

2 amplifier configurations TWTA and 55A

Fiber optee connectivity 1w 20 cans whech can be
placed anywhere on the chamber: floor

Frequency band 100 MHz — 15 GHz

Direct infect: 6 channels {amp ond phase) CEESIM
MEM

Designed for multiple port and channels
configuration

Fast tuming synthesizers or digitally tuned cscillators
Frequency band 180 MHz - 18 GHz

Portable: 5 channels CEESIM MEN

Fast tuning synthesers o digitally tuned oscillaiors
Frequency band 100 MHz - 18 GHz

Joint commenicaton simulator system

Scenario based. complex RF signal generation sysiem
Capabde of creating a realistic, simelated RBF
environment comprised of thousands of TN
emitiersidata links on thousands of platforms

.

£l
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POINTS OF CONTACT

Mr. Mario Dorade

l'echnical Director

112 TS/CT

30 Hoglan Avenue, Building 1030
Edwards AFB, CA 93524 1USA

Tel: 661-277-8352

Fax: 661-277-7768

Emal: Mario. Doradodredwards. af. mil

Mr, Steven Louton

Technecal Director

112 TSCT

M Hoglan Avenue, Building 1030
Edwards AFE, CA 93524, LISA

Tel; 661-277-7538

Fax: 661-277-T765

Email: Steven. Loutonieedwards.af.mil
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A6.2  EW Test Facility (EWTF)
TEST RESOURCE CATEGORY
Primary: 15TF / Other: MF, SIL, HITL.

LOCATION
BAE 8YSTEMS, Military Air Sclutions, Warton, Lancashire, UK.

NARRATIVE DESCRIPTION

The EWTF complex comprises an atrerafl-sized, RF- and laser-shielded anechoic chamber, shielded
roems, and an EW Sub-System Test Laboratory, all TEMPEST grade. It is co-located with ihe Division's
Electromagnetic Engineering Department, who run the EWTF and other related Mé&S, MF, HTIL and SIL
capabilities. Together, this whole-domain Electromagnetics Capability provides @ flexible and reliable
whaole-life design and T&E service to military and ather platforms, With EW T&E resources including
state-of-the-urt Combat Electromagnetic Environment Simulator (CEESIM) and Signal Measurement
System (SMS) for RF threat simulation amd ECM response and analysis, other standard laboratory test
equipment, and all necessary suppart infrastrecture, the EWTF supports:

Free space chamber “electronic battlefield” testing of un-installed EW squipment, sub-svstems, systems,
and of installed EW systems on combai-sized aircrafi and other platforms of similar size, in total
clectromagnetically secure conditions.

Direct signal inpection and measurement testing of EW systems ina SIL/HITL environment.

The figure shows a selection of
aireraft tcsted i the EWTF. The
platform 15 immersed in a virtual
battlefield for EW testing. Whilst
primarily a *drive in, drive out’ EW
ISTF, it is also used az an EW MF
for installed antenna performance
measurements,  high  intensity
radiated field EMUEMC testing,
and full threat lightning testing,
Ihese zre wsually whole aircraft
tests in the chamber, and the
EWTF is simultaneously an EW
MF and an Electromagnetics [STF.
The EWTF houses Compuiaiional
Electromagnetics super-computers,
the department’s primary M&S
capability, | 18 GHz RCS
measurements are also conducted
in  the c¢hamber. These are '
described elsewhere in Annex A, Selection of Alrcraft Tested in EWTF
(2 BAE Svatems 200 1, all rights reserved)

| CEESIM and SM% ane MNorthres Grumman Anvherst Svstems prosdiscls.

A-18 RTO-AG-300-V28

240



ANNEX A —

ELECTRONIC WARFARE T&E FACILITY DESCRIPTIONS

CAPABILITY SUMMARY

EWTF Complex
Anechoic chamber and sub-system test laboratory
+ Offices, conference rooms, visiting leiam room
» Segure vawlt {up 1o top seeret; mulii-MNation
partitioned)
Peritrack access from EWTF o neavest anway

A neﬂlm: Chamber Dimensions
Shield: 30 m bong x 238 mowide x 13.5 m high
o RAM-tp o BRAM-tp: 290 mx 229 mx 123 m
» Main door: L6 m wide x 12.5 m high
+ Two buman-sized access doors, one double door

Shielding

« Shieldmg = 100 dB from 10 kHe 1o 40 GHe

= TEMPEST grade, fully welded shicld
Okt zone 18,2 m dimmeter, 9.5 m high
Two quict zone locations: centre and 4.7 m offset
torweard mam door
Quict zone performance {up 1o 40 GHz):
« Monostanic: <90 JB

Bistaric: -#0 dB

+ Laser'electro-opticR/UY 1esting: Class 4 laser-

tight. double safety door interlocks

Support Services
« T pone skt capability
= S tonnee crane and 30 tonne twmtable: independent

and symchronised operation, 000 - 1071 retrtion
raig

+ Subaurntable laboratory and services moom
+ Power: single/22 UK, 115200V 400 Hz 3& aircrafi
= Hydraulica: Max 280 bar, 180 lires/mvinute
+ Compressed air = 10 bor, 22 m'/minute
Statke and mobile CCTY and video recording
+  Multi-zone fire detection and suppression:
= BimokeDeat, thenmal cameras (RAM temperature)
= Water deluge: 1 tonvsecond for 3 minutes

RF Transmission and Reception
= Six threat site multi-antenna stacks:
+  Four cormers, at floor level; ome at centre of wall
opposite door; one at top of that wall
+ Steeruble stucks, with laser pointer
Multiple transmitreceive antennas per stack
+ Threat simulation configurations:
= Basic: 21 TWTAs (microwave/millimetre wave)
+ Variety of other amplifiers, up to 1 - 18 GHz
I EW CW and @ KW pulsed {4%:)
+ Basic RF signal reception configurafion:
»  ECM response measurcment
+ Threat simulator output venfication
= Chamber BF enviromment characterisation

Instrumentation
= 11 channel CEESIM MEN:
= Microwmve'millimetre wive channels
= 2 high speed aynthesiser channels, 6 others
aviilable to be fitted as necded by test
= 256 emitters, 256 platforms, simultaneous at BF

= Mades: stand-alene, close-coupled and fully
controfled by external contral computer

v M5/ Time synchronisation system:
= Wide-band, digitized IFM receiver
= Dual-channel, 30 MHz mstantaneous bandwidth
= Extensive real-time/post-processing capability
= Event-driven signal copiure

= EW measurement system:
= Microwave/ miliimetre wave, 10 MHz bandwidih
= 25 MHz sampling A, 90 minute recording

+ (her Microwave [aborvtory analysers, data

Further information: Pywell, M. and Midgley-Davies, M. Improved Test Capabilitics for Cost-cffective
Performance Evaluation of Airborme Electronic Warfare Systems, LEAeS, V.1 14, No.1 158, September 2000,

POINT OF CONTACT

Mr. Stuart Richmond
EWTF Group Leader, Building W423A (EWTF)

BAE Svstems, Military Air Solutions, Warion Aerodroeme

Warton, Lancashire PR4 1AX, UK
Tel. +44-(031772-858436
Email: Star. Richmondiibacsysiems.com
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A.6.3

Air Combat Environment Test and Evaluation Facility (ACETEF)

TEST RESOQURCE CATEGORY

Primary: ISTF.

Laocation

Maval Air Warfare Center Aircrafi Division (NAWCADY, Patuxemt River, Maryland, USA

NARRATIVE DESCRIPTION

The Imegeated Batlespace Simulation and Test (1BST) Departiment. within MAVAIR, owns and operates
the Air Combat Environmeni Test and Evalwation Facility {ACETEF). This fully integrated ground test
facility supports Test and Evaluation (T&E) of highly integrated amrcraft, weapon systems, and ground
vehicles in a secure, controlled and electromagnetically guiet environment. ACETEF provides cost-
efficient grownd-testing capabilitics tor a multitude of programs across the Dold, commercial systems and

aireraft.

ACETEF supports installed svstems testing in a warfare environment using
statg-of-the-an  stimulation and  simulation technofogy. 1t also has a
combination of laboratonies that offer nsk-reduetion, compliance check and
sysigm performance for aircrafl, their sysiems, and the warfighier. These
lahoratories provide realistic open-loop and'or closed-leop multi-spectral
environment stmaulation to Electromic Warfare {EW), sensor, communications,
navigation and destification systems during both developmental and
operational testing.

ACETEF is the T&E center of excellence for Modeling and Simulation
(M&S) of the modem Battlespace environment behaviors and interactions,
It provides credible, repeatable models of highly complex, interactive and
reactive environments as well as seenario development and UAS expertise.
The facilities uiilize and swpport multiple warfare environment moedels and
i5 the devcloper of two government-owned, [cense-free, mission-level
models that support acquizition decizsion, warfare analysis, aircrallaircrafl
systems, ground testing evaluagion, and wraining,

ACETEF has the flexibility fo create custom, real-time data displavs and
dana gathering systems o aid customers in extracting the daia they require
from ground test events, The team’s capabilities range from performing
system simulation, providing ground-test support and stand-alone testing on
installed aircrafi Electronic Warfare (EW), Navigation (NAV), and
Communication {COM) systems.

ACETEF operates a number of shielded and anechoic test facilities on the East and West Coast which
provide a secure, uncentaminated RF envirenment to perform testing on installed avionics and handheld
cquipment. From a Bocing 707 sized aireraft to micn;u:hips, the Facilitics accommodate test vehicles at any

sixe.
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CAPABILITY SUMMARY

Shielded Hangar

+ Has surrounding labs that provide umimterrupted reahistic signuls o systems under fest
Provides a confrolled, secure and realistic test environment for system stimulation

+ Accommodstes multiple platformes
Built to accommodate multiple large aircraft

+  Wire mesh covered doors and walls, enabling Electromagnetic Environmental Effects (E3) festing,
TEMPEST and COMSEC centification, and electronic warfare suite infegration

v Provides o secure and realistic test enviromment For system stimulbation
Has access 1o :I:rd_ﬁ M FUNWays

Aircraft Anechoic Test Facility (AATF)
= Ly GOTW % 40°H
= Designed for tactical size airceaft and helicopters
«  Owerall signal atenuation in the chomber is greater than 100 dB over a frequency range of 140 kHz o
40 CiHz
*  Has surrounding labs that provide unintermupted realistic signals 1o systems under test

Advanced Systems Integration Laboratory {ASIL)
+ Anechoic Chamber test Area; TEO'L 5 180°W x 60'H (32000 square feet of Moor westing area)
= Can accommodate two tactical aircrafi (up to 40 tons) or one E-6 or Boeing 707 sized aircrafi.

-1 dB at 30 MHz, to -45 dB at 37 GHz.

the floor

+ Preparation ares between chamber door and weather door keeps temperature on chamber door steady 10
prevent warping and provides additional aren for testing

+ The Operations Control Center (OCC) provides an area where tests can be controlled and viewed and is
accessible 1 networks, simulator displays and SUT cameras

+ Chsimber izolation (15 kHe - 40 GEHz) 15 specified as 100 dB, Maximum refllectivity of the RAM vares from

+ “Uleshaped” pitunder the chamber Noos for stimulation equipment; signal cables are passed through ports in

Electromagnetic Interference (EMI) Chambers
« 3 full wnechoic chambers
o NI XD
o 240 K 207 x 1P
o 2N 1P R L
+ | mode stir chamber
COe | O 1

POINT OF CONTACT

MNAWCAD Business and Parinership Office (BPO)
Butlding 303, Room 117

22473 Millstone Road

Patuxem River, MD 20670-3304, USA

Email: NAWCAD NBOGE Navy, mil

Tel: 3011 -342-1133

WWW NAVAIRNAVY MILABST
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A.6.4  Electromagnetic Test Capability

TEST RESOQURCE CATEGORY

Primary: 15TF / Ciher; MF.

LOCATION

BAE 5% STEMS, Military Air Sclufions, Warton, Lancashire, UK.

NARRATIVE DESCRIPTION

The Electromagmetic Test Capability
spans the disciplines of EM Hazards
(EMC/EML), Lighining  strike
similaton, Signatures (RCSTRS)
and Installed Amtenna Testing, To
allow realistic full threat testing of
whole aircrafi platforms the 15TF
ncludes  a  dedicated  outdoor
High Intensiy RF (HiRF) Radio
Enviromment  Generator  {RECG)
fﬂﬂlilt}', a low power UW swep
llumination facility for platform
characterisation, a RF- and laser-
shiclded ancchoic chamber (used
far both HiRF and lightning sinke
testingl, along with an ouidoor
RCS mange. Additionally a range
ol smaller laboratories, some RF
screemed,  are  available  for
component and sub-systems testing.

The key benefit of most of the
facilities is the ability to “drive in’
fully integrated platforms, from
small UAVs 1o large combat
aireraft, In panicular the ability
for many of the facilities to
support platforms fully powered
with  ‘live’  Flight Control
Systems and engines on, provides
the mosi representative  groumd
test  environment.  The  figures
shiow tests being performed m the
various  fest  facilities. The
majority of the test capability has
been developed with mobility in
mind  and  testing  has  been

IR SHGHATURE
MEASUREMENT

=

PNTERNMA PATTERK MEASLIREMEM

o mosmEASUREMENT I EMC TESTS 0N OFEM AR TEST SITE

AIRCRAFT IN EWTF
UNDERGOING
LIGHTNING STRIKE

(Images © BAE Systerns 2011, all rights reserved)

performed around the Waorld. With this mobility it is possible to test larger platforms on open field sites,

cuslomer bases and in hangars,

RTO-AG-300-V28
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CAPABILITY SUMMARY

EM Hazards EMH/EMI

REG Facility Equipment

16 EW solid state 10 kHz — 200 MHz OW amglifier
1 kW solid stare 100 — 1000 MHz CW amplifier
Lipto 50 Vi 5 — 530 MHz (at 15 m)

o 2= 000 m 30 2080 MMz (at 5 m)

=450 Vim 200 MHz — 1 GHz (at 1 m)
Targets up o 15 m

Microwave Test Capability
Mingmm O Capabiliy
Fregquency | Minimum Field Sweagth Lesel (Vi)
{1}
1-18 bl
Minimum Pulsed RF Capabitity
Frequency | Penk Ficld | PRF | Pulse Widih
{€iHe) (¥am) | (kHe) (]
=2 ) 1 34
14 IRE3 1 15
48 IRES 1 15
B-124 200 1 30
124- 18 200} 1 30

Lowe Level Swept Charactensation (LLSC)
2 MHz — 40h MHz

Bulk Current Imjection (BC1) 2 - 400/ MHz
Bay attenuation 200 MHz - 18 GHz

Signatures (RCS/1RS)
RS Mensurement Hange

= 2- 18 GHz frequeney coverage
Full polarisation H, % and cross-polar
Absolate RCS data, 1D and 2D imagery
Platforms/targets up 1o 13 fonnes
Targets up to 15 o in extent

+ T mtall, 12 tonne A=El low-ROS positioner
Maobile RCS Measurement System

+ 2 - 18 GHz frequency coverage
Test articles from component to whole body
turgets of 12 m in size
Measure target in early and mid lifecycle,
pradluction stage and in service
TRE Measurements
MWIR (1.5 - 55 pm)and LWIR {7 — 11.5 pm}
thermal imaging cameras
Measurements from -20°C fo =1 SIEC
Ciroumd-to-ground, ground-to-air, air-to- ground
amal wir-to-air capabilitics
Building/ indusirial cquipment thermal surveys
Installed Antenna Pattern Measurements

+  Use of outdoor RCS range

bl degroes rntable
Performance verification of;
Drivection of Arrival {DoA)
Effective Radited Power {ERP}

Lightming Strike Simulation

Ay arbitrary shot amplitude from 200 kA full threat
down 1o 20 kA sub-full threat

Adrcrft retum comducter solutions up te 4 m x 4im
Apechoic chamber solution for platforns up 1o 16 m
wighke and 12.5 m high

Microwave Materials Measurement

+ 100 MHz - 20 GHz frequensy coverage
Co- and cross-polarisations, complex relative
permenbility wnd permittivity, reflectivity
S-parameters and surface wave anensation
+ 7 mm co-axial, free-field focussed beam, open-

ended co-axial probe and MRL arch

POINT OF CONTACT (EMH/EMI)

Mr. Meil Ritchie

EMTG Group Leader

Butlding W423A

BAE Svstems, Military Air Solutions
Warton Aergdrome

Warton, Lancashire PR4 1AX, UK
Tel: #44-(N1772-855177

Fax; +44-(N1772-855262

Email: Neil RitchieguBaesystems. Com

POINT OF CONTACT (RCS1RS)

br. Allan Brown

Electromagnetic Signatures Group Leader
Building ‘W423A

BAE Systems, Military. Adr Solutions
Warton Aerodrome

Warton, Lancashire PR LAX, UK

Tel: +44-(0pI TT2-855570

Fax: +44-{0)1 772-855262

Email: Allan. D Browniz baesvstems.com
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A.6.5  Anechoic Shielded Chamber

TEST RESOURCE CATEGORY
I-‘rimar}': ISTF / Other; MF.

LOCATION
Alenia Aeronautica S.p.A., Caselle South Plant, Turin, ITALY.

NARRATIVE DESCRIPTION

The Anechoic Shielded Chamber (ASC) is the Alenia
Aeronautica state-of-the-ar testing facility designed
to perform Electromagnetic Compatibality measurements
and High Radio Frequency (RF) Sensitivily tesis in a
protected environment from both RF external noise
and adverse weather conditions.

The Anechoic Shielded Chamber 15 a fully anechoic
facility that allows to perform, im0 a controlled
environment, both Intra- and Inter-system, such as
EMC and High Inensity Radiated Field verification,
in 4 represeptative cavironment of frec-space, Le.,
equivalent to setual flight conditions, and accordmng to
applicable civil and military standards.

The ASC s also provided with equipment for
performing Antenna Radiation Paltern measurements
and is suitable for Electronic Warfare {(EW) resis,

The Anechoie Shielded Chamber s included i the
same Host Building with another mapor fagility: the
Sky Light Simulator, the most advanced aerospace
lighting laboratory in the world.

The Anechoic Shielded Chamber is composed of four
shickded envirorments: an Anechoic Shielded Chamber
[ASC), a Shielded Control Hoom/Amplifier Room 1
[(SCRAARLL an Electromic Warfare Chamber (EWC)
and a Reverberating Chamber,

A Preparation Boom located in front of the ASC Main
Aceess Door, represents a protection azainst atmosphencs
and a comfortable arca for aircraft setting up before
the test campaign.

Remote management of the Anechoic Shielded Chamber is possible inside the Shielded Control Eoom
[SCR) where the test execution in comfortable, automatic and safe condition is assured by: HIRF power
generation control and monitering system, CCTY system eguipped with fve cameras installed ot different
height and an infrared camera.

The Ancchoic Shiclded Chamber is designed to perform EMC/HIRF and RF testing on fighter aircrafi as
Eurofighter, Tormado, M-346 but 1t 15 also suitable for: small civil avcrafl, rotoreraft, spececrafl. EW pod
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and weapon system such as missile, ground velicle and system. Moreover, the Amechoic Shielded
Chamber is approved by the IT M5SA as a TEMPEST test facility for platform/system,

CAPABILITY SUMMARY
Anechoic Shielded Chamber Chamber Dimensions
= Anechoic chamber aid several shielded test « Shield: 300m long x 30 m wede x 20 m high
laboratorics .

Ohifices, conference rooins
Segure tacilities (tailored to program requirements)

Shielding
Shielding = 10d dB from 200 kHz 1o 18 GHz
o TEMPEST grade, fully welded shield
= Quict zone 10 m diameter, & m high
+ Anechiic frequency rmge: 30 Mz -18 GHz

RAM-tip to RAM-tip: 2o m x 26 mx 16 m
Main dooe: |8 m wide % 8.5 m high

One 2.5 m wide x 2.5 m aceess door

e lneman-sized access door

Support Services
« 30 o Dome diameter turntable can eotate the system
umsber test +- 180 degrees up 1o | degisee.
«  Ome 25-ton haist
Apreraft electrcal power:
= A0 Hz, |15 VIXC, 36 (General)
Instrumentation power: 18 VI, ele.
Cooling air system
Hydrsuhic svstem

£

EMI/HIRF
L KW solid state @ kHz — 100 MHz OW amplifier

o A kW solid state 100 MHz - 1000 MHz CW
amplificr

o 1 kW solid state | - 18 GHz CW amplifiers
2EW TWT 1 - 18 GHZ PW amplificrs
# Low Level Swept Characterssation { LLSC)
30 MHz — 400 MHz
+  Bulk Cuorrent Inpection (BC1) 10 KBz - 408 MH:
= Low level swept ficldbay attenuation
30 MHz - 40 GHz
= Emission radiated and conducted test
2 MH:z - 18 GHz

Installed Antenna Pattern Measurements
«  WF-FF test facility using spherical
+  Performance venfication of:
= Effeetive Radiated Power (ERF)

Microwave Materials Measurement

10 MHz — 20 GHz Freguency coverage

+ o= amal cross-polarisations, complex relative
permeability and permittivity, reflectivity

+ S-parameters and surfisce wave alténuation

POINT OF CONTACT
M. Harie Berting

Engineering, Avionic Systems and Laboratories — ASYS

Electromagnetic Emvironmental Effects Manager
Alema Aeronautica S.p AL

Strada Malanghera, 10072 Caselle Torinese (TO) — ITALY

Tel: 3% 011 9%60446; Fax: +39 011 9960502
Mobile: +39 366 6813929

Email; ibertinoic@alenia. it

A Finmeccanicy Company
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A.6.6  Electromagnetic Open Area Test Sites

TEST RESOURCE CATEGORY
Primary; ISTF / Other; MF.

LOCATION
Alenia Aeronavtica 5.p.Au, Caselle South Plant, Turin, ITALY,

NARRATIVE DESCRIPTION

The Electromagnetic Test Centre s mainly involved in
ElectroMagnetic Compatibilicy ¢ High Intensity Radiated
Freld (EMC/HIRF) qualification and  certification of
aircrall  prodects  that  Alenia Aeronautica  designs
autonomously, such as the last generation of UAWV
technological demonstrators Sky-X and Sky-Y or, more
frequently, in  parinership  with  other national  or
migrnational  acrospace  indusines. The most  recent
pircraft like C-27)] Spartan, Eurofighter Twphoon and
Alenia Aermacchs M-346 have been tested and certified
by Alenia’s Electromagnetic Test engincers  using
the Open Area Test Sites with proprictary  fest
instrumentEtion.

The main activities of the Alenmia  Acronautica
Electromagnetic Test Centre are: (o eveluate the
electromagnetic compatibility and susceptibility aspects
in system integration, to test and verify the satisfaction
of EMC and HIEF reguirements of complex platform, w
perform final tests {0 demonstrate the fulfilmeni of
International  Standard  requirements  for  Certification
purposes, w0 test and check the BF performance of sub-
systems integrated into air vehicle {e.g., navigation aids
cquipment), to test and check the performance of emitter
devices directly installed on the aircrall (e.g., antenna
radiation pattern), to suppor the testing activitios
defining  the appropriatz  test  instromentation  and
fagilities based on tew esting requirements, o deal with
EMU issues developing dedicated test instrumentation,
new fecilities andor testing methods, with the aim o
keep the technical know-how updated at the state-of-the-
art,

The EMC Test Range 5 & dedicated open area (eround
5400 m®) including two circular fest areas of 15 m
diameter for vertical and horizontal polarization HF
radistion; the EMC Test Range 15 eguipped with a
tusstable platform that allows full 3607 aircraft rotation.

The Transport Test Area was built at the beginning of
2001 specifically for the certification of the C-271 transport
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atrerafl. The result iz a dedicated open area (30 m x 50 m), in which i was possible 1o perform the EMC
tests with and without engines running that supported the civil certification of the C-27F in June 2001,

Warious Maohile Test Stations are working in both OATS, each provided with BF istrumentation, tools
and PCs 1o conduct EMC/HIEF testing in flexible, comfortable and safe manner.

Both Open Area Test Site are equipped with all the necessary ancillary system 1o provide electrical and
hydraulic feed to air vehicles during the measurement campaign.

CAPABILITY SUMMARY
(pen Area Test Site: Test Site Dimensions:
= Thre testing locations for bath horizontal and + EMC Test Range: 5400 m” with two westing locations
wartweal pobarization +  Transport test airerall range: 500mx 50 m
« Offices. conference rooms
EMI/HIRF: EMC Test Range Support Services
= 200 kW solid state | — 30 MHz CW amplifier « 30 wn & modiameter wmniable can rotate the system
« 10 kW solid stabe % kHz — 100 MHz CW amplifier under test +/- 180 degrees up 1o | degrsec.
o A KW solid stare 10D MHz — 1000 MHz CW + e 2i=ton hoist
amplificr « Ajrcroft electrical power:
1 kW solid state | — 18 GHz CW amplifiers = 400 Hz, 115 VI, 36 (General)
« 2EW TWT I - 18 GHE PW amplifiers +  [nstrumentation power: 28 VI ete.
Low Level Swept Charactensation | LLSC) «  Hydraulic system
1 MHz — 4 MHz + Ground plane
Bulk Current Injection {BCT) 10 kHz — 4040 MHz « Wonden platform (h 3.0
» Low level swept field ¢ bay attenuation + Fixed antennas (5 + 30 MHz)
I'g"’f""f T 4"5“; L2 « Mobile antennias (30 MHz + 40 GHz)
misston radia conducted test : ; s
2 MHz - 18 GHz +  Shielded test stations
Transport Test Range Support Services
Adrcraft electrical power:
= A Hz, |15 VDO, 38 {General}
Instrumentation power: 28 VIN, ae,
+  Hydraulic system
Dredicated trolley for airceafl rotation
+  Fixed antennas (2 + 30 MHz)
+  Mobile antenias (M0 MHz + 40GHz)
+ Shielded test stations
POINT OF CONTACT

Mr. Hario Berting

Engineering, Avionic Sysiems and Laboratories — ASYS

Electromagnetic Environmental Effects Manager, Alenia Acronaotica S.pA.
Strada Malanghera, 10072 Caselle Tarinese (TO) - ITALY

Tel: #3201 9960446; Fax: +39 011 9960502, Mobile: +39 366 651 3929
Email: ibertinoialenia.it

A Finmeccanica Company
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A6.T  USAF Joint Pre-Flight Integration of Munitions and Electronic Systems
{J-PRIMES)

TEST RESOURCE CATEGORY

Primary: Installed Systems Test Factlity (1STF)

LOCATION
Eglin AFB, FL, USA,

NARRATIVE DESCRIPTION

The J-PRIMES anechoic chamber, as an Installed Svstems
Test Facility (ISTF), provides testing of air-to-air and air-
to-surface munitions and electronics systems on full-scale
aireraft and land vehicles prior to open air testing. Through
simulation and modelling, vast amounts of performance
dana can be obtained a1 a fraction of the dme and cost of
comventional flight test programs alone

(Image: USAF/Samuel King Jr.}
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CAPABILITY SUMMARY
J-PRIMES Provides The Following Major Test Arcas:
RF Ancchoic Chamber

106 dB RF-isolated anechoic chamber with a hoist lift capacity of 40 tons and capable of testing all curvent
USAF, USA, and USM fighter aireradt ond helicopters, a varicty of ground combat vehicles, and numerous
cormmercial platfonns

Outdoor Ramp
« Open-air flight line area for testing of large sireraft, with sccess to all facility simulotion and instromentation

Test Stativms
= Shielded laboratories for sub-systeen level festing of fighter and bomber electronics and weapon systems

EMUIEMC Chamber
»  Semipnechoic shielded enclosure for testing of MIL-STD 461/462 amd mony other EMLEMC commercial
specifications
J-PRIMES Instrumentation Includes:
« AMES I for simulation of threat radar signals
Four target, closed loop radar tagget siniulator with dviamie radar cross-section, jet engine inodulation,
clectronic countermeasures, and clutter signatures used fo simulie threal engagement scenarios
MIL-5TD- | 760 weapons and aireraft simulator for interfacing with aircraft systems
+ Two 10-channel differential GPS constellation and GPS jammers

POINT OF CONTACT

J-PRIMES

4h RANGITEPA

401 W. Choctawhatchee Avenue, Suite 263
Eglin AFB, FL. 32542-5724, LISA

Tel: K50-B42-8472 or $30-282-8102

DEM: BT2-8472 or BT2-51402

Fax: 850-£82-8162

RTO-AG-300-W28 A-20
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A68  CASSIDIAN EME Test Facility

TEST RESOURCE CATEGORY
Primary: ISTF: Whole Svstern EM Testing,

LOCATION
CASSIDIAN, Manching, GERMANY,

NARRATIVE DESCRIPTION

The Cassidian EME Test Facihty is a full threat level,
5 — 30 MHz HIRF itest facility amd provides
mdsvidually tatlored testing for EME gualification,
verification and certification support for military and
civil customers, for karge and operational systems.

EME testing 15 performed according to national,
international, military, NATO and civil standards, as
well as costomer defined requitements. Supporting
getivities  such o5 test definition,  test vehicle
menitoring and data evaluation are available,

An RF transparent, rotatable;, heavy duty wooden
hfting platform is avalable o eliminate pround
effects and to ensure a large and homopeneous test
volume, Additionally, mobile HIRF test facilitics op
to 18 GHe are available, 10 support on site testing al
customer locations. The facility bas excellent antenna
deconpling and interference measurement capabilities.
State-ol-the-art Test Equipment 15 used throughout.

EM  Testing is iypically performed when the

certification  authoritics reguine re-testing dus to |

medifications on a system [eg., due w changes in
cabling, new electronic/electrical equipment, changes
due to obsolescence), or when a type cerufication of a
system or sub=system is required by the centification
amhorities, or when an engineering test is required 1o
reduce the nisk due to EMC related failures, as well as

when EMC failures have occurred during normal |

operation.

Some of the svstems already tested include the
Eurofighter TYPHOON, the Panavia TORMADO, the
F=4F PHANTOM, the C-160 TRANSALL, the P-30
ORION CUP, as well as the NH90 TTH and the
CH32GA helicopters.

B
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CAPABILITY SUMMARY

Application Examples
+ Small to lorge system testing, with mobile test equipment
= Type centification for German flight clearance authorities (ML)
Shiehding effectiveness measurerment of all kinds of objects
= Conducted and radiated emission neeasurements of all kinds of objects, including with munning cngines
+ Antenna pick up, noise, phise decoupling and installed performance measurements
= Dhvect {DCH or indirect current injection into all kinds of strectures

_EIer.:rmma-gneti:-aII;'-Transpa-rént Wooden Elevation Platform:
« Raising of test objects up to 20 m into the homogenous zones of horizontal polarized EM fields
+ Platform load max, 30 @, twrn range £1 827
= Large test volume: Werbcal polansed {40013 x 35(b) x 12(h) m); Horizontal polarised 20x 13 x 6 m
HIRF Test Capabilities
= 530 MHz up o 250 Vim (100 KW )
o R0 SO0 M Hz wp o 250 Vim0 - 5 BW)
= 0.5 — | GHz up to 650 Vim (2 KW}
o (.8~ 1R GHe ug to OO0 Vi (350 W)
Direet Corrent Injection (1)
¢ To support low freguency HIREF testing on complex systems
Low Level Swept Current (LLSC) Testing
+ 1 —400 MHz, 64 current probes in parailel, uliza fast mensurement technigue
Low Level Swept Field (LLSF) Testing
* 5 MHz - 18 GHz up to 12 field probes in paralicl
Bulk Current Injection (BCT)
= 10 kHz — 400 MHz, multi-injection
Enhanced Level Injection into onboard sensors
« 10 kHz - 18 GHz, all roodulation types

Standards
« ANIEC, EM, DIM standards
o Al MIL-5TDs
« AllVG standards
o ANSTAMAG standards
o Customer specific

POINT OF CONTACT

CASSIDIAN

Rechliner Strafle

25077 Manching

GERMAMNY

Tel: +45% () 84 59 8] —a 41 34
Email: harald wernerid cassidian. com
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AT OPEN AIR RANGES, INCLUDING EW T&E FLIGHT TEST
CAPABILITIES

A7 Electronic Combat Range

TEST RESOURCE CATEGORY
Primary: OAR / Other: HITL.

LOCATION
China Lake, California, USA,

NARRATIVE DESCRIPTION

The Electronic Combat Range (ECR) is physically located in Califomia at China Lake's South Range and
provides a realistic electronic combat environment. FCR provides threat systems; operations and range
control; instrumentation; Time, Space, Position Information { TSP, telemetry, optical and communications;
data processing and display svstems; and signal monitering, calibration sysiems and assessment amd repair
facilities for test and evaluation and training customers, The ECR is the Navy’s principle open-air range
for test and evaluation of electronic combat systems.

Threat Simulations

The ECR offers a wide varicty of
threat simulations, surmogates and
actual systems, providing a threat=
rich environment. The 1,200 square
miles o restricted  airspace
overlying %00 square miles of Navy
land offer ample room for either
simgle- or multi-platform events.

Open-air hardware-in-the-100p
testing at the ECR helps bridge the
gap between laboratory and open-
air testing, Long before a system is
ready for flight testing, the
hardware can be tested against an
assortment of threat systems and
advanced technology simulators,

Multiple threar systems are available: actual, surrogate and simulated. A broad range of EW technologies
are otfered; pulse, continuous wave, Doppler, multi-spectral, and Blue and Gray systems. Test emitter
spectrums mclude radio frequency, electro-optical and millimeter wave. All systems use audio and video
instrumentation to collect extensive digital flight test data.

Test Suppart

AL ECR, aircrew have the opportunity in a single mission to combat both an air-to-air threat and a surface-
to-air threat as well as complete an air-to-ground strike mission,
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Top secret amnd special-access level security i& available with minimum electromagnetic interference. ECR
supporis a combination of land and naval systems (littoral threat), The ECR provides engineering suppogt,
developmental and operational test and evaluation, analysis, and training resources for users of systems

that counter or penetrate air defences,

CAPABILITY SUMMARY
Types of Events Technologies
Electronic Countermeasires [ECM) effectiveness = Pulse systems
testing +  Continuous woave svstems

Radar Waming Receiver (RWR) testing

»  Limmanned Aenal Svstems (UASs)
Expendables — chaff and flare effectivencss

= Towed and wir launch decoy testing

= Anti-Radiation Missile (ARM) flight testing 1o
eviluate seckers and avionics

» Tactics development

= Pulse Dappler systems

+ Raw unprovessed data

e

= Borted comected data (wild point flags and sorted by

¢« Truining
Data Ouipuis Systems Provided

v Scope video +  Advanced threat simulations

= Baresight video »  Burrogates

+ Display vides + Red, blue, wd gray threat assets
Radio recordings

+ Crew hot mike recordimpgs
Digital data

FOINT OF CONTACT

Electronic Threat Systems
T004 Randwash Road

China Lake, CA 93535, USA
Tel: To0-939-5303

WL BEvair navy.mil ranges
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A2 Vidsel EW Test Range

TEST RESOURCE CATEGORY
Primary: QAR ( Other: EW-Training Range.

LOCATION

Widsel Test Range is located in the northern
part of Sweden, almost on the Arctic Circle
and close 1o Vidsel Airbase (ESPE).

NARRATIVE DESCRIPTION

Widsel Test Range is operated by the
Swedish Defence Materiel  Adminisiration
(FMWV) and is best known for it large
overland capability and for s weaspon
employments. At Vidsel Test Range it is
possible to undertake Air-to-Air fiving with
lurge stand-ofl weapons, to employ varions
live bombz and also 1o operate UAV flights.

In recent years EW has become a key factor in the development of the range. During the MATO Loyal
Arrow exercise (2009 and in other miernational air exercises Vidsel Test Range has provided realistic
EW threats. Since Vidsel Test Range and the survounding Restricted Area is so large, vertically and
horizontally, it"s very well suited for large scale training or for tests that require large space.

The Swedish Armed Forces have performed actical testing at Vidsel of their equipment and ight crews
against IR/UY threat simulators.

Foreign air forces have conducted a tactical EW-training course with helicopters at Vidsel Test Ruange
using generic BF threats as well as IR/UY simulators,

The Swedish aireraft industry has also used IRUY simulators to do tests of Missile Approach Waming
Systems (MAWS).
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CAPABILITY SUMMARY

Range Arca
+ The tofal range aren whiere we can employ
weapns is approximately 35 x T ki and this
aran com be evacuted if needed

Airspace
+ The Airspace {Restricted Aren / ESR{O2)
surrounding the range area s appeoximately 70 x
120 ke Jaterally and unlimited vertically. Vidsel
Tesat Range ‘owns” the airapace which makes it
passible o use the air very flexibly.

Infrastructure
= Widsel Test Range has excellent infrastruciune

with fibre amd RF links, networks, rosd networks,
clectrical power networks, airfield, range
instrumentation systems and much more. There is
abeo a structare in which different kinds of threat
systems ¢an be conmected in many varions
locations, This structure is connected to 4 real-
timee contrel system, VIEWS by CAS, UK, i the
main mission control center. Post mission
evilustion {quick feadback 1o crews) s also

Airbase
« Widsel Test Range is supponied by Vidsel Airbase
{ESPEY bocated approximately 20 km from the
sodutheast comer of the Range Arca. The airbase is
Tully operational with a T30 {1 runwey egquipped
with an arresting cable.

+ Widsel Test Range hos two Malling systems which
simulate IRSUY threats (SA-7). These simulators
are very Hexible for wee as wetical threats and can
alse be used to verify MAWS and flare systems.

KF
+ Vidsel Test Range can offer three tracking radar
units as generic RF-emitters for testing or tactical
tEAnning,

Flares

+ Yidzel Test Range ollows the use of flares at all
lewels in the range area (depending on the level of
fire hazard),

Chafl
Widsel Test Range allows the use of chaff.

EW-Jamming'GPS-Jamming
Widsel Test Range allows EW and GPS jamming
i{subject to approval from the authorities).

FOINT OF CONTACT

Mr. Per Nilsson

EW Co-ordinator, Vidsel Test Range
Widsel

Lapland 5E-94293

SWEDEMN

Tel: +46929 17103

Email: pelle.nilssonia fimy.se
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A3 Center for Countermeasures (CCM)

TEST RESOURCE CATEGORY
Primary: OAR ¢ Other: M/A.

LOCATION
White Sands Missile Range, New Mexico, USA,

NARRATIVE DESCRIPTION

The Center for Countermeasurss (CCM) directs, coordinates, supports and conducts  mdepemdert
Countermeasure (CM) / Counter-Countermeasure (CCM) fest and evaluation activities for LIS, and
foreign weapon systems, sub-systems, sensors and related components. We are a tenant organization at
White Sands Missile Ranpe and report to and receive puidance and funding from the OfMice of the
Secretary of Defense, Director, Operational Test and Evaluation.

The Center supports all of the Services and other federal agencies in their test activities by having world-
class organization for open air [RCM T&E, providing Survivability Equipment (SE) with an emphasis on
rotary and fixed wing platforms, providing Hostile Fire (HF) data collection and activity covrdination, and
offering threat mjection during pre-deplovment events.

The Center provides many unique capabilities including mobile, self-sufficient T&E equipment; zero labor
cost providing significant savings to the program; independent CMACUM assessments at anytime in the
program’s acquisition cycle; and establish and montun US-NATO survivability memorandums of agreement.

Towed Arborne Plume Simulator (TAFS)
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CAPABILITY SUMMARY

Types of Events: | Technologies: ;
¢+ Independent counter-countermensure test and + Threst injection during pre-deployment gvents
evaluation

+ Zero labor cost providing significant savings io the
program

¢ [Independent CMACOCM assessments at anylime in
the program’s acquisition cyele

+  Establish and maintain US-NATO survivability
memorandums of agreement

Data Outpuis: | Systems Provided:
»  Huostile fire data collection = Mobile, self-sutficient TRE cguipment
+ Survivability eguipment with an emphasis on
ratary and fixed wing platfoms |
POINT OF CONTACT

Center for Countermeasures
Tel: 375-/7TR-7200
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A74  NATO Joint Electronic Warfare Core Staff

TEST RESOURCE CATEGORY
Primary: OAR ¢ Other: M/A.

LOCATION

Main Operating Base is at RNAS Yeovilion, UK, however all assets are mobile and deplovable as required
throughout the MATO AR,

NARRATIVE DESCRIPTION

MATO Joint Electronic Warfare Core Staff (JEWCS) has a number of functions including provision of a
hostle EW environment in which to conduct training at the tactical and operational levels in the land,
roanbime and air environments for all NATO standing and assigned forces. (This includes a remit (o
support EW trials amd experimentation]. It also supports Operations, provides the NATO Emitter Database
(MEDB) and provides NATOs core EW staff function, EW policy and doctrine.

The JEWCS EW iraining capabilitv is applicable w EW T&E Flight
Testing and can provide: Radar and communications emitter simulation,
Radin communications intercept, jamming and deception, Radar
jamming and decepiion, Datalink jamming and EMCON and COMSEC
monitoring, These capabilitics are provided by assets operating in the air
sca and land environments, any of which could be utilised in Flight
Testing. The fundamental difference between the JEWCS assets and
those on a more traditional EW range is that the assets are all mohile or
transportable and routinely deploy to the location required throughout the NATO AOR. 1 should be noded
however that because of equipment limitations and training artificialities the power levels of the
equipments are not calibrated and are not usually representative of operational systems,

A brief description of the EW assets is as Tollows:

= EW Pods — ALC-167 pods which can be camied on contractor
business je1 type aweraft such as DA-20 Faleon or Learjet, or on
suitably certified fhst jcds, currently only FI8, F4 and Hawker
Hunter. 8 radar simulation pods and 24 Jamming pods, Effective for
boh air to air and air to ground jamming and Simelation,

+  TRACSVANs - (TV) Transportable Radar and Communications
Jamyming and Simulation Vans TV, Optimised for maritime EW b
also usable n other scenanos. They are capable of simultancous rudar
Jamming, radar simulation, datalink jamming and communications
Jjamming/deception. The TV can be deploved at sea on host-ships or
can deplov on land operating oftf o transporter. Capable of ground to
air, although for radar jamming and simulation it has very limited
capabilitics for optically tracking fast moving {airhome) targets,

+ MINI-RADARVAN (MEV) - Vehicle capable of radar simulation
and jamming, mcluding DREFM. Capable against surface or airbome !
targets: however il is primarily mtended for use against fixed surface targets, racking capability is
very limined,
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SHORT RANGE AIR DEFENCE SITE SIMULATOR (SAD) - Capable of simulating radars
associated with Surface-to-Air Missile systems or Anii-Aircrafi-Artillery systems. Targets are

acquired and tracked visually through binoculars.

+ UV MALLINA SYSTEM (MALLINA) - Capable of shor range
stimulation of UV Missile Waming Systems,

+ NATO EW VANs (NEWVAN — NV) — Optimised for Land EW, but
alzo usable for amphibicus and air exercises. Provides Comms ESM.
Jamming and deception,

+ NINEWWVAN (MNY) — Landrover-based capabilities similar to N3

+«  MOBILE INTERCEPT JAMMING ASSETS (MLIA) ~ Off-road capable communications assets

which can provide ESM intercept, jamming and deception.

CAPABILITY SUMMARY

= ALOQ-PAT pods:
+  Simulasion:
» Banded frequency range: 7.8 to 175 GHz, PRF 200 — 6000, PW 0.1 o 2.0 pSec, stable, jinered and
staggered PRF modes. Jamming: nowse and coherent {DRFM) techniques. Banded frequency range: 0,85 to
17.2 GH=.
« MREY radar simulation and jamming (non-coherent and coherent technigues) 085 GHz - 18 GHz VAUHF
COHTIG,
+ SAD, Bands 7.8 < 8.5, 8.5 = 0.5 ond 14,5 - 15.2 GHz. PRF 200 - 5500 (stable or random jitler or stagger),
= U Mallina. Library modes for test MAWS/DASE (ANAARAT ANAAR-54, ANAAR-ST, AN/A ARG,
BLAA-Z00)
= BEWWVAN, Mini NEWWVAN and MUA. Surveillance/TFF - 2 — 1000 MHz, Jamming 2 — 1000 MHz
[capabilities varv)

POINT OF CONTACT

Lt. F. Godot

Deplovment Officer

NATO JEWCS

ENAS Yeovilton

Yeovil BA22 BHT

Somerset, Lk

Tel: 44 (1935 842109

Fax: +43 (01935 B41928
Email; fgodoiicjewes nato.int
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A5 T&E Support for Aireraft Survivability

TEST RESOURCE CATEGORY
Primary: OAR ¢ Other: M/A.

LOCATION
Eglin Air Force Base, Flogida, USA.

NARRATIVE DESCRIPTION

HITL

Simulation

The 461h Test Wing (46 TW) provides complete end-to-end Test and Evaluation (T&E} capability For
aircraft self-protection systems and threat sysiem performance in support of aircraft survivability and
vulnerability studics,

Extensive targel signature measurement capability provides calibrated data scross the full electromagnetic
spectrum and operational environment, Flexible airborne and ground instrumentation platforms allow
measurement of all surface and airbome targets. These target signatures are used to develop and validate
digital signature models for virtual missile © target engagements. For example, simulated Infraved (IR) and
Electro-Ohptical (EO) target models can be developed using Speciral and In-band Radiometric Imaging of
Targets and Scenes (SPIRITS), Composite Hard-body and Mussile Plume (CHAMP), and Real-Time
CHAMP (RTC) sofiware. Red and blue missiles seekers can engage these virtual targeis in a noa-destroctive
HITL simulation. With extensive land and water ranges and a wide vanety of test instrumentation assets, the
46 TW provides a unigque open-wir capability o evaluate sensors and seekers against real-world targets n
realistic air, land, and sea background test and training scenarios. Open-air assets include the Missile
Warning Sensor Stimulator, the Secker Test Van, the STEF, and a varicty of flight ceriified pod-based
platforms. The 46 TW has a great deul of expenence planning and conducting tests of ameratt self-protection
systems against heat-seeking missiles, and has begn an instrumental team member in almost all major IR
protection programs including: the Large Aircraft IR Countermeasure System (LAIRCM), the Directed 1R
Countermensure Systern (DIRCM), Advanced Threat [R Countermeasures System (ATIRCM), and
Advanced Strategic Tactical Expendable Program (ASTE), These programs span self-protection applications
across many diverse types of aircraft and operational users,
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CAPABILITY SUMMARY

SEEKER TEST VAN (STV)
The Secker Test Van (STY) 35 an akd in the development and expledtation of
the Guidanee and Contral Units (CGOU ) of grownd-to-air and air-to-air

missiles, the assessment of countermeasures effectiveness, techniques, ond
1actics in an open-air best environmsant.

+ Collects datn on up to six GO Us simuoltaneously
Three secker control stations (each controlling two seckers)

+ A duta acquisttion statioen, a-video and dats recordimg station, o dak
reduction station, and a mission conteel station

» KTM has five mounting surfaces for seekers, visible cameras, Infrared
(IR} camerasivadiometers, and a Mallina Missile Waming System
(MW ST stimulator simulator
Enmgloys a missile roll fixiere to create a realistic test scenario for rolling
airframe missiles

Typical mstrumentation suite for
testing airerafl missile waming
EWEL2mE

GUIDED WEAPONS EVALUATION FACILITY (GWEF)
The GWEF provides nwlii-spectral simalazions for tese amd evaluation of
precision-puided weapons. threat sysbems, and countenmensure sysiems. A
complete range of T&E capability is available incheding digital siomelation,
HITL simulation, parmmetnc measurements, coumfermensure testing, and
performance characterization assessment, The GWEF is the only facility of i
kind able to test the complete spectnam of weapon seekers amd sensors under
o roof.
+ Digrital and Hardware-In-The-Loop {HITL) simulations of air armament
nitions
+ Pammetric measurements
= Countermeasure (UM testing
«  Directed Energy (DE) countermeasune etfcctivencss besting ogainst
MANPEADS
HITL testing incorporates full imaging capability of aircraft targets via
leading edge rechnology of resistor arrays
*  Provides virtual test range for mulii-mode sensors including millimeter
wave, imaging infrared, and semi active laser

’ S—
— t‘
&
Simulnted MANPADS
trajectiorics with no
CounlermizEsuTes

Simulaied MANPADS
trajjectories with active
COUNTEMMEEFLNes

EGLIN MOBILE MISSILE LAUNCHER SYSTEM (EMMLS)
EMMLS provides live launch capability for Man-Portable Air-Defence
?yslems (M ANPADS ) against real or stmukated avrerall.
EMMLS consisting of a positioned. a control wehicle and a generator o
power the sysiem
« EMMLS is capable of firing both foreign and domestic MANPADS
+ EMMLS eperates badh a penenc positioner on a portable trmler for
testing shoulder-fired MANPADS, and a simulated threat Transporter!
Erector/Launcher (TEL) for larger surface-te-air missiles
The control van operates the launchers and can record missile diagnostic
signals, position infosmation, vides (infrared and visible), referenced w
IRIG time

Live MAMPADS launch from
EMMLS

POINT OF CONTACT

Mr. Jerry Griffith

Technical Director T82d Test Squadron
Tel: B50-BR2-0%[9, DSN 872-0810
Fax: 850-881-9929

Email: jerry.griffithiweglin.at.mil

RTO-AG-300-W28

263

A -4



ANNEX A - ELECTRONIC WARFARE T&E FACILITY DESCRIPTIONS i

A6 Trials/Test Support Group

TEST RESOURCE CATEGORY
Primary; QAR ( Other: Egquipment and Personnel,

LOCATION
ESL Defence Lid, 16 Compass Point, Ensign Way. Hamble, Southampion, Hampshire, UK.

NARRATIVE DESCRIPTION

The TralsTest Svupport Group has  exlensive  experience  in
operating long - range  Electro-Optical/Tnfrared (ECKTR)  threst
simulators to perform test and evaluation of Aircraft Survivability
Equipmeni (ASE) Thizs suppori is provided by Subjeci-Maiter
Experts o assist with the planning and operation of the threat
emitters either those deploved on the open-range or leased as part of the support exercise,

The TrialsTest Support Group can alse provide the service of data collection and data analysis and
provide a Final Report from this data. One of the major centributors to the success of performing a test
and evaluation exercise 15 10 ensure that the probability of declaration
from the various ASE sensors threat is high and if possible 100
percent, Too achieve this high probabilicy with today’s high technology
sensors requires 4 combination of representative missile signatures
amd operator experience in the understanding of the limitations of the
threat emitter when fired at a moving target. The TrialsTest Support
Group Engineers with their many years of international experience of
stimulating many  different types of missile warning sysiem can
provide the required expertise.

In additon, and perhaps of equal importance, is the performance of the EOVIR threat emitters. ESL has
developed a comprehensive range of high fidelity long range threat emitters. These threat emitters include
bath U and 1R Emitters, known as Malling and Phoenix, for the test
and evaluation of UY and IR missile wamers, laser warning receivers
and for providing simulation of muzzle flash for the simulation of
Hostile Fire Indicators. Further, by combining these threat emitters
with addiional EQVIR modules, including an [R. Detector 1o measure
the outpat from the DIRCM countermeasure, an end-to-end evaluation
of a DMRCM svstem can be performed by what s known as the
Mallina DIRCM Cluster. Further, the TrialsTest Support Group can
provide a comprehensive set of flight line test sets that can test the
atreraft just prior to the test and evaluation flight to ensure that the
system under 1est is operating correctly,

UV LED Mabina IR Phoenix DIRCM Malling Claster
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CAPABILITY SUMMARY

# The Trals Support Group comprises a number of subject-matter experts in simulation of missile and hostile
fire for the simulation of airerafi survivability equiprmsent. This support can be provided fo operate either the
open-range keguey equipment or ESL s comprehensive portfolio of threat emitters that can be proveded on s
lease basis. The suppor inclisdes:

+ Pre-test and evaluation programme planning

= Airceafi flight test path planning

+  Development of optimised missile profiles for wse in the threat ermitters

« Operation of the threat cmitters

+ Truning of range operational staff

= Trails data collection

+ Amalvsis of trals data

In addition to the above, ESL can provide flight line test equipment o test the System Under Test (3UT) to

establish ust prior to the test flight. ona “Go/No-Go™ basis, that the SUT 15 functioning correctly, The thght

line test equipment portfolio comprises:

+ Bokent - to test omni diregtional 1R Jammer

« UV and IR Baringa — to test UY and 1R missile wamers respectively

¢ Hydm — fo test laser warning receivers
MEOM to perform an end-to-cnd test of a DIRCM system

+ Multi-spectral test set - to test ASE equipment that requires simaltaneous multi-spectral stimuli

Suppoert Hardware and Sofiware
« The BEOVIR threar ermitters simulators available for lease comprise:

« UV and IR Griffen — to stimulate UV and TR missile signatures at ranges in cxcess of 5 km

= W LED Mallina — 10 simolate U missile warners and UV hostile fire indicators (muzzle Nash only) at
ranges inexcess of § km
Red and Blue HP Phoenix — 1o simulate TR missile warners and IR hostile fire indicators {rmeezle flash
only) at ranges in excess of 3 km
IEM- 16 TR Beacon anrd Detector Modube — o provide an IR bescon for the DIRCM fine tracking system
o bk om bo amd measure the characteristies of the DHRCM countermeasure beam

«  Mallina Laser Range Finder Module — e provide a means 1o establish the range of the SUT and of selected
auto-selection of the appropriate profile for that range

» Tripod Legs and Head - to support the threat emitters.

+ Threat Emitter Management Software Tools — to download profiles into the threat emitter and remotely
operate the threal emitters from a Desk-top PC or Lapiop

+ Misstle Signature Development Tools — to provide missile signatures based on public domaim missile dota

FOINT OF CONTACT

Mr. Keith Dalley

Business Development Manager, ESL Defence Limited
16 Compass Point, Ensign Way

Hamble, Southampton

Humpshire 5051 4RA, UK

Tel: =44 {0 2380 744272

Fax: +34 (0 2380 744200

Email: keith dallevitesidefence couk
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Annex B - MEASURES OF PERFORMANCE (MOPs)

B.1 INTRODUCTION

This Handbook focuses on EW Developmental Test & Evaluation (DT&E) and consequently MOPs are
the central metrics. It is important, however to understand bow MOPs Gt inte the overall hierarchy of test
requircments, ohjectives, and associated measures. [t is also imporant o understand what a8 measarement
15 and what information it conveys. Finally, this annex discusses some common MOPs, It is not intended
to be definitive or an exhaustive compilation. 1t is intended 1o make the reader think about what details
need to he addressed and documented i the planning stages to avoid disagreements later in the
proeramme when they are much more difficull to resolve.

B.2 REQUIREMENTS, OBJECTIVES, AND MEASURES

Test requirements ultimately derive from operational needs identified by the military end user. These
requirements are expressed as Critical Operational ssues (CO0) and are defined as: “A key Operational
Effectiveness (OF) and’or Operational Suitability {O%) issue (ol a parameter, objective, or threshald) that
st be examined in Operaticnal Test and Evaluation {OT&E) to determine the svstem’s capability o
perform its misston. A COL s normally phrased as a question that must be answered m order to properly
evaluate OFE fe.g., *“Will the svatem detect the threat in a combatl environment at adequate range to allow
syecesaful engagement?™ ) or OF (e.g., “Will the system be safe to operate in a combat environment?™),
A COI may be decomposed into 2 set of Measures Of Effectivensss (MOE) andior Measures OF
Performance (MOP), and Measures of Suitability (MO35)." [1] Furihermere, the MOE, MOP, and MOS
are defined as:

= MOE: Measure designed 1o comvespomd 1o accomplishment of mission objectives and achievement
of desired results. MOEs may be further decomposed into Measures of Performance and Measures

of Suitability. [2]

= MOP: Measure of a system’s performance expressed as speed, pavload, range, tme on station,
frequency, or other distinetly quantifiable performance features, Several MOPs and/or Measures
of Suitability may be refated to the achievement of a particular Measore OF Effectiveness (MOE).
[3]

*  MOS: Measure of an item’s ability o be supported 0 its mtended operational environment.
MOSs typically relate 1o readiness or operational availability, and hence reliability, maintainakility,
and the item’s support structure. [4]

MOPs are most commonly encountered as contractoal specification  requirements or other DT&E
requirements. Some examples inclede: response times, Angle OF Armival (AOA) measurement errar,
maximum detection range, cfc.

B3 MEASUREMENTS

One of the most imperiant axioms in T&E is that system regquirements must be testable. This means that
the test must prodece a meaningful answer to the guestions asked. Whether or not a system meets s
requirements will usually be determined by a measurement or series of measurements.

Measurement theory and statistics are complex fields and detiled treatments are beyond the scope of this
Handbook, A measurement, by one definition, “in the broadest sense, is defined as the assignment of
numerzls o objects or events according to mles” [5] While there 15 controversy among statisticians
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regarding the our scales or classifications of measurement shown in Table B-1, they serve as a pood
starting point for a discussion of MOPs,

Table B-1: Measurement Scales [6].

]_ Scale Attributes Permissible Statistics (Examples) | Common Examples

l MNominal | Classification only. Mumber of Cases, Mode First Mames

| Ordinal Rank ordered — the Median, Percentile Hardness of Mincrals,
differences between the Cuality of Leather

values are not meaningful.

| Interval | Usesa scale with an arbitrary | Mean, Standard Deviation, Fahrenheit or Celsius
#ern point {can have numbers | Correlation, Regression, Analysis | Temperature Scales
less than zero) — differences | of Variance

betwesn values are
mcaningtil, but ratios of
values are not meaningful,
i, 60°F is not twice as
“hot™ as 30°F.

E Ratio Uses a seale with an non- All statistics permitted for interval | Rankin or Kelvin
arbitrary zero point (cannot scales plus the following: Temperature Scales
have numbers less than zero) | geomeiric mean, harmonic mwean,

— ratios of values arc coefficient of variation, logarithms

meaningful, Lo, g weisht of
20 lbs, is twice as much as
11k 1.

The individuals charged with generating specification requirements should consult with experienced
testers and analysts. This ensures that types of measurements are approprate to the task and that the
reguired data can be collected in sufficient quantities and a1 sufficient rates. Proper consideration of the
measurements and associated analysis techniques will not only help answer the question of whether or not
g System Under Test (3UT) meets s specification requirements, but will also support a broader
characterization of SUT performance.

Data analvsts should sirive o choose the measurement scale that retaing the maximum amount of
mformation. Information setention can be illustrated wsing bombing MOPs as an example. Consider a
specification where a hit or miss is determined by a specified bomb miss distance (3 nominal
measurement). A significant amount of information 15 lost by just evaluating whether or not each bomi
prosduces 2 hit or o miss. By focusing the analvsis on vector miss distances (o ratio measurement); analysts
can determine much about the system by analyzing the range and direction of the errors.

B4 MOP CONSIDERATIONS

Test designers must consider MOPs in light of how a SUT funchons. As an example, consider the
objeciive of evaluating the performance of a Radar Warning Receiver {RWR). The evaluation needs o
address several ditferent MOPs. The specification requirements will be expressed as MOPs,

In a perfect warld, the system contractual specification requirements document would define not only the
specific MOPs w be evaluated but also:
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= The specific conditions under which the data will be collecred.

= The data reduction, analysis, evaluation process, including staistical freatments,

Fatlure to address these considerations can cause unexpected vartability i the results and possibly
incorrect measurements and inaccurate results. The simplified case shown Figure B-1 illustrates how this
can oceur. The dwell strueture shown could have a significant effect on the ability of the RWR to detect
and identify radar A. If radar A 15 operating between 9.0 and 10,0 GHz the BWE docsn’t need to make
any decisions when a signal is detected: the measured freguency and Pulse Repetition Interval (PRI) are
sufficient to make a unigue identification, If, however, radar A is aperating a1 8.5 GHz the Mission Data
File (MDF) has two other radars with which 1o contend. Assume that Radar B 1s ambiguons in frequency
and PRI with radar A then the RWER will need to do additional processing to resolve the ambiguity;
perhaps by determining scan type or rate or by a more detailed pulse analysis.

RadarA A : A
RadarB A M
Radar C A\ A
E.;D 84 8.6 9.0 10.0
Frequency (GHz) *

Figure B-1: Notional RWR Dwell Structure.

Therefore, 1t is likely that when radar A is operating at 8.5 GHz the response time will increase due to the
additional possessing required 1o resolve the ambaguily with radar B and the likelibood of a
misidentification also increases, It a test team elected 1o conduct a majority of the testing using radar A
operating i frequency region 4, the RWR performance could be radically different than if it occurred m
regions 1, 2, or 3. Test designers need to be aware of conditions such as this and consider them when
designing test matrices,

B.5 SELECTED MOPs

B.5.1 Receiver MOPs

This section addresses receiver MOPs by focusing on their applicability 1o BWRs, although they may also
he applicd o other receiver applications.

BAL1  Response Time

Response time is one of the most important MOPs, 1t is a ratio measurement since there is an absolute zero
reference. Cenerically, it 15 the clapsed time between two events. A federated or integrated EW suite may
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have several response limes associated with its performance. Figure B-2 shows some of the response times
associated with the simple case of a federated EW system with an RWR serving as the EW data bus
controller and & mission computer serving as the avionics data bus controfler, In this case, the two most
unporant responze limes are, from a military utility viewpoint, the tme between the ilfumination by a
hastile radar and the time that the system warns the airerew and the time of the CMDS dispense. However,
from a T&E and systems engineering stundpoint each of the mtermediate time mtervals are also critical.

CMDS Activity t, t t

+____|__ R O RO |
I F i
RWR Activity t, & t, 1. t;

i, - Time of initial valid illumination by a radar

t, - Time of initial detection

t, - Time of initial identification

t, - Time display message made available on the avionics data bus

l; - Time that threat information is made available to the CMDS via EW data bus
t. - Time mission computer commands display

t, - Time of CMDS dispense

t. - Time of display to aircrew

Figure B-2: Responsa Times,

Contractual svstem specification requirements should clearly identify the svstem response time budgeis
that support the overall mission requirements such as the tme o display a warning to the aircrew or
oenerate a CMDS dispense. The simple case described above could inviolve up to three separate contractors:
the RWR manulzcturer, the CMDS manufacturer, and the sirframe inlegeation contractor.

When there is a deficiency in the overall system performance it is imporiant to be able to identify the
specific deficiency and who is responsible. The BWE manufacturer only controls the sequence of events
Teading up 1o making a display message available on the avionics data bus, The time between the message
availability and the mission computer processing it, sending it to the display generator, and generating the
display 15 under the control of the avionics integration contractor. Simularly, the CMDS manufacturer only
controls the activity subsequent w receiving data bus messages.

Mote that the response time MOP does not necessarily require a correct identification, Although not ideal,
if the BWE displayvs an incorect symbol and generates an audible warning tone in o2 tmely manner the
airerew siill bas an opportunity to react, It is betier 10 have an incorrect symbol displaved rapidly than o
display the correct symbol when it is too late, If a system imcarrectly identifics a threat radar it will be
penilized using other MOPs such as pereent correct slentification.

Response time data, as with other data, can be described by the central tendency and the spread of the
data. They are rarcly normally distnbuted and usually skewed to the right. Each individual response time
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st be greater than zero, while occasionally, the system will Gl 10 generate a warning and the response
time will be effectively infinite.

An average response time value must be treated carefully. First, consider using the mean. When a system
fails to penerate & warning. & mean cannot be caleulated directly. One method of computing a mean when
a-data sample includes non-response is to transform the data,

Take a simple case with three samples: 2.0 second, 4.0 seconds, and no response. A mean value can be
determined by transforming the data by taking the inverse of each value: 0.5, 0.25, and (.0, The mean of
the transformed data is 025, Transforming the data again produces a mean value of 4.0 scoonds.
Mon-responses do not pose a problem for computing the median. [n any case the test team must agree on
the data analysis methods,

The skewed distribution poses & problem for evaluating the spread of the data. For this reason,
BWE response Lme specilications are commonly expressed as percentiles, for example: 90% of the
responses shall be less than X seconds. This method has the advaniage of being easy 10 compate and gives
some insight into both the central tendency and the spread of the data. Figune B-3 shows a hypothetical
data 2et for a threat system with an acquisiion radar, a tanget tracking radar, and a missile gudance radar;
each with its own specification requirement. The box and whiskers plot is an effective way of presenting
the data. In Figure B-3, if the response time specifications are 90°% less than X scconds, then the RWR
meets specilications for the missile goidance and acquisition radars, but does not meet specification for the
targer tracking radar.

15 l— Legend
- Response Time
Spec. Regq
_E 10 7 Maximum
3 woe” Ty 75%
E S 3%
= 3 259
% ...... Mindaixia

[ =]

Missile Target Acquisition
Cuidance Tracking Radar
Radar Radar

Figure B-3: Percentile Specification for a Hypothetical RWR (Not Real Data).

B.5.1.2  Correct Initial Identification Percentage

Raduar directed threat systems are often composed of multiple beams. Each tme an RWE 15 presented with
a radar beam the svstem has an opporunity o correcily identify the beam. The corvect identification
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percentage 15 simply the ratio of the nuwmber of corvect identifications 10 the number of identufication
oppartunities multiplied by 104,

B.5.1.3  Correct Beam Correlation Percentage

When multiple beams are present the RWR should internally identify each beam individually and correlate
them such that only a single svmbal associated with the most lethal operating eondition of the threat radar
15 displayed. Anytime more than one beam 15 present the system has an opportunity to correctly correlate
them or 10 nat correlate therm if they are from different radar svstems, The correct correlation percentage is
simply the ratio of the number of comect heam comelations to the number of correlation: oppomunities
multiplisd by [0

B.5.1.4  Correct Mode Change Percentage

Some radars, such as awborne fire control radars, only have a single beam with which to perform mulople
functions. A common engagement sequence of events would be for the rar 1o ransition from & search
mede, to target wacking mode, and uliimately to a missile launch mode, An RWE should detect each
mode change by the radar and update its drack files. Every time that a radar transitions modes there 15 an
opportunity for the BWER o correctly detect and process the change. The correct mode change percentage
is simply the ratio of the number of correct mode changes o the number of mode change opporunities
multiplicd by 1040. Each mode transition also presents opportunities to collect response time and identification
data.

B.5.1.5  Maximum Detection Range

Recervers are typically required to detect specific signals at 3 specified maximum detection ranges.
The measure can be accomplished i fMlight but it is time consuming o collect enough data 1o support a
statistically meaningful assessment, This is particularly frue in the case when a scanning receiver is
attempting to detect @ scanning radar. Hence, maximum detection range s a measure best evaluated
analvtically. In reafity, the maximum detection range will be described by a statistical distribuation,
The power density associated with a given signal at the maximum deteetion range can easily be caleolated
and compared with the installed sensitwvity to determing if the signal will be detected st that range.
The installed sensitivity of a receiver is the product of the receiver sensitivity, iransmission line losses,
amplifier gam (if’ present in the insallaton). and the antemna gain and can be ecasily calculated.
The recerver sensitivity and amplifier gain can be measured in a laboratory, the RF transmission line
losses can be measured on the aircraft, and the antenna gain patterns can be olMained.

B.5.1L6  Angle OF Arrival (ACA) Measurement Accuracy

EW receiver systems have widely varymg AOA accuracy requirements and depend on the purposze of the
system, although most specify angular fields of regard. RWRs typically specify a 360 degree azimuth field
of regard and are bounded by elevation bands,

The ACA accuracy is determined by analyzing the ADA measurement ervors, where ACA error is defined
as the difference between the AODA calculated by the sysiem and the tree AQA, The error data are ofien
presented by angular bins; commaonly as 8 Root-Mean-Squared (RMS) error versus angular hins,

ADA data can be complicated o analyze. If each measurement is an independent sample the analysis is
relatively straightforsard, Howewver, most EW systems don’™t present raw ACQA measurements; they
typically filter or smooth the data before @t s presented or applied. When ACA data are filtered or
smoothed, they are no longer independent and care must be aken when performing statistical analyses,
Professional statisticians should be consulied when dealing with non-independent data.
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B.5.1.7  Geolocation Accuracy

Some EW systems need to determine the lecation of ground-based emitiers, These systems comumoenly
measure the ACQA o the emitter and based on successive measurements and tnangulation algonthms
produce an ermor ellipse that should contam the emitter’s location as shown in Figure B-4, The speed with
which a system can accuratcly locate an emitter is @ function of geomerry; it takes longer 10 locate an
ermiter off the nose of the arerafi than one off the beam due to the less rapid change in absolute beanng to
the emifier.

|4_— Emitter Range ]

Figure B-4: Geolocation Error Ellipse.

Cieolocation systems typically work in one of two ways, The first method is to track the caloulated major
and minor axes of the error ellipse until they collapse o a specified percentage of the estimated emitter
range and when this occurs the system assigns the emitter 3 location at the centre of the error ellipse.
The second method works the same way as the first method, but it does not stop computing the crrar
ellipse and continues (o update the computed position as long as the emitter 5 transmitting. The relevant
difference from an amalysis standpeint is that if the sysiem determines a single location of an emitter,
cach location produces a discrete location error. While, if the svstem continuously computcs emitter
foeation the data will consist of a time-based senes of emitter ocation errors.

e means of evaluating the performance of a sysiem that continuously compuies emitter focation is a
version of response time. The performance of the system s evaluated by determuning the time for the
major ellipse axis o collapse o a specified percentage of the range 1o the emtter; the tme s a function of
the geometry. Since there are many considerations consultation with a professional statistician is
recommended.

B.5.2  Jammer MOPs

The ultimate meazure of a jammer’s utility is whether or not it can protect the aiveraft it is designed o
protect. This is exceedingly difficult to quantify, particularly m a flight test environment. Arrcraft
survivability presents a complex evaluation with many combinations and permutations, where jammer
effectiveness is only one variable, Each engagement is unique and is a function of the specific conditions
of the engagement, Other considerations include manoeuvres, tactics, and other countermeasures such as
support jamming or chafl,
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Some measures are relatively easy o gquantify. Guided weapons or weapong direction sysiems must
mainiain an angular track on a target. Radar directed weapons alse track targets in range and'or velocity,
A means of evaluating the performance of & countermeasures system 15 to recond the tracking error data
associated with a targel under no-jamming conditions, a condition known as dry and comparing them (o
the tracking error data collected under the same conditions with the countermessures system operating,
a condition known as wet. Another measure is to evaluate whether or not the jammer selected the comrect
technique,

While weit-to-dry track ermor comparizons are useful MOPs for analyzing EA technique effectiveness,
they need to be used with caution, as different weapon systems have varving degrees of tolerance to track
BITOrS, Soame systems can incur very large tracking ervors and still successfully complete an engapgement.
(ther MOPs that attempt to address more operationally relevant aspecis of a jammer’s performance are;
cumulative missile miss distance comparisons, reduction in shot opportunities, and Reduction in Lethaliy
(RiL). Each of these has strengths and weaknesses as well.

Simulated missile or projectile fly outs underlic a number of jammer MOPs. These simulations can be
purely digitally modelled or use some combination of Might test generated radar dala and medelled missile
or projeciile fly ouis, EW data analvsis need to fully undersiand the limitations of the models they use,
One of the main EP features of modern radar systems is a well-trained operator in the loop. Understanding
haw the operator 15 represented in the model is vital w understanding 15 wility.

Historically, one of the major problems with using flight fest data 1o sapport missile fly out modelling has
been the inability to precisely and accurately know the location of the target atrcraft. While (AR reference
radars are pood enoupgh for many purposes, their accuracy inposed sigmficant limitations on missile Oy
out simulations that attempted 1o determine hits or misses, The TSPI location errors for the test aireraft
were often on the order of the warhead lethal radius, particularly for smaller missiles. This problem has
been somewhat alleviated by the use of very accurate Glokal Positioning System (GPS) data as a Time-
Space-Position Information (TSP1) source, Testers should remain aware of the importance of precise and
gecurate target TSPL data:

Mo single MOP comprebensively addresses the performance of an EA system; however, every good MOP
indicates something about the performance of an EA system. A prudent analvst will cxamine as many
MOPs as practical to evaluate the system performance.

B.5.2.1  Tracking Errors

Dy versus wet tracking crrors are commaonly presented in a range versus tracking ervor format; with the
range separaled into bins. Median ermors are moest commonly presented. Data are presented by theeat
system and test conditions and normally consist of a compilation of several individual passes. Figure B-3
shows an example of median range tracking error piot. Median is more commonly used than mean as an
average sinee a small number of very large errors can cause misleadingly large ervors of the mean 15 wsed.
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Median Range Tracking Errar {m}

-10 8 & -4 2 o '] 4 ] B 10
Range to Target (NM)

Figure B-5: Sample Median Range Tracking Errar Plot
{For a Given Threat Radar and Test Condition).

B.5.2.2  Cumulative Missile Miss Distances

Cumulative missile miss distance plots present the results of simulated missile fly outs a8 a comparizon of
dry versus wet resulis. Figure B-0 shows a sample graph. The graph indicates that jamming has increased
the missile miss distance. Ninety percent of the dry run miss distances wene within 10 meters while only
10 percent of the wet run miss distances were within 10 meters. The data should be collected o the
maximum extent possible under the same conditions for both dry and wet runs,
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Py oenid of Missile Miss Distances

0 10 0 30 40 50 GO 70 80 a 100 110
Mlissile Miss Distatee (im)

Figure B<f: Example of a Missile Miss Distance Cumulative Percentage Plal.

B.5.2.3  Reduction in Shot Opportunities

One of the benetits of effective self prodection jamming is that the EA technique will disrupt the threat
system and deny the threat system operators shot opportunities. Reduction in Shot Opportunities (RiS) can
be expressed as:

Number of Shots (Wet)
Number of Passes (Wet)

Number of Shots (Dr
wmber of Passes (Dry
B.5.2.4  Reduction in Lethality

Reduction in Lethahity (RiL) 15 a measure that sttempts to quaniity the effectivencss of the jammer. It is
delined as follows:

» 100

Ris= |]=

Number of Hits (Wet)
Number of Fasses (Wet)
Number of Hits (Dry)
Number of Passes (Dry)

« 100

fil = |1-

RiL has two main advantages: it 15 easy o compute and it focuses on whether or not the threat sysiem
suecessfully engaged the protected aireraft. However, it has a number of disadvantages. The primary
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shortfall comes from determining the definition of a “hit”, Mz are commonly determined by comparing
the caleulated or simulated missile miss distance to a predetermined miss distance from the aircrafi,
This distance is often based on the largest dimension of the atreraft (for example, half of the wing span)
plus same fixed number representing the lethal radivs of the warbead. This considerably oversimplifies the
warhead-target imteraction, particularly for missiles with small warheads. Another shortfall is that the term
Ril 15 a misnomer; the expression defined above might more properly be termed a Reduction in
Susceptibility, since it address hits and misses instead of Kills or lethality. Additionally, when RiL is based
on flight test data the previously discussed problem of target locanion accuracy and precision must be
considencd.
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Annex C = JAMMING-TO-SIGNAL RATIO

C.1 INTRODUCTION

IS5 15 one the most important measures in EA technigue design and performuance analvsis, It s defined as
the ratio of the jamming signal sirength 1 within the victim receiver’s bandwidth to the desived signal
strength 5. To be effective, a jamiming technigue nust insert sufficient jamming encrgy mito the receiver’s
pass band 1o produce a desired effect on the victim system. There are o number of different applications
and EA techniques and the required J'S varies widely, Some fechniques may be effective with less than
[ dB {1:11 while others may require 30 dB (1000:1) ar more,

Thiz annex shows the development of the B8 expression for two of the most common forms: defensive
EA (SPI} against a ground-based radar and offensive EA {S0J) against a ground-based radar. Other cases
such as defensive EA against a semi-zctive missile and communication jamming can be developed inoa
similar manner and anz lefl to the reader.

C.2 J/'SFOR DEFENSIVE EA AGAINST A GROUND-BASED RADAR

Figure C-1 illustrates the defensive EA case. A ground-based radar is tracking a target aircrafi camrying a
defensive EA system and the defensive EA system is jamming 1t The main beam of the EA system iz
pornting toward the victim radar.

Tanget Aneraft Camrving
a Defensive EA Svstem

e
=

R
iy
Where
o R - Kange

F

= Py — Radar Transumtter Powen
Victun {5 — Radar Main Beam Antenna Gam
Fadar Py — Tanuwer Transnutter Power

Gy = Jamumer Antenna Crain
o — Target Radar Cross Sechion

Py

Figura C-1: S for Defensive EA Against a Ground-Based Radar,

The first step is o determine the signal power S returmed from the target at the victim radar recesver.

1f the power generated by the radar transmitter Py is distributed isotropically (uniformly in all directions as
over the surface arca of a sphere) the power density, in Watts per unit anca, at a given rangs B can be
determined by the equation:
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Power density from an (sobropic antennag = 4::2 {C1y

Radars, however, employ directive antennas o focus the transmitted energy na desired direction, thereby
muktiplying the isotropic power density by the gain Gg of the radar antenna: therefore:

FPower density from an directive antenna = % (C2)

A gertain portion of that energy intercepting the target at range R is backscattered toward the radar,
The amount of backscatiered energy 1s related to the Radar Cross-Secton (RCS) o of the target. The RCS
has umitz of area and is a function of the elecirical properties of the target. The incident energy returming
from the target to the radar also incurs & 4R’ spreading loss, Therefione:

Prlig
4TR: ARRT

Power density of the returning signal art the radar = {C3)
The radar antenna will capture a portion of retuming signal. The amount of eneroy captured by the
antenna is determined by itz effective aperiure A, The effective aperiure, as with the RCS, has units of
arca and is also a function of the electrical properties of the antenna. The desired signal power 5 returned
from the target is:

T= PEH! [ F PEGRJJ.’I., ]
xR amud E (4m}iRt

L

The relevant characteristic of this expression in the 1S discussion isthat the desired signal power S at the
radar varies as a function of R,

The jammer power J at the victim cadar can be derived in a similar manner using the jammer’s fransmitier
power Py and the jammer’s antenna gain G). The power density iransmitted by the jammer is:

"

Power density from a directive jommer antenng = ;—r‘;;{- {C5)
The jammer energy entering the madar antenns will encounter the same effective aperture as the radar
signal. Therefore, the jamming power produced at the radar anfenna owtput is:

Py
j= Ela, (C6)

Mote that, unlike the expression for the desired radar signal S, which varies as a function of B,
the expression for jammer power at the victim radar varies as a function of B This is because the cadar
signal is & two-way path while the jammer transmission is only & one-way path.

'8 can then be descnbed as:

¥ Fpiig 4T 2
5= Fer B {CTy

The B term dominates the equation and the somewhat eounterintuitive effect i that 1S decreases
exponentially as the jammer gets closer o the radar i 1$ jamming. The extreme vesull 15 that when the
range approaches zero, IS also approaches zero,
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Figure C-2 illugtrates an example of how the jamming and signal powers vary as functions of range.
Mote that both signals are increasing in power as the range fo the target decreases, but the farget return

signal 15 increasing at a faster rate, eventually equalling it and overtaking st [1]

X0

10

= = Signal Power

[
(=]
b |

Jauner Power

Jammer to Target Range (WM

Figure C-2: Jamming and Target Return Signal Powser Variation,
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Figure C-3 shows the same data presented in terms of IS, & hypothetical EA technigque requires a
mimimum J5 of 411 (6 dB) 10 be effective. The I'S falls below 4 at approximately 5.7 Nautical Miles
(MM). This range is often called the burnthrough range, ie. the range at which the EA system no longer
has enough of a power margin over the target signal retum o be effective. In proctice it is difficult w
idemtify a specific bumthrough range as factors such as radar operator skill and target RCS variation can

affect the shility of the radar system 0 engage a target.
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Figure C-%; JIS and Burnthrough Range,

C.3 J/SFOR OFFENSIVE EA AGAINST A GROUND-BASED RADAR

The IS computation is different for the offensive EA case. The geometry is illustrated in Figure C-4.
The stand-off jamming is performed by a support EA aireraft with the intent of protecting other aircraft.
The radar signal retum power 5 is calcolated the same way as in the defensive EA case; however,
the I calculation will be different since the aircrafl carrying the jammer may be offsel in angle from the
provected aircraft and will be operating at a differens range (Rl
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i‘:mthd Support
ircraft Jammer
)
- e

Figura C-4: /5 for Offensive EA Against a Ground-Based Radar.

Offensive EA 15 frequently directed against asimuth-scanning surveillance radars. Often the support
Jamming aiveraft will be operating at a different azimuth than the protected airerafi. This means that when
the prodected aweraft 15 in the main beam of the surveiltance radar, the jamming energy from the support
jammier i5 entering the radar through a sidelobe with a different gain Gysy than the radar antenna main
fobe Gy, This also means that unlike in the defensive EA scenario shown in Figure C-4, the elfective
aperture will be different (A."). In practice. as the antenna rotates, the jammer will jam over the entire

radar anlefina patlerm.
For the scepario shown, jammer power density at the victim radar is;

= Ly '
1 —L"—mglzﬂ

The resultant expression for J'S is:

Py Y am AL
WS = feinm @ e
Rigp Ky @ dg
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Airborne Testbeds — Ranging from small aircraft with pod-mounted components or systems o large
aircraft designed for spread-bench installation and testing of EW amd avionic systems, They permit the
flight testing of EW components, sub-systems, systems, or functions of avionic suites in early development
and modification. often befors the availability of prototype or production hardware.

Amplitude Modulation {AM) - Modulation of the amplitude of a adio carrier wave in accordance with
the strength of the audio or other signal. A radar angle tracking method using the time varving amplitude
of the returning target signal to generate an error signal o correct the boresight position of the antenna.

Angle O Arrival (AOA) — The directicn of arrival of a signal sormally referenced 1o the aircralt body
coordinate system.

Anteana Gain — The dimensionless ratio of the intesssity of an antenna in a given direction o the intensity
that would be produced by a hypothetical ideal antenna that radiates equally in all directions (isotropically)
and has no losses.

Anti-Radiation Missile (ARM) - An air-to-surface missile with an BF secker designed 1o track and home
on threat radar transmission.

Aperture — An EM opening through which enerzy can pass.

Beamwidth (hall-power) - In a plane containing the direction of the maximum of a beam, the angle
hetween ihe two directions in which the radiation intensity is one-half the maximum intensity of the beam,

Blanker — A device that manages RF suppression management m a platform. Also called a Central
Suppression Lnit.

Burn-through Range — The range at which a jamming technique is no longer effective. The point where
the target skin return enerey exceeds the jamming energy by a sufficientdy large margin to negate the
EA technique’s effectiveness.

Chaff — A form of EA in which aircraft or ather targets spread a cloud of small, thin picces of aluminium,
metallized glass fbre or plastic, which either appears as a cluster of secondary fargets on radar screens or
swamps the screen with multiple returns,

Closed-Loop — A system in which the output has an effect on the input guality in such a manner s (o
rnaintain the desirad output.

Communications Intelligence (COMINT} — Technical information and intelligence derived from foreign
communications by other than the intended recipicnts.

Continusus Wave (CW) - An EM transmission that s continuously operating, as opposed o pulsed
operation,

Countermeasures — That form of military science that, by the employment of devices and/or technigues,
has as s objective the impaitment of the opecational effectiveness af enemy activity.

Countermeasures Dispensing System (CMDS) — A system that dispenses expendable countermeasures,
such as chaff and flares.
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Data Analysis Plan {(DAP) - A document that details how the collected test data will be reduced.
processed, analvsed, and vsed to caleulate the MOPs,

Data Reductlon — The process of converting recorded data 1o engineering units and the daia analysis
process to produce a data set that can be evaluated.

Deceptive Jamming — An EA technique focused on deceiving an operator or the automaric defection and
processing functions of a radar; also called false target jamming.

Digital RF Memory (DRFM) — Technology employed in BF countermeasures svstems. DREFM-hased
techniques allow a jammer o produce very high quality false tarpets. They do this by sampling the
incoming pulses and storing them. The stored pulses retain the nuances of the received pulses, such as
phase eoherency or intrapulse modulation. These stored pulses can them be modulated and retransmitted
back toward the vietim radar,

Directed Encrgy {DE) — An umbrella term covening technologies that produce a beam of concentrated
EM energy or atomic or sub-atomic particles, A DE weapon is a svstem using DE primarily as a direct
means to damage or destroy adversary equipment, facilities, and personnel. DE warfare is military action
mvolving the wse of DE weapons, devices, and countermessures 1o either canse direct damage or
destrection of adversary equipment, facilities, and personnel, or o determing. exploit, reduce, or prevent
hostile use of the EM spectrum through damage, destruction, and disruption.

Dy — A test condition where the EA svstem is not operating, i.2.. in standby mode or off,

Developmental Test & Evaluation (DT&EE)Y — 1. Any testing used to assist in the development and
maturation of products, product elements, or manufzctunng or support processes. 2. Any engincenng-type
test used to verify status of technical progress, verify that design risks are minimised, subsiantiale
achievement of contract technical performance, and certify readiness for initial Operational Testing (OT),
Development tests generally require instrumentation and measurements and are accomplished by
engineers. technicians, or soldier operator-maintainer test personngl m a controlled environment (o
facilitate failure analysis.

Dynamic Range — The input signal amplitude range that the receiver can progess properfy, The lower
limit 15 the receiver sensitivity (MDS is commonly used). There is no universally accepted definition for
the lower of the upper limat of the inpat signal level.

Effective Radiated Power (ERP) — The power ransmitted by a svstem: the product of the iransmatter
power, transniission line losses, and antenna gain,

Effectiveness - The extent 10 which the poals of the system are attained, or the degree to which a system
can be elected to achieve a set of specific mission requirements, Also, an output of & cost-effectivencss
analysis.

Electromagnetic Wave — One of the waves that are propagated by simultancous periedic vanations of the
electric and magnetic Reld mtensity and that include madio waves, infrared. visible light, ultroviolet,
X rays, and gamma radiation.

Electromagnetic Compatibility (EMC) - The ability of systems. equipment, and devices that utilise the
EM spectrum to operate in their intended operational environments without suffering wnacceptable
degradution or causing wmntentional degradation because of EM radiation or respomse. [U imvolves the
application of sound EM specirum management; svstem, equipment, and deviee design configuration that
ensures  interference-free operation; and clear concepts and doctrines that maximise  operational
effectiveness.
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Electromagnetic Hardening — Action taken 1o prodect personnel. facilities, and’or equipment by Gltering,
attenuating, grounding, bonding, and/or shielding against undesirable effects of EM energy.

Electromagnetic Interference (EMI) — Any EM disturbance that intermupts, obstructs, or otherwise
degrades or limits the effective performance of electronics and electrical equipment. It can be induced
intentionazlly, as in some forms of electronic warfare, or unintentionakly, as a result ol‘swriow: entissions
and responses, intermodulation producis, and the hke.

Electromagnetic Pulse (EMP) - The EM radiation from a strong electronic pulse. most comimonly
caused by a nuclear c’xplnsion that may couple with electrical or elecironic systemis 1o produce damaging
current and voltage surges,

Electromagnetic Spectrum — The range of frequencies of EM radiation from zero 10 infinity. It is
divided into 26 alphabetically designated bands.

Electronic Attack (EA) — The use of EM energy, Directed Energy (DE), or anti-radiation weapons to
attack personnel, facilities, or egquipment with the intest of degrading, neutralising or destroving enemy
combat capabilitv and is considerad a form of fires,

Electronic Protection (EP) — Actions tuken to protect persomnel, facilities, and equipment from any
effects of frendly or enemy use of EM spectrum that degrade, newtralise, or destroy friesdly combat
capability.

Electronic Warfare (EW) — The use of EM or dirccted energy (DE) to control the EM spectum or to
attack the enemy.

Electronic Warfare Support (E5) — Actions taken by, or under direct control, of an operational
commander tw search for, intercept. wWentify and locate., or localise sources of intentional and unintentional
radiated EM energy for the purpose of immediate threat recognition, targeting, planning, and conduct of
future operations.

Electro=Optical (EO) - OF or relating 10 a branch of techoology involving components, devices and
svstems which operate by modification of the oprical properties of a material by an electric figld,

Electronic Intelligence (ELINT) — Technical and geolocation mtelligence derived from foreign non-
communications EM radiations emanating from other than nuclear detonations or radicactive sources,

Emission Contral (ENMCON) —The selective and controlled use of EM, acoustic, or other emitters 1o
optimise command and control capabilities while minimusing, for operations secunty: a. detection,
by enemy sensors; b muival interference among [riendly systems: and’or ¢ enemy interference with the
hility to execute a military deception plan.

Escort Jamming — A form of support jamming where the jamming aircraft flics along with the aircrafi it
15 protecting,

False Alarm — A warning generated when no threat is present,
False Alarm Rate — The rate at which false alarms occur, normally cxpressed in false alarms per hour,

Flares - Expendable pyrotechmic defensive EA devices designed to capture the seeker of an 1R-guided
missile and seduce it away from the fargeted aircrafi.
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Frequency Selectivity - A measure of the abiliy of a receiver o distinguish between two signals of
different frequencies.

Crenlocation — The provess of determining the position of & ground-based emitter.

Hardware In The Loop (HITL) - Indoor test facilities that provide a secure enviromment 1o (251
EW technigques and handware against simulators of threat systems, Primary EW HITL facilitics contain
simulations of hostile weapon system hardware or the actual hostile weapon system hardware. They are
nzed to determine threat svstem susceptibility and o evaluate the performance of EW systems and
techniques,

High-Encrgy Laser (HEL) Weapon — A system that directs light energy at targets using the properties of
coherent EM radiation, HEL systems are ofien categorised by the method of excitation, cooling, or the
gain material. Some HELs are gas-dynamic lasers. These lasers are pumped by combustion or an energetic
chemical reaction. Sone lasers have a bguid gain medium or are ligud-cooled. S5Ls have a crystalline or
glass gain medium. 55Ls have recently become viable contenders for HEL applications. All lasers can be
formed into a tight beam because of the property of coherence, meaning that the phase relationship is
preserved 1o the point that interference of the waves can ocewr,

High-Power Microwave (HPM) — HPM weapons are sysiems that emit BF energy at high peak power
levels and are often categorised by the bandwidth-to-frequency ratio of their waveforms. These are
typrcaliy very larpe ratios. They have been divided into narrowband, wideband, and ultra wideband.
HPM devices have a smaller effective range than the EMP effects of a nuclear weapon. Narrowband
devices tend to operate on specific electronic vulnerabilities in the target and therefore, require knowledge
of enemy systems o be effective. Ulra-wideband devices tend 1o be simpler and cheaper. using powerfil
transient waveforms, and requiring less knowledge of the target, A few HPM weapons function by making
uze of psycho-sensory or neural phenomens, rather than just high power levels, to deter human actions or
cause confusion among atlacking troops,

Infrarved (TR} — EM radiation with a wavelength between 0.7 and 300 micrometres,
Infrared Countermeasures (IRCM) — EA techniques directed against 1R-guided weapons.

Installed Receiver Sensitivity — A measure of how the receiver transmission line including the antenna
and amplificrs (if present) affects the receiver sysiem’™s MIDE. IF the ransmission line has positive gain,
the system sensitivity will increase and if it has negative gam it will decrease,

Installed System Test Facility (ISTF) - Facilities that provide a secure capability to evaluate EW
systems that are installed on, or integrated with, host platforms. These test facilities consist of anechoic
chambers in which frec-space radiation measorements are made during the simultaneous operation of EW
systems and host platform avionics and munitions.

Isolation — The amount of signal loss hetween a transmitting antenna and a receiving antenna. Sufficicnt
isolation between anlennas prevents EML

Intermediate Level {I-Level) Maintenance — That level of maintenance’repair of items that do not have
to g0 o depot level for major work and are incapable of maintenance repair at the organizational level.

Jamming-to-Signal (J/8) — The catio of the jamming signal sirength 1 owithin the vichim receiver's
bandwidth to the desired signal strength §, To be effective, a jamming technique must insert swfficient
Jumming energy into the receiver’s pass band to produce s desired effect on the victim system.
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Kinematics — The study of the geometry of modion; relates displacement, veloeity, acceleration amd time,
without reference to the cause of the motion,

Laser Warning Svstem (LWS) — An ES sysiem designed 1o detect the laser energy associated laser range
finders or beam riding missiles and warn the aircrew.

Line Replaceable Unit (LRU) — An essential support item removed and replaced at field level to restore
an end 1em to an operationally ready condition. {Alse called Weapon Replacement Assembly {WERA) and
Maodule Replaceable Linit. )

Low Observable (LO) - LO plaforms are chareclerised by reduced signatures, most prevalently in the
RCS and 1R realms.

Man Portable Alr Defence System (MANPADS) - Short-range normally infrared guided (heat-seeking)
SAMs,

Measure Of Effectiveness (MOE) — Measure designed to comespond to accomplishment of mission
objectives and achievement of desired results. MOEs may be further decomposed into Measures of
Performance and Measures of Suitability.

Measure OF Performance (MOP) — Measure of a system's performance expressed as spesd, payload,
range, time on station, frequency, or other distinetly quantitiable performance feamures, Several MOPs
andior Measures of Suitability mayv be related to the achievement of & particular Measure of Effectivencss

(MOE).

Measurement Faeilitics {(MF) - Facilities that establish the charscter of an EW related systemd/sub-
sysiem or technology. They provide capabilities to explore and evaluate advanced technolegies such as
those mvolved with various sensors and multi-spectral signature reduction.

Military End User — The military organisation using the weapons systems in combat,

Minimum Discernable Signal {(MDS] - The lowest power signal that can be discerned from the noise,
1., the point where the signal power is equal to the noise power in the receiver,

Missile Warning System (MWS) — An ES sysiem that wams aircrew of attacks by passive homing
missiles (most commonly IR-ruided) by detecting the [R andor UY signature of a missile rockel motor
plume.

Mission — The objective or task, wgether with the purpose, which clearly indicates the action 1o be laken.

Mission Data — The compilation of threat system paramefric data, such as frequency ranges, PRL scan
rates, scan [vpes, etc., along with threat svstem identifications and priority. Mission data sets are normally
tzilored fo meet the requirements for a specific theatre of operations.

Mission Data File (MDF) — The file containing the mission data sets that is loaded into an EA or ES
systen: analogous to computer application.

Model — A representation of an actual or conceptual system that involves mathematics, logical
expressions, or computer simulations that can be used w predict how the system might perform or survive
under various conditions or in a range of hostile environments.

Maodelling and Simulation (M&S) - Used io represent sysiems, host platforms, other friendly players,
the combat cnvironment, and threat systems. They can be used to help design and define EW systems and
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testing with threat simulations and missile fy-ou models. Due o the relatively low cost of exercising
these models, this tvpe of activity can be men many times o check *what ifs’ and explore the widest
possible range of system parameters without concem for flight safety. These models may run imteractively
in real or simulated tme amnd space domains, along with other factors of a combat environment, (o suppart
the entire TRE process.

Moise Jamming — An EA technique designed to prevent target detection by raising the noise level s
vigtim receiver to the point that the jamming energy exceeds the target energy.

Open Afr Range (OAR) — Test facilities used o evaluate EW svstems in background, clutter, noise and
dynamic environments. Typically these resources are divided into sub-categories of test ranges and
airborne testheds, Open Adr Range EW flight test ranges are instrumented and populated with high-fidelity
manned or unmanned threat simulators. Additional emitter-only threat simutators are also used 1o provide
the high signal density charscterising typical operational EVW environments.

Open-Loop — A system in which the cutput has no effect on the input signal.

Operational Flight Program (OFP) - The software performing the executive functions of a sysiem;
analogous 1o a compuier's operaling syslen.

Operational Security (OPSEC) — Protection of military operations and activities resulting from
identification and subsequent elimination or control of indicators susceptible to hostile operations.

Operational Test & Evaluation (OT&E) - The field test, under realisiic conditions, of any ilem (or key
component ) of weapons, equipment. or munitions for the purpose of determining the effecnivenegss and
suitahility of the weapons, equipment, or munitions for use in combat by tvpical military users; and the
evaluation of the results of such Lesis.

Probability of Kill {Py) - The product of suscepribility and valnerability.

Program Introduction Document (PID) - A document provided by g test customer o a test faciliy
identifying technical and schedule requirements. See Statement of Capability (SOC),

Pulse Width (PW) — The duration in ime of an EM pulse,

Pulse Hepetition Freguency (PRF) — The number of pulses per second.

Pulse Repetition Interval (PRI} - The time duration between the beginnhing of suceessive pulzes,
Pulse-Doppler Radar — A type of radar that uses a high PRF coherent waveform to detect and track
targets i the frequency demain. The technigue also permits look-down, shoot-dewn eperations by
airborne radars.

Radar Cross-Section (RCS) — Is a measure of how detectable a target 15 by a radar. A larger RCS
indicates that an ohject 15 more easily detected.

Radar Warning Receiver (RWR) — A svatem that detects, identifies, locates, and determines the relative
lethality of radar directed threat systems. It serves to warn aircrew of hostile radar activity and provides
cuing information Lo other countermensunes systems such as chall dispensers.

Radio Freguency (RF) — Is a rate of oscillation in the range of about 30 kHz o 300 GHz, which
corresponds to the frequency of electrical signals normally used to produce and detect radio waves.
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Regression Testing - Testing conducted following a hardware, soltware, or mission data change o
determine if the changes have inadvertently affected other aspects of sysiem performance,

Role - A function or part performed in a particular operation or process.

Rules Of Engagement (ROE) - Describe how the ground-based and airbome threat simulators will
operate during the test mission. ROE detail what restrictions the test requirements place on the theeat
simulator operators, particularly addressing target acguisition and reacquisition procedures and the use of
EP features.

Scenario — A specific deseription of the many parameters charactenising an encounicr between one or
mare aircraft and a hostile sir defence system or elements of that system.

Sell-Protection Jammer (SPJ) - An EA system ihat prodects the host platform.
Sidelobes — The lobes of the far figld antenna radiation pattern that are not the main beam,

Signals Intelligence (SIGINT) — A categery of intelligence compnsing either individually or in combination
all communications intelligence, electronic intelligence, and foreign instrumentation signals inielligence,
however transmitted or intelligence derved from communications, electronic, and foreign instrumentation
signals.

Simulation — A simulation is 2 methed for implementing a model, It is the process of conducting
cxperiments with a model for the purpose of understanding the behaviour of the system modelled under
selected condiiens or of evaluating various stralegies Tor the operation of the svstem within the limas
imposed by developmental or operational criteria. Simulation may include the use of analogue or digital
devices, lahoratory models, or “testhed™ sites. Simulations are usually programmed for solution on
compater; bowever, in the broadest sense. military exercises, and wargames are also simulations.

Simulator — A system that can represent relevant characteristics of an actual threat system,
Spectral — OF or relating to the EM freguency characteristics of a signal.

Stand-In Jamming - A form of support jamming normally perfommed by Unmanned Aerospace Vehicles
(LIAN) operating within the engagement range of hostile air defence systems.

Stund-(Mf Jamming (S0J) — A form of support jamming normally performed by manned aircraft
operating ouside the engagement range of hostile air defence syslems.

Statement (0 Capability (SOC) — A test facility’s response to a customer’s PID, documenting the cost,
availability, and technical considerations or limitations.

Stimulator — A low fidelity piece of test equipment that can induce a desired response inoa SUT without
necessarly simulating the behaviour of an actual threat system.

Suitability — The degree to which a system can be placed and sustamed satisfactonly i feld use with
consideration being given tw availability, compatibility, ansportability, interoperability, reliability,
wartime usage rates, maintainability, safety, human factors, habitability, manpower, logistics supportability,
natural environmental effects and impacts, docwmentation, and training regquirements,

Suppurt Jamming — Jamming conducted by one platform to protect another.

Susceptibility — The probabilicy that an aircraft will be hit by a damage causing mechanism.
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Syathetic Environment - Internetted simulations that represent activities at a high level of realism from
simulations of theaters of war to faciories and manufaciuring processes, These environmenis may be
created within a single computer or a vast distnbuted network connected by local and wide arca networks
and avgmented by super-realistic special effects and accurate  behavioural models. They  allow
vistualization of and immersion inte the cnvironment being simulated,

System Integration Laboratories (SIL) — Facilities designed 1o test the performance and compatibility of
components, sub-systems and systems when they are integrated with other systems or functions. They are
used o evaluate individual hardware and software interactions and. at times, involve the enlire weapon
system avionics suite, A variety of computer simulations and test equipment are used 1 generate scenarios
and environments 1o test for functional performance, reliability, and safety. SILs are generally weapon
syatem specific and are found in both contractor and Government Bcilities,

System Under Test (SUT) — The test article. This can be a component, equipment, sub-svstem, system or
whote platform with installed systems.

Technology Readiness Level (TRL) - One level on a scale of one o nine, eg., “TRL 3." signilfving
technology readiness pioneered by the National Aeronautics and Space Administration (NASA), adapted
by the Air Force Rescarch Laboratory (AFRL), and adopted by the Depariment of Defense as a method of
estimating technalogy maturity during the acquisition process, The lower the level of the technology at the
time it 15 inclueded in a3 produet development program, the higher the risk that it will cavse problems in
subseguent product development.

TEMPEST - Onginally a codeword {hence capitalisation), since declassified. 1t 55 not an acromym.
It refers 1o investigations and swdies of compromising emissions. These are defined as unintentional
intelligence-hearing signals which, it intercepted and analvzed, may disclose the information transmitted,
received, handled, or otherwize processed by any information-processing equipment. NATO requirements
definad in SDIP-27.

Tempoeral - O or relating to the time domain.

Test and Evaluation {T&E) — Process by which o system or components are exercised and resolts
analysed 1o provide performance related information. The information has many uses including risk
identification and risk mitigation and empirical data to validate models and simulations. T&E enables an
assessment of the attzinment of technical performance, specifications, and system maturity o determine
whetier systems are operationally effective, suitable and survivable for intended use, and/or lethal,

Test Conductor ~ The individual responsible for the test point=by-test podint execution of a (est mission.

Test Dircetor — The indivedual with overall responsibility for execuling o test mission.

Time, Space, Position Information {TSPD — Location data referenced to a coordinate system as a function
of time.

Towed Decoy — A defensive EA system towed behind the host srcraft with the imtent of providing a more
seductive targel o a threat system and one that creates an angle tracking error in the threat sensor system.

Type | Error - Rejecting null hypothesis when it is irue.
Type Il Error - Failing 1o reject a mull hypothesis when it is false.

Ultraviolet (UY) — EM radintion with a wavelength shorter than that of visible hght, but longer than
Kerays, in the range 10 nm to 400 mm.
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Unmanned Aerospace Vehicles (UAV) - An acrospace vehicle that ig either remotely pilloted or operates
antonomonsly.

Unmanned Aerospace Systems (UAS) — UAS, which also means Unmanned Autonomouws Systems,
inclede UAYs and UCAYS {Unmanned Comban Air Vehicles),

Vulnerahility — The conditional probability that an aireraft will be killed when struck by a damage
causing mechanism.

Wet = A test condition where an EA SUT is operating in a transmitting mode,

Wild Weasel — An aircraft equipped with specialised receivers designed o detect, 'Ldu:ntify, and locate the
source of hostile radar transmissions and ARMs to engage them.
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L. Volumes in the AGARD and RTO Flight Test Instrumentation Series, AGARDograph 1610
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Issue 10 Edivesl by A Pool and D). Basman 1974
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i The: Measurements of Fuel Flow 197
by I.T. France
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n, Helicopber Flight Test Instrumentation (R
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by ML) Prackett

19, Digital Signal Conditicning foe Flight Test 194:]
by GA. Bever

20 Opteal Alr Flow Mssunaents i Flight il
by R.K. Bogoe and H.W. Jentink
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2. Volumes in the AGARD and RTO Flight Test Technigques Series

Valume
Mumber

AT

The remaining volumes are published as a sequence of Wolume NMumbers of AGARDograph 300,

Tiths

Ciuide to In=Flight Throst Measurement of Turbojets and Fan Engimes by the MIDAP
Sy Group (LK)

Pablication

Date
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[ Weapon Delivery Analysis and Balbistic Flight Testing 14952
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11, The Testing of Fixed Wing Tanker £ Receiver Aircrnfi io Estahlish Their [ao2
Adr-to-Adr Befuelling Capsbilities
by 1. Bradley and K. Emerson
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performance evaluation of airborne
electronic warfare systems
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Electromagnetic Engineering Departrment
BAE Syatems — Military Alr Solutions
Warton, LIK

ABSTRACT

Stte of the arl iest capahilitics ore deseribad that can ennhle
apiimised electronic warfare (EW svstem development progranmmes
for mililmry air pladforms, EW sysiems are kev enahblers of air
platform survivahility omd the above is imporiond as  defence
minisiries o  imduastry world-wide  wresile with  affordabality,
technical nndd indusirial challenges, The military end user needs
improvedd  capahility  quickly, with high availability; defence
minisirics want this at kowest possible cost and with minimuem risk,
Satisfving these requirements, while remaining in basiness ngainst o
hackpround of fierce intemnational competition and waorld financial
crisis, is indeed challenging. Improvements ore descnbed that can
enable impraved technical |'-¢r|l;|n11||r\3~ ang krwer cost, time and risk
proprummes than hitherto, with emphasis an RF EW systemns and the
recent multi-£M epgrade 10 BAE Svstems” EW Test Focility, with
its aircrafi-sized nnechoic chamber. This spgrade assures o further
decande of word-class UK capabiliy  for testing manned  amd
unmanned air plagfoms

NOMENCLATURE

AIRCM advanced infra-red countermeasures (pod)
AW TRAFY Air Warfare Cemire

CEESIM cambat EM enviranment simubaior

DAS, DASS  defensive nids svstem'sub-sysiem

THEWIT (AW Defence EW Centre

e direcied energy

MR direcied IR countermensures

DT&E developmeninl TRE

TP defence techmology plan

il Defence Science and Techrakogy Labarmtary

Ea

ECM
ELINT
EM, EMC
ECVIR
EF(EDM
ES, ESM
EW, EWTF
HITL

HEM

ITEA

LoC

MES
OTEE

P51

RCS

RF

RFEG
RISS

BMS
RWRRHWR
sSE

SRD

ShiS

SUT

T&E

UAS
UAVUCAY
URD

V&Y, VVEM venification and validation, requirements matnx

eloctronic sitsck

electronic coumbermeasirnes

electronic intelligencs
electromagneticds), EM comgpatibiliy
electro-optic/infra-red

glectronic protection (elecironic defence)
EW supporl. EW support measures
electromic warfare, EW test facility
hardware-in-the-loap

||:5}| O NGO W aYE

imlegraled best, evaluation and acceplance
life eycle cost

mickelling and sdmulaton

operational T&EE

platform systems integraior

rolar Srass secien

raliiw'radar frequency

RF emitter penerator (RF threat simulator)
real-time [R soene siimulator
[ECH ) respanse measurement system
rimlar warming'homing and wanving receiver
synthetic environmeis)

system reguirements decument

sipnnl measErement svsiem

Syerein umider fesl

test and evaluation

unmanned #ir system, AEsnEmols sysem
unibanied ir vehicle, combat air vehicle
user reguirement document
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1.0 INTRODUCTION

This paper mlentifies improved LK test capahilities For the cosi-
effective evaluation of EW syvslems, with emphasis on airbome
radicdradar frequency (RF} EW cquipments. [t focuses on those
used for air plaform self-proection, more eommenly knawn s
defenaive pids systems or sub-systems (DAS, DASE),

The impartance of DAS to platform and aircrew survivahility
and. mare imporiantly, mission success is sated, BEW Systems and
[IAS are desoribed and she challenges facing the EW sest and
evaluntion (T&E) community' are defined, Typical cusfomer
aceepiance methadelogies are described, EW T&E copabilities pre
then described in some detail, followed by a descripsion of recem
and potendinl future dechnical developmenis, n ramber of which
resudl from research and ather investigations by these anthors,

Coenclusiens are siated and pecommendations made for selected
high-bepefit EW T&E developments, underpinning research sl
bt actions which it is thought could aid defence minisiries,
indusiry nnd military end users better meet affordabilivy, technical
and environmenial challenges of the next decpde and heyomd.
Secane cavents apply te this paper:
® EW systems and consequently T&E eguipment operaie in the

same lechnical pammeler space. since all operabe genemlly
wilh the same multi-spectral thréat environment.
Paper covers all system lypes, bt concentrates, for
EW T&E capobilities, on RF systems operating in EW
frequency ranges.
— Mo requirement or numeric s the paper s intended Lo
b asseciated with any specific system under st
|SUTH, plathorm or programme.

®  [hrecied energy weapons, althongh defined in MATO ns 0
spbeset of EW. are mentioned bt with. the notable
excepdion of Direcled IR Coumtermeasures (DHRCKM) - are
nat covered

®  Emitier dainhases, esseniinl w0 EW systems and nssociabed

T&E equipment, are i diseussed sinoe nationnlly sensitive,

2.0 SURVIVABILITY: EW CONTRIBUTION

This section sets the scens by siating survivahbiliny's imponinnege
lo mission swocess ond aircrew life expectoncy, mising  that
‘smccess’ in this context is also more recently amd perhops better
known as “effectivencse’, It then describes EW as o survivability
companent sl discusses threat scenario changes faced by MATO
and the LK.

2.1 Survivability - key to mission success

Survivability is key fo missson success far mifitnry air platforms,
whether manmed or. unmunned, fixed or motary wing {helicopiers),
Without adequate survivabilidy features damage or destnsction
will likely ooccur when going in ‘hesm®s way', thus cousing
missian fMilure, This is particalarly so for ground attack aircraft,
where lethal threat weapon density genernlly increasss as o
function of remnining distance to meget, An imporant distinetion
is that the objective of survivahility fealures 15 o enahbe the
atform and crew complete their mission, net fo.enable them o
sarvive but nol complede the mission, This was expressed
siccinetly by o now-retiresd Mol collezgue in Hef. | as "Sarvive
io fight, not fight to survive’

L] i
| oz [oh
ELECTRCHL

VELEFARE
SEFOAT  [TOPTRAG BTLSU [ DU O ERCER  [- CUN OV WRAPCATS
=5 A LT S PNNRLRI T D
b waeriE PR O | U SSECaT O R g iy
WIGEE LA v EARL AP
[ B A=
P Tl o i
b FEED PR S LIt W o LR EYSTEMR
L AL AL BT CovRG Bl

Wiy S W0 IV O KECUAE TR LY
0 HEMTIE WA Y LI i el

W A s BB O B A0 4 Y

CIRTRAHT PASERT
OB T PE R N TR R o s P O T HR A TS

Figure 1. E'W coniribution o survivabilily.

2.2 EW - a vital companant of survivability

Table | defimes EW and iis compoments EW support (ES ) electironic
aftack (EA) and clectonie protection (EP), alao called ebectroni:
defenee (EDV in the UK.

Frgure 1 shows bow EW conribuies to the air platfonn combal
survivability cquation. whose Composients are thresn avoldonee,
afack evasion, thrcal elinyination ol danspe tolern:.

Tabia 1
EW dedinifions

W Any military action involving use of eleciromagnetic and
dirzcied energy (EM, DE} 10 comtrod and protect the awn
uszge of the EM specinm or 1o sitack on odversany and
dery his nccess.

That divisien of EW invelving achons msked by, ar
ureder direct comtmol of. an operational commander @
seurch for, imlercept, identify, and locale or localise
somrces of intentiona! and unintentional racdiated EM
energy for the purpese of immediate threat recognition,
targeting, plamming and comduct of future operations.
That division of EW involving the wse of EM energy,
DE or anti-radistion  seapons o aflack  persoaned,
Eacilivies or equipment with the antent of degmding,
nevirlising or destroying enemy combat capabality.
Actions  taken vo pootect persannel, facilines  amd
cquipnsent  from any  effecs of friendly or ememy
emplayient of EW s degrade, noutralise o destooy
Frivcowdby comban capahliny.

E5

EA

EF

2.3 Threat scenario changes

BATO ard the UK sequane 1o peoject milinary power sorbd-wide 10
protect their alles amd niereas, lo former fiines ths “exiemded
reach’ mipect was pcldoved by dwier alie maiblammg 3 lacge
prieensg al oversess mifitery bases. Econonie and poditical changes.
capecally in the past decade, bave led 1000 sigmficant oaduction in
these bases and o matclding dramatic shift of focas o whal @8 enmed
“Expeditiorrery” warfare, Expeditionaty fonoes, whether singhe ntbon
of — a4 1% often the cnse mowadays — in coalitien witl: other pariners.
e i Jragy and Adghaniseen, roguire ndequate supgueting air power
capability i achieve air superionty (Lemporary and dpetially-fmined

tFor UK includes RAF (sspecially SWG and DEWC), Dx, BAE Sysems (faed wing simralt), AgustaWestand habcopiers), Divathd and EYGOAS and st aquipman suppéars

oy EELEX Gallen, Thales UK, Chansing, EWST and EEL.

brap. Humcks. foermedy head of E2M ol DERA oFambomughl, then Egpit Copataety (Thestre Simpace) — Ar Enablses. Mo,
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Figure 2. Examgle threal scensrios
D7 Rebecca Grani'™'|

wotrol) in the required theatre of operntions, 1t s pererally scoepeed
that air supersoridy s ranely nchieved and that air supremocy (tatal
conirol for endime campmignd cnnnet currently be punmndeed, so fong
w5 man-portable hest secking missiles continne fo pose a8 derdly
hazard o piveraft Mying below 200004t in combar zones

The LIK and iis allics world-wide, especizlly in MATOL now fice
a challenging change in threas scenarkos ta those typically faced in
recent decades, g, those in Fig, I,

MATO Research and Techanlogy Ornganisnfion Shudy SA5-00,
am which ihis lewd author was o LK delegate, completed an 2008
Ref, 3 provides an apdoted view of "Reguircments and optimne For
furure MATO pirbeme EW capohilities’. The  smdy - generted
updated soenarkos, see Fip 3, The predominant change driver is the
asvmmenie threat!, whase importance has prown in recent vears.

[ warawro
REQARESENT b o WAEOTY FTUDY |
= ] :
A A i A |
1 1 { 1 T
|"'"'“"‘" | ey | :-ﬂnfn-ltn-u-' mml |
L il SeivlasietBie it il

Figure 3. HATO scenarie changes in past decaca,

Kew nspeeis of the change are;
& Pesce support'enforcement  operations  pose  the  grestes)
challenge, wiih irregular forees amil insurgenis as apponens,

Threats ore generully small and highly mobile.

Rules of Engngement are extremely  tight, to miinimise
‘eedlaeral domage’ — non-combalant casealtics,

Curreni angd patenil opponents are now well versed in NATO
EW capahilities and tnctics

Threat systems mavw opernte robust BF emissions condrol
repimes fo minimise atack by friendly forees, with RF-

-
-
L
-

gubded threats aften now owgmended by opfical‘slecira-optical
mears, Thireat svsiemis are thus moch barder o desect, identify
anel locate — especially with the frend for mininmm BF rans-
misgicn fimes,

®  (ncreasing imporiangs of network-enabled capability, os EW by
bzl canmot fully contain the inereased threat envelope.
& Conflicis gre rowiinely  subject to intense, real-time  mesdia

coverage — “Trial by TV, Potentiol adverse impact an publi:

suppoar for miliary eperations canat be under-estimated.
Theze changes and the drve by defence ministries world-wide for
mproved whale life afferdabilie for platforms have substantially
mereased the importance of and reguirements for EW svsnems,
inckading DAS, to mimimise afiritien.  Time-critical targeting of
threat systems as (and prefernbly before) they engage own and
freendly aireraft is now impernive In panicalar, the previously
imipartant cardinal fearures of EW recsiver sysems, threat detection,
identification and locotion, are now vital so mission success and
airerew survivability,

3.0 EW SYSTEMS DESCRIPTION

This section deseribes EW svstem types, with focus on thoss for ihs
AS mab-set of EW, which are fited 10 moet fixed and rojary wing
military aireroft. The ranpe of tvpes is outlined, frim siond-atone o
fully imsegrared. Reference is made e the Eurofighier "5
Dass, which has been exsensively rested in BAE Syeiems’ EW Test
Facility {EWTF) and on sub-system and avionmics indegration rigs al
thetr Wanon, nonth-west UK s

EW systems can be considersd 10 be n super-ses of the generalised
DAS shown in Fig. 4. A platform’s exsct DAS it is dependent upon
plotbormn tvpe, rale, mission and operaticnal theatrs, and thas not all
platforms will have all components, In addition, ngain dependent
upon the above, the copahilities of some components vary. The best
cuample of this is EW receivers: rodar warming receivers (RWR)
elactromic suppori measures (ESM) and electronic  imtelligencs
(ELINT} reveivers. Ahbough the sechnical performanes boundaries
between these has become Blumad in recent yesrs, with high-enid
ESM in parficular approaching ELINT qualiiy, & DAS docs not
vurrently inclode ELIMT

1 | |

A ik R, ARG RRATE R | b SR Ae s Frim e e |

Lin L] PR N CUDNG | DT MR ELI TR R
ol WA TLE ) Lk LA

|| T T AT e
— s P A
E mEEE CERINTER A T
e AR
-l E R ——
ez v - o m
oo i owey el © AR
|
[

o]

Figure 4. Generalised DAS lock disgram,

Oriber EW components mol usually pan of DAS. and this which
are i discussed fumber in this paper, ane:

Stand-off and eseort jnmmer pads

Anti-radiation missiles

Commamieations intelligence receivers

Commumigations frequency ESM nnd ammeers
Mavigation/ghabal positioning systems and dota link jommers

DE weapons, npfwithstnnding lamp- and laser-THRCM, a5
alrewly in service on o number of plaiform types,

HATD AAPS (20041 ‘A threal srmanaling from the polental uss of dssimilsr means or methods 1o croumvent or negate an opponents SYengTS whils exploRng his
waaKNEsset o obisn o dspmpotionals resul | Relales o Fsumency and teransm.
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Figure % Prasioran companants
8 BELE X Galkes J0H08)

Meany DAS confipurations exist, nmunlly falling inse one of three

primary installatian 1vpes:

&  Fullv intepraved: Usially anldy rtm;i':':l-\,'- when designed as pan
of the plutform during original developmiens, This enables
aplimisation of many key EW performnnce pamameters, of
antenng coverape and BRF imeropernbility of the piatform’s
wany BF trunsmitbers ind receivers. A pond cxample of this is
the Typhoan DIASS, comprising the Fum3ASS ‘Practarian’,
see Fig 5, the defensive mids comipaier ardl the fEare and chaff
dispensers and Laser Wamer identified on Fig, 6 (DASS
mirgroft instellations), The DASS is coneralled from cockpi
wlii-funciion displays

- “ed et iy inceprmie I-'n_'.;-,n_'mlg the omse where
function andior performance of ongingl DAS compone s
enhanced and  overall  performance  improved  via - better
imegration with ather DAS components and the platforms
displays and contmal sub-gvstem, The Tarmado sircrafi is & peod
examiple

Fnglu 7. Terna AIRCM pod on Tamado ER4.
£ BAE Systams 2004, & nghis msorved)

Crrigiral GR | vamant”™s DAS was o loosely mtegrated RHWE,
Sky Shadow (jammmserh and BOZ-107 § Rare'chaff dispenserk
‘Mud-Life Upgmde’ GR4 vanant smproved pecformance and
mtegratiom vin RHWR-2, Skv Shadow.2 aml BOZ- 1072
with impraved Displays and Contrabs inserfoce.

DAS mproved farber in 2009 by addition of Terma’s
Advanced 1R CounterMensures pod, see Figs 7 ond 8, odding
missibe wamer amd additional fare/'chaff dispensers.

Stand-alome DAS: Ofen o podded selution, this 5 an abmctive

way of intrdscing & new ar replacement AS 0 n plutfoem,

Figure . DASS aquipment lkecatians on Typhoon. 62 BAE Systems 2009, all rights resened]
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gspecially - drom an afferdobility standpoint — when opera-
teninal requirements do v reguire DAS Tor every mission, Such
rode fi° AR solutions  are partieslarly adroctive  For
Urnmsanped Air Systems (A5

4.0 CHALLENGES — CURRENT AND
FUTURE

Mamy challenges face imdusiry, defence procurement agencies amd

mriilstary eisd vsers in their quess w0 bedp the wirlighner maeet woday s and

tomaonron "3 military objoctivies @ minimum whiebs |ife cost — both fscal
and asrcrew, These chaflenpes sd the UK strategics for addressing

il are described in the Defree Sdasieind Srrareg ™ and  Deferice

Techourloge Seaseps®™ {Fie 900 These remain valid pending wpdaie afier

the: posr-general election Strmeghe Defence and Secunny Roview,

Extracts foom Bels 4 and 3 and MalV's Defence T&E Swraregy™ tha
irnpact EW T&E™ are presented here, with comime as approgriaic,

& EW's viml and imtegral rde in military operations across the
spectrum of conflict s re-confinmed and likely toe remain so
for the foresecable Future. EW - all aspects across ol
pathorms — 15 idemiaficd as & defence priority lechoology.

& All ureas of EW are stated to be of UK sovereign impartance:
‘UK national capobility to nesearch, design, masufaciore,
pragramme, supply, inteprate, bost and évaluale amd aplimise
pertormance. Intellipent castomér slatus.”

#  Key UK “cross-cutting technalogy capabilitses’ are identified,
including EW. survivabality, sensors and missum sysbems.

®  Key role of “platform systems imtegrator” (PSI) imtroducid,
with BAE Systems the PSI for adreradt, ships nmd armoored
fightmg vehicles, and Agusta'Westland for helicopters

&  Integrated survivability is systems engineering methodolagy
o schicve oplimum and affordable survivabalicy, enabling o
mission o be completed successfully i o hostile environment,
Swte of models amd TEE capubilities reguired o opnse
mzthodalogy.

#®  MNead for ebsolescence-proofed sofutions. with rupid insertion
aof inmovative bechnology moineremental sipgrades, rther than
in major “mud-lile upgrades’ previously seen on platforms.

& P31 and systems engineering challenges increasing as a result
of increased platform longevity and continuing (amd oflen
accelerating) lechmdogy development - especially electronics,

®  Long-term . goals defined, includimg  through-tife capabality
muanagement, s application w0 EW TAE capabilibes anad
sustarnment ol key UK skills and capahalities,

& LUnderpinning deep understanding of threats required. EW
T&EE capabilifies required fr sopporl sssessmenl of  neal
Ifreats.

& Mol -bed proups, the Towers of Excellence bring twgether key
players in the UK defence mdustry and leading UK acalemic
establishments, The EW TeE has been operational sinee 20044,

&  Amificial  T&E: laboratory analysis. experimentation  anad
myurdelling and simulation (M&ES) are playmg un icreasingly
important rde m T&E activities. Undoubtedly reducing the
nessd to conduct physical equipment and sysbem lesting, ey
are nol @ complete sofution. A shift in the halance hetween
laboratary and physical testing is ineviable, bat specialist anad
dedicated TEE mnges. factlities and supporting persomnel will
sitll be requizred. The challenge 5t ensure 1he oplimam mix
is delivered nnd. more importantly, sustamed,

®  Vidon realsation reguires optimisition and development of
exisling UK T&E faciliies, coupled with analysis of other
eppartunitses. For example: preater mohabity and deployabality

Figure 4. Flare dispansing from AIRCM pod.
{Linkrawn ‘spattar’ phatograph fom Inbermet)

DGY STRATEGY

*

Figure 9, L Dafence Tachaology Simtegy,
15 v eaqrright 2005)

Figuira 10, LK WCAY domarstnatons.
(8 BAE Syatome JH00, ol rights newsroed)

:UAS.mhuh aleo mesw Unmasmed Autonomous Syslems includs Ui (Unmanned Ar Yetecies | and UCAVE (Unmerned Combed A WVebides).
“Raterence 6 defnfion: The , measrsment and pnstyan of the pedormeres of & _mruf the ol the resyhs.
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Talde 2

Challengpes Tacing the EW TRE community

ORFTIMISATION, DEVELOPMENT AND SUSTAINMENT OF EW T&E FACILITIES

INIHUSTRIAL

ACHALLENGES
ENVIRONMENT
LS (UANLICAN

AFFORDARILITY

SURVIVARILITY

# Holsier chansher ared laboranary test copahility robusmess;

= T rrag mome prohlems prior o fight, saving TAE costftime by reducen s pgimber of y-Ffa-fly itemtions regalred
# Tobener asppon R&ED, evaluasion of procope iechnical soltians and EW Techinolegy Demenstrator Programmes
= By genersting mare aperationally realistic snd measurahle BF/TRRO threas environments in lnbomtory/chamber

& Enhance opemizonnl suppor:

# Enkamce countermensures d

« Improve Missian Data Validation |:|1.|.||I|l_l,l I:ﬂ.I s of 'missicn rebearal’ quality complex RFIR/ED emiter scenarios
isatiom process vin use of anechaic chomber

& Where vinhle, ensure comples EW T&F ﬁplrunenu.remruhlﬂmrumahlz

o heetwork UK EW T&E. Synibetic BEnvironeaent (SE1* and M&S facilities o realise porenrinl besefite: systeny reguiremenss
cupeure and opiimization, system development risk minimdsaion, sinmg, werics development

w Lhoscr eooperation beracen key UR T&E assers, o EW Tactics Range - RAF Spadeadam, DEWC and EWTE

o Cooperate with overseas EW TEE sgescies and Geiliises where sppropreibe asd UR-benefcial

:‘Eﬁm long-leml capabalitics available in time: anficipaie Ungent Operational Fequirements (UORs), upgrodes and Fuh.:e
ES fils — i'rlcludinEupuuming *digital friom back of sersor” sysheme, s Ref(Ty

# [ocus on critical features, i assure requined key LB sovereign EW T&E facilities anid visble export suppert
RAPID DEVELOPMENT, INSERTIHON & ACCEFTANCE OF EW SVETEMS IMPROVEMENTS

= Soppodt increased BW acocepdance proosss wee of SE and M&S, by providing facilities for rohust validation of EW models

@ |demify, and then help reduce. technical, progromeme s cost risks frem the earliest possible sapes of noquisition

o Help bener uniferssend EW-Survabiling cost-benedin imnde-ofts for performance verificarion and sysiem acceptance

® BV Sensor placemend oplmasabion vie modeilmg amd sub-liall-scale lesting in anechie chambeir, 10 prevenl redug,
sl probleins with EW somsorselToctors, data lmiks, aomemiication systoms and other R sengors

= Lahorstory chamber RED 1 emiderstand msmatches betaven flight and groumd test resslis

= Cmemabe capabality ko perform missicn rehearsal optinisabon m anechoe chambier’s secure BF envirnment

REMUCED COST AND ENVIRONMENTAL IMPACT OF EW T&E AND FACILITIES

o Las MHpht esting s grosnd engetoe runsing = reduced leed oost s cartan [oolpem]

= More enorpy-efficient groond test facilities. e.g. RF threat simuolators

& RFeduced whaole life cost via reliability emhancements that imprave svailabdlity for sestmy ond redoce spanes hikdings

= Reduced BRE eovironmental polluion: rdioradar EW, EM Compaiibilitg (EMIC, lighming swike tests inchamber

Ends:.ﬁﬂ.rmlgmnhi:ulmi.lphdim r.'ufm:ihmur. Mimoer contribusar or Mot Applil:a

of complex TEE equipment; networking of T&E o ather
Facilities; greater use of M&S.

MaD's medium term strategic imtent = o retaing UK T&E
capability, but look for overseas cooperation where approprinie.
European Defence Apency wark may lead, in due course, to
lomgerslerm, Furopean T&E capabilties’ consolidation stmtegy,
‘Tukmyg forwand the Defence fodaserind Siratege, challenges for
chinge' core sk is b prvide “equipment that are: §i for the
chulbenge of wday; resdy Bor the ks of lcamarmow, capable of
Tusilding Eor the fubare’.

Malls vision lor s TRE capability 15 ‘cost-elfective aecurate
msesament of military capability lsough-life.”

Meed for optimisation of TRE msaets {both withm and oxbermsil w
Bl ®h vl uesar of e mctliods as by omenge

Dretivery of T&E capability & co-ordinated but nod managed by
thy: Dhefence Equipmeent and Suppar (TEST) Team.

LIAS are an emerging system i nerospace and there ore powerful
drivers for their development  and cmployment,  Significam

309

chalizngss exist 1o achieving advanced combat-capable UAS, These
encampass these of manned afrcrafl, with aiditional complications,
g, mininmrisation; installed BF anid electro-aptic/infra-red (EOR)
sensor performanee; and interoperability. of mubiple KF rznsmiters
and receivers in very close proxemicy. UCAYS pose a parlicular
challenge, as capable DA% s required @ enable survivahle solutions
for bang range penetrtion and persistence in bostle ai e. Figume
b shows UK LICAY techralagy dempnstralars.

As this paper concems EW T&E, the whale range of challenges is
ret overed herein, Rather, a consideration hos been made of areas
where, see Table 2, the EW T&E community cosild ald value by
keelpirg  meet  these  oerospace  innovabion  challenges,  Muosi
chalbenges entified are applicable fo all nulitiry aircmft types and
many are also applicable 1o the fand and se2 domains.

This paper’s remainder demomsimbes areas where the EW TEE
commananity has alrendy developed improved test capabilities e belp
meet same of the nbove challenges. 1t akso idendifies further research,
devebopmeents and pther actions that could onprove on challengs
resglution perfonmance ta daie.
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[t is useful at ihis poknt oo charife sabtle differences between MES
and 5E, which are used extensively within Refs 4 and 3, where both
arg seen oo be cnabling capabiliives el can add significantly o
effectivensss and value, Ag ofien seen with terminolopy used scross
nations and berween ngencics within those matbons, different views.
st o prociss meanings. For this paper the definitions in Dol

SO0 F9-M, Dol Maodeling ond Simulation (M&ESH Glessany®, per

Rt &, are nsed, These defimitions are staced below:

& M&S G The use of models. including enulaions, protorypes,
simiulators, mmd stiniulaors, gither siagtically or over fime, w0
dewvelop datn as a basis for making mansgerial or technical
decisions, The erms ‘mdeling' and “simulation” are offen used
ierchangeatly. '

& 5E is: “Imemetied simulations hat represent activities a1 a high
level of realism from simulations of Theaires of war o factorecs
and msnulaouritg processes. These environments may  be
created within a single comguder or o vast hisribuied network
connected by local and wide aren networks and augmented by
super-realistic special efferts and socumie behaviousal models,
They allow  wvisualisation of and immersion  ino  the
gnviromimnent being sanubiied.”

In UK"s Mold Acquisition Framework™ MSSSE is also calbed

Smndelling. simulntion ond symriheic envirorments (MS&SE)Y

5.0 SYSTEM ACCEPTANCE

This sevtion awilives methods used 10 schieve LK custonssr scoop-
tape of EW systems, These methods include EW syaiems fesing i
the lnbormiory, in the ancelsobe chamber. on open air sites and via
Mighit 1cs1, A EW T&E process overview i also provided.

51 Acceptance philosophy

Accepiance of defence produces by UK Mel is well defined aml &
comprehersivedy deseribed in the sequisition operating framework'™
urdler “requirements and acceplance’. The set of requiremems and
socgpuance producs include user requirements document (URD),
sustemms fequirement dociiment (SR lmegrated Tes, Evaluation
and  Acceprance (ITEA) Flan. and Venfication and Validation
W&V Roquremenss Mo (VYVREML The ITEA procs: &
ipadbeatend i Fig 110,

= v | W Accamasss 1
& B edimmon ELELE ]
H | chhlrh:l
LA — -l .
4 Erwade —
{10 fr ITEA | R
e PROCESS i
| r———u
3 1 Hrisg |
¥ | - | T - s |
1 Cosbad FEA ! B | ~H L Ll

T 2 et ey |
L

Figure 11. MaD ITEA procass,
{From Fel. 85

V&Y 05 defined elsewhere, egp Section 50 of Ref 10,
Verfiearion s PEl-conducied. suppored by cquipment supplics,
and Validation i& condueted by nuibitery end users. Verification secks

o confiom platform, systens and equipments mes their speifice-
tions, ad derived from the SRD. When sugmented by certification,
which includes imlependen: wssessment of safely evidence (usually
withuut farther testing), this leads to Release To Service amd accep-
wamce off contract. Yalidaton is the process by which ihe user
evalusies the delivered solutron’s fGdelity sgainst the URD sl
assesics fness for purpose, leading o aperationa] readiness.
Although views differ on womimelogy from conniry 19 coumry
anl inser-agency, verification in the UK is taken s compriss:
&  Equipnsnt perfommance  qualification agrinst  specilication,
usually canducted by the equipment supplicr.
®  Sub-sysiem performance verification by the supplier ar P51,
dependent on contracting arangemenis,
& System- and platfonm-leve] perforimuee venlicaon by ihe 5L
Within LK Final verificaison prios o customer acceptance is
wsually all conducred by the PSI with equipment supplier suppan
during final aceeptaivee testing, Fital contification, usually consisting
ol & slatensent of disign and declaraizon of design and perlonmance.
= also dane by the PSI and provided o the customer, o satisfy
rational and desimation couniry cerfification requiremenis,

5.2 Acceptance types and mathods

Industry elements of the ¥YVRM are usually ambedded in eduipment
comitact specificaiions as a specification vemfication matnx, also
called werification cross-reference moirin/index, They can also
appear separately — sl in lme with ITEA requiremess — o verifi-
calion best mslsodalory documents. These deseribe who will werify
ench specificution element, haw {what verification type ol methad)
arad with whai T&E facilities, Construction of the VVEM is alse an
naprorian apecifocatbon check — the question ‘13 1his reguifensent
bedtahie?” must he answend
Koy nspects are that-
®  Uustmer requirements cach map o specificazion ivens ).
®  [Each item iz assigned ope or more soceptance method and type
by which sdeguate venfication can be aclsieved, see Talde 3.
T&E ix subedivided into two catepories. MNatonal definstions ditfer
bt these are penemlly ursdersicod; thas comductsd during the:

®  [Developmental TRE (DT&E) phase covers development and

Table 3
Varilfication types and methods
TYPE METHCHD
IMSPECTION & Physicol inspection, visual verificaton

& Document review

&  Rend-scrass by annbagy, where prine
evidence aleng s nsed o Wlfil a
reguiTEmsEnt

M&S, e.p. mathematical, statissical,
electromagnetic, physical
®  Read-across by evaluation, where prios
evidence is used o partly fulfii o
requiTement
& Techmical evalunnon of equations, chars,
resduced and'or representadive dua
TEST & Lshoratory - software tes, mijg tes1
tsupplier), rig test (P51
®  Ancchoic chamber (specialist
equimmi |
®  Aircruft grognd test, ¢ EMC
-
-

AMNALYSIS

Flight test {local ar dedicated mnge)

Un-mnstnamented rig or aircraft fest
where requirement is mes by

-,'Eruntiﬂ agau

DEMONSTRATICHN
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pathering of verification evidence, The P51 {ar EW equipmeni
supplier, dependend on contraciing arrangement) i responsible
for 1his testing,

&  Operional T&E (OT&E) phase, when the EW gyssem s
sccepied off contract and relensed ro service, covers apersbonal
evaluation, including tactees development. This is mosily Aighi
testing, conducted by the military end wser, usually with support
from the PSI and EW equipment supplier.

Varmtions cxist, e.g. occepianos TRE and qualification T&E, but
for this paper they are considenad to be sub-sets of the above,

Motes 1o Table 3:

® In line with cos- and time-cfloctivensss requinements, msost
specification elements are usually verified dunng the exiensive
equipmgnt qualification phase prior o equipment defivery
ihe PS1 Thereafier, the quaniity snd breadth of testing
penerally reduces & one moves from sub-system o avionics
integration rp amd thence from aircraft ground testing 1o on-
range flight testing.

&  Repd-across B oa cost-effective rouse for gathering verification
evidencs, For equipments already fimed 1o another platform ard
ihose that are sometimes called “Vanilks', ie. commercinl, off-
the-shelf equipment with no modifications, verification by
similariry of read-across can be used. This is, however, ofien
limited o environmental qualification, as required equipmen
performance is wually platformespecific and read-aeross from
ather progroms is ofien restricted by export limitations

53 EW T&E process

While this paper deals primarily with EW T&E capabilivies, i i
important i olso address the EW T&E process itsell when targeting
enhanced capabilities thar offer promise of step improvements in
EW system development and acceplance timescales, costoond risk,

SRR AR A, TR R AR SR
FRIST OG0 b PR TR

il Pk, P Sl e AFCER Y POl LR ROk R

Figure 12. EW TAE precass
{anapiea from Refs 11 and 12}

While there doss not curmenily exisl o umiversally accepied standard
EW T&E process, tad relmed documents suffice 1o provide o pood view
of wheat such a standard process might incbode, These ane the:

& MNATO Pracess decument “elecironic warfare dest and evalu-
mtion™"". lis focus is the processes, echmiques, facilities and
goals of TEE of moderm EW systems. 11 1s undergoing 2009-1 1

review amd update under the NATO RTOr SCI-23 taskt,

® U5 Air Force Manonl 112 “electronic warfare tesd and evalu-
atian process — divectson and metbodelogy for EW Testing™ '™
Thes document was rescinded by the USAF im August 2008
ard it ig wnderstood that the USAF Flight Test Ceiter has beci
tasked wiih ix update.

Table 4
Tesl localions and missions

Test lacation and primary test mission

Labarmoey (RF, Infermediate Frequerey ond digiial-level)

@ R&D and concepts evaluation. Mate: {Mten need  threat

simulation eapahility enhancement io he able 1o develop new ar

‘nexi generation” EW receiver systems/upgrades

Requirements definition ond system performance modalling

Hardware In The lop (HITL): Equipment/sub-system devel-

apnrent aral qualification

Liminstnlled sub-system performance verification {usually over

full ranges of performance )

Integration with ather platform avianic systems; furiber devel-

apment and un-instafled performance verificasion, conductsd in

Systems! Avionies Integration Laborsiory

ESM-ECM  performance  optimisation w5 specified  thread

enviranment

Evaluaticn of newipgrded threats and countermensures devel-

apment

Drevelopment, evaluation and clearance of EW upgrades

Aweefioic Chanther:

®  Platfarm-system integration, Fusher sub-system amd integrubed
avianics system develapment

& Installed system performance verification, incluiding SUT immdi-
ation with “war-mode’ ang other signals net allowed 1o be trans-
mitted in the apen air

®  Fault'anomaly  imvestigation,
canfirmation

& Airframe-sysbems aspects of EW upgmdes” development, evalu-
aban angd clearance

(pen air test site:

®  Free fiehl imdintion of sirerafi-installed SUTs for cases where
anechaie chamber fests not viable or umnccepinbly limited, e.g.
antenna polor dingrams and ESM-ECM beam-formving mensure-
meznts (far field cansiderntionsh

& Whale platform EMC tesis

@ Platfarm mdar cross section measurement

Flight test range:

@ Resdual msialled performance venlication fests for aspects ot
scoeplably festable waing above locatiom methads

& Development and  performance venfiention of aspecis nod
pround-testable,  eg.  combinaotions  of tectics,  AareichndT|
dispensing, on-board BF jamming and towed RF decoys

#  Evalussionopimsation of EW svsten mas-machme imerfoce
upsler flight conditions

Enlation amd salution

Mnerervice support {feboretories amd Super miv fraining ranges):

® Mizsion  datn  validation  prior 10 and  during  imining,
aperational evaluation ond combar

EW hardware firmmawvare and alponthmee software

performsanee aplimisation

Past-maimtennnce pre-fight check-oue

Ewvaluson/resotution of operational problems
EW/counsermensumesinctics  effectiveness  evalustion/oplimisation
Mission rehearsal and aircrewoperator/ mainiainer framing

" This becset st and fis counderped ol e Benefeld Anechocis Faciity, US4 ars co-authors of the B0-200-updsted handiook
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Figuire |2 gives n wp-level view of the EW T&E process. Bath
documents highlight the benefits o ke had fram optimising the
balonce. of M&S (TRE withous the SUT)L groamd testing
{laboratary, chomber ond open air site) and Night besting on open
AT Mnges,

A number of key messages emerge from the fwe documends,

& Primaery test philosophy is predict-tesi-compare, mat My-fix-fly

& {ipen air moge wsis ore considered the most costly and MES
the lenst

& hiis fur cheaper 4o tap and fix EW probiems as early in the
life cvede as possible, than wait until lighe testing,

& Beiier still w0 prevens the problems by using M&SSE nnad
pratarype testing in lahorstary nmd chamber

®  Emphasis on ME&ES and ground tess prior o flighs test

& Optimal approach is decreasing number of hetter quality iriaks

as the pragrmmme procesds from M&S threugh measurement
facilities, sysbem inteprafion lahomiones, HITL focilities,
instnlled sysiem test facilitics {e.g0 EWTF) 10 more focuased
flight trials on apen iz mnges,

6.0 EW T&E CAPABILITIES

This section deseribes T&E capabilities™ requined o suppon EW
swvelem design, development angl subsequent customer accepianee,

6.1 EW T&E facilities and equipment

Facilities omd equipment are described with reference 1o iermi-
nology wsed in Befs |1 and 12, with commentary and exomples
from BAE Systems and other agencies. The mnge of Facilities is
chown in Fig, 12 and o non-exhaustive list of strengths and limito-
tins is given in Ref, 12, Test missions by loeation are summarised
in Table 4, The following sub-seciions describe EW TRE facilitics
and eguipment, eategonised into internationally recognised closses,

6.1.7 Madelling and simulation
MAS is used oo

& Demponstrate system poerformance foe olements that are edther
1o codgiles oF D00 expensive L verify by 1esnng.

& Where test repeatability s difficult or where tests would yield
unaccepabbe crnor bounds,

#  To supploment testing by insrpolation betwoen sparse data
polnts ar 10 extsapalate from measared data.

& Prove design concepis pros o final testing.

Maoat M&S usdertaken as pant of the design venlication process
s cumenily porformed by equipment  suppliors, who  provide
druibcornes & acceplance evidence 1o e PSL A anes of promse i
Comgputational EM Modelling, where modem computing pewer
mndd inmervative codes offer wselol design opmization and risk
reduction for BE antenna imsrallations o platforms.

Motahbe sues wih M&S as rebevant to EW are

& Simulation fdelity and moded wvalidation, ie. bow faithfulby
they represent real threats and EW eguipments and their
performance

& Moedelling of EW ontennas, svstems and  intro-platform

cabling = not sufficiently robust to maximise conlribution o
acceplance.

There is & confinuing U'S and European thrast io move EW T&E
tovward groond lest and M&ES. This wark, which requires extensive
scenanie modelling and the increasing wse of EW  equipmont
midels, offers greal promise in reducing mi onby the expensive

Figure 13, EW squipment on avionics inbagratian rig.
(& BAE Eystoms 2008, ol righis msorvad)

fight tesiing phase, bat also overnll EW system development and
mission dwta volidetion timescales and costs, There  remains.
bavwever, doubt thae some aspevis, ¢g RF and [R jamming and
ot countenmveasure effcctiveness, will cver be fully clearcd by
M aloe, 1o withow dome residual ebement of Qighn ks,

6.1.2 Sub-systems and avienic Integration laboratorles

These are also called Systems Integradion Laboratories, although
typical EW/TAS mgs in the LK also fall mte the HITLE facility
entegory (next sub-section). Figare 13 shows EW equipmens on a
typical avienic micgration rig.

Testing performed an sub-syeiem level urilises DAS equipmicme
i @ laborgiory eovirenment on & “specad bench®. with all aher
arrcradt data supplisd via simbabions geoerated by an exlemmal
control compueier. Al BAE Sysbems this computing copabality,
known as Advanced Duotn Acquisition and Simulation System or
Target Rig Computing Focility, also serves as master tost controdler
and provides nun-RF datn acquisition and analysis. EW Receiver
stirmnelation i perfommed by threar simulators such as the CEESIM
An ECM Response Measurement Swstem (RMS) ez Sigonl
Measurcitient Syatem (SMSL i utilised w0 caplure, meeond and
analyse the RF responsés Irom the ECM elemenl ol the [FAS.
Mae: CEESIM and. SM35 are products of Morthrop Gromman
Aumherst Systems Ind (" Amberst’),

Cnce the DAS has repched suitable malnty B is imegrated by
the P51 with sther sub-systenss, e displays and controls. on an
avionic intcgration rig. BAE Systems ai Warnon has several sub-
aystemn al imlegration laboratoes, covering Tvphoon, Torado
and Mimzod MEAS EW soies. System-level performance venfi-
cution testmg 18 comlocted  usimg the EW equipmients once
mtegrated with the pthwer real xircrafl equipment on the . Once
again EW receiver stimelation s performed by o threal simulager
bug the level of testing = reduced as mos of the individunl
equipment and sub-system performones has alresdy besn proven
by the earlier verification and gqualification phases ar the PSE and
euiipasent sugplber.

All verficaten tests conducted on these rigs 18 imecable back 1o
the onginal customser reguirement throagh the VY RM. Inlegration
rips are continually aiilised thrawehoat the plathorm’s ife 10 prove
software and hardware changes and 1o re<lest system fixes prior to
redense ta the nirerufi or te the custamer.

6.1.2 Hardware-in-the-loop facilitins

Although sub-svstemn and Avionde inpegratvon rigs mclede. by
dutininen, real hardware-in-the-loop, generally understsod HITL
facilities are sevure |usually screened or anechoic) indoor Gactlines
that enmable  um-mnstalled  testing of EW  techniquos  apoinst
simulatzon of threats or real threat hardware. Whereas suh-system

f Roleranoe 4 definflon: A Tast and Evoluaton (TEE] capebiily |5 o comination ol daciifes. aquipmenl, pocpia, skils and mothods, which enadda e damonsiralion
moaEsureman! &nd analyss of the porformanos of 8 Sysem and e assessmian of tha resuls:

# Rafarance & defdniten: The peadia, asscs and o uradiriad ki
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and avionic inegration rige generally do apen-loop EW testing,
HITL facilities have the capability v do ¢losed-loop restmg, where
wwn EW awstem elfectiviness can be assesed and  optimised
against threal sysiem sensor systems, amd the EP oof owm EW
svelems and sensors oan be assessed ngainsd hostile  jamming
equipment

A pood example is the US Al Foree EW Evaluation Simulaior,
which develops and operates validated. hagh fidelity BF and 18
threat siomulators that evaluabe the effectiveness of US and Alleed
EW systems in o contredled, griund-based [shoratory environmens,
Simulwted  real-time  empagements  are conducted @l pomeal
frequencics and wavelengihs, incorporate hesiils operate-in-the-
loop effects and produce cid-game data, ¢z, miss distases, Tesring
1% secompiished o fully-dynomic. disiributed  EM badtlefickd
envirnamennts,

6.7.4 Measurement Facililies

These are used to provide data that cannot be modelied adeguately,
In sorne cases, for example amicoma parcm moasurcment. they
provide data for vahidation of M&S used i the V&Y process,
Plaform:level measurement facilittes used during EW  devel-
opment inclade EMC {open air test sites and anechoic chambers],
radar cross section (RS and TR signatre measurement, Figure |4
shiwe typical examples

| EW TESTS ON RCS RANGE

J

| RCS MEASUREMENT

Figura 14. Measwement facility emamples. (0 BAE Bysiems 2009, il nghts resarsad)
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6.1.5 Insfalied system test facilities

These provide an electroamagnetically secure environment for ilw

mdividual and end-to-end evatuation of EW svstens integrated with

or installed on the bost platform. They comprise:

®  Aircmifsiesd BE apecheic chimpbers. in which free space RE
midintion is used w0 stirulate the 3UT and its responses are
mmedsured and evalissted

& Shic eg Bl Maval Air Siotion Patosiend River
(USAL While very pood for moch EM tesimge, these ane bowier
performasee than airerafl-seed anechose chambers and s
tend mod 10 be used lor the moest pabomally sensitive EW T&E.

Their mam purpose is fo evalmbe micgmicd ovionic sysiems in

wshllad configurations o verify specific, platfoem-level perfonmance

agains| specification, Chanber cardimal femures ars indicned in Table 3

These charmbers can also be used

&  For [R/UN Laser, EMC ol interferenee, lightming sinke. RCS
amd BF microperabality (including antenna selaton) esting of
mstakled EW and other BF transmulnocaye systens,

=

To suppart EW developmental {venficunion) snd operationol
(vallation] flight testing by providing o pre-flight check-out
nrel posi-Might amalysis copabality,
Ta suppor evaluation of closed-loop performance  against
threats in a free-spoce envitonmsent

IR SIGMNATURE
MEASUREMENT

EMC TESTS ON OPEN AIR TEST SITE
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ARETID AMEC HOIC TEST FA

RATION LABOSATIORY s AT e

T BERr (LA

& WRISER DTS e R
T | (ITAL Y EDnnvAaRDS aFE

Figuea 15, Examgie EW arechall chambers

Table 5 & For plutform (EW/inon-EW) susceptibiliny testing spainst high

Chrdingl fextumes of EW anachole ghamber Faollflle povwer fnicrowave (HPM and otler BE threats,
FEATURE CONIMENT RF thmeat simaladors are kev Ishoraiory and chamber equipment
Chamitier size Wi size arowwd PE o= 1% ¥ B Ouamiety of EF chonnels; a significant cost driver, governs their
lnrgest knowr chambeer ks 80 = TH= 2 lm ability 1o generale complex threat enviromments. Besobis ol an
Shiedding and Usuably = 100 dB over at feast 0-5-18GHz upedati e the Ref. (0 survey of the guondity of KF chonnels per
quiet zomes TEMPEST yradde, Quiet zomes: sne or simulator s given in Tahle 6, Chamber installations tend 1o have

e, dependent oo chamber size simulators with at least eight RF channels.

Ihere are few asecral-sized EW anechole chambers fn the wockl
A zebacison 18 shown in I-ig 1 &, i mddivion 1o the EWTF, which is
covered im section 7. Others exist, eg. PRIMES (Eglin, Flonida,
Uk, Locklwed Bartin {Fort 'Worth, Texos, USAT and ol Dassael
(l=tres, France)

Tumtuble and crane  Twpecally m range 30-1 14 1onnes
{tarnable) nod -4 fonnes (erane).

Bedrw geoumd room Most have laboratory, data collechnon or
serviges room below the chomber

RFiR Al have BF thrent sanubators, usually

thuread simulasors CEESIM, AMES or by E'WsT, Some have
commumcalions, navigalkm, R scene
stulators, radar wrgen gencrabor,

ECM responss AR have some capalaty, from mdepensdint
TS eI el EI.|I|:‘-|'||'I'II-'I'I| (APECANITL, VeCing netw urk,

Tabls &
Quantity of RF channels per simulator

and analysis Pulse madulatiaon anokysers) i
comprehenssve sysiems like the SMS. =
-t
Diata acquisition AlE bave some capahilsty, for BE, digital and 5
anil st ey sl pocondng s o proside sig

TR AT AR

i the platform 1o cnabde “fligha’ sinm H

H i i H = R
Aircrafi ans Cooling. hydraulics, pressurized air, i a L"E
other services ground pawer for airerndt Bl

Fire suppression, contmol mom, CCTV
il vachexr recanding

IR
Rudar absorhent material (RAM ) i .
e raliee mRin Lo, . 1l n
H ]
tHHEHL:
A . |

Lr PR

Enclsed arcrofl  preparston  aréa bt |
(sl . -i....l m o= -
- i3 @ @@ B BB Mool o R I i ae o o
Lossation Mozt facaliies are adjacenl 0 As-way. LLANTE O B Gk b
the flight lime ar @ mnsay www Ciey] Smgl 890
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Figure 16 Maling UY [missie lpunch) simidaton
10 ESL Defence Limitad 2000

Figure 17. Apache cwar 54.8 at RAF Spadeadam
¥ LUK Crizevn ogitiaht 20095

6.1.6 Qpen air ranges

EW T&LE m flight s sub-divided meo DTEE arad OT&E. Boih are
usually conducted on specialst apen air ranges. DT&E fying 18 the
fimal slage of acceptance testing aml = the final performance venti.
catson underinken prior io customer delivery, This lesting not only
examines svstem performance when imstolled in the picframe, bt
also looks @t safely in lerms of, for exsmple, safe separation of
flares, elatt and rowed deceys.

Abthough ot sinctly Might testing, EW pre-light checks wing Bigh
lne best sets are wsnally limised 1o condirmatory checks. Soch st ses;
deperdent upan capshility, con be wilised for system festing bat can he
limiied when compared oo chamber- and lahormiory-based threat
sammilonors, Exaroples inchsde the Microking RSS-2000 Rodar Signal
Simubstor for ESM and RWE and the Malling LU {midssile launch)
smmulitor for missibe wamers, soe Fig, 16

All known open air ranges are owned and operated by the
military, some with civilian comtracior suppor. Most have a combi-
mation of multiple real threat systems, mannedfan-manned high
fidelity thorea simulaore (Cemualators”) sod other (lower fideficg)
aamubators. EW T&RE on these ranges 1s widely agreed 10 be the nexi
tazsl thisg 1o waas-Fightieg as this 15 the andy “Taciling’ which provides
& wholly reahisix fSlight environmenl

Amomg a namber of UK T&TE mnges, that of most relevance to
this paper is the EW tactics range at RAF Spadendam''™, see Fig, 17,

Ium._]mn.u.lu.l:l
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This range, eovering 9,600 acres in Cumbris, rorthern England, hos
adapted in recend years Fraan s ariginal tactics development rod 1o
b a wider remidls mri-serviee EW fraining faciliny. 1 now suppods
warlighters face changing threcat soemanos (see Secsen 230 I
priveidess an environmenl for brximiog g Gme smsilive LErpeling:
close air support; forwond i contrsd; inelligence, surveallance,
target acquisition and reconmaissmnce: in. addition e EW and
nirhorne platform prodection. Adrcrews can experience o dynamic
nnel complex threat eovironment, including movahle threats,

Hiery bewrtenfifs of oy @i range:

®  The (ull range of wetics and coumterneepsures agninst given
threms can be explored. inchuding dynamic closed-foop effec-
tiveness festing agams1 thneans

&  They provide real-workd pheisomeis that canpat be repeated o
i difficult o repeat in the laboratory or chamber envinonsmeni-
These  anelude oo, mger-platform  muli-path,  clel?
digpersion  and  realistic crvilam  commumications and  codar
ENVETOISEnLs.

®  They con be used 1o gather dota for valudating threat simulators
and M&S ook and processes

Dirawiacks of oo &l range:

® Flight testing &5 expensive, especially when compared o
chamber and Inbombary testing,

® BRange threst densitics and mixes are ususlly very Himited
camaparcd 1o war, due 1o the high Uife epele east (LOC), of real
threats, enubaion and smuksiors,

&  Threar seemano fesabaliy B8 lmaed (governed by the range
Bocation | and resuls ane nol ssily repeatshbe.

@ Flight testing & lomstically difticult, especinfly for owtof
roumtry manges, The LS EW ranges, e.g. electronic comshal
mnge. Ching Lake (Californdn), are argunbly best, hut Eumape
beas very copnble ones at RAF Spadeadam ard Polygons Range
LCrermeamyy France)

®  Range time slois for DT&E are wsually limbed due o great

demand by military users For mraining and OT&E. This wnder-
soores th misponance of galning paximium confidence foommn
ground tesisng and MESEE. The drawhsck is in Bl asually
doshbe when o best fails: the fapht has w0 be repeated afler
prablem mvestigatson and resohnion and, as mmporfanl. the
valuahle range slot has been denied o annther user.

From n DT&E viewpaint, chambers and Inbomtaries are much beter

cipahildees than open air ranges for BF EW testing as follows:

®  Much cheaper md logisticnlly ensier than flight sesing, when

coerall frials’ costs arg considencd

Operationally  representative  threat  densivies,  moxes  and

sopnarios ane achicvabbe, albeit carrently wil lower sirlation

fidedity than real threats fsotisg that chanbers can o de domss

SUT tests using nsl threats when they are made availableh

®  Scunithically high test repeatabality, due 10 tghtly controlled

test environment, especially in anechasc chambers.
Developments described in this paper, if enacted, will shift the
halance from EW flight testing further in favour of more ground
testing and M&S, It may also enable some OT&EE to be conducted
vig grownd test, In thie way residunl Might testing can ke musre
foswsed ond bave 2 much higher saccess probability, &5 many 1esi
poiins will then be confirnatory rather than experimental i
.

There will, haweser, always be a need for Might s of EW
syslems, especially lor develaopment of lachcs and fiomng o
suppatt of operations and exercises. Runges like BAF Spadeslam
und the capahilities of NATO s Jrint EW Core ST, see Fig, I8,
arg gssendinl i optimising survivability and mission  siccess
pravhakility
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Figure 18, MATO JEWCS Traning TRE capabililes
(HAT JEWES hategraph)

_|..l..|'-.-\..__-|. .._._.El.l lrr-— v

Figure 18. Layoul of EWTF comples.
(2 BAE Spstams J008, all righis resorved |

Table T

Pre-upgrade EWTF capabilily — key EW TAE features

EWTF Complex:

Anechoic ¢hamber aml suhesysiem best lahoratony
Ciffices, twin conference ToonTs. Securs Visiting team room
Secure vaull (up o lop secret multi-oalkn paritoned )
Periimck access fiom EWTE fo nesrest rupnway = 300m

Shieldimng:

Shichling = B from IIkHz e A0GH:

TEMPEST grude, fully welded shield

Chubet Zome 18-2m dinmeter, 9-5m high

Two izl Fanive Bocations: centre and 4 T olTeer lowsasd i dor

Ouszl Zome performuanes up e S0GHz)
Blomiseatsc: - B4R
Hisiatic: -B0d4H

Laser Ebeemro-Optsc TR/UY sesting: Closs 4 laser-ngh, double safery
daai interlocks

RF tranamission and reception:
S dhrean sive mulvi-pnaennn siacks:

- Four comers. ot fooe level, one al centre of wall
eppasibe dooe; cae at lop of that wall

— Bieprahle stacks, with lnser pointer
— Multiple transmit and recesve anbenitas per soack
Basic thaead simulation configuration:
- 21 RF amplifiers (mcrowave millimeire wive)
- Wariey of other amplifiers, wp o TRGH: TRW CW and
W pulsed (450
Baxic BF sagnal reception confiparaison:
- ECMW response measinsment
~ Threal sauialor culpul verificaton
- Chamher RF envirenmend charastersation

Anechoic chamber dimensions.

Shigld: 3m long = 2380 wide = 13-3m high
RAM-tip o BAM-tip 29-Ins 22-%m = 12-5m
Main doos: Thm wide « 12-5m high

Twa human-sized socess dones

e double door 1o equipment access.

Suppor services:
A0 wmme crane amf 30 teone  wrntable:  imdependent  anxd
synchromised operation, (0 1 8 1207 | mkaiaom rle esch

0 wnme static capabdality

Sub-turntable labomasory and serviees room

Porwer; Single/ 30 LK, | DR200W 400Hz 346 aircrafi

Hevdruulics: Mux 280 bhar, |80 Bmes/mimne

Carnpressed air: =10 B, 22m Y inlowte

Static amd iwbible COTY amd videe reconding

Fire Delection: Smoke and heal, 4 womes, 2-stage alent. Thermal
cameras Tor BAM lemperature monsoring

Fire suppression: water defuge: | tondsecond for 3 mimires

Instrumentation:
11 channed AMES-11, by ASDI (mow Ambherst)
- Microwave'millimetre wave  channels, 2 high  spesd
synthesisers
- 256 emniters and 256 plasforms simulianeously ot RF
- Modes: stond-ubone, close-coupled and fully coniralled by
exlermal comtrol compaler
ECM sespoide measurement system by TRW MASS:
- Wide-band cuckng recciver m macrswayie bansd
- 10 M Hz narros-hand. ligh speed tuner
EW mensaremens sysiem:
Micrownve millimetre wove, HE% Hz bandwrdth receiver
- 25 MUz sampling ADC, W minule recording
Ofler: Micraowave  labombory  analysérs,  Ein scguisition  and
simudation equipment. b annlyvsers, oe.
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6.2 Tha human alemant

The EW field = a complex one, soquiring high levels of
specialism and experience moa number of sub-disciplines. Jmrer
alia  micrdwiave Cngineeting, mission  syslems  engineenng,
platfprm design and development, electromagnetics and rig ansd
on-pirerafi TRE, Subsinntinl resouree and commitment is required
1o suppert rapid EW copability insemion on plarforms,

For example, within BAE Sysiems, Miliary air Solations
Dhivision, which has 20 years experience of EW prime contraciing,
there are ca. 60 engineers involved in EW sciivites, meloding
specialists. Besides engimeers embedded in aircraft project teams,
there is n pan-praject EM  Engineering Department, which
apernies the EWTF and supporis all EW omd reloted arens:
Installed antenna performancs, EMC and hazards, lighting sirike,
nuchear/ non-nuclear EM pulse and radar/IR signamsres. This
department has EW specialists and engiseers with over 160 yeass
of experience in B&D, studwes, systems design, development,
T&EE omd ineservice support, ot equipment, sub-syslem rig,
intzgraticn rig ond on-aircrafl levels, They have links with the
AWC/DEWE and Dstl and are recognised experts in the high
value EW test equipment that i5 essentiol 1o support performance
verification, EW mission daa validaien and BCM technigue
analysis and opimisation.

As delence prograumame aclivity becomes more sporadic i the
LIK, maintaining such specialist teams hecames more challenging.
This is exacerhated by off-share procuerement of defence syslems
for which the UK does not hove sovereipn comiral, The UK
Dgfence fadaarial Siraregy™ recognises this &5 a challengs, see
sgetion 4. Resolution of this challenge is considered cruscial if the
miaiy potential benelits described in this paper are 10 be realised.
It 1% theught the answer laes within long lerm parioening agree-
miends that are still under considerntion by Mol» and Industry.

7.0 EWTF CAPABILITY DEVELOPMENTS

This section outlines the EWTF s history and describes it recen
major  upgrade, highlighting aspects which can aid  Indusiry,
Customers and military end wsers i sddresaing the chalbenges previ-
ously  wlenified. Potential future  developmsenis,  underpanning
research and other invesbigations are descnibed.

7.1 EWTF history

The EWTF was specified im 19923, #s construction was contracbed

in June 1994 and it became operationnl Octaber 1997, 11 was origi-

nally designed for EW tesiing of the Eurcfighter Typhoon aircrafi

and other, similar-sized plaforms. I pre-upgrade EW T&E

capability 15 summarised in Table 7 and Fig. 19,

In acldition, the EWTF herehils from ready access o

&  Full airficld support services, including safety case specialists,
trials prepamtion, fest investigations and post-test anolysis

®  Manufaciaring facilities for specialisi items w0 sappon aircrafi
and oaher SUTs in the chamber,

In comjuinction with the larer additen of a foll threat bghning sirke

samulator, other EM and ROS fest equipment and comprehermsave

Computatwmal Eleciromagnetics suppont capabilities, the EWTF has

mrovided over o decnde of EW and EM TEE copahility.

The sub-system test laboratory and chamber have been exten-
sively wsed during the development and production clearance of the
Twphoon amd its ASS, For some years the EWTF bas alse been
used for DASS mission dwta support and raining by the four
Twphoon partner malion Air Foroes. [ has also suppaorted the desagn,
development, performance verification and in-serviee support of a
number of LUK front line aircraft during that time, e.g. Fig, 20,

In chamiber mode, the SUT eon be a whale airemit with installed
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A5, & par-platform. ¢z Typhoon wing tip pods (which house
[ASS sensors) of an un-installed BRF EYY cguipmeni. sadie, data
Link system or other RE iransmitier/ receiver, I Bbormiory mode,
soi Section B2, the SUT is usually BF-stimulsed and -measared
“post-anbenma’, e with oo frée space radiabion.

In addition 1o the above lechnical Pealures, there s o compre-
kensive programme af facility maintenance, planned wpgrades and
ohsolescence management,

7.2 Recent technical developments

The EWTF complex is curremly nenring the end of a nulii-£M
upgrade. The bulk of the upgrade, a complete replacement of the BF
threar simutator and BCM RMS, required e suppon Tramche 2
Typhoon MASS iesting. was contracied December H06. This
soction deseribes this and potenizal future upgrodes, focusing on e
mslmmentation upgrade, see Fag. I1.

T.2.1 EWTF upgrade alemeinis

The main elements of the EWTF upgrade are given here:

& Heplacement of major EW T&E instramentation: The two
primary items of EW T&E equipment, RF threat simulabor and
ECHM BMS reached their end-af-11 year specified life in 2008
Imcrensing obsolescence awd failure rates on both equipmends
in recend years, culminacing in the August 2000 death of the
RMS. confirmed upprade tmeliness,

— RF ithreat simulaior replaced by Ambirst CEESIM MEN
known as ‘RFECG-2A" (RF Emanter Generator), CEESIM s
the de facde standard many-channel BF threat semubator in
the LIK, with multiple copies at DEWC '™ (UK fixed'rary
wing platform in-service support)l, mualtiple copies ot BAE
Systems (Warton], and others at RAF Coningshy {Tvphoan
national  supporm capability) and SELEX Galilen (EW
equipment festing), This commeorality is impomone, as i
inereascs tesd repeatability and aids problem investigations
across agencies, wost bocations.
KME replaced with ailored, stfe-of-he-an versbon of SMS.
“EME-Z7, which is highly common wih those recently
privided for BAF meservice support of Typhoon and
Nimrod MEA4. Has exira capability o enable the EWTF o
meed the maore stretching [T &E mission,
Imstrumeniation time synchronisation system; absolete system
replaced; integrl with RMS-2, known as ‘TS5
Chamber ‘refresh’:
= 11 replacement BF amplificrs (microwavemillimetre wavel
— Beplacement threar site sigral switching matris ar all six
sl
~ Mew 30 onne multi-platfiorm handling equipment for crine
—Replacement  thermal  cameras  and  secure/non-secure
imberomm
Improved fire detection and water deluge svstem
— Refurbished tarninble; cooling For aircmfi mdars
Criber upgrades e EWTF complex:
— Chanvher/laberatory‘office air condifioning refurbishment,
wiith exira copsscity added
~ Mew. 2ol super-computer for Computational EM Groap
~ Beplacement EWTF welephone systen
These developments will enable BAE Systems 1o better discharge
s contractual responsibilities on Typhoon and  provides the
capahility 10 meet some of the Saction 4 challenges. The potential
future upgrades idemtified in Section 7.3 would swhstantially
improve the wpgrded EWTF's capahility ond enoble a step
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Frgure: 20 Selection of aircraft iested m EWTF chaméier, (2 BAE Eysterrs 2005, all rights nesanved)

improvement in the EW T&E of LK air platforms, contributing fo
resolution of all the Table 2 challengies. Inotum this wowld lead w
significant time, cost, performanee and risk benefits v customers,

T2 The upgrade solution

The RFEG-2A and RMS-ZTSS specifications, 274 pp. in todnl,
were authored by the EWTF Team. including this paper’s authors,
The speciblicatums caplared est reguirements [wom the BAE
Systems Typhaon DRASS Team and were augmented 1hus:

#®  Lesons learned and wser supgestions from 12 years af

EWTF, Typhoon EPASS and MEA4 BASS EWTDAS testing,
& [hzcussions with and input from DEWC jepresentatives.
® Inpuls from ipternational CEESIM users, EW eguipment

sappiiers, ¢ SELEX Calileo, and the supplier, Amberst
Reguirement-underpiening B&ED and other inveshigalions were
conducted by dhese nuthors simce. MHZ, some suppopied by
Amtherst These have led e o number of 1echnical performance
aml operational improvements, ¢.g. higher fidelity SUT receive
amennn patern modeiling and substanially improved CEESIM

power supplies” relability. Some of this efort s described o
Ref 10,
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Figure 21. RFEG-24 {CEESIM) and RMS-2/TS5 (BMSTSE]
(DA E Spmteme 2000, 21 ngnks mesrved)
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Tabile 8
Instrwmentation enhancemants and their bensfits

ECMH response measurement and analvsis: RMS-I campared o original RMS

Waer receiver bandwidib

Imipeoved dynamic range

Imiproved low sensitiviiy signal detection
Event-driven copiure

HidAHE v 10MHz enables bener, reduced tmeelion caplure of jamming wavelormns

Girealer signal debection range

Improved detection ot lower signal-io-noiss ratio

Improved capture of transmitted jamming waveforms, tnggered by cues from DAS bus message

RF ihreat simulafion: CEESIM MEN {EFEG-ZA) compared 1o original AMES-11

Inereased quantity amd more flexibde use
of microwawe BF clanmels

Erhanead wavelrant-tn-receive amermn
polarsation mismadch madelling

Imiproved calibration and foult diagnostics
Inpegrared antenna paticen wiliny

Much improved SUT receive antenma
midelling capnbility

Envirsament Ciraphical Analysis toal
CEESIM — Less RF nolse mn baloratory
and chaimber modes of eperatsan

Less BF noise in chamber made

Full contril, suto-cahbsation of EWTF
chamber’s mallimetre wave capabality

AMES-11 hod zub-banded microwave chamnnels. RFEG-24 has povel configuration in this basd:

& Al microwave frequeney-locked oscillarors and high-speed synthesizer chanpels ane widehand.
All are fully interchangeable with channels in e other theee recemly scquired CEESI MENz
in Typhoeon system inbegration Fboratorics at Warton, to opdimise test capability

® Can be configured to have up e sen high-spesd synthesisers, sipnificansly imgroving complex
threal scenario generalion capabilivy and fideliry

AMES-<I1 only had simple polarisation mismatch modelling
CEESIM MEN has full vector modelling of polarisation mismalch effects

CEESIM MEN fault diagnosis capahilities are greater, calibmtion is more rigomous than AMES-11
Frovidis visualisstson, mierpolation and cdieng capability not on AMES-11 and earlier CEESIMs

AMES-11 provided only 512k datn painis‘anienna, limiting envircnmend simulation fidefity, Loresi
CEESIM MEM mipdels provide 3.1 M data points‘antenna., offerning wseful single and multi-emitter
seenarie fdelity improvement

Allyevs usér o constrsct ematiers'scenarios and run scenarias, m nen=real-time. Flosted an CEESIM
arl stamd-alome networked worksimtion. Mot available on AMES-I]

& Teesr authors specified all CEESIMS froin that for the Typhoon natonal suppont capalbility
{200 anwwards s have a “pubse of 1 molse tweghold of - 105 dBendHz

& Roiduees risk of SUT secing simulator noise ns emitters, o previously seen problem
& Fenture becomes mose impamant as “digiial” (more sensitive) receivers become commsonplecs
RFEG-2A inchsdes a new feature which provides timing comrol (*skint times™) of RF amplifiers”

grids used during chamber tests, to minimise pulse-off noise heing transmitted it the chamber and
potentindly resulting in false emiiters being detected by the LT

Features mid prevenasly avaslable on the AMES-1L RFEG-ZA will provide some bevel of lest
calibrubion amd safety control as 21l other chamber amplifiers

EW T&E imstrumentaon lunction and

ments renlised throngh the EWTF upgrade are given, with benefii

imdication, in Table &,

performance enhance- 7.3 Potential future EW TA&E developments

Technical developments of nofe to Radar Frequency EW T&E
systems are discussed, focusing on those items that will likely lend

Plasined and propassd near term upsrades include: to sep improvements in mecting the Table * challenpes, Oiber EW
®  EWTF Annex: additional fest Inboratery space + secure sorage T&E equipments ane mentboned. Suggested underpinning rescarch

& FFEG-IA

topics are proposed. with the prinssry treet of mmamising the
mumber of lesl derations required o achieve cuslomer sooeplance

Freguency extension for labomtory and chamber use urul the need for expensive and difficult to repeat flight testing.

~ Performames nepwaork snalyser for faster calibration

Table I includes o mumber of self-explanutory developments
where the EW T&E community could enshle or coniribute fo

&  RFEG-2A and RMS-2TE5: Selectsd ems from the potential challenge solutiens. Examples include closer cooperation berween

future upgrades in seetion 7,2

& Turmable: improvenenis o positional sccuracy and operanon.

ke plavers i the commuidty and neoworking of UK EW TEE, 5B
amd MES Tailities. These are not dscussed futher i this section.

@ Higher performance teplacement of st susperscompater for

Compudational EM Group

T.3.1 identification of significant developments

#  Upgrade of closed cinouil televesion syslem These authors have been involved in the development of EW T&E
Where sensible and nffordable, “fitre-pracfing’ the EWTF systems For over 25 years and have co-outhored the tender and

upgrade elements bas boen effocted. I is thus positiesed 1w bener
suppont the Deferce Trdustrial Srategy™s forward-looking challenge

coniract specifications for all majer BF ihreai sinlators and mest
ECM EMS acquired by their Division dunng that tme. In devel-
oping thise specilications they have conducied varous sudes of

- to provide defonce “equipment that are: fic for the challenge of funcim and parametric performance of KF signal simulation and
today: rezdy or the tasks of ewmormow: capable of building, for the characterisation, and jamming fechnigue measorement  and
furure’ analysis, In his former role as Divisional EW R&D Mannger, thiz
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Figure 22 Charmetson || radar targel and ECM simuialor.
= EWsT, a Herley Company, 2005

lead awihor. has instigated, led and condacted varicus research
netivicies targeting higher quality RF threar consiter simulation for
EW T&E use in lsboraonies amd the EWTE. Some vestigations
and product development achvities have been conducted o collab-
oriton with Amberst. Since 201 these muthors have develaped
and maintained 8 “Potential Enhancements” [t which has been
reviewed, ueually with DEWL represematives, during constmction
o gach subsequent theeat simulavor and ECM BMS specificatson.

This lead author published a 2007 Position Paper' on BRF thresi
simmulator techmidlogy developments, which described the previows
15 wears™ developments. An invited presentation to the 3rd
CEESIM User Conference followed in June H0% (Fefechoraugh,
LK), entitled “CEESIM and SMS - Where 1o Mext? - An [ndustry
Saew of Poteninlly Worthwhile Developments.' Although Focused
am the tws Amberst products, CEESIM and SMS, 2 now asad
extensively in the UK, many potentiol devebopments idendifiesd nre
relevant o mast TEE equipment of these types,

Drevebopmei categorics investigated were:

Techmical performatce.
- LICC - parchase, operation anid mameenanees.

Takle % provides an updaied amd wider view of EW T&E eguipmeni
developments frum the above presentation amd Bef, 7. It covers dems
cansidered to offer most bhenefit with guickest implementation,

Devglopments are ranked by impact consideration. Al are key
enablers, undespinming elfoats w meet Table 2 challenges. Most are
oimssdered near-lenm implementable, oo mew umils and by relrofit, as
required technology either exisds or Technology Readiness Levels
could be quickly increased once fumded, Some nre of greaser impaor-
tanee i EW T&E in the near future, shoubd the enbanced perfor-
mance pronuse of “digital peeeivers’ be illy realissd, of, Ref, 7.

While specifically wimed a1 enhancing anechoic chansher amd
lubomtory T&E capabidlity, sooenable reduced fligh testing. many are
also opplicable so the pee of these cquipment types an apen ir tesi
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Figure 23, Exampla of RISS harcdwans
|51 Morfeop G : By e, 00

Figure 24. OTP roadmap = test ard evalustion.
18 Croran Coprright 20007

Figure 25. Emiiler anlenna modedled wsing
CEESIM's Integrated Anlenna Palbem wiity.
{B&E Syctome imaga)
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sites arul flight test and training ranges. EW T&E equipment already
Soff thes she 1 or pear @0 &5 nod incfuded i ibe able, c.g.

®  Jammer samulaten — mog threal emines simulators anc, by
definiison, not high fideliy jammer simulators, Ffor which
adlditional eguipment 15 required, e, EWsT's Chameleon 11
ralar target amd ECM Simulator, see Fig, 21

Amberst’s Ind generation Real-Time IR scene  simulator
{RISE), see Fig. 13, which is now operutional in a namber of
lnhomtories and in i leasi two (US) nnecheic chambers,

Communicaisons,  navigation  and  idendifiention  signal
sumiulaiors, ineluding mdar tanget pemerators,

Lasers for baser warer festmg.

T.1.2 Underpinning research and other investigations

Further research and ofher investigabions are requared e underpen
realisation of cost, itme and nsk benefils of developments describesd
in this paper. To aid priovitisstion, proposed activities have been
oonsilered against the key challenges of Section 4 and rebevant parts
of Molr's Dafence Tectmofegy Mar (DTPT and Mefance Betearch
JO0e™, and  for relevance 1o ongoing Uk miliary  eircraf
programmes, e.g. Typloon.

The DTP s UK MoDVs cos-balanced list of carrens RE&D preor-
ites. 1 takes the Defence Tecknology Srareey forwand, providing
clear dirsction 1o the R&D communily om nvestiment o delence
technology and secks fresh, imnovative thanking. The DT = set om
as high level R&D objectives that are associated to Systems, e.g.
aircruft and helicopters, Ohjectives are @ be med vin research aciiv-
ities, which pre grouped info themes, The relationship of themes and
wetivities within on ohjective i presented as a roadmap. For example
the T&E Rosdmap, Fig. 24, appears under 1l hending of “Systems,
Cross-Cutting’ ard the air plafosns survivabality roadimap (whsch s
classsfied, s 4 not publscly svalablel appears under “Sysiems,
Aarcrall and Helicoplers™.

Table 10 sentfies items under the five R&T thrusls from Rel 16
consilered ta be most relevant o this paper.

Recommended research and oiber investigaiions follow, grouped

urder Table 2 headings, Same warmondt ‘spend to save” enabling

furdling by Custerners, &5 the TRE benefits and LCC reductions are
likiely and wonlmwhile in overall affordabiliny 1erms.

Cplimi i | [ EW T&E facil

- Qe i thre; 3 :

[nvestigale benelits and limalations of generatmg more opera-

twmally realistic and measumble threai environmenis m

anechoic chambers and laboratories. Specifically:

— Condhect underpinning research o enable the Table % develop-
ments, enhance problem finding capability and  incresse
Mlission Data qualicy. Initial focus on berter representation of
real-warld thnes ancenisa paterns, of. Fig. 25, on subtle imra-
platform EM effecis, of. socton 5.5 of Rell( 10) and on obscu-
ratian by own platform features .. Fig. 26,

= Investigate RF threat simulator requirements for high fidelity
stimulation of multiple, networked EW 5UTs - not just
Wlulii-Platform Emitier Geo-Location, s studied in MATO
Indusirial Advisory Group Sub-Groap 79, bt also malti-
plasform RBF jamming with manmsd and LAS components

i R imalation for EW TAE:

[nvestigate  cost-benedit wades of RISS-ype IRED scene

szmudators For UK ameclole  cloaber  and  Eaborsiory

anvinmmenl

Inaproved BE theoy synulativn Gdality: Rescanch RE threat

simulatson fidelity, probably the key enabler of maximising EW

T&E transfer from Might to anechoic chamber and [ahomtory,

The topic is discussed comprehersively in Refl B, Section §

321

Table 10
RE&T thrusts mast relevant 1o EW TRE
THRUST ITEM
Survivahility Cost-effective survivahility oplsons:
Comsistent, robust, validated tools
Understanding legacy platform protection
Survivahility benefits, networked DAS
Helicopter survivability requitements
DAS apen architecture
K Missile  Appraach
capahility

Wamner  sovercign
UK laser sovereign capahility
Comipact DITRCM, defeat IR-guided threats

Suppression of  long
Missile threat

Affordable, effective amd persisient air copahility:
—  Understand perfarmance of future UAS

range  Surfacedn-Air

Platform

- Integraton of UAS alongside mamned platforms
Rapul. costeffective and agile integration of new
capability:

Eay porting of legacy soflware onlo new
taamdvicare

Open archiectures:
compulmg
Disirvhuted processing

Agility

parallel,  reconfigurable

Soltwark emulabon
Metwarked lunctionality on legocy platforns

Ducision Making

~  Coprdisted  and timely  effieeis dlmough
mmaproved air decisbon making:
—  Mission rehiarsal

Human Faciors
Humnsan pliysical and cogitive performance
expanded and Included in gystiem design:
Adrerew mining

Ttegrated semanr aiwd effoctor network

“Simwlation Fidelity - the quest for affordnble emulasion’
Frgume 27 haphlighis the key question — “How goisd 15 enoegl?*
That is, ot what poing doss it become more cost-time-effective
to test fly on g range agadnst the real threar rather than vest
further in enhancing groand-based EW T&E copahilities?

EW T&E problepne — roof cowse nalveis: Research EW SUT
problems reaching flight and combat, Delermine EW T&E
facility and process developments w0 trap these and similar
problems  earfier in fulare,  ldemtify  recurmences  prevendion

options, MATC RTO SC1-203 updae of Bef. 11 incledes
effort in this area,

Analyee caitcames of NATO and other *future of EW studies
o pusiulate fislure EW upgradesUORs and thenoe faciliy
upgrade requinements, Dedermine implementation lemd times
aml. afler lkelibood  consideration, plan o assure mely
readiness Ffor lest,

i : : ; Research

mismgches between test/oombat Might resalts amd those fromy
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Figura 2. Modeded ohscunalion effacts Figura 27. AF smuation fidedty — how good is encagh?
[ FAE Syatans 2005, @l cighis resaresd )

Table 9
Warthwhile CEESIM/SMS potential developments

FOTENTIAL EW T&E EQUIPMENT DEVEL OFMENTS

RFTHREAT SIMULATORS

H'::nmrzlﬂurn urwﬂusm%mmmﬁ;ﬂm
~Cureent "3 I slizpbeal pabsire, &l Sk dab podeiaienng, cotmphe, dynami poenanod
=Upw 5.5 M dala poinkifanienns coald be peadshle Tor megreved modelling of teal-wotkd, iergrales pafierns

REALWORLD THEEAT AND OTHER EMITTERS ANTENMA EFFECTS:
= Hannd achtion; wrpeliorvet and manddam polamsition b adelokes

FASTER HIGH-FIDELITY INTRA-FULSE MODULATI ON (HFUM) SAMPLE RATE:
== na deemed bo st ‘Drigiial’ and mesteers with S pecill Emiter [dentfiesson deal of capabulity

PLAYRACK OF RECORDED DA TA THR OU GH CEESIM FOR LABORATORY & CHAMEER TESTING:
= Replay for Pulse Desrnpior Word scowded by EW sy fhomm flight eetng and combat
= Reply of fhreat esutter dais recorded st BF, enabling mech higher syanlation Gl

AFFORDABLE STMULATION OF INTRA-PULSE MODULATION FOR TDOA - BASEDEW RECEIVERS:
—Hgh-Fidelity inims-palse IModulshion FF channe] per antenma. & fechoocally schisvshle bt unalfoedable

IMCLU 50N OF INTRA.-FLATFORMEFFECTS TO BETTER SIMULATE IN-FLIGHT TEST CASE:
—Reflecbore frdraction on own platform oot oy modelled. in most smalator bpes

EXTREMELY HIGH MODULATIONEATIO AND LOWER NOISE 80IFR CESC OMPONENTS:
—Enhre modulstion chain affscked — for inemeesed seretinty ‘Thigial Beosnem”
—{loaner mpreseainSon of Low Probebahiy of Intemept BF sigmils

IMPROVED USER INTERFACE TO EASE EMITTER CONSTRE CTION.& SCENARTOVISUALISATION:
—Sub.ojphimal cureent miefate peoblematc. 2009 lvmek of moch improved, seio.fttsble User Inkerfios

IMPREOVED MODELLING OF EW RECEIVER ANTENNAS:
—Sommlsiors geserlly use Calrelated Data” anienns rode] tpe, sach ondy heving & sigie polarsabon
= ‘Ifeasured dein” mode] brpe hogher quakbiy, bl requies dedaled anlenns performence meieo menk

IMPROVED DYMAMIC RANGE TO BETTER CATER FOR MODERNECM TECHNIQUES
=Crmni echaclogy Eubfion rosstuin ot amed of peelbernance

IMFROVED MEA STREMENT ACCURACY:
~Ups el bathen g itiaway {eponc] and Efscin Hussber OF Bits)

AUTOMATIC ECM TECHMIQUE ANALY ASTHENTIFICATION:
— Fesor festing, especilly in the anechoir chamber smvimament

BOTH THEEAT SIMULATORSAND ECM RESPONSE MEASUREMENT Y STEMS

INCREASED COMPONENT, SV STEMSRELIARILITY & REDUCED SFARES
—Highly compler . FF test squipment requires very expeassve spams pack i goamnies swilshdhty for st

REDUCED ENERGY CONSUMPTION, HEAT LOAD:
=Moot i poerered up 247365, Initial estimee slectnety nsege > £k pe for VX EW TEE sqpaoprent
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laborstory/chamber tests, Develop understanding of problenadic
misenabch candingl drovers, Identify EW T&E developments,
heyond those in this paper, o deliver mismarch insignificance.
- ; : : — SR
~ Investigate cost-gffectivensss and shorifnlls of the EW T&E
process, 1o enyble mproved efficiency and effectiveness of
performance verification arul syelem scceptance. Include
corsuleration of T&E lessons leamed. ¢p. Ref, 17

~ Research fusion of dara from maltiple domaing (simulation

misdels, labosatory and flight) as & contributor 0 cosi-

cifective performance evaluation,
®  Tranefer of EW testing from flight soward ME&S: Detcrmine
practical boundaries an EW tesing transfer from fighi s
toward validased M&ES. Investgare factors that proedominge
and idemify “big kiver” amd ‘quick win® improsiement ingms.
Sypibitie Environments” benefii o EW TEE: Explore SE
benctits g E'W T&E, focusing om acceplance process use,
vissalsation of RF seemarios and EW  develogmend risk
reduction. Progress best use of T&E facilities 10 suppon oxperi-
mints and acquisithon, a9 mdicated m Ref. 18, an overview of
major driviers ard way ahead on UK defomee simnibatson.
] i : AL : Rescanch
inprovensents for EW anpenna modelling, 10:

— Enlance SUT  design and  de-risk  BF

caididae soluors, especially for LAS,

— [detenmbne mewdent pulse shape depradsion elfects, with
emphasis on EW recelver amd BF thoeal simulator perfior-
e Pt when using combasation] amemna types ard
measurement lechiigues 1o deternrine high grade threst
location accuracy and rabus) idenbification

W OT& ANl

interuperabibicy

e e R 1 11133 Ll ATE

ireen” s Investigale, in conjunctsm with suppliers,

&
mare  emerpy-eltickent EW T&E. Explore trudes betwesn
electricaty wage, heal loals, relmbility reduction and requered
availahility for testing, Research enabling technologics.

L] I jakill aili; Fescarch

N TEE_cquipeent peliahility_ improvemenls;
lechnologres and methids 1o mmprove least reliable components,
Io enable reducheon of expensive spores packs  curmemily
required bo assare specibied avaalability for testing. OF particular
relevance 1o CEESIM and 3MS, where many units wall be i
use ucross LK MoD and Industry over the next 25-30 years.

8.0 CONCLUSIONS

Conclusions are stated and recommendations made. All target early
realisstian of enhanced capahdlities and processes, o optimise EW
development programme cost, time and risk.

® LUK Mol} and NATC recognise EW systems as key o platform
amnd mircrew survivability and mission success, Changing threat
scenarios, owands asymmetric warfare, give further emphasis,
UK and Mol stralegies dictate retention of UK soversign
capability to tescarch, design, mamafacture, programme,
supply, imtegraie, test and evaluate and optimise all areas of
EW sysiems,

EW T&E chollenges are identified from UK’s Defence
Mdiestrial Serargy and UK Mold's Defemce  Techmalomy
Swrategy, Plan o TEE  Strategy. These challenges are
stressing for manmed platforms and some, eg RF interoper-
mhility, are more complex an LIAS, 1t is considercd thar UTAS
development  programmes would paricularly  bemefit from
develapments described herein,

Areas are identified where the EW T&E community could
enable or comnbule ta challenge selutions, Some arcas
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wlentified require relatively simple implemcnintion acisons,
whereas others require research, other mvesiipations and
development of facilities.

EW systema” digitization is deiving significantly bemer perfor-
matce that will require enhanced EW T&E facalides. Scime
required enlamcements are, or &re nearly off-the-shell, but a
mumber require research and product developmenl

Technical develogmmenis from the recent multi-£M epgrade (o
BAE Systemns” aircruft-sized anechoic chamber EW Test
Facility are described. This apgrade includes state-of-the-on
EF thremt simulation and ECM response messurement and
unalvsis syst and emiphasises its pasition as o national EW
T&E assei

Sustainment of LK EW TEE capahilities and further devel-
opment a5 proposed herein will yield significant benefirs:

— Fewer expensive EW flight iesis and aperationnl flight triaks
Fewer UK aireraft EW rrials ar overseas facilitics and
ran s,

Lower caat. doss risky and shorler timeseale progranimes fior
rapid dnsertion of EW systeim enlsmeements.

Highet quality EW Misswon Dats valsdation, an seduced cosr
The EWTF i belseved 1w bave a key rode m benefins’ realisaimon
A range of challenge selution aptions and enabling polential
future developments are sugpested:

Higniticant, near-term improvements to BF threat simulators
and ECM response measurement and analvsis systems.

Undespinning research and other investigations, meluding
explamtion of optimum balance between traditionn] EW
TEE amd Maodelling and  Simulation and  Synthetic
Emnvironments,

The eordinal benefii driver is improved RF ibreat simulagion
fidelity — the ability o produce near-perfect replica RF
waveforms ie those prodeced by threas weapon sysiem radars.
Technolegy progress over the post 13 years and produet devel-
opiments knowin o be in progoess sugpest st this “ermuolation’
zoal may indead be viabbe.

It e crucaal w manitain the UK industimal EW skill base il the
potential benefils in this paper are v be realised. The Defence
Trefessiviod Stratery recognises this as a challenge. 11 is thought
residlution lies within Long Tenm Partnening Agreements thal
ure still unler conssderation by Mo} and Industry.

The desired significant reduction in EW systems” development
time, cost and risk is likely with the developments in this
Rper
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1 INTRODUCTION

This chapter describes systems Design and Development
{ D& of sirborme Electronic Warfare (EW) systems, in par-
ticular the self-protection Defensive Akds Syatems (DAS) that
are essenbial 1o miltary arcrall and aimcrew survival when go-
ing “in harm’s way”" Whilst much of this chapter is equally
applicable o the individoal components of EW svstems and

Encveinpedio of derospace Englnaering.

Editedl by Richard Blockley and W Ehyw

This article is copyright BAE Systems (€ 2000, Published by John
Wilew & Sans Lid.

DAS', it primarily focuses on platform-level aspects of the
latter. For the remamder of this chapter the term “[3AS"
unless stated otherwise, is thus considered interchangeable
with “EW."

EW definitions are provided, EVW’'s contribution to plat-
form ad airerew survivability 1s outlined, and EW systems
are described. The route from military wser need, through
defense procurement agency {“custormer’™) requiremeants ¢x-
pression, 1o DAS and EW cquipment specification is ox-
plained, System acceptance philosophy and methods are
described, and the EW test and evaluation (T&E) process
outlined. T&E capabilitics required 1o support D&D, per-
formance verification and customer aceeplance mio miliary
service are described.

This chapler 15 writlen from the perspective of a miliary
air'sealand platform Prime Contractor’ (PC) and AYEIEINS
integrrator, I8 provides a LK view and, whilst national varia-
tions are known to exist. the processes described are broadly
general and TEE facilities similar,

Cervects:

Many aspects of EW are sationally sensitive and some
are highly clussificd, Certuin ports of this chapter ane
thus less detailed than might otherwise be the case. In
particular;

*  Directed Energy Weapons® (DEW), besides Directed In-
frired Countermensures {DIRCM), are excluded.

*  Emitter databases that are essential to correct operation of
EW systems and associated T&EE equipment ane not dis-
cussed. For the interested reader, Howe (2009} provides
an wnelassified view of this topic.
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1 Bwrvivahility

I ELECTRONIC WARFARE SYSTEMS

EW definiticons are provided and the importance of EW to air-
cruft and aircrew survivability is indicated. EW system types
are also described, with focus on those for the DAS subset of
EW, which are fitted 1o most military aircraft, whether fixed
wing or retary wing (helicopter).

L1 EW and survivability

Table 1 provides internationally accepted definitions of EW
and its components EW Support (ES), Electronic Aftack
(EA}, and Electronic Protection {EP), also called Electronic
Defense (ED) i the LK.

Table 2 shows how EW contributes to the air platform
combat survivability equation, whose components ase threat
avoidance, attack evaston, threat elimination, and damage
toberance. Optimized survivahility arises from achieving the

Tabbe 1. EW definitions

best balance of these components. Damage tolerance, also
ko as platform vulnerability, is excluded from Table 2 ag
EW does not contnibute — demage tolerance is the abality of
the airframe and systents 1o sustain weapon fragment daimage
undd continue the mission or relurn to base for repair (see
Diesign Aspects of Aircraft Vulnerability ).

The imecrepsed survivability afforded by EW systems
cquates directly to inercased probability of mission success
and airerew and aircrall safe return fo base

2.2 EW systems description

EW svstems are a super-set of the generalized DAS shown
in Figure 1. Other EW components not usually part of DAS,
and thus which are not discussed further in this chapeer, are
*  Electronic Intelligence (ELINT} receivers, although
shown in Figure 1w indicate how in recent vears the

EW — Ary military action imvolving use of electromagnetic and direcied energy (EM. DE} 10 condrol and protect the own usage of the EM

spectrum or b sttack an sdversary and deny his acoess.

ES — That division of EW invalving actions tasked by, or under direct control of, an operational commander to scarch for, interceps,
identafy, and bcate or localize sounses of mdentional and uninbentional radiated EM energy fior the purpose of mmmediate threat

recopmition, targsting, planning and conduct of future aperotions,

EA - That daivisicn of EW myvolving the use of EM energy, DE, or antiradiation weapons 10 atack personnel, feilines of eguiprment with
the intent of degrading, seatalizieg, or destsoying enemy combat capabality,
EP— Actions taken to protecr personnel, faclities and equipment from woe effeces of rendly or eneny employment of EW that degrade,

neutralize, or destroy friendby combat copabillity,

Table 2. EW contsbution 10 survivabilicy.

Survivabality component

EwW Threat avoslance Allack evasion Threst elomimation
ES  Own & networked ESM/ELINT/COMINT, Eminter Locator System & RADARMissile/Laser Wamers toc
« Optimize sifuation awireness & Cue own REECVIR & Cue o weapons and counlermeasures
» [nfiorn preflight mission planning COUMPETTNCASUNG » Cue support jamming
& Ennhle in-Aight re-routing * Cie support BOM & Veoior friendly weapon systems cnbe thrent
» Feed friendly network-cnabled capability - Saand-off
Excort
= Close-in (e.gz.. LAV}
EA  Deception aml saturalon jamming EFEWIR Jamming & DE Atack:  » Stand-odli-in, self-protect & escon RF
= [heny threat sensors’ knowledge of own = Dieny opponent’s targeting and jammers
platlonm position firing solutions » CHAFF!Flares
o Decoy incoming missile or fire  » EOOR jammers
o Antiradiation mussiles
& [E nrtack
EPF  Onwn EW smsors Antijam {eounier-coumermeasune) capability provides awn plaform with commped passive Threats' detection,

wlentificagion arsd localizagion
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e e =0 ELINT
_mﬁu Ty Imercepiion and analysis of hostle
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Figure 1. Generalized DAS block diagram.

technical performance boundary between RWER. ESM.
and ELINT has become blurred,

Stand-off and escort jammer pods.

Amtiradiation Missiles,

Communications intelligence receivers.
Communicaions frequency ESM and jammers,
Jamimeers of Navigation/Global Positioning Systems and
Drata Links.

A platform’s DAS 15 a function of platform type, role,
mission, and operational theatre, so not all platforms will
have all components amd required component capabilitics can
vary. For example a different DAS is Likely for:

* Air-to-air defense fighter operating over hostile termitory,

*  Low-level bomber attacking heavily defended targets.
*  Air-to-air refeeling tanker, which generally remains in
“aafe.” or at least “protected”™ air space.

Many DAS configurations exist, usually falling inte one
of the three primary installation types:

*  Fully integrated: Usually only possible when designed as
part of the platform during original development. Figure 2
indicates such a DAS, that on the Evrofighter Typhoon,
Federatedparnially integrated” Frequently the case where
function andior performance of onginal DAS component
is enhanced and overall performance improved via bet-
ter integration with other DAS components and the pla-
torm’s displavs and controls subsystem,

* Stovcbolone DAS: Often a podded solution, this is a way
to introduce a new, replocement, or upgraded DAS. Rela-
tively simple to integrate with the platform. When ap-
eratiomal requirements do not mandate DAS for every

mission, can be cost-cffective. Such “role fit” [DAS are
eapecially attrsctive for Unmanned Air Syatems (LAS),

3 FROM SYSTEM REQUIREMENTS
TO EQUIPMENT SPECIFICATION

Conversion of customer’s requirements into system, subsys-
tem, and equipment specifications is explained. Whilst show-
ing 1n some detml the process for EW equipments and DAS
for UK -purchased platforms, this chapter is not a topic ex-
position. The general process for aireraft systems is covered
clsewhere, for example Moir and Seabridge (2008) and its
references.

3.1 Levels of requirement complexiiy

Fequirement statements vary dependent on a number of
things, for cxample, contracting method (individual EW
eouipment or whole DAS), and customer's wishes and level
of specialist EW knowledge. They are expressed in terms of
what finction and performance is required of a platform, sys-
tem, subsystem, or cquipment. “Function”™ 15 what s required
1 be done, for example ESM shall measure frequency, “Par-
formance™ is how well it must be done, for example ESM
shall measure frequency to an accuracy of [0 MHz, with a
resolution of 5 MHz.

Requirements lic in the range below:

*  Simplest reguirement; Fit single, customer-mandated EW

equipment on customer-defined platform. Not uncom-
mon, especially for Urgent Operstional Requirements
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4 Survivabllity

(LIORs) and export customers. Usually the leagt techni-

cally complex task. Least nsky for Industry, as the cquip-

ment's function and performance, when integrated 1o the
platform, s constrained by Lhe mandae,

.I'a'Jll.l h-'lq-." Fegpinlrere il F'nn-id.: mld;qu_l.'hr \ulwi\'uhi!tl}' fod

& given platform sgainst threats to be encountered m

specified geographical regionds), imespective of time of

day, month, and weather condiions. Rarely contractad
on Industry a1 such a high level of requirement. Likely

o heeome common a5 Delense Mimstres movie towand

Integrated Survivability specification of plotforms (UK

Ministry of Defence, 2000 ). This is e wchniclly most

complex case and, tor Industry, nskiest.

Mest comemon requdreamann: This s where:

= The customer specifies individual DAS equipment
tvpes or states “solution shall for &s expected ta) in-
elude list of DAS equipmment 1ypes, forexample Flanes,
Chail, ESA, On-hoard RF Elecuronic Countermes-
sures { ECM) and Towed Radar Decoy.”

— Threat scenarics are uswally defined by the customer
amd his Technical Advisors, for example Defense
Scicnoe and Technology Labormtory. (Dstl) in the
UK., and provided 1o the PC and thence to the
DASTEW equipment suppliers,

— PCis responaible for DAS configuration and function
and perfommmanece specification of s EW equipments.

329

Flgmre 2, DAS oguipment bocations an Typhoon BAE Sysiems () 200

The PC has the freedom o choose which manufae-
tarer's DAS or EW cquipments are to be fitted to the
platform, subject to mecting any custormer-specified
function and parametric performance. for example
ESM frequency range “x o y GHe"

3.1 Origin of requirements

The UK stan point for a platforn or upgrade requiremen is
the military user’s wop-level Single Statement of Need, Thisis
expressed m detail in the two-part User Requirement Docg-
ment (UEDY. Pant | provides o General Desenption and Part 2
detines prionitized Key Usar Requincments. The LR is pant
of the Initial Giate Business Case and enables development
of the System Reguirement Document (SRIY), The SR

*  Diefines the charscteristics Mo require and expect from
an ecpuipment-based sedution 1o the URD and i part of
the Main Gate Business Case.

*  Drives the Statement of Rl:q"imlm'nl Al [ |1n§||~ﬁ|1_|.'.

which results in an equipment contract specification,

Can also lead to o MolD-generated Equipment Con-

tregt Specification, o ennble procurement. The Siate-

ment of Requirement and Specification, whether Mal-
or Industry-prodhuced, are measured against the SR
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*  Isalsorequired forthe special case of requirements arising

from imminent or ongoing operations, the LUORs,

URD, UOR, and SRD are solution-independent require-
ments statements. LK. Mol)'s Acquizition Operating Frame-
work (UK Ministry of Defence, 2009) provides a full expla-
nation of the above. SRD development is informed by Op-
erational Amalyses, from which Concepts of Operation are
developed. These analyses consider the possible range of
mixes for Avosd, Evide, Coumer, and Sustain for the plat-
form's rale, mission, and operational theatres. Other factors
iminially consudered are operational- and cost-elTectiveness
and technology availability.

Example EW-related questions and trade-offs are:

* In what RF, Electro-Optic {ECY) and [R/UY threat sce-
narios is the DAS required o provide survivahility, w
undderpin what level of mission success probabilaty®

* Dwocs high quality threat emitter parametric data, Elec-
tromig Order of Battle and information on ewn'opponent s
tectics cxist or how and by whom will this be defined or
estimated?

* s g fully capable self-protect RF ECM necessary, or do
Stand-0fF, Eacort and LIAS-hased Stand-In lammers kave
arole to play in force package survivability trade-offs?

* What is the trede space for survivability adequacy versus
affordubility versus technical cost'schedule nisk?

*  What are the trade-offs between various factors affecting
the level of DAS complexity and how are they related?
Examples include Radar Cross Section (RCS) and IR Sig-
mature versus BF and R ECM capability,

The reader interested in typical function and performance
characteristios of DAS component equipments 15 referred 1o
Adamy (2001, 2004) and their references.

As aclosing node it is impostant to recognize that, through
the typical 20+ year operational life of an EW system, its re-
quirements will evolve way beyond those originally specified.
Mew and medified threats, new operational environments,
and elevated user performance expectations add a complex
dimension o requirements managemsnt.

13 Route from regquirements through
specification to contract award

XN

Industry responds. to o customer's requirements by decom-
posing them inte tender specifications and adjunct Inter-
face Control Documents {1 D), aguinst which o commercial

Requirements decomposition

offer is made. Dependent on requirement scope, whether for
complete platform, a DAS or an EW equipment, the PC con-
ducts some or ull of the following, with DAS/EW equipment
supplices' sugport,

*  Platform Request For Proposal corversion inte a Weapon

Svstem regquirement and thence into subordinate require-

ments for Air Vohicle, Avionic Systems, and Non-avionic

Systems.

Requirements decomposition, using tools like DOORS®,

tora bevel suitable for comversion into unambiguons speci-

fication statements, with contractual qualifiers, for cxam-

prle “shall,” “shoulbd,” and “must”

Creneration of:

—  Systermn and Subsystem Specification(sh and 1CDs

~  Equpment Specifications and 1CD0s. Note: Hordware
and software system and component specifications are
not normally produced until the PC 1= on contract,

Twor masin approaches are used to ensure a full set of re-
quirements are capiured and adequately expressed — “Top
[own™ and “Bottom Up”™ A mix of the methods s wsual,
dependent on whether the platform, system, subsystem, or
equipment o be developed has any pre-existing compoment,
For example a “Top Down™ approach would be used if the
required DAS did not exist and had to be developed from the
beginning. A “Bottorn Up™ approach would be used where
a DAS was required where four out of six equipments pre-
existed om the platform or were commercilly available, thus
constraining what could be achieved at DAS level. Chap-
ter |1 Sestem Design and Development of Moirand Seabndge
{Z008) contains further information.

32 Assessments and trade-offs

For approgriately balanced, capable wnd affordable DAS so-
lutions, Indusiry conducts a range of investigations, includ-

technolery evaluition;

cost-hencfit trades:

rehability, maintainability, and estability assessments;
technical, schedule, and cost risk analyses,

In particular, for DAS areas where technology develop-
ment is required to meet a specification requirement, partic-
ular considerntion 15 made of Technology Readiness Levels
{TRLs}, see Figure 3, which are based on the original NASA
TRL Definitrons by Sadin, Povinelli and Rosen { 19841, TRLs
enable an assessment of capability insertion dates. A good
insight indo this aspect can be gained by reference to the
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6 Survivabllity

Figure . Technology readiness levels, (With acknowladgment 1o
NASA} Reproduced fom Sadin of af, (19590 (©) Elsevier.

Clemerie Atroraft 45 Technologn Tree Figure T ool Annex
B of UK Mimstry of DPefence (200060, which gives a break-
dowm of DAS amd its subsystern fnctions, equipments and
unlerpinming techmoksgios, and shows the then { 2006) view
of mnovation and development contibutions made by van-
ous players: It is noted that the Techmalogy Trrey (UK Min-
istry of Diefence, 2006} also highlight the integral role and
contrbution of scabemia o research programs underpin-
ning technology innovation in support of military capability
devetopment.

The imponance of using Modeling and Stevulation | M&S)
and Synthetic Emviromment (SE) 100]s 5 early as possible
the DD process conmot be overstated. These aid specifica-
tion robustness by simulatng operational use of the system
being specificd. An example 15 the Enviroament Generation
and Analysis tool, part of the CEESIM® RF threat simulator,
which i widely wsed in EW T&E by Indusiry and military
agencies. Time-line RF emitter sccnanios can be gencrated
that con be uwsed o better specify EW receiver systems amd
provide an agreed set of venification test scenanios o suppon
SYSEET ACCEPTANGE.

333 DAS imsirllation isyees ol fracles

In the process of developing the DAS specification and in-
divedunl EW equapment specifications there are a number of
platform instalkation issues that have 1o be addressed before
ativing at a ot installed performance solution,

Some are relatively trvin] and tend not to cause many
proshlarms during the DE&D, perfommance verification, and cus-
tomer nceeplance phases. Others, for example RF antenna
placement, can be costly and tine-consuming o resolve ifa
fully robust design scheme is wol achicved precontract.
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Some of the more nodable installation isswes are listed here.

Platform cwvironment; lempertune and altisde mnges,

vibrations levels, and so on, These restrict placement op-

portsminies for some EW equipiments, for example IRAUY

Missile Wamers.

* Structasal swwength at proposed  platform - attachiment
points 15 a placement restrictor, Tor example the structure
must be capable of withstanding the agpreciable forces of
simvultancous flare gjections from Bare’chaft dispensers.

*  Resrrictions on required ficlds of view of

Optecal sewsors and effectors, cavsed by obscuration
by paris of own airframe. Relevant to [R/UY Missile
Warners, Liser Warners, and DIRCM systems,

RF sensors and cffectors, cowsed by obscuration
by pans of own anrfrone, Relevant 10 RWER, ESM,
ELINT, and on-board and towed RF jammers.
Figure 4 indicates this isswe for RF transmit antenna
location.

Figure 4. Modeled ebscumtion effects. BAE Systems (€ MK
2009

*  Inboumd and cutbound EM cmissions” multipath around
own platfiam, seress the EM spectnum. Whilst generally
fess of @ problem for EOORUY EW syutems, these of-
feets can be very problemuatic for BRF EW systems when
complicated by the obscuration topse above.
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An important installation consideration not covered i the
previous subsection i the subthe dilferemee between “unin-
stalled™ performance, that is nod fitied o the host platforn,
and “installed” performance, which has been the rool cause
of muny RF and EW system problems worldwide,

Teestelledd versuy pninstalled performeance
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Anienna
gain {dBi)

Un-installed arenna

Figure &, Uninstalled versus installed antenma performance. BAE
Syslems (€ 0%

For many uvienic systems without an interfuce outside the
platform, their performance in a laboratory oron a ground test
rig ts o different to that when i flight and combat. For some
systerns, of rather for their sensors, there is significant perfor-
mance difference between the uninstalled and mstalled cases,
ne of the best examples is that of RF antennas (see Installed
Antenna Performance Design and Verification). Figune 5 ex-
emplifics the difference inantenna gain versus angle off bore-
sight for a RF antenna in isolation versus that when installed
in the aircraft. Falure to sdequately optimize antenna place-
ment at the outaet and ensure the EW receiver handware
and processing can handle these differences can lewd o s1g-
nificant problems in achieving customer-reguired, platform-
level performance, Worse still, operational restrictions on the
EW system and platform can result. with adverse inpact on
survivability,

Fortunately, computational power increases and improved
coddes over the last decade have led 1o Computational Electro-
magnetics (CEM) capabilitics that can significantly aid de-
sign and performance optimization for iransmit and receive
RF and EW sensorand effector placement. Ongoing develop-
maents are expanding whole-aircraft CEM applicahility firom
the relatrvely mature sub-1 GHz region through to the high-
est EW frequencies. The use of such design optimization and
problem mvestigation tooks have significant benefits 1o ofTer
customer, PC and EW equipment supplier alike, and have
applicability throwghout the EW life cyele,

235 Frow tender o controact specifications

The Industry considerations outlined above culminate in ten-
der specifications and ICDs, part of o costed proposal for

a platform DAS fit and its implementation, integration, and
installed performance verification.

Defense procurement agencies toke Industry propos-
als and input them inte Balance of Investment mesdels.
For exomple UK Mol's Combined Operational Effective-
ness [mvestment Appraisal process (Great Britain. Ministry
of Defence, 20060 evaluates Industry proposals and solu-
tion options gencrated by their technical advisers. This al-
lows the Balance o be determined and informs solution
selection.

Omee selection has aken place, the customer, PC and DAS
cquipment suppliers work to armve at “Contract” versions of
the specifications and 1CDs. This wsually involves further re-
quirements decomposition, predominantly on the PC-DAS
supplier interface, with careful attention to “nenattributable™
or “nonderived™ requirements, that is, those nol resulting
from the above decomposition. These are usually baseline
knwwledpe aspects in the PC andior DAS supplier; ones tha
the customer is reasonably justificd in not having 1o explicitly
state in his bid requirements,

2346 Benefit of joint customer-indusiry working

Ower the last three decades many of the activities in Section
3 have been partitioned between defense ministries and theip
technical advisors, PCs, plattorm proveders, systems integra-
ties, and multiple DAS/EW equipment suppliess. Inevitahly,
this bed to 0 number of problems and risk impacts, some se-
vare, Some time ago defense ministries and industry jointly
recognized the potential benefits of closer working, It s now
uswal for most of the relevant activitics in this section to be
conducted i o joint customer-Industry “Integrated Project
Team™ {"Project Team™ in the UK) working environment,
which is conducive to reduction of requirarment and specifica-
tion ambiguitics that were ofien the root cause of difficultics
seen previousiy,

The greater involvement of the mulitary end user and their
specialists in the requirements deconmposition and specifica-
tion process for EW equipments has imereased quality and
lowered program risk in recent years.

There is alse now o wider recognition that Fie For P
pose does not mean, as was histovically the case, MWeets the
specificition, The combination of specifications, [CDs, and
an associated Capability amd Limidtations " document provides
a clear view of wikat iy and, a3 inportant, what i not being
provided under a contract. This enables proactive and early
resolution of any items that might not be acceptable 1o the
customer. Customer and military end-user sgreement (o this
latter document provides a consistent, all-stakeholder defini-
tion of Fit For Purpose.
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4 SYSTEM ACCEPTANCE

Methods wsed o achieve UK customer acceptance of EW
swstems are descnbed, These are similar to those used else-
where, for example USA and Aostralia. Methods include
EW sy=termns festing in the laboratory, i the anechoic cham-
ber, on open air ground test sites and wio flight test on
specialist ramges. An EW T&E process overview 1s also
provided.

4.1 Acceptance philosophy

Acceptance of defense products by UK Mol is well defined
ad 15 comprehensively deseribed in UK Minisiy of De-
fenee (2009) under Reguivements and Acceptance. The set of
requireiments and acceptance products include URD, SR,
Integrated Test, Evaluation and Acceptance (ITEA) Plan,
and Werification and Validation (V&V) Requirements Ma-
trix Y VRML

V&Y is defined clsewhere, for example Section 5.1 of
Pywell (20071, Verification 13 PC-conducted, supported by
cquipment suppliers, and Validation is conducted by mili-
tary end users, Merification seeks to confirm platfionm, sys-
tems, and cguipments meet their specifications, as derived
from the SR When augmented by Certification, which
includes independent assessment of safety evidence (wsu-
ally without further testing), this leads to Release To Ser-
vice and secepiance off contruct. Validation is the process
by which the user evaluates the delivered solution's fidelity
pgainst the URD and assesses fitness for purpose, leading to
Operational Readiness. Although views differ on terminaol-
ogy intemationally and interagency, Verification in the UK
COMPTISES:

Equipment performance qualification against specificae-

tion, usually conducted by cguipment supplicr.

*  Subsystem performance venfication by the supplier or
PC, dependent on contracting arrangements.

* PO werification of system-platform-level performance,

Within UK final Verification prior to customer accepiance
15 wsually all conducted by the PC, with equipment supplier
support during final seceptance testing. Final Cenification,
usually comsisting of a Staement of Design amd Declara-
tion of Design and Performance, 15 also done by the PC and
provided to the customer, to satisfy natiomal and destination
country certification requirements.

4.2  Acceptance types and methods

Indhstry elements of the VVEM are usually embedded i
cquipmeni contract specifications as a Specification Ver-
ification Matrix, also called Verificanion Cross-Reference
Matrix/Index. They can also appear separately — still in line
with ITEA requirements — in Verification Test Methodology
Docouments. These describe who will verity each specifica-
tion clement, how (what verification type and method) and
with whint T&E facilities, Construction of the ¥YWEM 15 also
an important specification check — the question fs s re-
quirennent festable” must be answered
Key aspects are that:

Customer requirements each map 1o specification temis),
An item is assigned one or more acceptance method and
type by which venification can be achieved (see Table 1),

T&E is subdivided into two categories. National defi-
ttieis differ but these are generally waderstood:

— Developmental T&E {DT&E) covers development and
gathering of verification evidence, The PC (or EW equip-
mend supplier or DAS supplier, dependent on contracting
arrangement} is responsible for this esting.

- Operationa]l T&E (OT&E} covers operational evaluation,

including tactics development, once the DAS is accepted

off contract, This 1 usually flight tnals by the miltry
cnd user, often with PC and DAS supplicr support.

Table 3. Yerificatsom types aml aoethisds,

Type Methot
Inspection » Physical mspection, visual verification
= Documen review
» Rind-scross by analogy, where pros evadence
alane is used 1o fulfill 0 requirement
Analysis » MES, for exanple mathematical, staiissical,

physical
» Fead-seroas by evaluation, whese prior
evilence is wsed o pantly fulfill o reguirement
» Technical evaluation of equations. chars,
reibuced, and'ar representative daia
Test » Laboratory — softwane est, nig est (by
supglier), mg test by PC)
» Ancchoic chamber (specialist equipment)
» Adrcrall ground tesy, for example EM
Compatibility and Imerference (EMCEMI)
w Flight tese (bocal or dedicated range)
Lin-mstrumented rig or nircrnft test where
requireitient is met by ebservation alome

Demonstration
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Figure 6. Top-level view of EW T&E process,

43 EW T&E process

‘Whilst there does not currently exist a universally accepted
EW T&LE process, twe related documents suffice 1o provade
a good view of what such a standard process might include.
These are US Department of Defense (1995), which is be-
ing updated, and Morth Atlantic Treaty Crzanization (2004,
whose update is due end-201 |, Both cover techniques, facil-
itic=s, and goals of EW systems” T&E.

Figure b gives a top-level view of the EW T&E process.
Both documents highlight the benefits 1o be had from opti-
mizing the balanee of M&S (T&E without the Systern Under
Tt (SUTH). ground testing {laborstory, chamber and open
air site} and flight testing on Open Air Ranges (OAR).

Aus Tor peneral svstems development, the valwe of~ leaming
from expericnce” cannod be over-emphasized and the reader
iz encouraged 1o benefit by not repeating preventable prob-
lems in the EW D& D and T&E processes. Such problem-
prevention knowledge is becoming more widely available
{e.g., Stadler, 2007; North Atlantic Treaty Orgamzation,
20000,

5 EW TEST AND EVALUATION
CAPABILITIES

T&E capabalities required o support EW system design,
development. and subsequent customer acceptance are de-
seribed, TEE capabilities are defined thus: A Text amd Evalu-
atiowt (T E) capability is o combination of focilities, equip-
mient, people, skifls o metfods, which erable the demon-
sivation, measwrement and analysis of the perjormance af a

syztem and the assessment of the resulis, (UK Defence White
Paper, 2005).

Facilities amd equipmeni are described with examples,
The range of facilities is depicted in Figure 6. A nonexhaus-
tive list of strengths and limitations, with further information
for the interested reader, is given in US Department of De-
fense [ 1993), Norh Atlantic Treaty Crganization (2000}, and
Pywell and Midgley-Davies (2009).

5.1 Modeling and simulation

MES is a crucial element of EW D&D. It s increasingly
important as the defense community seeks (o minimize cost,
tigne, and fisk associated with EW developraent and upgrade
progeams. Adamy {2006) provides a usetul introduction 1o
the opic of EW M&S for the interested reader.

ME&S 15 employed alongside SE throughout the EW D& D
process, M&S and SE have subtly different meanings across
natrons ad agences, with the erms sometimes wsed inter-
changeably. It is generally accepted that both have much valuc
te ke an pursail of the above goals,

For this chapter the definitions in Dol 3000.59-M, Dol)
Modleling and Simulationn { ME&ESE Glavsary, as referenced in
U8 Department of Defense (2007), are used:

MES: The use of models, including ewislafors, protoivpes,
sinmdedows, and sttmedotors, edther stavically ar aver Hime,
tor develop data as a basix for making managerial o fech-
sieal decizlong. The fevms “modeling ™ and “simalarion”
e aften used inferchangeably,
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10 Sorvivability

Y SE: Imternetied simulations that represent activities of o
Highy beved enf movaliem froe sinacdations of Sealers of war
fa _f.m'.I'm'.ll'.-.'.;Junhwmr.l,"iu'ﬂﬂ'mg A These emviries
ety pray b crvated witfin @ sbngle comprifer or a wist
diztrifaied nerwork comeciod b local amd wide avea net-
warky and augmented by siper-reafine special effects
and avcunate behavieral models. oy allew visualization
of and Innersion into the ermdrmment being simdared.

EW MES is used 1o

*  Demonsirate system performance for elements thal are
either 10 complex o too expensive to verify by 1esiing.

*  Where test repeatobility i= difficult or where tests would
vield unacceptable error bounds,

*  To supplement testing by interpolation betwoen sparse
dita points or o extrapolate from measured datn

*  Prove design concepts prior o final esting

Modable isaes with EW ME&S ane:

* Simulmion‘emulation fdelity” and model validation, that
is, how faithfully they represcit real thicats and EW
expuipnents and their performanee.

*  Wlodeling of EW antennas. sysicms, and iniraplatfonm ca-
b is mot currently sufficiently robust (o maximiee con-
trabution to the EW systems” acoeplance process,

Ore arca of M&ES showing greal promise for EW DED
s CEM. Modem computing power and innovative oodes
offer useful design optimizstion and sk reduction for REF
entenna installations on platforms (see Installed Antenna
Performance Diesign and Verificaton). CEM can aid prob.
lem prevention and focus sub- and full-scale testing in ane-
choi¢ chambirs amd samilar facilities. Wheee probliems exist
with EW sensors and other RF systems, CEM can aid cou-
elfiective resolution

Whilst M&S oliers increasing benefit to EW D&D, it s
considerad unlikely that systems will ever be fully cleared by
&S alone, that 15, without some residual element of SUT
ground 1est and fight trials.

521 System integration laboratories

Systems Integration Laborntories (SIL) are also called Sub-
syatein Integration amd Avionic lategration Laboratore
Typical BDAS rigs fall into both SIL and Hardwire-In-The-
Lo (HITL ) facilsiy eategory (the next subsection), Frgure 7
shows EW cquipment on o typical avionic integration rig.
Testing perfomed at subsysiem level wilizes DAS equip-
ments in & laboratory evironment on a “spread bench,” with
all other aircrafl data supplicd sir simulations generated by

Figure 7. W squipment on sviansics imegration g, BAE Systems
ol TR

Flzare 8, RF threarsimulator and ECM respogse measurement sys-
tem. Eahel 1: RF theeat simulator; Label 22 ECM nesponse messurne-
ment sysiem. BAE Systemns (£) 2000

anexternal control computer, which also Serves as muster test
controfler and provedes non-RF dats sequasition wd anilyss.
Onee the DAS has reached suilable maturity it is infegraled
by the PC with other subsystems, for example Displays amd
Controls. on an avionic integration nig. Svstem-tevel perfor-
manee verification tletting 15 comnducted using the EW cquap-
ez once integrated with the other real aireradt equipment

EW recerver stimulbation is affected by thrent simulsorns
such as the CEESIM, Spectrum, pulse domun, and other ana-
Iyzers or an ECM responsc measurcment system, for example
Ambierst's Sigmal Measurement System (SMS), are used 10
capture, record. and analvze RF responses from the DAS™s
ECM element. Figane 8 shows CEESIM and SMS.

In “luboratony™ mode, the SUT ix wsually RF-stimulnicd
and RF-measured “post-antenna,” that is, with no free-space
radintion. Intepration ngs are contimually atilized throughoat
the platform’s life o prove software and hardware changes
wnd 1o retest system fixes prior to release to the amcraft,

53 Hardware-in-the-loop facilities

Although subsystem and avionic imtegration eigs melade, by
detinition, rcal avienics hardware in the loop, generally un-
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derstood HITL facilities are secune {usually screencd or ane-
chiic) indoor facalities that enalle umnstalled testing of EW
techiiques against simulntion of threats of real threat hand-
wige. Wheneas subsystem and aviome infegislion rgs gen-
erally do open-loop EW testing, HITL facilities have closed-
boop testing capability, where oomn EW system effectivencss
citn be assessed and optimized againsi threat system sensor
systems, amd the EP of own EW systems and sensors can
b assessed agaimst ostile janmmg squipment, An oxample
is the US Air Foree EW Evaluation Simulator, which de-
webops and operates vislidisted, high fidelity thres simalators
that evaluate US and Allied EW systems’ effectivensss in a
controlled laloratory envireiment.

54 Measurement facilities

Thesi are used o provide dats than canmot be modelad sde-
quately. In some cases, for example antenna paticm measure-
meik (se¢ Electromc Warfare and Defensive Adds Svstoms

Dexign and Developmeit), they provade data for vahdation of

M&S used in the V&V process. Platform-level measurement
facilitkes. used during EW development nclude EM hazard
protection verification on open air test sites and in ancchose
chambers (see Electromagnetic Hazard Vialnembility Verifi-
cation), and RCS and IR signafure messurement. Figune %
shows typical examples.

5.5 lostalled system test fucilities

Installed System Test Facilines {(15TFs) provide an electro-
magnetically secuere environment for the indavidual and end-
to-end evaluation of EW systems integmated wath, or instalied
o thie host platform, They compriso:

*  Aircraft-sized BF anechale chambers, inwhich free-space
RF radiation is used 1o stimulate the SUT anmd its responses
are measored and evalusted. [n chamber mode, the SUT
can be a whole gircraft with imstalled DAS or an unin-
stalled BF EW equipmecent, Data Link, or ofher RF trans-
mitles Feceiver.

Figure 9. Meassnement fucility examples. BAE Syvstems (© J0F,
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12 Sorvivability

Shielded hangars, for example at Maval Air Station Patox-
tent River (USAL Although uscful for much EM testing,
these are lower performinde thin aircialt-ized anechoic
chambers, restricting EW test capaluility,

Thetr muin purpose is to evaluate imegrated avionic sys-
tems in installed configurations w venify specific. platfonm-
level performance against specification. They are also useful
for problem investigations and technology expenimentation
Chamber cardinal features are indicated m Table 4,

There are relatively fiew aircrafl-sized EW anechoic cham-
bers in the world. An example, the BAE SYSTEMS (Lan-
cashire, UK) EW Test Facility, is shown in Figure 10, Others
inchucle the Benefiell Anechoic Facility {CA, USA) and Ad-
vunced SIL, NMAWC Patuxtent River (MDD USA),

These chambers can allso be used

*  For IUV/ Laser, EMC/EMI, Lighining Sarike, RCS, and
RF |n|,1.-wp..'|:lhil|h.. |;i1|x.:!ud':ng amenna solation) I-c.‘wliug
of EW and other RF transmit’receive systems.

To support evaluation of closed-loop DAS performance
||é|,:|:|1s| Ihrc.'ll\ ma fr\cl;-sriiu;l;. ['.'ﬂn'w;url; :‘II\'iI‘l:II!IlTH.'I'Il
For platfurm (EW/non-EW) susceptibality testing against
Hagh-Power Microwewve and other IE threats.

RF threat simulators. are essential equipment fir EW
DD i SILs anad ISTFs. Quantity of RF channels, a sig-
nificant cod dnver, governs their ability to generate complex
threut environments. More detiils on capabaliiies of aircrall-
sized anechobe chamber 15TFs can be found in Pywell amnd

Tahke 4. Cordinal festsnes of EW chamber 15TFs

Figure 1L Example EW ancchoic clamber. BAE Systenss (£) 2000

Midgley-Davies (2004 and on RF theeat simulators in Pywell
(2007)

5.6 Open alr Fanges

EW DT&LE and OT&E are usually conducted on spe-
cialist OAR. All kpown QAR are owned and operated

Feature

Commeni

Chainber sine

Shielding and quict nmwes

Miniram siee around 28 = 18 = Bm. Largest known chamiber; 800« 76 = 21 m
Llsuadly = 10HhdB over at least 0.5 18 GHe TEMPEST pmdie.

Caiet zones: one or more, dependent on chamber size

Turniable & crame
Below grosmsd romm

REFIR iheeat senimlsioms

Typically in rage 30-114 tnnes {ramtabled amd 3040 tonmes (crane).
%lost hove laboraiors:, data colllection or sorvices room below the chamiber
e All hove BF fliscad simulifons,

» Same have comammumentions, novigaion, TR scene simuilatorn, rader meget generalor

ECM redpsonss inckimfoment and nialysic

Diata acqmisition and simw kxticn

Anrcraft and other sivices

Lacmtion

All hove soime capability, from independent equipment { spectium. vector netwoark, pubie
madulation analyrers) bo comprehensive sestens like the SMS

All have some capability. for RF, digital and other signal reconding asd 1o provide signals
t the pladfionn o enable “flight” simulatson

& Cooling, hydraalics, pressutized air, grousd power for aircraft

# Fine supprossion, control room., COTY snd vadeo secording

o Rudlar Absorbent Material iemperatune monitonng

& Enclosed aircralt preparation Sros [Somek

Ylost faecilities ang adjzcent o wxi-way, the fight line or 0 rumsay,
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by the military, some with civilisn contractor support.
Mast have a combination of multiple real-threat systems,
manned unmanned high fidelity threot simulstors (“emula-
togs”) and other (lower fidelity) simulators. EW T&E on
these ranges s widely agreed to be the next best thing 1o
war-fighting as this is the only “facility”™ which provides a
wholly realistic Aight ervironment. Examples of these ranges
inchude Electronic Combat Range, China Lake (California,
LSAY, Polygone EW Range (Franco/German border), and
EW Training Facility, RAF Spadeadam ( Morthermn England).

Although OAR testing can be “war-realisne,” there are
also a number of limitations and restrictions OAR when com-
pared W testing inchamber ISTFs, SIL, and HITL. QAR flight
testing alone 15 insufficient to provide all required V&Y ev-
idence. Major benefits and drawhacks of QAR for EW T&E
are given in Pywell and Midgley-Davies (20099,

Ewen as EW ground test capabilities continue to improwve,
especially in the ares of RF threat simulation fidelity, there
will, howewver, always be a need for flight evaluation of EW
systerms, especially for devebopment of tactics amd training in
support of operations and exerciscs.

6 CONCLUSION

This chagter has described the design and development of air-
bome EW systems. with emphasis on the self-protection DAS
that are essential to survivability. The requirements and spec-
ification process have been outlined, 1t has been shown that
robust design and development processes exist that can aid
cost-effective development programs for new and wpgraded
EW /TMSE equipments.

The importance of an aptimized EW Test and Evaluation
process is highlighted, to maximize problem-finding capa-
bility whilst minimizing the time and cost of performance
verification trials. Modeling and Simulation and aircradi-
sized RF anechoic chamber facilities offer great potential
for the prevention of problems reaching aircraft and for re-
duction of expensivie flight trials — leaving flight testing 1o
Focus on these aspects of EW/DAS thit can only be tested in
flight.
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NOTES

. DDAK is also known as DASS, Defensive Abds Suhsvesiem.
2. Also called Platform Systems Integrstor in the UK.

3. DEW is defined in NATC as a subset of EW.
4

. UAS, which also means Unmanned Awtonomons Sys-
temes, include UAYs (Unmanned Air Vehicles)and UCAVs
{Unmanned Combat Adr Vehicles),

5. Dynamic Object-Oriented Requirements System: [BM®
Rational® DOORS®,

6. Combat Electromagnetic Environment  Simulator, by
Morthrop Gromman Amhesst Systems Inc. (*Amberst’).

7. The terms “simulation”™ amd “emulation™ wre often used
interchangeably, with differing views internationally as to
their precise mesming, The resder is referred 10 Pywell
(2007} for a discussion of this topic and its importance o
EW D&
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1 INTRODUCTION

This chapter provides a description of air platform Vulwera-
bility design. Yulnerability or *Damage Tolerance” is dehined.
in the context of this paper, as the susceptibility of airframe
and systems to threat weapon eifects.

When implemented early enough in the aircraft and
weapon system design process, Vulnerability design aspects
can contribute significantly w the platform’s intrinsic re-
silience aguinst arrframe and systems damure coused by pun-
fire and missiles. Good Vielnerability design at best allows
mission completion after being hit; a1 worst 1t enables the
afrcrafi to retumn to base to be repaired. [nadequate attention

Encyelfopedia af Aerospace Engingering,
Edited by Richard Blockley and Wei Shyw
(€ 2010 Jakn Wiley 8 Soms, Lad, ISAN: 9TH(LATI-H4605-2

1 Vulnerability design can lesd to unnecessary mission, air-
crafi, and aircrew loss,

An overview of the Vualnerability topic i= provided. de-
sign requirements are identified, and threat types outlined.
[hesigm aspects are then deseribed: amcraifl and sysiems con-
figuration, structural integrity, and detailed system design and
installation, Yulnerability design assessments arg explained,
divided info qualitative, quantitative, and holistic.

This is an introductory fext and focuses on man-made
threats, as vulnerability to natural threats is covered in other
Survivability chapters, for example, Lightning Strike (Air-
craft Design and Qualification for Resilience 1o Lightning)
and Electromagnetic Hazards ( Electromagnetic Hazard Yul-
nerability Verification). Further remding is identified, espe-
cially Ball 2003, Pywell er o, 1999, and Alonze 1994, which
provide topic expansion aisd sets Vulnerability desigm in con-
text against other equally important topics of Survivahility:

* Vulnerability verification, including Live Fire testing,

Battle Damage Repair,

*  Electronic Warfare (see also Electronic Warfare and De-
fensive Alds Systems Desipn and Development).

*  Affordable survivability enhancement.

I OVERVIEW OF VULNERABILITY

As outlined in chapter (The Survivability Balance), Surviv-
ability can be subdivided into Damage Avoidance, Damage
Tolerance, and Damage Repair In the case of man-made
threats, the former concerns avoiding and evading threat
weapon systems and their puidance sensors. Once engaged by
a threat system's sensors, then a subset of Damage Avoidance
comes mto play, that of Evading and Countening the threat
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by various means, usually via the use of Electronic Warfare
amdd its subset, self-protection Defensive Aids Svstems {see
Electronic Warfare and Defensive Aids Svstems Design and
Development).

In reality, for most combat situations, the Avoid, Evade,
and Counter methods cannat provide an absolute guarantee
of survival against the range of threats 1o be encountered in a
given military mission. Such missions inchede, for example,
an anrcrafl attacking @ target or being engaged by an enemy
fighter. Under these “end-game” conditions, where guntfire
anubior missile fragments hit the aireraft, Volnerability of the
aircraft against those threats is key to whether mission success
can be assured and aircraft and aircrew safe retum 1o hase
guaranteed.

Low vulnerability yields high survivability — the ability
to complete o mission despite damage to the platform. High
vulnerahility against a given threat means high risk of mission
amalior aircrafi boss, shoald that threat successfully engage the
aireraft.

As dhiscussed in preceding Survivability chapiers (The
Survivability Balance and Electronic Warfare and Defensive
Aids Systems Design and Development}, the mast desirable
fiorm of improving aireraft survivability is to effectively ad-
dress damage avoidance, that is, to ensure that the aircrafi
platform dees not sustam any demage that would therefore
reduce or demy its operational capability. Such damage avoid-
unee may be achieved by using appropriste operationul tech-
niques (e.g.. mission planning and tactics), flight profiles
(ferrain masking), active and pessive susceptibility reduction
(e.g.. IR, radar stealth, optical and scoustic), together with ef-
fective coumter-measures (e, flare, chall, BF jamming, see
Electronic Warfare and Defensive Aids Systems Design and
Development). All of these technigques are aimed at ensuning
that no threat encounter is successful at causing damage o
the airframe,

However, whilst maximizing demage avoidance as much
4 possible, complete profection of an aircraft platform can
never be pssured, Even the most effective defensie aids
gystems can be seen fo be imeffective in cerfain combina-
tions of conditions and threms, Thus one further aspect of
aircraft design can provide a final *line of defense.” that being
improved damage olernce, Commonly known as “vulnera-
bility reduction’ this topic covers aspects of aircraft design
which airm to ensure that i hit by a hostile threat, the effects
and consequences of damage o the aircraft are minimized.

Vulnerability reduction has many aspects and can be con-
stdered at differing levels wathin the design, that 15, arcraft
platform, system, subsystem, and equipment. It may also be
either sctive or passive in nature. Ultimately the extent w
which vulnerahility reduction measures can be incorporated

within the design will depend on the requirements of the air-
craft program, the wide variety of design constraints, together
with operational and life-cycle muintenonce considerations
and penalties.

1 DESIGN REQUIREMENTS

In maosdern combat aireraft designs, the manufacturer has o
provide optimized overall platform survivability, balanced
within the constrants of the progrom design and consistent
with the expected operational use of the platform. In par-
tieular, overall platfonm design comstraints including perfor-
mance and combat effectiveness must be taken into account
— this being particularly relevant 1o aspects of valnerability
reduction, where addittonal mass peraliies, often associated
with improving damage tolerance, must be avoided as much
us possible,

The need for an integrated approach to Survivability is
now generally agreed. In the UK., the Defence Technology
Sirategy (Great Britain, Ministry of Defence, 2086a) refers
to fetegrrated Mission Swrvivabifine' and defines Survivabil-
ity as having three components, Suscepiibility. Yulnerability,
amd Recoverability,

Dependent on the national Customer, there may be appli-
cable general design sequirements specific 1o vulnerability
reduction. For example, such requirements are contained in
Cireat Britain, Ministry of Defence 2006b and USA. Depart-
ment of Defense 1997, The design requirements are comple-
miented with defined standards of testing, the results of which
wre wimed at ensuring a minimum level of damage tolerance
within the overall design, Whilst such national standards may
he specifically identified as being applicable 1o o progrm,
typically they can be superseded by the specification of the
airerall,

Typically, the aircraft specification will identify specific
aspects of vulnerability reduction required by the Customer —
these may be at platform configuration level, or even at de-
tailed equipiment bevel (discussed Bater in this chapter).

Whilst 1t 15 possible fo perform vulnerability assessment
analvses during the design process, these are gencrally only
suitable in determining relative “probabality of kill* (7). By
their very nature, absolute values of Py ane difficult 1o de-
terming, =0 are nol tvpically found in aircrall specifications,
Instead, the Customer expectation is generally that a consid-
ered and balanced approach will be aken w ensure appro-
priate vulnerability reduction measures will be incorporated
wherever possible, with the overall aim of improving damage
tolerance as far as practicable, and supported by valnerability
analvses as required.
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Fipure 1. Threst type examples — Airao-Air Missiles,

4 THREAT TYPES

The type of threat to which an amoft will be subjected 1o s,
ob course, o key issue when considermg damaoge tolerance. In
general terms, there are a wide vasiety of threat types possiblo.

Frrstly, the aimcraft's roles, anticipated mizsion scenarivs
and mission profiles may be used o identify primary and
secomdary threats. Such informatson may be readily dieters
mtined from the Operational Analysis work contribating to
the overnll sircraft design process,

Becondly, the detailed nature of threat tvpes must be con-
sidered, whether localized damage such as that sustained
from Anti-Asrcratt Arillery (AAA) and small arms fire arc
applicable, for example, Figure & of Pywell 20064, or the morne
dinpersed warhead fragmentation damage from Surface-to-
Abr and Air-to-Adr Missiles | SAM: and AAMz).

Figure 1 provides an example of two types of AAMs. See-
tiom 3 ol Pywell 3k containg unclassified images and further
formiation on these threat tvpes and their capabilithes.

AAA tends to result in only a few locations of damage to
the nirerafl, o typically o small mumber of separate mounds
iy be expectod to hit the arrcmft when damage is sustained
moan AAA volley, The rounds sre tvpically 20-85mm in
diameter. Each hit, however, may be expected to result in
severe localized damage, due 1o ihe use of high explosive or
mcensdiary shells.

SAM and AAM warhead fragmenation damage, however,
wotild be expected to result in a distnbution of fragmend im-
pacts, potentially very widely dispersed, neross the airframe.
However, each fragment impasct pomt would be expected o
result in quite localized impact damage, mamly 1o surfoce
stractiee aiwl equipiment items immediately in it direct tra-
Jectory, Dependimg on the likely threats, the sclection of the
wuliwerabilily ieduction mwcasures deseribed 10 Soction $ may
be tnilored 10 provide prodection agaanst the damage types
expected,

5 DESIGN ASPECTS

There anc three key aspects of vilnerability reduction to be
considered during the design process, these are aircruft con-
figuration, streceural integnity, and detalled system design,

5.1 Configuration aspects

Where posaible, this is the control of the general aiseraft lav-
ol 1o minimize weapon impact effects, The valnerability of
critical systems can be reduced by optimizing the aircraft con-
figuration, mciuding high-level redundancy, phyvsical Buyom
sepamation, and change of dimensions.

The configuration aspeets of the sircrafl design can be the
predominan facior goveraing an direrall's damage tolerance,
Configuration adjistmen can be very beneficial t alleviate
difficuli detmled design problems. The followimg are impor-
tant considerations:

5L

By the fact of duplicated capability, muliiple engines ane
prefemable 1o single engine condipgurations — subject to the rz-
quiremend that multiple engines should be located with phys-
ical separation aid'or inlermedute shielding (o ensure thal a
single it is not capable of damaging both engines simulta-
neously, Designs showld ensure that unconfined break-up of
one engine cannot result in severe damuge 1o, or loss of the
other engine,

It should not possible fior a fire in one engine bay to spread
intorthe ather enging bay o destroy flight crtical equipment.
A realistic fire protection philosophy needs (o be considered
oy o with potential fine msks. [tis ndvisable pol 10 locate
fiel tanks adjacent to engine bavs and in this respect pod-
moumed engines are advantageous,

Englne lacarion

302 Air intakes and fuel tanks

Engine air intake ducting should be rowed o minimize the
comeidence of fucl tank and imake walls. 1f damnged, there
15 a risk of fuel leakage o the duct, leading to fuel ingestion
and mak of engine overspeed sl break-up nsks. ln additin,
debnis due to the break-up of such structures {worsened by
hydbizmulic gam - sec lated) may léad to significant ingestion
damage

Unavaiddable ascis of wetted intake walls should be com-
pensated for by low nisk fucl management, which should en-
aure tat eritical tinks ane drained flrse
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In pddition, where possible, engine intake mouths should
be separate to reduece or eliminate the risk of double ingestion
of spent gas from o missile burst or shell detonation mto both
engines simltaneously.

L3 dircrew

Whilst clear all round visibility may be advantageous to the
pabal and otlser aircrew, the position of the former 15 highly
likely to be significantly exposed and unprotected. Rather,
it is advisable 1o locate the piled down within the cockpit
area, providing notural shielding via surrounding nenessen-
tial cockpit equipment. Such natural shielding minimizes the
need for considerntion of any parasite prodection, for exam-
ple, profectivie Armaor.

S0 Flight control surfaces

There are two alternative concepds for improving the damage
toberance of fight control swerfaces,

" Firstly, by minimizing the number of control surfaces, By
reducing the area of such surfaces, so the probability of
them sustaining damage as a function of overall “presented
area” o the threat is minimized. Although a net mass sav-
ing would be expected. the criticality of cach remaining
surface is inereased, with the likelibood that dumage o
any part will result in the loss of aireraft control.

Secondly. and contrury to the above, the aliernative option
is to increase the number of surfaces. By introdwcing sur-
fiwe “redundancy” and lowenng the entcality of a given
control arca, any damage may be more tolerable.

Ideally, a combination of both of the above is desirable
together with an sdaptive Mlight controd system, giving suffi-
cient surfaces to provide redundancy, such that, if damaged,
a limited degraded capability remains.

5.2 Structural integrity

It 1z of primary imposiance that the structural mtegrity of the
airframe is maintained against the hostile threat, Struectural
components should not Gl following what should ciherwise
be an acceptable level of damage.

To achieve this, a considered damage tolerant methodol-
ogy is to be identitied and applied across the airframe, which
is enabled by an understanding of the expected structeral fail-
ure mechamsms associated with the identified threat types.
Such an understanding contes from experimental investiga-
tions, ranging from material level studies up to Live Fire test-

ing against subassemblies and whole aircratt. An example of
this Live Fire methodology is provided for the F-22 airceaftin
USA. Mational Fesearch Council 1995 and unclassitied im-
ages of zuch testing {shoulder-launched missile fired at F-14
und C- 130 aarcraft) are contwined in Ball and Atkinson 2005,

Omly by dedicated testing can a comprehensive under-
standing be gained of the fundamental damage mechanisms
mvolved and the ways in which the damage propagates.

Currently, structural damage modeling toolsets exist, but
these should only be considered as giving indicative results
of the Jevels of damage 1o be expected — this is especially
true fior new materials as well as novel combinations of exist-
ing types. In essence, vulnerability reduction activities must
be underpinned by a knowledge base of structural damage
characterisiics,

As an introduction, it must be noted that, for aircrafi, the
nature and extent of structural damage in a given area is sig-
nificantly affected by the presence of Teel tanks, In essence, if
the structure is “wet,” that is, forming the boundary or internal
struchsre of an imegral fuel ank, then the extent of damage
sustained can be expected to be significantly greater than that
fipunsd for “dry” striecture for a given gunfire round or missile
fragment. Typicul damage characteristics are as follvws,

For “dry” metallic structure, a through hole can typically
be expected, depending on the mass and velocity of the pro-
jectile, and thickness of structural material. The hole can be
expected to hive rough petalled edges, which depending on
orientation of the projectile, may be relatively circular and
similar in size o the projectile, or mose jagged and greater in
size, see Figure 2. With the exception of the lovalized cffocts

Figure I, Example of metallicstructural dansage. Reproduced fraom
BAE Systems () 2009,
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Figure 3. Cartbon composile structal damage euample. Repro-
duced (rom BAE Systerms (& 200

in the immediate area {typically subject to slight denting ef-
fects), the remainder of the strocture 15 net unduly affected
by the impact.

Similarly, for “dry" carbon composite structures, the of-
fects of penciration damage tend to be highly localized with
defumination in the immediate area surrounding the hobe. A
depree of surface ply splinters is also commonly observed,
we Figure 3.

Conversely tothe above, when the strocture is “wet,” sigmif-
peantly greater damage is experienosd seross (e local stnse-
turnl assembly. This is duc 1o the effects of “hydrodynamic
i, @ phenomenon that 4618 ax a signiftcan) damage am-
plifier. Whilst descriptions of hvdrodvnamic ram effects can
be found in many sources, for example, Ball 2003, cfiective
miethods of reducmyg and mitigatimg the effects ane lew,

Inessence. the signiticant projectile kinetic energy istrans-
fierred into te bulk of the Auid, causing an initial high pres-
sure pulse and loenger torm pressure ride (ultimately oscilla-
ing within tlse constraintz of the mnk), which causes signifi-
cant internal loading and structural displacement — typacally
of such a level that the structune does not survive,

“Wet” metallic struciures ore seen bo have similar hole sizes
and petalled edges at the impact poaint, but are often accom-
panied by mmsdve tearing offiects with deformation and dis-
placement of skin panels. Composite demage can be cqually
destructive, bat 1 typically bess visually impressave, Rather
than the teanng and pecling-back of the skin, composites
will typically oataardly show only & relatively iminos bolbe,
as per dry damage. Mot visible 1o the eye will be the massive
and exlensive milti-ply delamination through e thicknes
of composite skin around, and exiending some dislance away
from, the impect poing. This is caused by the large displace-
ments of skin due to the mtemal losding pressures nesoitmg

Figure 4. Assembly Endener pull-through due o bydesulic mm
elficets, Reproduced from BAE Syseeins (€] 2066,

from the displaced flusd. Tvpically, this will be accompansed
by the “pall-throsgh” of asteners in the sumounding anea and
extensive substructure damage, sce Figure 4.

5.3 Demailed system desizgn and installation

This i the contral of svster of subsyacin vulnerability by
apphvimg vartous lechnigues at system, subsysten, oF compo-
nent level, Onee the aireraft’s configuration has béen defined,
improved damuge olerance moy be incorporated within the
design by consideration of the principles in the following
subssctions,

530 Duplication

The nommal design practioes of duplication provide o sound
basis for the duplication mecessary o improve damage 1oler
ance, for example, duplicated hydraulics and fuel tank group-
ings. However, these ssandard precautions only parsily satisfy
the requirements of dumage tolerance. The function of such
sysiems maist be designed so that faulty operation of one du-
plicate, due o damage sustained, does nod affect the comect
operation of the other. System design muost ensure that effce-
tive duplication exists for the instances of battle damage
particularly with respect 1o potential muliple hits. Aspects
of s -cotiparitive contnel syatenms i consiber such as-
pects i particulor,

The concept of duplication can be extonded to conp-
nent kevel, where nny duplex: functionality can be separated
by adopting & good intemal armingement, and by the wse of
siitable construction techmgues for the equipment.
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6 Swurvivahility

In general, the degree of duplication must be consistent
across all essential systems and it is inadvizable to include
the use of singly entical sguipment. However, where such
critical equipment are unavoidahle and where these are es-
sential for flight, they should not be distributed throughout
the airframe as the chance of damaging any given one is
increased, possibly resulting in airerafl kill, Hence, for this
reason and for this type of component, the overall risk is re-
duced by grouping them together. The chance of htting any
one of them is thus confined only to those cases of damage
tor their specific location.

Since batthe damage, of a degree that is potentially surviv-
able, tends o affect only a certain proportion of the aircrafi
urea. the benefits of duplication rely heavily on the relative
physical locations of the system functionality — such that ad-
ciquate physical separation must be achieved,

ii2  Separation

In general terms, the design aim must be o achieve ade-
quate physical separation. However, the definition of “ade-
ruizte separation’ must be carefully considered with respect
to the applicable threat types. Whilst maximum scparation,
for example, separate sides of the aircrafl, may be desirable,
other penalties of such a design may be severe (e.g., installa-
tion complexity and maintenance penaliies),

It 15 therefore critical to sdequately determine and define
the aircrafi primary threat, and the comesponding damage
characieristics expected. Where exiensive local damage may
be expected, for ecample, significant separation requinements
may be comsidered excessive and unnecessary. Conversely,
where dispersed fragmentation damage may be expected,
maximum separation requirernents may be appropriate. G-
ometric arrangements also need to consider probable threat
approsch directions o ensure effective separation

It is important to note that effective physical separation
of duplicate systems is not just defined in terms of separa-
tion distance. but also the extent of shielding provided by
nomessential equipment. Both are required to minimize the
risk of coincrdent dumage occurming (1.2, one hit damiges
both ).

Design mtegration setivibies must note and  consider
which functions are considered cssential (either duplicated
or smglvlk, and also ensure adequate separstion from po-
tential sources of secondary damage effects. The presence
of high temperature or pressure pipe work, Teel lines, and
the like may result in secondary effects such o= fire or ex-
ploston damage, potentially resulting in the loss of crit-
ical functionality. Figure 5 illustrutes possible pipe-work
dameage, Duplicated hydraulic Hines, if routed through the
sume fuel tank area, could suffer comcident damage az a

Figare 5. Pipeswork domage cxample. Reproduced from BAE Sys-
tems (&) 20059,

result of a single hit causing hydraulic-ram damage to the
[ullk.

i1y Shielding

[here are fwo man types of shielding, the first is known
as “natural shiclding’ and involves the conscious grouping
anad layering of components within the installation design of
the airframe. The second is a type of *parasitic protection”,
discussed in Section 5.3.4,

Matural shielding relies partly on sacrificing mission sys-
ted contonents in order 1o protect light crtical coimponeits,
This can be complemented by locating cnitical components
behind heavy structural items wherever possible.

11 15 useful, when organizing the installation loyout, 1o list
componcnts involved and rank them in order of Aight criti-
cality or mission capabality. The most imporanl components
can then be located in the most sheltered positions, relying
o the protection Irom surrounding components. One of the
most useful shielding media can be fwel and. if specific tanks
can be conssdered as “expendable’ in terms of their content,
these could be used to provide natural shielding for essentinl
components — subject also to adequate tank fire and explogion
reduction techniques,

The concept of adequate shielding can also be extended
to component level, Intemal arrangement and construction of
equipment can, in principle, cnable incorporation of separate
duplex internal functionality,

A A4 Preovection

Vulnerable components sometimes need 1o be protected by
adding armar plate between them taking into account prob-
uble threat approach directions, but this should only be used
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in critical areas where natural shielding is considered inade-
quate,

The sddition of armor protection i= a crude and wasteful
method of ‘parasitic protection” and should be considered
only as a ‘lust resort.’ The term “parasitic protection” relates
to the expected mass penaltics associated with such a tech-
miggue, however, dependent on the locations considered, the
miass additions may be offset against aircraft ballast require-
menls necessary o ensure correct mrcrall center of grav-
ity range. In general, the imcorporation of such protection
indicates that the airerafl design has o poos inherent dam-
age wolerunce capability, tvpically due to inadequate consid-
eration of valnerability aspects early enough in the project
desipn process. Early attention 1o the main vulnerability fiea-
tures can ensure that adequate matural shielding is designed
in, making parasiti: prodection unnecessary.

Other types of protection may be necessary, depending on
the type of systems and the configuration adopled. Some ex-
amples are fire suppression, fuel tank self-sealing. explosion
suppression, and hydrodynamic-ram protection

335 Isodavion

Isolation is concemed with the containment of damage ef-
fects at asystem level, In essence, it is the identification of key
functional aspects of a system and drawing a distinction be-
tween those which are considered o be “essential” and those
deemed “desirable” — in the context of post-damage aircratt
survival, Essential core functionality needs to be preserved
when damage ocours to the system in areas classed as only
‘desirable,”

A good example of this 15 a protected hydraulic system
whose essential capability s to maintain a minimum level of
flight centrol actuation, with an isolation function able to sep-
arate other desirable hydraulic circuits if damaged. Another
example s the addition of eross-feed and tank mterconnect
1o a basic fucl fioed system. These ane desirable functions, but
mst not compromise (e main feed Temctionality by adding
exntra risks.

536  Companent damage folerance

Indevidual hits by rounds or warhead fragments can in them-
selves cause secondary damage mechanisms when they hit
arrcraft components. It would be required that certam ypes
of potentially *high misk” components have an inherent design
which minimizes any form of damage amplification,

For example, a high-pressure fluid reservoir should be de-
signed and tested 1o show a restrained break-up characteristic
when hit, rather than breaking up imto o multitade of high-
specd fragments, each capable of cansing further extensive
internal damage,

6 VULNERABILITY DESIGN
ASSESSMENTS

6.1  Assessments as part of the design process

A previously noted, aircrafi specifications are not normally
specific in quantifying absobute “probability of kill" (Fy)
requirements for an aireraft design. Rather, it is expected that
a balanced approach is taken, combining damage tolerance
considerations within the overall design process to reach o
suitable design solution which addresaes key factoes, &8 ap-
propriate to the program. To this end, vulrerability assess-
ments must be considered as an integral part of the overall
design process
The primary aims of the asscssments are o

identify and evalunte the inherent vulnerability aspects of
the proposed design,

incorpornte and assess detniled design chanpes aimed at
impeoving specific damage tolerance issues,

assess improvements at an aircrft level, w determine their
overall effectivencss,

determine pssocuted penalties for subsegquent design
trade-off studies.

The assessment methodology adopied and the degree of
design consideration will reflect the level of emphasis placed
on dumage tolerance by the specification and program in
generzl. In principle, the approach taken may be one of a
qualitative or quantitative assessment, Typically, relative as-
sogsments are undenaken, comparing two or more design
definitions w determine the value of damage wlerance char-
acteristics within the design. The analysis considers in detail
the final stage of a hostile encounter, such that the threat sys-
tem has engaged with the aircrafi.

In the case of gunfire, a range of intercept trajectories
through the aircratt would be considered. For missile engope-
ments, weighted approach divection, furing distance, and
warhead frugmentation charctenstics would be considered
to determine the likely fragmentation impact points across
the amrfriome.

When undertaking the assessment, a range of aircraft kill
types may be considered, determined primarily by the en-
gagement timeframe of the analysis. The analysis may con-
sider only an ‘immediate kill," say within 3 g, such that the
occupant 15 unlikely to have sufficient tme to safely gject -
therchy assessing the survivahility of the crew,

Alternatively, the assessment may consider a typical time-
frame to enable a successful return o a friendly airfield,
knwrwn us ot Betum to Base.' Such analyses take inbo account
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8 Survivabllity

sdditional aspects of the design, such as maintaining engine
fued supply, provision of navigation infommation, and lamding
fuiteoninlity,

6.2 CQualitative vulnerability analyses

Survivabality engincers should carry ot an mdependent as-
sessment of the aireraft design., waking into account type of
airerall, specification requirements, mission theeuts, and de-
miled design solution. More specifically, when underiaking
an assessment, the engmeer should minally:

*  Determine platform: definition and configurstionds). the
primiry and secdmlbary threat mechanisms expected, amd
seceprible levels of degradition,

*  Construct a comprehensive datser of aireraft design in-
formation. tdeally this should include the installation of
main Mlight critical sysiems and primary structure, func-
tional schematics for eritical systems, summury of stnac-
tural matenials and their locations, and definition of any
incorporated proteclion measires,

*  Determing threat charcternistics, in wms of points-of-
sinke within the mission profile, expected engagement
peometrics, likely aircraft mancuver and foel states at time
of strike,

*  Collect relevant valnerability test data relating 1o the be=
havios of strectieral materials and eriticel components.

Bnsed on the above, o qualitative assessment can be un-
dermaken 1o wdentaly those critical components most likely
sustuin damage, wherever possible assessing the likely extent
of damage based on estimabed intensity of damage.

. Firstly, structumal items should be considered, companng
resulls gained lova range of pre-existing damnge loleranee
pssessments (o assess the relatve msk of aarcrsft loss.

' Subsequently. these items should be evaluated:

Duplication amd separation of &sentinl sysiems
should be considered io determine iF duplicaied cril-
ical functonabity are lkely o recenve comcident
damage, leading 1o gircrafi loss.

- The spprosimate depth of afscture and systens
around the cntical systems and the evaluation of the
digree of shickding provided.

= The gencral layout of dry bays close to fuel 1anks
slvoubd be examined, to assess the risks of fuel leak-
ape and subsequens fire or cxplosion.

*  The above should be followed by the sdentification and
assessment of potential secondary damage amplifiers, as
discrsaed proviously,

Chbservations should be presented in an order that refleces
the seripuzness of damage and the approximate probability
of damage ocournng. Besults should summarize the obser-
vations made in terms of the relative risk of the aircrafi being
killesl within the timeframe considered,

6.3 Quantitative vulnerability analyses

As with the qualitative assesament, the Survivability engincer
aceds to compabe the rnge of design data, bt typically o a
greater level of detail. This is necessary as the quantitative
asessmend usually employs an sulomaied toolsel o process
the-anulysis, conskifering the detailed lavow of equipment ge-
ometries (see example in Fygure 63, theest engagement con-
ditions, and system functionality within a detailed numenical
el

A number of tookets have been developed by a wide range
of nstiutions owr many years, for example those a1 the
LS. Survivability Valnerability Information Annlvsis Cen-
ter (SURVIAC) (USA. Depariment of Defense, 2010, some
refevand examples of which are listed hene:

COVART = Compatation of Yulncrable Arca Tool

* FASTGEN - Fast Shotline Generton

*  FATEPEN - Fast Air Turget Encounter Penctration Pro.
2ranm

Typically, such toolseis are restricted in nature due 1w
the confidential nature of the crmbedded damage-lolerance
dutasets. However, o number of commercially avaiiable ap-
plications exist, for example, FASTGEN IVAVIEW® (visu-

Figure . Cuamtinative visloerabibliny modelng — example selociion
of companents. Reproduced from BAE Systems (£ M09
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alization tool for use with FASTGEN ). and may be sourced
1 perfisrm such guantitative assessments,

Such toolsets can provide o robust statistical assessment
of damage eases, over a wide range of encounter conditions,
thereby improving the level of confidence in the results ob-
tained.

6.4  Huolistic vulnerability analyses

Irrespective of the type of assessment performed, be it gual-
Mative or quantiative, their primary value 15 o0 assess the
effectiveness of vulnerability reduction aspects of the design
at an aircraft level.

Due to the nature of threat types and inherent aircraft de-
sign issues, the incorporation of specific damage wlerance
techniques will no doubt provide individual benehits by ad-
dressing specific vulnerability issues. However, it is often
found that when one kill mechanism 15 addressed, another
simply replaces it as the primary cause of aircraft loss.

Thus by performing a tull amrcratt analysis the individual
vilnerability issues are not considered in isolation, but in-
stend are all considered in paraliel, providing a holistic view
of susceptibility to threat weapon effects. The results gained
can provide clear guidanee on the overall benefits, or other-
wise, to be gained from the incorporated vulnerability reduc-
s technigues, Citen 1t is Found that damage wolerance has
1o be applied in a consistent and holistic approach across the
airframe 1o gain any positive advantage at an aircrafi level.

6.5 The importance of iterative analvsis

As the design progresses and difficull compromises are re-
quired to achieve other requirements, it becomes more ap-
propriate o adopt 4 quantitative approach to vilneralslity
analysis. It is also imporiant to revisit o holistic whole air-
craft analysis from time 1o time throagh the design process
o ensure that one protection mechanism has not worsened
vulnerability in another area.

During the service life of o platform it s also important fo
revisit, as appropriate, relevant parts of the preceding anal-
yses o ensure that the mpact on Yalwerabality 15 mot unig-
ceptably degraded by proposed modifications to the airframe
ani systems contaimed therein.

7 CONCLUSION

This chapter has provided an introduction to the specialist
topic of Vulnerability design, It has described the many com-
plex and interrelated design aspects and consderations nec-

essary to enable aircrafi with appropriate and atfordable fev-
els of resilience o man-made threats — Surface-to-Air and
Adr-to-Adr Missiles, Anti-Adrcraft Artillery shells, and small
arms fire,

Ky points mude are:

*  Vulnerubility design and pssessments must be conducted
carly in the aircraft overall design process if that aircraft’s
Damage Tolermee 1 o be maximized and optimized,

* To be of most use, Vulnerahility modeling and assess-
ments must make wse ofemparically derved data om sctual
damage mechanisms.

*  Gathering such underpinning data, especially as much is
platform type-specific, is a significant and ongoing task
and most of the data is confidential.

*  Toolsets have been developed to conduct and aid Vulner-
ability design and assessments, Althoagh many are re-
siricted pecess, there are now o number of commercially
available packages. Such packages, however, still need
the type-specific underpinning data to assure robust Yul-
nerability solutions and recommendations.

* Only by paving adequate atteition 1o Vislnerability de-
sign at project outset can mission success probability and
aircraftaircrew survival be maximized. Failure o do so
can lead to unnecessary and expensive mission failure and
loas of aircraft and aircrew,
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ABSTRACT

Technology developments in radar frequency simulators of the type
usgd 1o venity the performance of comples electiromic warfare
svatems are described. The successful werification of this perfor-
mamee P 10 combat use is 0 necessory pre-requisite of militery
platform sarvivabiling and mission swcesss, These simulators ansd
srociated modelling and analyvsss ook have cnablad a major shif
during tlee last 15 vears from expensive aod lomied Aight mrials w
repeatehbe Eiboratory and avechoic chambser tests, alllough they will
never kkally supplant those tmals: Mast limitatens of the carly dags
of many-chanrel simulators, 25 years ago, have been resalved or
slequutely amd - as imporcantly - affordnbly mitigated, largely
enabled by computing power increases, Limitations remain that will,
withim affordability eonsiraines driven by Defence Ministtics world-
wide, prevend perfect simualation (emulation”) and the sitendant,
tamtalising but wopisn poal of Esborstony and chambser test resulis
thsat porecinedy match thase from fllight testand consbat.

NOMENCLATURE

AMES Advanced Multiple Emtter Simulator

AP amplitude medulation on pulse

BAF Reneficld Anechoic Facility

A angle af arrival

CEESIM Combat Electromagnetic Environment Simulases

CHAFF
CP
CW
BF
DT
ECM
ELINT
EQB
EAM
EW
EWeT
FLO
FMILP
HFIM
HEL
n
L
LPFILFD
MEPPS
AR
]
PMOP
PRI
W
RF

chopped aluminivm Fuoil
vircularly polarised
contimips wave
diregtion finding
digitalby-tamed osciliator

[RF] electronie coumtenmeasares {jammers)

electromic inlelligercs

ebzctremic onder of batilke

ehectromic support measures
electromic warfire

EW Simulation Technology Ltd.
frequency-bocked oscilkator

ey enodulation o pulse (clurp’)
Irgh-fidelity imtraspulse medulation
high-speed swnthesiser

identification

life gyvele cost

low probability of intereept, detestion
mnepa-piilses por s

ORI Al range

pulse doppher

phase mrlulation pn pulse

pulse repetition interval

piilse width

rndio/radar frequency
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R&& Radar Signal Simularor

RWR  radar waming receiver

Rx receivelr)

ZEl specific emitter identificatian
SME signal-to-naise mtio

5T8 shw-fume symihesiser

sUT awabem under test

T&RE 1= and evaluation

TIMOA  tine difference of armval

oo volmpe-comtralled vscillator
LUMOP - unintentional modulation an pulse
VW&A  verification, validstion and acereditatian

1.0 INTRODUCTION

This paper considers  wochsobogy  dovelopments dn radiofradar
frequency (RF}  threar  simulators,  herealter refemed w0 as
fsrmvulators”, as used for the test amd evaluaton (TEE) of eléctramc
warfure (EW) receiver and processing systems, It focuses  on
cammercially availabile large simulaiors operating in the modem-day
meast impoatand radar band (0-3-200GHzE, a5 used in EW labarotories
and amechoic chamber facilines. world-wide. 1t drews on BAE
Systerns’ considerable experience an this arca with two of the
world's major smmbsior fypes - CEESIM amd AMES'. These
simulaiors comprise the computing. digitad and BF components
necessary b generade BF signals for injection inte, or radistion ot
EW receiver systens. Figure | shows the mnge of such simulators,

T&E in this context comprises activities conducted in support of
W design, dewelopment amd in-service support of EW receiver
avalens om air, sca and L platforms. Soch sysiems, e Fug, I,
omnprise rcdar waming  mecevers (RWRERs),  electronic  suppont

P oAubvesiad Slakipk brite Srmabiion (AMES| dmnfiion, ofgrly pobced By Advesed
Adare Desckyweeal Ine (New Yk, USAK ek were prisdwond By Modheip dioen, Ambend
Ardere ke BoTabo, LA, Cmdl Flectromagrcts: Eavavasrenl Seruldien A7 EE M) deniape
e alsuys been prindoced bey e saee Serdend Spdane ine

Figure 1, Typacal GEESIM threal sinnidaors,
1 Korbrop Grumman. Ambers syslems Inc.j

TR ETAMGCAME | DFTER PART OF
" Fnrrm_

Figure 2. Receiver systems in aifborme EYY suite.

measures (ESM)  electionic inlelligence (ELINT} systems and
electromic: commbermeasane (ECM) receivers — generically known as
systerns under fest (SUTs) RWH/ESM are fiied 10 most milinary
niverafi that have so goin hama’s way; with ECM also filked o
higher value pssirs and those who conmed svoid engagemint by
deadly threats. RWR/ESM/ELINT cardinal capabilities of dinection
finding  (DFL  emitter’platfonn  wdentilicaticn (1D and - emitter
lagation are cavered elsewhere, o.p Refll

These simulators. which usually fnvedve mold-SM capdial expen-
diture, are essential for SUT development and suppom. In tum, these
SUTs are crucaal b assunng platfirm sandvability and thes mission
success. As the international community sirives i schicve optimum
survivahility throveh platfirmespacific balancing of stealih {radar.
infra-red and other signatres), EW svstems, electromagnetic
hardness and intrinsic aircrdt vulnembiliey, " the impoerance of
samulotars has grown,

Bley negquir ds for BF s wrs and thesr use in the EW T&E
process are aested. Smmksior supplicrs and wop-Jeviel capabilitees over
the last two decades are outlined. Technology and - perfarmance
cithacements are then deseribed in tenms of imponasc: o0 RF
enwinanment simulation fdelity, The thomy question iy perfect
ainmalation Cewarlinion | af the opeeational aiv BF eadreament
readisieally ackievvalde asing RF simudatars sad s & peally
watrrandend? s thwen addressed, with veferenca 1o wliie higher fideliny
is netunily needed.

EW recewvers and consequently simalafors: operate 1o the sams
technical parameter space, since all aperate genemlly with the same
RE threal envirosunent. Mo reguirement or numere bereln i8 thas
ded 0 b idted with any specific SUT, plasform. or
prragriarane. Likewiss, thas paper does nol dissuss entinier databases.
These are esential o SUT and simulator operution, bl ane
madvomally sensitive. Relb gives an anclassilfied msghl ino datshass
use in the EW T&E process.

2.0 KEY SIMULATOR REQUIREMENTS

This section idendifies simulator requiremenis, purpose and henefits.
I onethiness Lot madsaion ypes and |ocatss, discusses platfarms and
the EW mensarement techniques wsed io idéntify and locate threat
emidbers, ane describes the resuliant atribotes of simulatees required
to prove those systems work comeetly,
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2.1 Laboratory vs fiight correlation and overall TRE
afferdability

Far decades there has been world-wide baxl press concemning EW
systemss amil thear alleged poor combat perfonmance. Bn particalar
this criticism. has bzen aimed at EW recetver systems and their
ahality 0 comectly sdemtify and locate fife: and mission-threstening
enemy weapan syshems. The omgins of this ofi-justificd criticism,
that triggered much of the effort that resulted in the comprehensive
srmulziors pow availzble, can be traced 1o the Vietnmm War where
ihe loss of aircradt g Soviet 5A-2 missiles focosed the minds of the
EW commumity on higher quality threat detection and hetter tctics
and goandennensires.

The main probbem faced by the scientists and engimeers of the
i was the great difficulty in reproducing combat ond Aight test
results an EW receiver svstems in the Inbormtary for all but the
simiphest test cases. Even today this complex profblem is nod whilly
resolved and this is discussed lster, OF squal smphasis was
remazing overall EW and TRE process affordability™, Too fully
develop o new orupgmded EW receiver system whally by the then
trditional fiy-fis-fy method became unaffordabde, in time o
maopey, over 0 decade ago. The TRE community subsequenty
developed capabilities thad nllowed tests to be transferred, wherever
pessible, from Might sest to:pircraft ground tesd, b0 aviomics'sysiems
imegration laboratories, o smb-sysiem and equipment test labora-
torjes, o validnied wodelling. As simalator, Bborstory and ancchoig
chamber capabilitics have grown, the nesd for expensive EW flight
lesting has reduced,

2.2 Simulators in the EW TAE process

Simulavers provide comtrolied and repeatable RF emitter cnviron-
nznts, primarily for developing SUTs and proving their compliance
10 specification via laborotory and airgrafl ground flight triaks. Threst
[F anad ADr are the mwo cardinal parameters w0 be proven, where DF
has mowed from azimuth-only 20 years age. through azinmth amd
glevation 3- 10 years ago, 10 the most reeent develepinenss towards
precise and Fast peo-location Trom long rnges,

It is wseful 10 understand what is meant by Cemitter” ard “threat
e’ i e context of simuolators. An emiter is & military or
civilion BF-gencrating sbstem on land or on an air, sei or lamd
phatfiorm. It s usually a radar- of radio-based svstent, o, aie reaffic
contral radar, slip’s search radar, A “threat emiter’ is one of mose of
e radars assockated with & weapon syarem that might pose & lsazsnd
10 one's own placform. A good example is o surfEoe-to-ir missile
svdtemi s search, target tracking and fire control rodars, see Fig, 3.
Raf4 pives a descrption of such threats and Table 2.3 of Rel?
provedes an iedecation of their BE parameters. The abality of an EW
avatem o quickly and accurely detenning the 12 and kcation of
threai. BF enissions mcident on' the SUT s anténnas s ¢ructal b
migdson success and platforn and crew survival. This survival s
uswally enabled through engagement of cotimal tactics and tsrest
countermexiares, vg. BF jamming, fares, CHAFF amd directed
inbfrasred counivmmensunes.

Figure 1. SA-6 surface-lo-sir missds system. [© Reproduced with
parmission of Jana's Information Systemsi
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Terms used o descrilee the above *proving” process. pemericaily
knoram as the “EW T&E procese’. inchude validation, qualification.
verilication and cerification. The procise definitions of these lenns,
which can vary betosoen and within coustrics, and the imeraction sand
ovirlap betwoen setiviises conductad uwnder each torm ane outside the
scope of thes paper. Whilst EW T&E processes vary between countries,
many dapects ane smalar, Resders wantimg a bener undersanding ane
veferred to Elevironie Warfinee Tesr ang Evalation '™

Thiir peiene simukasor fctors applicalbbe w tis process ane:

I, Dhoes the RF signal a1 the simlator ouspid necurmely represent the
RF enviropment as would be eneountered by the: SUIT in read life?
Does the SUT meel s specilication when tested with the
samulabor?

Begardeng ilem L is moportant to realise that simolators need 1o
geremate “trulh’ (sometimes known as “ground uth™) dats menns ol
RF envirnmenl, i irvespective of the SUT s capability o masure
that emviranment. The Fedelty level necessary to sappart this s
dsrussid im Secmon 50, Thes truth dota is then compared o messured
data frimm testsdrials. Ennar budiet amalysis and application of passtail
cribema campletss he proving process.

Simulalees are also used For imeservice suppoed of plaifonms.
incheding mission data validsticn pre-combal, aErerew: grvanderew
tmaiming and prabdem evaluation. Their use doring design, development
angl in-service sappart & ¢laborated in Section 24,

To sappart the above, smulators contam vamaus madelling elements
with thedr compuing component. Thol camponent’s mutpats are used i
digitally contmol the simwlatar’s BF oatpat components, Figare 4 gives
n sehematic of @ generic simulnor, with the main features of the above
mipellmp elemenis.

Simulmtors also have o produce: apermbanally realistic quandities of
BF emitiers, with consequently high pubse densities, in real-fime and
wilh high sccuracy nnd repeatbility. Together, these needs combine 1o
creade an extremely demanding computing, digital and RF technalogy
rexjuirement that remnins chollengang

¥

2.3 Benofits of simulators.

The primary benefits of simulasors ane:

I Redmees cost and provides more repeatable testing than by
Might triats. Maximises cost-effective execution of SUT perfor-
manee veri frcation tests we suppen contract conplinnee, Oplimises
overall west mepeatability  and efficiency when fsest stimalins
commanality is achieved between EW squipment supplier.
platform/system imegrator and military sser,

Fimds problems carller in programme, in the laborsiory and
chamber, viclding faster and less comly fixes than for those

I SOOI | CARDRL FCTER
BTN MODR, | 75, T O AT
e AT

B SR I

* ATTRELILT AELATRA SR T T

» EFPRGAMET I CRNSS AT FCSE L VTR

& k! D, T LRSS e STt e ey i R
1 FHAH COMSARIICN 1008

THERIEHOA [ W

e
 BETERER

Figuema 4. Simalator schematic and by modelling alements,
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probbems discovered later in the programme. Incresses SUT
mzlurity 3l the carfies) wme in the progrmme and mininses
aver-run risk. [Mscovering =9 of prablems via aboratery
ani chamber festing is nowndays o commson poal

3 Redwces risk of technical umder-performance on S5UT
delivery to nilivary user.

4, Reduoces schedule risk - design and development through 1o
Operational Readiness Statermend,
5. Enhances operational support: assigts operational evalu-

alion priof W0 service melease.  Enables  high  Ddeliy
EWR/ESMECM mssion ditn valuation, clics and RF
coundermenasures  optimesadion, and  realistic iraining  and
mission rehearsal prior o combat se. Increnses confidence in
EW system performance usder combal conditions. Enbances
ahility to repestl, isolate and mesolve operational problems wia
highly contralled test camlitinns,

Usetul examples of simulaier wage amd benefis ane. covered an o
nusmsber al publicatons™ ™,

2.4 Test mission types and content

Sirmulatar requirements con be derived from n comsideration of the
BUTS specified performance,  SUT-specific. threats, other BF
enitlers and Lest massians. Tabbe 1 shows on appooximately clsamo-
logical series- of test mizsicms v kacations for newly doveboped ar
upgraded EW syseems. I is relevant we note thas gspects of cach ane
relewant to indusiry, whese interest & predemanantly in successfully
complying with the SUT s specilicaton verifcstiog matnx fand ths

Table 1
EW test misslon vs test location

Tl Loz ation
Laborstory (1,
L]
Fragusncyand
i by w3t

Primary Tl Rission
MDD el conca pin resiisbre. Mole: Ofarn nssd frwal simudafion
e ey enhancn it 1D S b 00 chrmrkop e oF TR QeTevaEon’
WY recaever symlamah ponaiee
Munps rrraars Sufwe bon & symlom parhrmance
Harthcnrw s Tow L onag. E s e =biat 6 i Serasbe {rynass i f Cidlizn
I

LirereilaleS golt—d i F Y

Tringradins it ofser pintioem e spseme; facher drasdopme & o
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Frae Sk i brbon of nlicob-nsialed 5UTs bt covsas wham sreschain
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. conmbarmtions ol Beech At duasong, ooeboam BF g
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Table ¥
EW receiver system fests

Probability of Enitter identification
InterceptiCataction (cormeciness: lack of ambiguityh
Time o careclly I emilters | Threst DFADA accuracy

(threat Bnd non-hreat)

Threat rangeipsetdorange | Threat leation (CireulanElEptical
(Bccuracy] Errar Probabilitg

Threat pricsitsation Falza Alamms (guantity and rabs)
(comacinass of)

Miz=sed atarms and non- DeferaiveiOflensive sub-
detectionaisplay of thieass | ' Cual il

welting: paidh, and to the ammed forces, whose promary . foous s
mission  suesgss, maximam survival  probability ond  mininmem
cqrerating asd Tife cyele costa,

Sirnumlators are contigured for SUT testing m bee ways, directly
coqpled and radioted. In the first case the SUT andennas are removed
and the BF signal & tnpected oo the SUTS amennas’ cables, with the
simulator containing o receive aperureunienna made| for cack 51T
andening, This method is akso Kkeaswn as ‘post-antenma. injectsan’. In the
radsated case the R symals [ram the simulalor are not processed by
the npertursantenna madel, but are routed 1o high power amplifiers
and thece o transmit sntenias withia the anechoic chamber or on
the flight test'trinls mape {aka open air magpe [OAR[L Figune 5 shows
e airerafl undergoing such tesfing in BAE SYSTEMS™ EW Test
Fuiilicy. witls & ramsmit antenng stock inser

Tahle. 2 shows the primary arcas of interest when testing EW
receiver systems with simulatos,

2.5 Platferms, 5UTs and measurement techniques

Simulaiors are used W test EW receiver svstems on o wide mnge of
platforms, e.g wnmanned air vehicles, Aghters, sslicopters, bombers
and larger @ircrafl. In the case of labarmlory-based lesis, o lange pard
of a simalater @5 commen scross platfarm types, The aren that
inwagiobly differs is the SUT mterface. Primary differences ano!

. Freguensy bandish

Adben Lypes, paans, polanaations, numbers and disposition on
the platform.

o]

1 Bignal bandling capability, aka “pulse density’, for continacus
wave (W) and pulsed sigmals.
4, Receiver UWipulsed emitter detection (sensilivity) thresholds,

Figure &, Radiabed EV iests in anechor chambar.
% BAE S¥ETEMS)
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Table 3
Emitter DF and kocation technigues
SUT Technique | Typical | Application on platforms
r.m.s. DF
accuracy
Auripl uce 3.15%  |4-port is minimum capability
Comparson af EVW recedvar sysiems
Phase 0137 | Often fooward agmudh
Filedaromeler conerage only on airral
Spennar 257 Mot noomally applcable o
fast jps
Mulli-bearm. 1.7-2 | Oniginaly lsnd and
Elactromcaly navalimnmy platforms; fndirg
Scanned Armays inErEsing use in asrcrali
Time Differance of <20 Comphox, aspacially on
Aol {TOCW ) aircraft, and needs langa
platfiorm for highe st accuracy
5, Meoasurement technigues ailised by the SUT'S recciver and

processing clements.

Wil the excoption of Hem 3. these ane discissed Iaber in this paper.
Whilst detuiled discussion of variows directson finding ond emitter
location technigquess ks adequately covered elsewhers, c.g. Refl7, the
mazin lechnsgues ane summastised m Tobde 3. 10 s of nede that, with
he advent of "digital receivers”)"" SUITs are being developed tha
ose oombisaeoidl  bechidgaes, o e difference of  anival
(T with frequency difference of arrval {“differential doppler™,
ihus eptimising overall perfornsnce by mitigating  individusl
lechmsques” ambigwibies and other hmitabions In pursait ol the
militariby high priority precise gee-location of threats,  mulii-
platform solutons. are wnder investigation tn o nunber oF coantries,
Despiie the need for high bandwidth dsta-links, they offer superiar
gocuracy 1o singbe platform solutions.

Types af SUT antennas include spiml (single aml dual-polaristion ],
log-periodic and hom (statse or withwitho spinnery. Figuse 6 shows
am example of te mist commoenly used EW anterng, the cavity-
hacked spirl, in this phitegraph 2 dual circularly polarised version

2.6 Resultant RF simulator attributes

Carswleration of the requirements. of Sections. L1 b 15 yields a
cardingl point gimulator specification that eon be tilored o the SUT
o be evaluated. Table 4 pves o view of typical spectlication
clements for a generio simulntor, as gheaned from open-source
msarkiting material, o suppler web pages™' " and mearker sirviys
deme by this auther. Whilst the able clearly imlicates the complexity
of n modern sivwdatar, 0 is nor imended s be definitive or
axhsustivie. A typical cardinal pomt specificetion 1= 10-20 pp.
wheress o ‘best-practice’, detniled contract specification for a large
spmsubstor i [40-170 pp. As thes sageests, much detail i sequared o
precisely define what is meand by the terms in Table 42

3.0 RF THREAT SIMULATORS — THE PAST
TWO DECADES

This section autlines the anging of simulsiors and differentintes
between the siee of simulators in germs of the primary dilerentiator
jother than S5U7T inderface and RF sownce tvpel - mumber of BF
chomnels. For Barge, “many-clsanmel’ simulators, the subject of this
paper, the limited sumber of companies and medels cammercizlly
available during the lnst 30 wears is explored
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Figuri . Typical EWY recahse antenng.
(Wi permission, TECOAM indusiries, inc).

3.1 Origins of RF simulators

Friar to the advent of madern day commeercially availabbe simulnbors
in the late 1970°s, threat emitter sivukation was nsdised ar gl
simplest level by the use of a W signal genembar, 0 valiage-
combralled eserllatior (VOO Feeding eather the SUT (posi-antbenma)
or an amplifier and antennn for fres space irradistion of the SUT s
aptennas. Addition of a micrawave PIN dicde medulatar, deiven by
i pulse sipnal peneraor, albowed simukstbon of simple pulsed signals

ustnkly. only in terms of PW and PRI Main drawhbecks, olihough
dube of the art al the e, were: anly a smgle ermiter could be
sinislated at & time; limited modulaten schemes. limited frequency
nccuracy repeatahility; course frequency resolution; and relatively
o nioiss performance. Most SUTs of the fime used the foar-port
amiplitude comparizan lechnigue and =0 0 simple receiver mads] was
wsied an eardy. simdlibors to generate the required four RF signaks.
The intrechuction of commercially available synshesised signal gener-
atars improved this siluastson, but overnll the capability was very
limited compared 1o oday®s simulators.

In the 1970s the anly commercizlby availeble malti-channel
simelator was beleved to be the Antekna Stndard Thread Emitter
System, bat this roo was similarly based, In 1977 the WS Maval
Fesearch Labartories siarted developmenl, m conjunction with
Amthersd Svstems Ine (which was foanded in 19751 of the Toctical
EW Environment Simalstor (TEWESL This. was the first fime-
shared, highly muliiplesed, demse environmenst smiukstir, The first
production TEWES unit was delivered in 1980, TEWES sechnology
was formally ransiioned to ivdustry m 1981 and was developed
inita thae 1983 Advancsd TEWES — the forerunnes ol the CEESIM
first defiverad hy Amberst that vear.

EW tocelver manulsciurens bave generally developed bespoke
single mnad- malti-source simulators based aroned the abave basic
butlding blocks (o suppart intermal product design and development
processcs, Linle informarion was and s openly published on the
capahilitics of these hespoke simulators, whose use prevails but has
by vipeadly supplanted i the Bst decade by powerdal simulators
navw availuble,

# Pty - IRairinedc yegarni— Mo sl pesdacior,
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Tabdo 4
Top level cardinal point specification
Top level Typical range Comment
requirement
Mumber of platforms  |128-1024 platforms; 128-1024 emitters;  [Simultaneous emitter capability at RF conatrained

and emitters

up to 1024 simultaneously active emitters
at RFE . Can have many more at digital
level, e.q. =10k,

only by simulator's digital/RF asssts; maximum
reported capability 8192 but none known in the
fiekd with that many simultaneous st RF

RF channals/sources

4-22 channels, usually of mixed lypas
VCOIDTOVFLOYSynthasiser] and banded
|in ranges typically 0-5-40GHz, with 0-1-
100GHz typical in supplier information.

Modarn simulator archileciuras can cater for up o
G4 channals. Synthesisars for CW and High PRF
PO emitters.

Pulse density

0-5-8 Mega-FPulsas Per Second (MPPS).
1 MPPS = typical all-up pulsa density,
independent of scenano and RF channel
frequency banding. Maxirmum reported is
|5 MPES,

0-5-1-6 MPPS adverlized per RF channel. Average
~0-3 MPFPS/channel achieved for real-world emitter
scenarios. Pulse 'burst mode’ available, giving =10
MPFPE, but does nat represent real world emitter,

FRF emitler types &
modulations: scan
Ly pras

All general modukations: Amplitude,
Frequency & Phase (AMOP, FMOP,
FMOP), Pulse Doppler, hopper (agility ),
stagger, jitker, bursts, groups, periodic,
synchronised. A scan types, including
electronically scanned.

High-fidedity intra-puise modulation for
Unintentional Madulation on Pulse (LUMOP) -
sirmullaneous AMOP/FMOP/PMOR at B-12-5n5
sample rafe.

Pulse Repatition
intarval (PRI) & Pulsa
Width {PW)} ranges

|FPRL: 1 ps - 100me; PW: 25ns - >32ms

Pracisian PRI fiming now availabie bo simulate
individual emitier crystal clocks.

Frequancy/ampliludse
Jaccuracy

[Frequency: 1 MHz (WCOIDTOIFLO): 25
kHz (synihesised source). Amplituda:
+0-548

Frequancy accurady dependent on BF source lypa
and frequancy sub-band.

Cvannel re-tune Eme

<1-5ps for DTOFLO and High-Speed
Synthasisers

Channed hop Bme from one frequency Lo generate
emiller al anothar, including seting lma.

RF outplt power,
nalse floos; dynamic
range; spuricus &
Harmanics

0 1o +10 dBm for direct injection mode,
wilh betler than=85 dBm/MHz nodse floor
|0ynamic range up to $0dB @ 0-25 di
rasolulion —G0dBc spuricus, harmonics
and phase noisa. Highar (kW) powers
using amplifiers, but with increased noisa.

Modern, more sensitive SUTs lead to
Lower power outputs (typically=20 d8m) for
direct injection, due to Signal-to-Molse Ratio
[SNR) trade-off,
Pulse-off noise level for direction injection mode
better than=100dBmikHz.

A0 ports, emitter
and SUT Rx
antennalaperiure
rnodelling

B-50 ports, 0-5-3-0M data points per Rx
anienna. ~&k data peints per 2D
(elliptical) emitter antenna, with 0-25dB
amplitude resolution. Dynamic modelling
ol ransmiliRx palarisation

Poris depends on number of SUT antennas.
Instances of =150 poris exist. Rx antenna patiens
can be ‘calculated’ or ‘measured.” 30D modeks mow
available for emiller antenna patterns (~5M data
paints par antennz)

3.2 Many-channel simulator suppliers — past and present

Zimulators come in o wide mnge of sizes but, 2 wilnessed by
curtent suppleer offerings, tbere are four matn vpes. “Pieo-" unis,
e Pico-AMES, are primarily for deskiop use; “Micro-" umits, e.g
hlicroeRadar Signal Smsulistor (RS5), are tamsportable amd are well-
sigive] e Mighs-line wse; “stondord” units, o CEESIM-MEN, are
Fubl-sized simualators, lor laboratory amd chamber use; and nuoge
stmiubators. |n each cose the basie technology is the same, only the
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capability and price vary. The primary difference between the fimst
three types is the mimber of RF channeis

In practice. when consddering whar constinunes a *many-channel’
simulator, there are two main boundaries in lzboratory/chamber
simulntar zize for the desipn and developmend of modern EW soites

a1 25 and =10 RF chamels, mdependent of sowroe type. Figure 7
shows numbers of channels per smulaior Ffor all data cumrently
availahle 1o this autbor
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Ko {3F HF CHRRRELE Indosiies o EWsT iEath 1893 4
Escalibur-0RS5 EW & Mebeork
Figuna 7. Ceamity of RF channsals par sillatos Swabirrs (Caradda) Lid TEA00 | TR0 | TR0 | Tl
Reflacions UK Lid .BAE :
EYETEME-CAE X EESE0D | EESEND X
To give the reader o perspeciive aof the scale of many-channe) E.T. Ragsearch s ® E E
o g ¢ rexder 0 perspeclive 2 soale any-channe : e
semuladors: Thobas - Chmsas 5 & X i ARYES ®
& Advanced Dyrsic RF Sobator {3 CEESIM-MEN), wed for Tracorancon Electonio MRES % % ¥
labarmtery testing the F-22A ‘Rapior” aircroft's EW suite, has & Fpemi-BAE SYSTEMS
synthesised BF chanpels, E56 antenna porls, is T3m wide =
2Im I|.|g]1 wiighs 45.5kg amd akes A0kVA of prime 41 Change drivers and snablars
power
® Tl used for labarntory and chamber testing of the Typhoan's The primary drivers for :||1|u|a.ll:1r performance eahancements can
B LT S ez summuarised unxler three headings:
EW sgite has 11 RF channels
®  The CEESIM capability of the original Benelield Ancchoic

Faciliny (BAF) ico before its “Electronic Combat [ntegraned
Test” upgrade, was 22 RF chanmels,!'

Over the lagt twio decwdes there have been lew commercial
suppliers of simubators, capecially of the “may-chansel’ type, This
author bas comdacted a namber of simulabor surveys over the last 21
years and, in conjunction with surveys conducted by the JSeuraal f
Elecironic Defence,™™™ a good pieire of the limited oumber of
suppliers of many-channel simulators cmerges, se¢ Table 3. This
wmble mny be incomplete since nat all recipienis respondad ta the
surveys. Also, it was determined by this author that some suppliers
cither did not produce foe the open market oF onlly supplied 1o tseir
aw national defence agencies and their contractons.

Some supplicrs hawe gither left the masket or  discondimuesd
sumulstors siee  the 19707s, although some lypes remam  m
aperatbon, In addition 1w oweership changes and model setinements
indicated in Table 5. swch companics and'or simulasers bave
inclsded Marconi Instrumends (hought by [FR Svstems 19495 sold ta
Aeroflen HH2E Walmore: PEER (Programmable  Electrom:
Enviromment Replicatork and Agilent’s Frequency Agile Signal
Kimuslaror (originally by Hewlest Packonds

4.0 TECHNOLOGY AND PERFORMANCE
ENHANCEMENTS

This section discusses changes in simulator sechnology and perfor-
manee, Driving requiremends are described ol enablers outlined,
Theare have been fiew major techoidogy or performance steps during
b paast 15 yoars; miber there has boen a commuous amd susiaimed
impravement in perfonminss
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4.1.7 Increasing performance and features of threat
radars to be simulated

The averall thread envarcmment, i lerms of potential numbers and
type of radars, frequency mnge and distribatian, medulatéen types
ond  CW.pulsed signal density, has grown over ihe last oo
decades. Thoeat fadars ave evolved during this tme, with masy
mow featunes: This: trend = likely 1o continee. o assure radar
advantages. whilsi being resifient o EW  jomming and being
inereasingly difficult 1o detecr using EW receivers. Simulator-
relevant  cnhancements . melode  eapanded  freguency  range.
advanced modulation  schemes, electrenically” sconned  (multi
tezam) radars o low probability of intercepeddetection ¢ LFLL PO
wechnigues, < spread specinm

4.1.2 Increasing sophistication of EW sysfems being
evaluated

To assist eombat survival in modern threat seenarios, EW receiver

designs have had 1o develop 1o march the above radar devielop-

ments. This has been reflected in elevated RWER/ESM reguire-

ments"'"" such as;

®  capanded frequency mnge from the tradisionnl 2-180GHz o
the modern 20-5 w0 =4GHz,

& betler detection sensitively (b soe lbroal mam-beams  and
side-bohics at longer ranges).
®  pore and enbaneesd measurement and analveis techmigues (fos

improved  DF. precision  location and 10 performance).

meludling:
F  simulmneous phase amd amplitude measurement.
= agan analvsis,
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B oadde-lobe recopnition (detection when not in the thees's
main heam and detection of LPILPD mdars). LE+10 I 108
¥ PRI Doppler fine-grain PRUFreqoency  <hifts as s S B r—
functian of emitier-SLT distance and closing Tate). E LE+E 2 h
= osimulaiesus  horizental  and veriieal  polansation =R * : bt
detection at the same apértare. E kg E
. E 1EHE =
P mensuremsent of LIMOP, s , E
®  hetber harmdling of dense sipnal environments, Le. above the E i ‘! =
rule-af-chumb’ 1 MPPS threshold, E' A ¥ o
1E+03 a’: b
Genemlly there has been an upwand movement im EW receiver ﬁ 1LEME § B
capabality that has led w a blurring of the bousdary berwcen RWH § e _*
and ESM, and where, with the sustained mte of technclogy 1B T
improvenems, high-end ESM capability now approsches ELITNT- 1B+ L]
grade - receiver performamce, Swch  improvensvents  have been wWhD 10 e 10 20000 20
enabled by exiensive :_m-.l onpaing K& wu:rld-wid_c an ]:k]:ssi't'e [Hz CLOCK SPEED (LEFT AMIS)  #OEMICESC . ALINE WIDTH
sensw lechoology, DF measurement and 1D techniguees. digital

sipnal processing and high-speed amalopne-to-digitnl converters,

1145 moted that handling a greater number of threats simultane-
aiasly is oo lenger the key performance and cost driver, rather it is
& greatly inereased diversily of lechniques targetibg precise geo-
locntion of threats.

4.1.} The need for increased EW TEE cost-
effectivenass

Affordability has always been a key factor for defence custonicrs,
In recent bimes it has hecome as imporant as platform ansd
equipment technical performance. The last deade has seen
delience manistrics driving ever-harder deals with industrg — belter
military product performance at bower coss'”! During this peried
there has, oo number of counlries, been o transition From cost-
plus condracts to fixed price, installed performanee demonsiration
contracts with srict perfosmance  verification amd acceplance
criterin. There has zlse long been the nead o si&niﬁcan'll_'.r redipce
the historically poar schedule, costand rigk performanes of EW
programmes warld-wide, As TEE iz a =ignificant part of the
avgrall EW budget, & key seguirement hag thus been o conduct
muwe and bedter EW T&E with dimemishing badgets. Throughout
this pericdd simulators have plaved an increasing rele in cnabling
much of the required SUT performance e he proven mo the
laberatary and chamber, mther than by expensive Might fesi

With the comtmumg dfive T cost-effectvimess, againsd a
hackdrop of tighter national defence hudgers, comes o nesd for
betber threat simulateon fidelity. o enable closer cosrelaton
hetween tesis in the lebomiory, anechoic chamber, apen air test
aites, ODARS and combal aperations, This woald cosble aptimam
EW T&E gost-elfoctivensss,

Anpher imiportant facet has bosn the move From customess
cimsidening primarily the mitial porchase cost in selecting o
patform (and hence EW equipment), with less emphasis on
runnming costs, Womaking that decision bolisteally, based on i
cyele cost’ (LCCY considerations,

4.1.4 Enabling advances

The core simulator technalogies of digital processing, RE signal
generation amd computing power have, over the vears amd 10 a
Inrge degree, kept pace with the above challenging requiremends,
The maln wechnolopy benefit o sinvulators daring the 13 yearss has
tieen dhe reduction in semisconductor coanponent sive, which has
cnabled o sustained and continuing incrsase in compuating psower
and Faster switchingchecking bmes For digiial’BF compoments,
Figure % indicabes this eontinuing trend.
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Figure 8. Cirgall achnpogy trengs

4.2 Enhancement descriptions

The main enhancements of the last |5 yvenrs ane nosw described, Mot
all capabilities ore available in ol simulntor ovpes ad models,
although mest ane now available in langer simalators, ¢z CEESIM-
MEN, g2 Fig. |, RESA000" and AMES-111, see Fig. 9.

This suthor is most famdliar with the CEESIM and AMES
products, mose so with the former, 0 whose development e has
contrabited for more than & decade. Whelst the remamder of this
section 4 largely generic, the seader may thos find some bes loward
the CEESIM, which is anpuably the besl knovam exaniple of smubsior
technology evolution over the last 30 vears. The CEESIM has a solid
history, with fimst of medel delivenes after the 1983 origimal: <64
{1986}, -1 0K { 1986], -256 (FIRD), -8k {199 1}, portahle {19961 and -
MEM {1590 The AMES line, farmerly CEESIM s mnin competitor,
has a similar pedigres: -1 (1581 -IF (19857 and -1 {2003 ). Together,
these three types foem the larpest commenity of comimercinlly
mvilable simulotors. with custoniers waorkd-wide. Independent of
madel, RF simularors sold or on oeder for thess types are: CEESIM
(1355 AMES {1330 and RSS (3100}

Un-prsoritised enbancements ang deseribod bebow under the: most
relevant one of four headings, covering the thaee modelling olemens
in Frg, 4 aiwed “Oiler enhancements”.

4.7 Emitter modailing

A2 1.1 Fully compiax amilfers and emdronment realism

The earliest simulstor requirements Foe emitter generation comprised
merely PW and PRI. Computing power, diginl and BEF companent
limitatins prevemted prodhection of large nembers of fully complex
emitters, i, with fall modelling of all necessary BF parmmelers, The
resuilt was simalators with the capabilily o gencrate n fow so-called
“foregroumd’ emitters along with Inrger numbers of hackground'
cmitters, The lader did not have foll parammeter space modellmg and
could have pulses dropped st me of convention with “foreground’
and othuer *background” eminers.

Mowadays, many-channel simiubsions of the vpe emphasised iz
paper can prodisse up o thousands of Tully complex emitiers a1 s
dhgatial Revel. Inevitably, the ability 10 generate these enitlers at BF s
limitedd by tbe number of channels available, the chanel poaling
capability and the SUT s semsativity to dropped  palses. This has

¥ B gl Sunsbder medel KBOG, by PWT, o Holoy Inbsinm b denpany Emad @
Farnbars: L LK
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Figura 9. REEAN0 and AMESIL

cnabled significantly betier represendations of operational RF emiter
envirenngnts than before. Pre-defined scenprias and man-in-ghe-koop
seemaniod can be oan, with pre-scripred hnest engagements or oo
basad o wespon Systint eigagentent models within the simulator. It
is mowe aleg possble o melude civilian rdar emitiers, RE fammens
and “thard party wacking”, where the emitiér tracks another platfonm
iy the scenaske and the SUT hardly ever or never sees ds main beam,

4.2 1. RF sowce mprovaments

The relatively maisy anginal YOO were overtaken by digitally tuned
aszillators (701, when SUT improvemenzs enabled them o see
noize chameteristics of the earlier deviees. DTOs have evolved,
especinlly sinee the ndvent of SUTs more sensitive 10 phose naise,
Recently, Frequency-Jocked oscillators (FLOs), which are more
cnvironmentally stabde deviees with befter frequency accariey, posi-
wme drift, residual FM oand phase noise, have begun o ovemake
OT0s All three sowncs vpes are able o be quickly (21-5s) nned wo
deflerent Trequencies within thesr basd of operation — enabling a
smgle souree b pendrate multiple ematters, subpeet f0 Lmieg
oonsirames and settlmyg Bme. However, the lack of phase coherency
mnd relatively paor freguency accumecy renders them unsitable for
socurate simulatsg of highs PRF Pulse Doppler (PD) radars and OW
amitiers.

Symithesised sparces, with necumacies of +£3kHz or hetser are readily
availoble, in *high-speed’ TH5S) and “show-tune” (5T5) types. HES's
hive switching speeds similar to the FLO but are very expensive,
particularly as & single such channel & required se simolate ewch FD
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of W embiber for the highest bevel of Bdelity. The mse of ks
capensive 515 s now conmon, But they have lower performaisss
i are bess able W simalaneously gencrue muliple entitiers,
HESSTE unforbunately have Ingher toise Boor thas theis DTOFLD
countierparts: synthesiser moise thas unavoldably dofminates simulsion
moise performance. Modem soumces can suppress hanmoeaics, spuricas
sigmals, imer-medulatin products and  AM sadebands 1 bebaw
—dilkle.

With imcrexced SUT emphasis in recenl imes oo detection and
coarect identification of emitters at boger anges, ooaid survival end
missain effectiveness, there has heen greater meed for testing atb kwer
power levels than at higher anes, This has bed manufacturers of all
saurce Iwpes W0 improve their nedse floar perfemance. Due o
dynamic mnge and SME considemtions, this hos alse led o 2 geneml
trend powand <1 go <20d8m for simalatars for labomtony testing of
midlern EW reogiver systems, mther than the previens -3 1o+ 10dBm,

Ta znable users o abdain simailasors thas sre able to filly exercise
the signal densities of EW receivers by dest, miher than by the
commonky used echnigue of extmapodaied tesi resulis vin prediction
or miodlelling. there is 0 need for cheaper RF sources of all types.
R& D inrpesing shis goal is vndersiood to be in progress,

Unbil recently soarce performance and cos has meant. mukiple
aub-banded chamnels e cover & wide frequency range, Technology
advances and LOC smprovements. have wade wede-band sources of
all types viable, g, (F3-1BGHZ, 2-180GHE. with the additional besefit
of henler scanano geoerEtbon Mexilbdliy.

4.2.1.3 RF puise shaping

Thie BF sownses listed above have e fusdamental Himstation that
paulses peneraled ane essentially sguanc-wive, see Fig, 10, Real radas
palses, themselves rarely rectangular, can bear Hule resemblance (o
square wavelorms when they armive a1 the SUT s anstennas, having
bz distorbed by atmasphernc, multipath and SUT platformespecific
cifovls. A Boy S3UT capahility s discrimination of pulse startstop
times and peak pawer. For received real-woekd radar palses this is
never trivial. SUTs use vanious methads to optimise their ability n
this regard and doo ot alwmys wse the trditional 3dB (hal £power)
miints on @ pulse for its stan and stop tmes. Despite this limdtation,
for most EW receiver sysbems, the sources wsed have mditionnlly
provided ndequabe simalafion for TEE,

Within the Inst decade there have been significan developments in
simulator capability so betfer simulote radar waveforms, The use of
syithesiser-hased high-fidelity imra-pulse modwlntion (HFD G is now
wiell established smd vields sinuboneous FMOPAMUOPEMOP for
T&E of SUTs widh specific emiter identification (SED-tvpe capabil-
inies"™, These SUTs generally work by simulancously measuring
combingibons of frequeney, amplinede and phase at o st rate and
then comgaring the resules with a library of uneque charsacnisine of
spocific eminers, The process is also known as “Angerprinting” the
radar’s actunl wavelorm snd is discussed elsowhere, ep. Sections 3.2
il 4.2 of Rel ] UBMOPE {welibin a radss’s pubsesh has a aumber of

=
g
"
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Figure 10 DTO-gimulated radar puise,
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canises related fo radar source tvpe and maintenamse. ™ With the lalest
techoodogy. UMOP-capable: receivers are able 1w discriminsic
berween radars of the same type having alivost sdeotical classscal
Fessuires, Othir than & vood for Faver campling, A only downside of
i above excellent BE sources 15 seir high oo, although ressanch B
Kisowm b bar ongoing mio kwer cost allermatives.

4.2 1.4 Optimal wee of RF resources

An adead smvulstor would haee many  high-speed  synthesised
chunnels, sach with HFIM capability. Unfoctunately, this is cumrently
unaffardable amd a compromise has 1o be made in amiving at an
slequate umel affordable quantity and mix of BF channel tvpes for o
given EW T&E progrumme.

Given the high oozt of all types of RF chammels, various mwthods
have been developed for oplimising the smiter genemtion cnp.wily
vs. quantity and type of channels, whilst guamnieging that simalator
pulse drop-ps does pot increase above that whch would cose
profilems 1o the SUT, This threshold varies in proctice, being in the
ranme 3-5%, bt this is highly dependent upon the SUT architeciare,
measurement and pukse de-interdeaving techniques used, and analysis
software within iis receiver and processing clemenis,

Pulse generation oplimisation methods now inchide:

®  channgl pooling {pulscd in o pulse tain can be generaned by
o thais oise chammely

®  mubiple. frequency-dependent receiver thresholds Tor CW and
pulsed signals (RF signads not generased {F caboulated power
helaw thneshalids)

& channel allocatson W specific emittens)

®  poodtisatson of emiiters and progriommabde O- IO pubse drog-
et per emitter

®  OW fill-in mode, pulse fnmemson, sector blanking s=nd des

aclivalionre-activation of emitiers

Same metherds have driven additional enhapcements 1o constmum
ariefacts affecting the simulator’s output, ¢.g. tightening of intzr-pon
mmplilude scouracy 1o cover the case where consecutive pulses ot of
any port can come from different BF channels, 1o prevent worsening
of ampditude aceuracy and consequent DIF sest crror hisdges increase,

Pawerfial simulntor toals noow exiet, e.g. the enviranment gener-
stian and malysis’ (TG A) aite of software models, 10 enable nsers @
pre-test analvse their test scennnios and SUT features, amd thus
aptimize the RF channel pumbers, type mix and frequency sih-
banding. Figuee 11 gives an cxample display, showing thres eminers,
at differens frequencics and with differemt scan periods.

Figue 11. EGA display. 3D enviranment anafysis. (D Morhrep
Grumman, Amherst syslems ne).

T A o monercal teee ciosci pul s koepri b stenilainn of CE FS 1 e
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4.2.1.5 Modeiing of larmers and newser radar fealures

EW RF sinmiladons, whose primany task is simalation of sardars, ane not
v v saitabhle for simalating all types of jamwirg echniques. They are
abdz to simulate some techniguss, limitsd caly by the simulsor’s RF
saures and modilatos performancs, but generilly have difficalty with
noise echniques. Sefutions exist, in the farm of specinl chamnels or
audjunce jammer sirmulation capability, ¢ . these by EWsT

ot neswer rodar featurs cohnnoements bave been extensions of
cuisting simubator capability, c.g extended scan raies and ongles;
track-while-scan (ncluding phased arays), Simulators can thus now
siulane most eadar scan types™ ) Other ianovarions bave meluded
contplex electromically scanned arrays and crysal clock count-dewn
mudilling with separtely programmable clock drift rate. Thes latier
relatively recenl ionovation alleas testing ol EW systems with the
capability to ddenhfy a mdar from detanls of ds clock and. allows
simulation of the case where mdar signals from radars of the ame
type oo separate platforms “walk through” each ather - a strenpous
test forany SLIT.

4216 Pulse modiator eampaments

Improwements have ennbled wider F'W mnge. Faster system clocks
and RF component imtggration have enabled finer resolution for PW
(Zdmep und PRI (betier than (-25ns). Bener pulse modulatar isolation
has ed o modulation ratos of =80dB. This ensures that, for mosi
EW receivers and test configurations, . pulse-off and infer-puls:
sipnal levels are below the mecoiver™s detecison threshald, thas
proeventing possible Flse rmpgering.

A.2.1.7 Emitter anfenna patemn modelling

Early simulotors hal coarse emdter antenne patbern modelling.
kneawn as key-hole”, based on concemtne cireles of dntenng gam.
The wser wild describe the pattem by defining an aximuth range for
cach antemna gain valee and baild the elevation view hy describing
mudtiple azimuth cuts, For ever o decade the mach better approach
of deserihing eoch anlenna in terms of o single palarisation eliptical
(2I1) partern, with gain v azimath and elevation cuts, has been
common. Computing power limitations antil recendly have imposed
a practical limit on the total number of data poiots per man sl
amenng patem, ¢ oo Tk points, amd ibe simulator's ability o
aldequatcly process them ol an appropriate rate. This rate can e al
cach peometry update. 8 Gl frame rave (AMES-L of At ibe oplimal
pulse-wo-pulse rare (CEESIM).

The T&E workaround for this has been o densely cluster
dvailable data point in the boresight region and less so over the
remuinder of the sphere about the antenna centre. Whilst this has
sufficed  for verification lests over many years, it is @ magor
limitation i the guest 1o provide labartary and chamber simalation
that matches Night testirinle resulis,

More recent developments have included sutomatic inserpolation
between datn points mput by the wser and the development of
omennn pavlern models ueing a 30 method. These wse co S0 data
poimts per paicem and are mach bester B accuranely. penerating the
BF covironment at the SLT s amiconas than the 20 method, which iz
ot well swited o antenusas with irregalasly shaped aidenna paricis.
Unfortunately, comguaing power dnd hardware has not yer evolved
gl e allow all emitens s compbes soenarie 10 b modelled
usiyg Ahds 30 methol. Equally important, when Sialating newer
radans, % the abiality do allow biee anpalar nesolaon chse o
baresight for accumie modelling of the very namow beamwicdths
naw passible.

Further developments are required in this crtical simulation’ anea,
including betier modelling of real-world antenna spstems, e.g. rdintion
spiflover, which aflwws mdiation ot angles well outside the -nosmal
sidelohes, and rmndom polarisation in sidelobes. Figuee 12 gives an
exampls of o rddar’s mdeation paiem showing the spillover effoc,
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4.2.2 Propagation amd atmospheric effects models

4221 Atmasphanc effects

The carliest simulaions used ondy a basic radar range equation’ ™, sssEming
sty anir ot Standand Temperamure amd Pressure, resalting o oa path loss L oas
a Tumction of dslance r given by

L= log AR i

I due course the Friis standand rsdar range equation wes usad

L=3244 ¢ Iy + 2liog,f B T v'i.
where

= mange between mnsmitting ard receiving anlennas in km

J= lrequency m MHz

3244 B s comstant relarieg distance ik and frequency in MHz

Enhancenemts then nchuded lrequency dependency due & axypen ad
warter vapour absorption, and scaficring due o minfsl raes. Ammospheric
dugting, i refimetive lavers of air, usially above sea, that allow elecin-
magretic mdmim o travel much further than would be the cse o dry
wr, was pemwrally mivodoond amound & decade sgo. The undenrinning
nuondels used sre well established, ¢z Skolnik™" (mdar handbook), Van
Wleck, alsa in Bef 21 fatmespheric aheoeption), and Kahan and Echan™
{ductingh

4222 Mulipafh

Specular reflections of emitier signals from the groumdisen. ond other
platforms ke the SUT, that smalatr computing poser limitaleons previs
ously preversod, can moo be miodelled. Using paramcoers inchoding path
lenpih difference, graze angle, surfce rusghness and smiter frequency,
the phaver angle difference can he determined. Phase angde and mosdulation
smnplinude ane tlwen used 1w determane sagnal snenuaitioncancelbation or
anplification of the SUT antermis,
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4,223 Ganing volume, surifbcs ypes, larain modelingmasking

Ongmally smmlators could only smalate flat earth. An carly mnovatim
wits the adklitnomal chiotce of sreis of e canth, up i a lew bundreds of km
on side. For some time, simuolators have been sble o generae ganing
volumes of between 1k« 1k rouical miles up o entire eprth o« 100 feet
aligude, The World Geodetic Survey 1984 '3 spheroid’ carth is
generally usnl In a paradkd development, different surface types were
imtroduced — land sub-rypes and sen stanes, with clther the whole scendrios
gamning arca af ong surfbes type or usng reflectivity maps,

Fifieen wenrs opo smulsors only prwided simple maps, showing
primary rowles and geopraphical Teatures, and land surface types wens
lemssnd 1o o tvpe per scenans, Shmulatoes can now penerate mudiphe
ad-types within & gaming orea and wse map data from high grade
soarces, ¢ Defense Termin Elevation Datshase (<13 for demmin
misdelbing and maskmy of emitbers, and vector maps for seenana displays
Figume 13 shiws a typical sconano disgaley.

4224 Piatform and Emitter gaometry modeding and dynamics

To enmme comert AoA of eleciromagnetic waves impingmg on the
platfoem contaiming the SUT @ is necessany i noomtely model relative
geommetry ol pladfioem and mdiating emitlers. Six degrees of freedinm s
o standard: latirude, bongide, altinsde, noll, pitch and yaw for
spherical earth medelling. and 5, v, 2 pitch, roll and yow for o eanh
mike]ling.

For adequate lesting of EW systems” ahility to track threats under
mnanociveing condions, relatve geomeny needs to be caleubstod ai an
apprapriang rate, A1 minimom this fended o be THz in earlier fimes,
which wus adeguate for o bess manoewvrable aircraft with o coarse DF,
azimuth-only RWE approaching o pround-based threat radar, This ke
15 madeguate for the case where theeal and own platform are lighly
agale fighters and'or the own platform: has an EW receiver with high
necumney nzimuih and clevation DF capabality, Geometry updmies
shiuhl ideally be procssed oo a pulse-be-pulse basis for maximem
avturacy, allbowgh ne problems have been openly reporied 0nos o mke
of at lesst that of the host platform’s avienics databis 15 used. S0-
250z is common nowadays, with cases ap to TkHz,
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Figgute 13. Typical scanano display.
1 Morkron Grumman, Ambers sysisms Ino).

423 Platform and SUT antennaaperiurerecaiver models

4231 Receher antenna paitem modsiing

When: a threat or ather BF emtier sgnal fmpinges on a platfonn, exch of
the SU7T's antennas s excited by o differsmt poswer bevel, waveshape and
ather signal parumeters, dependent wpan installation deinils - primasity
location on the platform and pomting direction, This the BF response, in
phase amd amplineds. i oeasarbdy different berocsn each amennn
cement. The SUT receiver and processing ckaments attenpt to taboe thesd
instaflatiot-unique sspeces inte pocount when messuring the mbousd
slgral, 80 ms 10 mindnse ervors in the DF tockmiguers) being cnployod.

For dinect imjection esting, each SUT amenna clerment 15 modedled
witkiin the simulaor, Onginally thes could only be schieved for g small
mumber of anlenas and it cnly by e ‘calculated” kechrgque, where an
imaginany antenra with o snele polarsation is described @ enms of aset
af dnta poings covering the anterma’s aximuth. and clevation gams vs
frequency, Computing poasr limizzions of eardy sirmulators bed o far
fewer points: being available than would be required 1o adegoascty
deseribe the spiml anlenna seen on mast SUTs, TRE workarounds
imvohed clastering poirs in the  Frequencyamplimdepoining angle
regions of most imponands, ep borcsight. The oniginal limitmion of
colI-3M data pofets. per astonna his recentiy boen nesobved via pesearch
divectod by thes author and oo 3400 dala potaes, foe 3 lege suimber of
anpbennas o dilferenl bvpes, ane now available In sddison. miepolaion
hotvicen avantshli dintay pomits 15 now o lao ovarlsble.

Mornz recently, the ‘mesaired’ technicque: has become avaslable
simulaiors. In this case the imdivichial, unsirstalled SUT antermas and
artenna amys have their phase and omplinede chancleristes menamed in
an pnechaic chamber and these dnin sets ane input 0 0 sisilmior
‘messured daa’ model, [t & superior to the calculated” ane, althoush
mare expensive o comsiniet. Individeal - polarisation  responses  are
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pdelbed for 107 of Hwonsands of measarement podnts v verfically and
hormnntally polarsed sowrces inseleciad frequensy ranges. A wood
eximghe of this chngue was on the F-22A7 ALR-SM 105l programme.
whiere 156 mdividual antenra elememts wers so chamctersed ™

4232 Diglaly confrobid stlenuslos

Switchabd: asenumors. ane wsed primarily for mansmitTeceive anbenna
simubation, propagaton path modelling and AMOF, Eabier anenuators
Db ar best @ rescdution of [dB, which & coarse for environment
samulation given the additive accurscymooluton effects ol mullipks
cinmprengs, Abemuaors mnproved fArst o 03dB and nowe (R25B s
commem, Research directed by this author bas shown that further
improserment % (F123d8 steps would be worhwhile, enablg betier
representation of real-workl signals,

4233 Phase companson and TOOA SUT fechiwiguss

Simulators arigieally worked with eardy BWER: that only wed the
relatively simple arplibade companson bechnsque. The introduction of the
phase compsirison fechnique o 34UTs 10 ochieve hetier OOF acoumcies
mear simuators had o provide more pans of RF and with high phase
ovvdulation and araplitude socuragics.

Tt welarrvety picent inmoduztion of SUT implemeivations utilising the
TINOA ectmique Tor imaproved DE perfomance equired simulaiors e
further tighten phase and amplitede accurcies ond odided o new
dEmenEkH stringent  pulse time of - amival (TOAY oooumcy ond
resation: For exampde, phose modulation and amplisude ecumiciss of
=2 and H15dB respectively, and +1-5ns TOA relwive (infer-por)
arocugay with O Sres resolution can now be schicved.

To engble accurabe TONMA anlenma modelling o was necessay 1o
imtroduce o rectargular “wire grid" medel of the plathiom within e
smmulasar, where each TINOA anterna could be placed at the comect ol
with respect wo SUT ‘cenire’. w0 & resolution of =immy Fach antenra
cauld Hen alse be inclineddecined in the asimuhielevation planes (or
parfoan axes), representing requined installason anghs. Previously this
soettne”, where incxdint power densities were caloulased o, represented
the corlocated antennas of a trdisonal our-port amplivede somparzin
EWE inszallation -~ often Found on an aircraft's tail.

4,234 Polarisalion rodeing

Emiter  anterrs  polorsation modelling wis  origmally im0
trizcental or vertical and, in the case of spiral amennas, night hand circe-
larly potarmsed (CFL Smdsons used a simphe look-up @bbe of coupting
lizss bebween incudent clactromagneln: wie polanslsm and recenie
untenms of deffenant palarisaticns, with polarisation mimabch kss fxed
per scenarin, in delemmine received posver at the SUIT, As theeat mclar
technology advanced 50 did simulofors. which imiroduced  addizional
polarisations and both hands of CF, Takle & shows o epical look-op abse,

A majee improsnen ot aren was e mesis o full veciod
madelimy of the emitter and SUT, someety taking mio acoount relative
geimetny between the 3UT plabiem and the emitters, mcluding the palar
isation mdificotion effects of multipath from the ground ond ther
refiecions Figere 14 depicts orientition mismpich angle medeliing
Further developinesis have mcluded simulation of modem mdars with
porbsmsation diversaty, Lo, those bk o change polarisaton on & frame of
s beises.

4.2 4 (nther enhancemernts

4241 Smulator comtml and tming symchmonisaiion

High fideliy testing of modem inlegraed EW systems neessitanes tighaly
syt hronised BF stinmlus and measurensend equipment. For tesis
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Table &
Polarisation mismatch look-up tabla

VARE POLARIETION
RIGHT | LEFT
HORZON | REHT | LEFT
VERTIOA SLANT | sLamT
™ HANO CF | Wi e v i chidy
WEIRTEAL n=n x dda 1dB 1dn 3=n
[ora
§ previa x LT Jdn adn 140 10
RIGHT
g il BEE T 0B L] - 140 348
LEFT. =
3 |uwnge| *E I8 . 048 148 3eB
= [ moHT
& SLANT | e EL BT ] 248 =B .
LINGAR
= LEFT
SLAMT | 3em EL A aan E nan
L LINE&T

Figure 14. Polansalion memastch veclor modetiing.
18 Nzt Grumman, AMharst syslams [ne).

where soenemr fusion is 2lse g be evalumed o is criticnl thas all SUT sonsor
shimaslaiors ane time-ssnchronized and conmolled by 8 nasier st seenario
conieedier. During real s sivalations Sese TRE equaprent. ooed w
acvepl procise dme synchronisbon fm o nosser clock, typically 1
100Hz,

4242 Svpport s analesis tools

Twor decadies apo much dus mpul was neused, e Gmilher primeen,
tramsmibTecenee amenna patterns and scenano definitions, 25 was p dain
analysis, Mowadiys the sitation is much improved, with feares o the
Ieitezst semnualagors: that cise pre-test tasks aod post-ies analysia, Exanples
iz ke

®  Llserfiendiy emiry for emitter and SUTT-dependen datn and scenario
development,

®  [ndegrand antenna paticn modelling uidines.

®  Smwlsor reoonding of Siruih dita” for postlest comelation with

Sl Fameensured b, g the CEESIM can recorsd 16 mallion, 51.2-bit
pulse descripaor wonls for cach scenario i

366

Thee i of adipanct EW T&E capabilities basie also been beneficial:

®  ECM resporse measarement systerns thad ane highly inteprmed with

samalatons, 1o messine and apakvse RF-level st dat,

High performance dsta acquasinon and simulation sysoens for stmu-
latng/comtralling the  plaforms aviomics (mcluding EW) and
sl dewl post-est event-lovel it analysis.

4.24.3 Avalatiy, mistilly, spaves and ife cycle costs

A5 mamy=chamme| simulatoms are molb58 complex cquipments, # & oot
sxprsing that spancs packs 10 keep these iems fully operatioral for the
recuired nember of testing hours pa. are expensive. This is partcudardy so
for the irdense wse many of them experience. This snhor his dane much
fraitful work over the lest decade targeting substantial mmprovernents in
Lraseline relalbilivy. avanlsbiliny for testing, Sl disgnoss, noduod sparing
and Bower LOC, Stnukatons can oow use built-m et capabiliny wo God and
pegwined 5 al Fiulis 1o b boded lewvel willoul iser st

4.24.4 Calbration

Emerging EW mensaarement sechmiques, especially. those for precise geo:
Iocatiom and 3%, place greater technical rexpinements on sioulniors
besiter frequency, smplinas and phase accurmcy, and preaser sbilite and
repeatability. This bas led fo greater enghasis on silator calitration.
Unfortunmely, calibration tmes generally increase with increasing SUT
measernnl soclakque comphenity. although variooms enlsincemies bave
proakdid sorne mutigaon, Tl wse of vector network amsbysens for
calibentiors, rther tham power meters abone, 15 molable ol resuls in
balving of s dive soemie calibration types. For SUTs with many anlenms
thie can yield an onder betier calibration Gme, o@. S0 phase ports in'len
howars, Diespite these enhancements, reducing calihmation Gmes remiins @
challenge,

50 SIMULATION FIDELITY - THE QUEST
FOR AFFORDAELE EMULATION

ks section defines fidedity” and other erms relevant o RF theat
samiabstion. 1t examises bow much furthber up the Gdelity curve, as a
funetiom of best missaon, is worthwhide, The reality of - alfoclabiiy
Eoamidary 15 discussed and erdancemenls supgeshed

51 Definitions

There are many views of the meanings of the femms used o describe how
faithdul a representation of somethimg i prosided by o smalation’, Mony
yenars age definitions were relmively simightforward; o simulation conld
havei bigh o bow fidelity. A its highest besiel of fideling, the simudacion
bezaaine amn cnalation of the flem conctmed. A8 sach it was doatical 1o
Uz vhemn i ] resgiets el et o e enmlation's wee.

Mowadayvs.  wmms swch s Cmodel’. simulalionsemskstor,
“emulationternuiator’,  Creplicationreplicate’,. Csamogate’ and  Chybeid
represengation’ often have mailiple meanings, dependent upan nasion,
agrency, technicnl sectoridomdn, opicmspectitem of concern and stape in
thee: piasfioren/equaiporecn ife cycle. To somae countries references exis o aid
clarity of this rulipbe usage, ¢ g, Ref. 25, but these are ot miemational
stanschands g s

It g thus necessary o defing the wwnng of speeific ems i te
conbext of this pager:

& RF pmitter sinmaieiion: lmstation, at RF, of the rel-work] charcter
iwtics and befoviour of ooc or mone BF eomitters, 1oa given Jovel of
Fidelity, Mote: Simulmtives smulatars ane wsually more cost-effective
than wsing real fhreat wenpon system midars for most fest missians,
Slwubator fidefity: The measure of the guality of RF emitter
sinnation when comparad o the real emiter, for all ihoss

-
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apueetral, spatial ard vergoral pects rebevant o the simalator's
usein EW T&E,

& Eralmtivre: Highest fidelive simulatn, where o perfoct EW noceiv
comld not diserimvinmie hetwesn the enmulotiom and the renl emiiter,
Mote: Enwalatiorsienslitoes are useful where the use of s real inem
is gither noe necessary of is indesirnble,

®  Verificotion: The process ol determining thal an EW noceiver
svenern, when wesiod usng a threat sivuloiee incorporaning theeat
emmnitier midels, meets s contractunl specification.

®  Validedon: The process of defenmining whether the;

#  simulibor's outpat, when  progromened. wich  theeat  enmitber
molels, is adeggeane for ivs intended wsg in the TRE prooess.
¥ 5UT, when  programmed  with  thestresspecific  Mission
Disite, oomrevily idemifics and reacts s roal'smuetased theeat
cmisieTs
& deerafration: The process of determining whether a simulatos's
tendition of threar emitters & suitahly reafistic, bt and credible,

52 Theeat simulation fidelity

Thereat simudation fdelicy is daminsed by two fetors — threat eminter
characteristics programimed into & simubitor and e simulator's
capnbility s translate those charactersstics imto g faithfal represcen-
ntEn of the BF signals thal wounld be reocived by the SLT s andenmas
when radined by the real thnean wmber combat conditions. As with any
simalation, # threat simulatar’s capabilibes need to be fully ender
atood in teseas of the verification, validatbon and  sconeditation
(VVE&A) processes for madelling ond simulation,™ and for SUT
performance verificaton and valsdaton. Tabbs 7 dopess VVEA from
@ threat simmilator stnndpaoing,

Varous metboids are used W oombiom (or validate™) the Gdeby of
simalatar’s renditicn of threats, Maticnal methads vary b the US
o, desenbed o Ref24, s 0 good example  CROSSBOW
(Consruction of a Radar o Operationally Simalare Siganls Belicoad
i Originste Warldwide) is a ri-senace techmical apency estshlished
far the common development of EWY RF sinnulaiors. 11 sssires that
simulutars amd models 2re consistent with mielligence agency throat
catmates and thar validation procedures are being followsd. It then
ceptifies simalaser-mede] combinations for use for specific EW TRE
casis vis acereditatson bests. 10 is underssond thas full CROSSBOW
socreditazion for a single threat-simubater combinntion can take over
12 mwonths 10 schisve.

5.3 Why better fidality?

For aver two decadies: the EW commumity has soughi - ssmulatars that
vl prowide perfoct simulition of the RF emitter envisomment the SLIT
sees cluring combat opemtions. Emiter data, emisier meelelling and RF
sowiree Fmatations oumently. mocan thit labomiory and chamber testing
remmaine lienited when testing SUTe programmed with theatre-specific
mission data.”’

Effons are knoam o be ongong wo close shis: fideliny pag- and thus
proskdi a capabilay thar coukl ensble optimisstion of SUT mission dasa
anid countermsames (pechimcal equipaent and itk nawdnmse e
transdir af EW T&E tsks Trom fight o the meee cost-elTiective. and
reprettinhle Esboratary and charmber, enhimoe mession rehearsal capability
iind shoeten resalution imis for aperational protdems, o wm, tese
wortld aid maxsmize platform survivabality agasest BF-guided threat
sysiems and hence impree Tvission sucoss polential ond airerew life
expectanoy. Also, even though simulaioms are masch improved, farther
improved fidelity s inereasingly  Empomant with shrinking  defence
b, 1o aid more cost-effective. EW sysems” development omd ine-
SEIVICE SUPPaN.

A pood example of these effors s the corelation of QAR cimitiers
agaitst the CEESIM simulaices™ in the BAF. RF signals from DAR
emiers werd mwsured and companed with RF wavelonms fhn the
samutabors wien prosmummeed by the tradilbonal input of pammenc daty
from an E'W emitter datibase, of Ref6 Some sgmificent fidelsty dafer-
enoes were noled and methods of progremming the CEESIM o produce
mich better representations of the emitters were developeod and evaluated
Fidelity enhancemsents. inchaded modelling of mdar swisching smnsients,
adidational inm-pulse modalitions imd umepected snanalons behaviowrs,
Carrefarion of o single emdtter ook one-so-four months and it seas plonned
Lo cortinue the effoet whilst feeding back infonnation w the EYW cmivker
datalsze pwrers oo s reflement for gl users,

It wis noted et the desaned fidelsty enbambemnents wire tadig the
CEESIM perfimmance capabaliees, which s in agrecment with the
messape of this paper conceming all state-olibe-ant sinulator types. amd
that enhancement effons were in progress. As wilth this paper. the aathors
of Ref25 recogmized the moed to halmes the value of incresing
amulation Adelity funther againg the cost of doing so. Ome of their
oonchwsions for o lnter phose of work was so pather Adelity reguirement
irgruts from custemeTs, to minimise the msk of over- o0 under-specifving
thireat simetacion fidelity,

54 The affordability boundary

It has been long recopgnlzed st achieving emulation of combat ais
RE emvironments using simulators o otopean. The combmation of

Tabde 7
Threat simulators and VVEAA
FROCESS
PROGESS NAME OBJECTIVES KEY QUESTION e DONE BY
- SUTSUPPLER &
USE sMULATER To ConpEMTHATSUT | wassurer  |TESTE FUNCTION S ,
NERRCATION MEETS ME SFECIFICATION CORRECTLY? FERFORMAMNCE ﬁhr:gsﬁﬂEm
CONFIRMATION THAT:
1, EMULATOR PROOUCES ADECQUATE DO SIMULATOR-
REPRESENTATION OF EMITTERS GENERATED EMNTERS |  Lon ares MLITARY, OFTEN
WALIDATION 2, SUT, WHEN PROGRAMMED WITH LOOH & BEHAVE FIDELITY WITH WDLUSTRY
THEATRE-SPECIFIC MISSION DATA, SUFFICIENTLY LIKE THE SUFPORT
CORRECTLY DENTIFIES SMULATOR- REAL THRGT
SEMERATED EMITTERS
CERTRICATION THAT [SIMULATOR + GANSMULATOREE
THREAT EMITTER DATA) S ADEQUATE e PEAT el 2 ] ODETERMHRES LA L IEN
ACCREDITATION A WALIDATE MESION DATA WITH MDUSTRY
FOR PROVING [SUT + MIESION DATA] IS FOR EW RECEWER CREDIBILITY SUFPORT
IFTI FOR NTENGED MILITARY PLURPOSE EVSTEMS?

367
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affordability. highly consplex electromagnetic interactions copetieneed i
the real workd and simulates technology linvitatioes is likely 1o corstran
stonulasons e linited sesemblanee v s high-pulse devsity. confusing
ehentroenagnelic mish” that i3 ofien the sectpome Baitksped: in maderm
aonflicls

Hivwcver, with mfmmce W the definstionss above, 4 perficy EW
recerver 15 unbikely @ ever exid. Thas the questkm is neally whether o
simnulator prowvides sufficient fidelity far the 3UT o be unable to discime
imale hetwesn Atz autpuls and envitters in the real-werld BF environment,
This, = forather nreas of nvianics TAE, is o goestion of adequocy - thene
i= no meed w0 genernie significantly better fideliy than the SUTT can
measgre, Injerms of pdequacy, there are 0 number of rubes of thumb tha
sugrzest TEE equapmed should be able s smalae'penembemessire
an ey betier than she SUT can measure: Whilst ofien possible in the
digital context, this is kss easy m the RF workd bt modem semalasors
can, fior most parameters, sosily excosd the parameter range of the SUT, h
is bess ey, oven given tinday’s sechoology, 1o sipgnificantdy impeove on
parametr accuracies ad resolutsons, thoogh fow probdems base been
repaonned in thes anea.

Wlhien usang the best avastable amimer slmulamon famures disorbad m
this paper, st curvent SUTs - when programmed with sppropeae
ermiftr libraries and other missson-dependent data — are enhkely o be
shle 1 discrimanate between the amulator’s outpuls and these of a neal
emmter. Hiwerver, ths sttt 15 uamily anly e Sor Jow numbers of
amigters and BEmated sigml densities dse 10 smulsor affordabilisy
comsirainis on the mumber and types off BF dhammels avaibble. Whetker #
is ez for operationalty realistic emitier numbers and (higher) signal
demsitics carmot be determined proctically withcen adding further channcls
of the necessary type o fight wsting agamst an QAR with the negessary
asets, RF oulpod power constraings, again o nffordabality eoretrami for
Inboratory amd chamber festing, con likewise limit the seope of simula-
fioes,

Dieapine sigrificant improswements in sinulmor capability 8o stinulate
SUTs= using the TEOA technigue, thene rensin an issue for sin e
inten-grulsas podualation and TDOA, of Ref 18 Witkout the ase of HFDW i
wach BE line o the SUTS siemas, i is currently ool possilbs s Gabfully
kel the BF envinonment for that case. Unforurandy, the wamalogy
solution (s avaskable, bt iy practce © uaffordable, Formedby, R some
SLITs this m nob dnoissoe and for others o TEE somkarond can be
elfoctad that, although nestrctive, sppess adequate lin perfomsmce
voentication  lests: Tt ois thoughd that upoammy, mooeners;  mchnling
enthanced ‘chuil receivers”, will be less balerng af this limitatica,

The latest simmlslor fechnology ard capabilities, particalardy when
enhanced in line with the mescame of the BAF efforts reponiod in Ref 25,
appear o be &t the fidelity level where mane of the T&E comently done by
light sesting agamst real threar emitters ookl 0 be executed within the
anvrhoie chamber il labomaiory environment — offering cost saving,
repeatability and vestigation bensfits, In addiion. were the mor
impormi asgpesied developments of Section 5.5 realised, then & &
comsidered that an increase in RWR/ESMTECM mission dasa validation
qualiny could abso be achicved. with amesdant survivabiline benefic o
plarfema ard sincoew. Cwde e abeve simalation fdeity level his oo
realisnd, the pond for sy furter fidelsty morease will pesd W be oosl-
benefi tradad w determine whether the roquised lests maght be beter
curtducbed vier OAR flugh righs. This siwestion is also in liee with the U5
Diitfizeisor Mocheding and Smialation Office’s veew an Feate af the At in
Fikeliny

55 Suggested further developments

The following suagpested developments, most of which are disoesed
aarlier, are consicered worthwhile, They are in addition 0, bat may
averlap with, those resalting from effoets reported m Ref 25, Some are of
grenter importnnee i EW T&E in the nesr fisune, should the enhanced
detection. DF and 1D capabiliny promises of “dgiml reccivers” he fully
renlised
®  Heier transmdl anterna madels. ingluding  radistion spillover;
rancdom - polarizafion i sdelobes and . approprisse mierpolation

368

bexpween diata iegour by the user,

®  Imgroved mahipat modelling, nchuding thi for pulse strenching
and reblzctioms from ather platfooes,

& Fauter HEIM channels,

®  Affardable sobsions 0. limitations on iirs-palse. simmlation for
tesring SLITs thot emply the TROW, techmique,

& [groved moise performance symthesised BF sources {dhis is partsc-
larly mspartnt for multi-charmed stk used Tor westing SUT:
with very high detection sensitivitiesh,

& [Incrensed parmeter mnges

& hngroved calibration capshilities, relzbality and fol disgnestics o
aid ersers e s sinnulaies tives avaikables for vesting ard minimise
Iz cyhe crets,

& Ephanced prespost-est analysis fools,

Sote of the requaned eclmologies exist foe shorialls identified m this
paper, although most are cither pol yet ‘i the feld® or commionly
aviilable, chig to implementation cost anvlor leck of customeriser
requisst. For example higher resolation digitally comrolbed attenuiors
theam thi cursently commice (- | 2508 ones woukl enable usefully improved
ransmit antenna modelling and AMOP., O LdB atemeions exist, bui the
changeover oasts for on esnbiished smmulsar product ane appreciahle,

O Fdelity enhancinsent conssdered worthy of furtber mvestszation is
the Envchusion of owneplatfonn effoets within simmlmors Insallation-
urique multipath and scattering of inhowmd electromagresic waves prior io
v comversed by SUT antermas inko RF current into EW receivers is ool
woall understond. These effeels are knowm 1o b highly pecific o plafom
typeee, with same specific o individead platforms within the ppe. Effecs
imchikle phlse nteswationamplification, wave-shape deipeion anc polan-
it chinges.  Some aspects heve boem captured. vl imstalld
antensyaperiure modeling, b a plaformespecific” component renains
kT,

A wary ahend may he adoption of surface medels wed B electramag-
neles comprdibily. lightning sinke aned  compunicatives  antenses’
trestallied performane: modelling ¢.p. Fig. 15 The challenge would be the
read-time madelling of simalmed antermes pasitioned o0 n surfies model
with mesh soes 2 small as 03mm (wmeelenpth/25) for EW frequencies.

Wi

i
i 4 g !5

Figura 15. Typical aircral surface model.
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6.0 CONCLUSIONS

RF theem simulabors are essentinl 1o reduce time and experse m
developmp, mieprating, evalusting and aupponing ESMECM
fecidver and proceser systems. Ther use fs crseral [ operalional
perfirmance = i be nsmared, mission success potential maximed
aned survivahiling optimised.
Smwlator wechnodogy has significantly malred over the past 15
vears. Increnses in compemting poweer, in particular, have helped
overcome earlier lmimtions. High fidedity sinwilation of opem-
Hoeally realiste RF soomarios s now pussible, althoueh mushi-58
RISV,
Simailstors have enabled a major shifi from expessive and kand w
repeal development Bight westing and milicary fight mals o
repentable and costcffective anechoic chamber and  Iaborasony
testimg. For the foreseeable fture they will continue to be & powerful
emabler for s ongaing transilion.
Techmlogy masthy exisss 1o enable emuloion (perfect simulation) of
RF envinommesits seen m military operatans, bt this s nog comently
lensibile. Kew obstacles are
= Affordability, inclhuding LOC,
F o Sub-opimal models of eminer and SUT  amennas. and
wlher BF emilber chamiclorsios
o Lmk of suimble real-time  03400Hz  electromzsnstic
models of own-ship and  other plastforms for wse
simulalors
#  The condumding complication of hostile, friendly and oam
RF jammsrs
It is thus corsidered unbikely that modellmg ond Bbortory lesting
will ever winlly smpplant the need for msinlled  perfommanee’
planferm sesting in ancehic chambers and flight.
The high et af enulatsan, i possiblie, is not warmmbed G all e
missions #s the curment combination of modellimg, Inbormary and
charnber tests usmg simubanors, aisd flight irals agains OAR asses
{real and ‘emulubors’) can provide good pre-combat confidenc: m
EW systens” performance and effectivencss
With shrinkimg  defence budgets and  mcreming  EW aystem
complexity, however, further improved  fdelity s incressingly
impertant i mid more cost-cfedive EW systems” development anl
-8yl oo syt
Developments are suggested that will alse help maximuse the
amosmt of EW T&E that can be done mare cost-effectively in the
chamber mnl labosmtory dum in flaght. Seleced itens could alsa
inmprave missom dotn validabon quakity ond benoe seraeahilisy.
Affondable sinnulution is very much o retum-on-investmend trade tha
sl b takien an the product ife-cvele bevel. A high-fideky, many-
charme] simulator & truly @ Buge invesament, but as 8@ neduces Tive
iesting with the fietded platform and remains in prodactive e over
sy yoars, payback cccurs guickly.
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A question of survival — military aircraft
vs the electromagnetic environment

ML Pywell

BAE Systams - Alr Systams Division
Warton, Lancashine

L

ABSTRACT

Mibimary nircradl, by defination, need o sesive the cosliugh o oppos-
iy forees 1o apeeisfully gampleie thes mssion, From an asonft pr-
spexctive, the clectromagnetic (EN) envionment cin be an cnalder, via
ther ise off nusvigaison sals, rodar, radbie communications o - i\ et
imisslon saccess deapends on 118 ssccessiul e, However, this csviron-
et b alks potctally o disablen, s theeas weapon systems s the
ewvironment itself cam hanm or desteoy the sircrafl, This paper dis-
e risks mnd harands i posed o aivomdft survivehdbay, par-
thoned inga bww chesset ~ Mdirect” and “mdivece’ EM thecss, e
Ehrgabs aro thoss thi egcur as @ result off duoct coupliog of EM anergy
b the nisframe and estens withing e.g. lightning srike and drectul
enargy wenpEs. “ladivect” threols are these tat utilise EM seawoes 0
detevt, ack and mmger the micmfi, eg mdar-guided safsce-te-air
missiles, Airframe iriesic mechenical valnerability is alio an impor-
s pant of sunvivability, ulthoogh oo sbfnessed im0 this EMv-reluied
paper. |t i shivam that risk ond hazsnd cam be minimised by painieg o
thatough umdendanding of aperationa] soonanan, developing hohatic
syilin=ofsyaomy solutlons (o maliesns requaremenis, and uiang best
practive dewign and deselapreni ohnigues.

NOMENCLATURE
DA snt-aerern it artifeny
Ad astto-air missile

ANAAI DS aquipmetst nomenclatuse for 'NEMESIS® DIRCM

[IAS

[HF STAN
W
THRLC M
EM, ENC
EMICON
EMH, EMIL
ELIXT

ECy

ESM

EW, IWTF
HIFAE

IADS

IR, IR
MAKEADS
RIL ST
MIRGAT
MATD
NEMP
NMIMP

”,
Fs0
RS
RF.RFI
SAM

S meniber |

SEAD
TEE
LAY

ilelernive akh onbaminiine
delerey stmadmd

direciod enctgy wempan

direciod IR comeler mensues
electromagastie, EM comparibility
camisshome ooned

EM hazards, EM interference
clectranic micgerce
wlectra-apie

elactranic ssppart madsiine
eleceromic warliee, EW ket facility
high pormer mnwave

inkegrabod anr defenos Sy shem
India-rod, 1R sigminire
niai-ponable s defence siom
il itmry sdandbond

mashilke IR grosmed-to-air frackoor
Mol Adlsnsx Treaty O rganisation
miclear EM pubic

ni-muclesr EAP

probabilicy of Eill

Pl sapport opaitxms

i Cross sotiam

radfisradar froguiney. BF e
slEfhoedoeas meale

BATO type oo designation of SAM
suppression of cesiny air delenoos
Test and evabunion
unenannestEnmbabsied nir vehacle

CEESIM narhet glecirmagnenss envigenmen sirmulssor
CHAFF chopoed alurnindum fail
CMM bl Mews Network
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1.0 INTRODUCTION

Mlifitmry airemfl. wheber fxed o rowry wing (helicopien), ase

ciagnlinl purt of maderm conflics. They ooene | many diepes and

g, fron 10 wosgsmin fghtors o Hanspont arerdl such 48 dhie

ebvipaitoss C- 130 Hercubes and $2m: wingspan C-17A YGloberister,

They ennbie the projection of air pover, which s a n'n:';::.r facior m

wimning; hattles, campaigne sl wans. Mumernos coaflxs since W orkd

War I, .. the two Caalf Wars, Bosaia, Kosevoe ased Afghamstan came

g, anad 1 ompotag Edcodicnal wat agaiisd eeien, inderiine

e il Bor capalbsle ssd sursivatile military sl

Wictory In modern conblice usmlly poes s the side who cxiab=

Tl air supenarity fivse amd maisinies it the bogest, Linforunaiely

for nullsinry ' plansers, air power is 3 nme-depeaden vanishle, Keally,

o shoaild heve sufficsent wir power 1o gain air sspremacy over the

wimle conflict monc and oo 1t for the corpaign duratban., suckh thst

larml, naval ond air Feoss cin opofale apaemst the ememty - with

ampuinsty. Adr supetsmty, on the olher hand, i cser to atinis bul B

wually localisod, time-lemited and means that ey sir Foroes @il

ot i thecit 10 oo ansd frierndly Foroes
To ensire: milicery sngocsi, sdromfl survivshility most be mng-

emied, hy minimising risk of sitnck snd resultsmg damage snid Ins
fattritian}. Survivahility, a neasonably well understoed sopic'’. &
defined as the meaame of @& asrcrll’s for syt lerancd asd
persisience within & given environment, In the militiey context i
comprsed hattle demage wovidunce, (olerante snd repoir. Experiende
absn whivan that vicsory invariably goes 10 the sde who munages 1a
keep the higher number of fs alrernfl servioeshle and capable of re-
amuing and reieming g baghe. Twe furtber inporant pnd complics-
my aspects sxisl:

& Aftordabaliny — defonie mmisrics workl-suke b o achiove
ever-inereasing valas for moncy and invensbly require indusry 1
schiipve the shove with minimum initisl and dverll life owcle
coatd. These imnndrees and their air foroes abo generally nequire
maare anxl hener fmctionality and porformence = the afrerait and
wieapim aysler iy purchaig, tum provinly

® Siringenl fules of ongipensnl apply 1o opirifons, especinlly &
for pesce sippon operations {FSO0, w pocvon glvilian casusliics
amil loss of own sireraft or pirgrew, This i mcresséngly importand
in & world whore ofien frogile multi-nation ooalitions, operating
umder MATCL, Linsted Natoing or other sspaces. can be eacily
abattersd by the Joax of politeal will readtimg Fom (e oo of

T BAE Symems
Fiaguis 2. ANAAD-24 ‘NEMESIS' DEFICA vanamillss,

enalltlem aSrerall - epexially when poroencl are capeursd o

killad. Thus the goal of "eemn stiritice’ ko evalved, expecially

dumimg PSCE
Agzins this compley amd challmping backgsomd, the EM environ-
et aled known & the Seloctromsgnetss baithepaoe”. pases Tl one
et of laeards o sincoaft survivalbaling. Thas pepee provadis an insighs
i milicany aircesf sumvivability by disoussisg these hazirds, pasti:
Hiorex] inlo ‘direot” terents, o I|;I|Il1i|rg stk wl direcied energy
wepnns (DEW] end tindiect’ thieats, oo sdar-gnided sirfhoe-io-
alr missiles (SAM sk The exposime of an aromdl o dircet and indi-
et threats depends on a member of variables, isctuding sirerafl tvpe,
mde, mission, theetre of operations (ponmrephic location), westher
nnid mifniary comditom: {peacetime, transisn-iowar, war and “opera-
tions other than war” ). 18 i worth noting that most ssses apply also o
miditary naval and bad vehicks, and to enalan amcrnll and shipe
durlig peacothoe. Whilst aicframe mnirmuee meckanical yalnormbility
o aEnage of dedTestn W an impona paE Jmp.;;hil:]:,-. iL i mesd
specifically addressed i this EM-relsicd peper. Fimndly, @ must be
mmeanbered thal sarvisabilsty is nid enough m s own Aghl, we mooss
sanryive tos 1ipht snd mef just Gight T Sunavi.

2.0 'DIRECT' EM THREATS - THE NATURAL
AND MAN-MADE ENVIRONMENT

et shrests. whoch are eovened wnder the embrells of EM Hazands
NEDART), mre ouslimed oo, It B imsporant o pecognése chin there ane
mo sEprises here — given o kigh enough EM power density o field
sirength, any iechnological or hiological system can e upsol,

2.1 The radio and radar frequoncy (RF) environment

Tha RF environment is defined by icld strengeh v frequency, m the
range (-3000iHz, o the asrerft’s position & it Miss drough the
atmesphere, It & the summation of RF fields from sl milfiory. and
givikian belscomommacasions, radars and oiher BF tmn=misiers, inclad-
img these located o the aircraf feelf. Thic oovinement exists doring
time af poace and war, althemigh ervirommont commpboxily is usually
Bigher dusiny war (when most milisry tesmitiers ane ulilised)
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As many RF massniners utifise & scanmed Beam oo cover the ares of
imigrest and employ pulsed BF waveformes, the aireralt-incidest fickd
srength from any given emister is highly probahibistic, For cxample,
il mn airernft Mies paie an air raffic control rudar whisch wses 2 pypical
e socond restion pericd, 1bon The sirerall nay anly ‘ene” @ few
pubes and ihen pot all a0 main-beam field sirength, On the other
amd, sm mircrafi Aying nast o SAM rescking mdor will s pulsss
comtimimzsly and field strength will incerase o e nearest by dis-
tance, then decreson ax the asrerafi fMies post.

2.2 Special case contributors io the AF environment

Thiser compriss Bghening sirike, naclear BEM pulse (NEMIP) and RF
DEW, comprising non-muclenr EM Pulse (NNEMP] and high power
micraave (HPML Lighming sinke, @ is most thressening form,
places the mironfi ox part of the lighming channel, drivieg sn
extremmely hiph ooment (50-2006A ), complex vollage'oumenst wase-
fowin mmkmw hemee through the syiome The phe-
patina i reasnably well indeiood snd there are ysocificston
that deseribe the rhie Eme snd complex waveform, sos Fig. 1. aheh
yield = spectral comdent from & few ke o S0MIz. A lightning
nitacimend Lo mn mnomfl poses three ditimet hasmnk:

& Phiyscical dameee af the attschmment pomts.

® High curents fowing on and withim the airframe, width can
canse damage w0 mechinscal and demags o, or upset of ghedtri-
cal'clectromic compangnts,

® A puch bewer theeat gon arse from nearhy lightnng serike

cassing high EM fickds w be propagaced towanl the aberalt,

These ficlds con cause upsel of lecticslielecimonic sysioms.
MNEMP and NNEMP can be mther differcnt in wnveform so lightning
sirike. Those and HFM, are covered & the open press " and oo the
miernck. I s pomeally oocepind that tramsmitting  amangoments
capable of geactating DEW -capnble, cxtreenaly high field samgiin
el nlbetl some only yet in the lnbossoey. Operational usility ques-
biues perisl, ax syalems cupable of gonrating and projecting sppro-
pristely high beveds of RF enerzy st mmlsterily usefisl runges 1T
ehaiive lor & member of sipnificim) techmological rensons. DEW ane
sabrtly alilTevent i EW systinms, sinee EW syatems priemanty wlilese o
et kniadodge of specilc thice wespon systems and thes weak-
messes, whercas IEW poquirce onby poneral knowledge of the tech-
maligy wsid in Whose systems nnd e probable handness 1o high EM
Ml sarempth < wo EM Compatibiliny (EMC) s,

2.3 Laser DEW and other optical threats

These reside in the EM spectnum's sor-REF bisds. However, as cus-
pently prodomenant theests ane in the RF aod mifra-ned (FR) sab-
Buenls, anly besed comaments ore made here. Luser DEWS have bem
I service for weme tme, Their muim me i the doezle or demage of
chevtro=ppticiaptical guidines ko on geemy wenpims. Siangely
enoiigh, the bestdnown cxnmiphes of baer “DEW” sre scbually pan
ol an nirckaf’s self-prolection clogrom warfare {EW) suse falso
called  defensive  akls  sysiem” (R3] Direcsad 1R
Commenmesssures (RO - e Fig. 2
In DIRCM sysems, o Jow poower inkcking aser, cued by a0 air-
eraft- d msaile g syeiom, kome ombo the hoad of an
inbound [R-guided §*heat socking’) mnadle. A darsding, lampe or
bser-hasnd IR souncs then attompes b0 jam the miskile socker eire
cwiiry and thus caie 1t o mass the ginerail, Altheagl curresaly phyi-
wully large {3cm sphr:nc-ul falating eptical heads), besvy amd
hnnlogical, sire reduction snd affoodshiling
nd\mn:i m_gamah DIRCMs are likchy to be widely fitted m the
future. Ogher optical thrents, e high mbcmsity, oon-laaer light. can
catise paled dazede. but are goncrally ot vishle against fised wisig
atmrafl at spoed
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San Langth  Dinmader  Launch  Engagement
Syatem im} {m} mass (kg range (ken|
SA2 1000 050 2,000 L
5483 595 055 253 8
A4 a78 055 2453 55
5485 1080 085 T A0 250
ShE 580 034 830 24
ST 144 007 10 G
Sih-g 318 021 128 12
Sh5 180 (18 50 7
Sa-10 725 051 1,640 100
sa-11 S48 a0 650 o]
SA-12 1000 0-85 4,500 B3
SA-13 2:30 032 40 ]
Sa-1d 142 o0 10 ]
SA15 350 035 165 16
ga.18 187 007 k] 7
SA-1T 546 040 TS 2B
Sa-18 1-n oo7 11 7
2A-18 2.56 o7 Kl 10

3.0 'INDIRECT EM THREATS - MISSILES
AMND ARTILLERY

3.1 Threat types and capabilities

Indiroct thnents pose the most senous and prolific havand 0 nircrafi.
SAM L sirwestr misibe (AAMS) and sorl-aiocal arkllery (AAA)
Tav oy one parpse - asondt destructicn, Wisth CRN-type coverige
of milisry eonllicts, this fel realizy 5 obvaous s all. Figuns 3 shows
typical examples of thres systems, whilst Table | isdicates typical
phryiscal sies and Hingel engsgement minges,

3.2 Guidance sysiem sensors
Tarcan ﬂm: syrdomns fall i two culggoies, dictated by the

potie
* RF, ie. eilar mather than rsdso.
® B0, ve IR, ulta-vaole UV, beers, televeaon ad optical instiu-
memts EOY sub-rypes include schnologies such s thermal imagers
ol image mmensifiors.
Thise maay be located om the launch vehicle. nemotely on amather
wehiche, on the miksile/AAN o oo all three. Sense fypes wed depend
ettty apon the roquised detection mnge. sesue” locution and
mmosplieric conditioe, Muld-apoatral ce "dual-mede’ gusdanes v a
rocend Erewld, [0 naire msuimeen probabibity of Gl 08, even swhen
Icimg jummed in ome EM ssh-bossd by the target alseraft's self-protoc-
tion sysiemn. Figure 4 indicates the relative mogasinde of the SAM,
mm-pertable air defence syiten (MANPADS) and AAM thross
workdwide againg puslance senson(s) type. This dheas ihan, deyie
thiis tremd, the single-mode (RF or EO) sensor-bated guadance sysem
il predormimaten, AAA se eachulzd frinn thin cosmideration & il n
lsiThcull b0 bolnle the peocns guidanee methods foe all the nppeo-
msicly 31 types wvd 43,000 syaterns in ese, Many are singk-wanior on
lebivery, bt ofben subsequently augmuemind wish other sénsars,
Alibough o varety of snsor sub-rypes and lechnologies exist. the
threats can be broadly split meo 1R-puded and BF-gusded missiles,
i these are diseissed belsa, Whilss boah rechnelogies are applicable
16 AAA aben, the remamdor of thas section deduees saly the mooe
harsndeons tsnaniy - nahodles
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Figure 4. Typical SAM, AAM and A&K syslsms.

Tabde 2
Wigsion kil data
Threat Type Code-name ConflicUEra Combal firings Kitla i Kl e
IH-54M 5A-Ta Grad ‘ieanarm wis [1965-75) Irecst Evaslanis| [ral avaiabi) 33
SA-Th Grad ¥orn Kippur war (1573 4358 6 Din4
RF-SAM SA-Z Gaiidedine Wierae whar 8,058 150 1-63
BAE Gl Yom Hippur war B40 20 23
[F-AAM AR ARS-S Silewindor L b sy 1590 T3 a8 e
AnAg Sidominior Wiyl loasog in Gl Wae 1 {189)  |not mvastable) 13 [Pt aivaliakie)
FF-AAM ALNT Sparow 1858- 1004 L) a6 1
AT Spanow Iy sz Gl Wi 1 [t avadiehbe] 29 [reat avaiabis)
AIRE-120 AMRAAI Iraq| bossas in Gasr War 1 et Ervastabka ] 2 |rat avallabia)

* Wi vanadon by cordlel Vaingm B%. Yom Kippor X3%. Baiaa Valoy (1073 50%. LEya | BEE-3) 33% and Gull War [1991) 62%

3.4 RF-guided missiles

Chengiiting -1 860, Bhase hive been used i mdal contliets and have

ummlergone many enbmoements,

* RE SAMs e Tl aite o ranspoctable. When operationg] they
afe arranped with 8 oomber of mubtiple musste lauschors, with

313 IR-guided missiles

This b2 sgalin D vasn s groups:

& MANPADS. of which the Songer is » well-nowm tvpe (Fig. 3 are
& Aersous e S0 kew-altitode operbone bemg diflicull o daea
el counier, casy o mee, lghtwesght and relatively chiesp with wides-

spread avadlability. Cher & mallicn MANPADS mesiles of vanious
typs have beon prodscol warklavide, by oves 20 counlrdes. The
urrent inveniory falier leieg, end-1Hi and sonitonal destruction) s
il o prodiicn bt T bocn estimsied a1 over SO0000"

& Vehicle-mousiad TR SAM and AAM seasme, with many exam-
ples of trucked veloche. aircrafi- and ship&some implemendations m
enjsenon tg SA- 13 Gopher {dual-band 1R ). Recenl inno-
satoms inchode adkision of complememary FO trscking sysiems i
RF-guided AAASAM sysiems, g, the IS6RA09 sysiom {vee
Fig. Sk newlling b 2 moes lethbal, isilid-spocsrall thecat
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aepatiilely soood vebikeles for powel, Sk cirremae-losds,
raclan ECr pusdancetracking nnd fire costrol. Som sysiems, o
SA-K Chcko 1}'1; 33 hove incorporsted maonil functions eno @
ample imicked wehiche, Mamy systemn bove e ohility 1o fine
alvaes of missibes seconds spart, with sebsegeem méssle re-dosd
tmes of & few mmuobes. Alhoogh bess mobile  than  the
MANPADS throsl, seme short amd modum mnge 5AM™s. can be
stripped dowvn and be oo the mowve within 30 mmubes of fining,
. the BA-3 Gea (Fig. 3, makimg them diffscult o detoct, locste
sl dhetrog
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Figure 4. hissie quanstos and gudance sensar ypes.

* RF AAMG s fower (o iumber of fypes than SAM's. bat hase

foan mocenl ety perfommance columonenis;

® Joiger rangs capubdliey and moee poaerial warheads,

® hetier capabiliny sgainst jamming. Lo efecironic coumer-coun-
tenmessures (now keswn as claciponic privection mcsares)

¢ decremsed IR and UV emissons from the missile plome and
by, 1o rodete the el sircall detecling the meaks sl
being ablo locngage cousemmnan.,

& inclevion of mmbaes i the mivile bemd, vieldmp e Greamd-
[omzet, sicalled “acbive sovkens’. whech require e podd-fising
el from dhsoee hosst airerafl

3.5 Threat weapon system usage

Thanell wespon vysterm delend b piven Leget lestion ve srea. Tapet
coushl be nirficlds, power dtations, mssefaciuring copabildties or nsli-
riry comimimd and contral centres. An insegmted air deloice sytem
(LADS) s usaslly wsod, consprisng naasy pomil defence and 2one
[eevior] defince asists. These asscts sie the weapons hemselies:
SAMs, AAA and air defence aimcrafi with AAM's. combimed with
fang range scarch and carfy warming, medaom-range scarch and sock,
and shest-rangs firc-condrol midurs, hrlkndlt'u,hcrhf:fmm
ke o 8 oomenand abnatune and operatons cenne

Uten a Leyvesed IADS is created, with 3 trget being delendod el
in by lurge namber of sharier renge SAMs and AAA, with & ssmber
of melivm and longer mnge SAM s locsled nearby. This sassfies
e air defomoe principles or “doecrimes”’> forwan) defonce. sl
defince in depth. The bwir anns ane lis deiroy the altscker ax far away
s pussshlic From ies Grget dnd b0 provade some-by-cone defiomce from
eatneime rampge down W pomi delomde. Sach on LADS e that
uitacking oircrsll e on morcisimg mtcesby of atinck themdive m
ey nppranch the tepet, TN coverape of night-time tracer fiee over
Baghdad darng she Ciull Wars cxomplifics thes end-pame mondiny,

3.6 Weapon kethality

Mdany Cwcnors il the success of ties systens when engagmag aie-

cealt. Thes iclude:

& Aluiude: hing begh deprides the wirfse theel's depelsng soomicy
il o T W[ CoaagTTent FAnEe, con oo the
A and MANPADS thren from omngaging ar all, Flying high,
however, expores the oiremfl o an menewsed BF-gusded SAM o,

Rouieing: mvoiding the threnl altogesher - wsunlly not porsible for

Mnhkmnﬂmnirhﬂwhdacnfmm

Stcabhmees, coveridyg fadir choes sechon (RUS), IR Sepsabone

(IRSL IFEC eranaenisionm aid optical sigeatuns, These manistia
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Figura 8. 25618418 T

gursica AFEC- puded AAASAM

she deluy bedven the thecas detedis the abroraft, das limiting the
shreat's lrgeting time end therelry sedacmyg the probubility of
wezpon firing omd P

Commpermuaurg and tanos effoctivencss againd doch thast ype
prEventing weapon engagenen, lnch and, in the case of mistile:
in flight, npproach and desonation.

Wespon sysdens Fy s & fisaction of prohabilithes of Sepeting, launch,
uitaising fevnamal position with respect 0 the Beget pirersil ie
petnng within the "Kill radia”, sl detonating in @ wiy that the tangst
i drsabled or desmoyed. Mond b can be visalived, from the view.
points of SAM vperalors snd the torgeted sivcrafl, from the SAM
firing sogurence in e CGioangs Choomey Film The Peovemaker-

To piat the missile threst mio perspective, Table 1 gives open
somroe kil datn for 2 selecton of missile types from @ nomber of oon-
flscte. Although simplistic = natune, the ble dermonatrates tha the
pablac’s percdption thal misibes are “freone-kill-ome, Fine-anoiher-
kil l-aratheey* wnpqﬂ:n ol whally true, The reality s that esch and
Evely engagermnent taoa sinchadtie vent with s wcerinin saleome,
especially as humans are in the loop in the theeat syseem nnd the
larpet adrcrall. Thus wispson amd o offectiveniss, wiech
are cach 8 combinanion of oguipment sachnicsl performance asd
heaman tactics amphiyed in their use, can be widely different far ench
engagemerd. Tactics are ofiem the deciding facior in these live of die
stuatiom.

Table 2 aleo suppests thi IR-gunled SAMs spparenily pose the
misd significant threat o siecra i, While e i sbaalute lenms, this
misskes the pent] sivamtion - thet RF-guided thrests sre generally being
nidegately courered by the esctics and RF eloctromic countiermea-
sares (pemmers’} ulilsed on moedemn sirciall. Weee the develop-
ment of jammers: and refimement of inctics 8o stop wday, then RF

l:-: ry —- (1]
g *
o
b

E AF n* = 5
o e < w——
Breal— 2 =] 3
ﬂ NEwm ‘ L&

1E 2 g #
E T | am

L 18 v L] fo ) 2nn

[(wire ciock srem apmasm: _ woesens: gire wien |

Fagurs 6. Chiut iichnology bonds
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ARCRAFT SOURCE
USS Foreste!, snvcraht carer Carried radar
Bk Hiwk Ne=loogiar Radarvado masis.
Wanous passenger arcrad Forabis dovcas
BT47 100 Semiv Camoocder
BT47-200 Jertibes 2 Lighons
Agusia 109 helioopher Fadho mast
Wanous Rads masts

thegal developments weuld evennaslly avercoens them and fas more
mrcrafl would be ks thereadber t0 RF thrests. This is the never-
emding ‘cat-and-mowse” develapenent of thesar, countermensang and
gommnier-cousenpesurs prevabent in the jadifiably secretive world
al EW.

1.7 Relatlve significance of direct and indirect throata

Imdirect thress posc o mech highor ek thon direct ones; even
whasagly the Intter can also cause mission fhiluee of alremnl bows, Ta
pul this imta perspective, during combal gne = significantly mone
Tikely 10 lose niccrafl bo SAMSAAMIAAA than to Hghining wirike.
While the aclasl P, figures for SAMAAMAAA are many and
wabriedd, this indicaies bow more significant the indivect EM thrent s
in wartime. However, and this (s n big rescrvaton [n our incres.
mgly Hbpsous socaety, B n wiolly wnecoepiable for pleerifl o be
bevught down by (for example) liphtndng strike onto o popualarsd
aren. Thus, especially = milsmry aircrafl spend most of thelr fime
opemtiny in peaceful sirspace, the dinect mnd Endirect threats are
treadedl with cogual ssowiness by incrall detgeers and avionics
englreTs,

4.0 UPSET AND DAMAGE MECHANISMS

4.1 Direct threats

Upset and damage cauwsed by ditec! thecats can generally be
ascribed o EM Inerference (EMI) in dls sbdest sena, covening
BF msd optical pas of the EM spectum. The primory £1Tocts
scen are jormming of RF sensor sysicma, wpact ol damage of
electranic circuitry, apticall sensar j ing. duprle ord B
amd lghtning strike physical damage lo the airfrume. In each
s, EM encrpy ingress into RF oprical EO semsor apesturnes and
intp the mirframe wself s o key foctor in upset and damage
mlanisamx,

T b benpariast 1o dictmanate between apsel and damage, s the
fermer gan b nonmally decs nog significantdy mpact survivabilig
Bt iy compromibee mension suceess prohability, whereas ilw lacier

L T e

Figurer 7. Typical damage threshoid isvels koo Tus pulses,

Pogaty dhigided plug: Missis Bred irto ciner aincralt: 134 dead ST damags

Saveral crashes annbeed 0 AF of fght cosmred systams

25 puigt repants af RF Sus to passenger-apernied ohoctnonic davioes

Siow bedl hem
Coirpacs mdwed 150
Bpurkous enging readngs. 1o narmal after T-10 secands
Spunous roadngs an GPS

will cemminly sdversely affect bath, With few exeeptions, upss ina
temparnary &nid roseverble situarion on EMT removal, wiereak elec-
mraniz/oplical 50 ormpopent destnection s nol Upsel manifests
Wsell, for examaple. in sysems which caanot be engaged or distn-
wage themechves and canmot be re-engagod, o give o faikure indicar
Eiom i) the foircg of EMI i reniaved of Byspassed {which is ns
difficult when flyingh. Other indicalons may be wempomry inlerdor
ence on TV dispbis, alkin o RE jamming on catly generstion mdar
displays,

Then: have been many publsestions coveing the topics of sa-
ceptibility and proteciton ol electromic chonine when. exposed (o
Bigh BF ficlds and guments, Oxcurrences of EMI {or mther RF
Tnerlerence - RFID of ainirall choctronics have boen reporied and
Takle ¥ pives b a Fow exnmplis

RF1 depends upon o sumber of RF i (o, predom.
mantly power density, froquency ind waveform charsolerisiss, ..
pulse wiidth, pelse repetition freguency. The smaller be nommal
operating signsls (imcluding power mapplies) the mone auscepeibi
they ane 1o upsd by RFL mnless adoguste skicidiog of fillenng &
med. Lnforunaiely, from an EMC siandpoint, the sver-increasing
device dengily per mtegroted elrouil < roguiteed for inencased come
puting performence - exacerbutos (his sisustion. Fig. & chows thew
el e hnidigy emds,

It is imporiamt to recogmize ihet thene & oaually a significant
power deneity differcntinl bervoen upser amd daenpe, whether
meparding  eloctronic circuity or (dazrde'dsmege of) optical 0O
sermacts by Dsere. A fypical fgure 5 ol least 1080 flmes higher s
damage than upect, althosigh the actual figsre varies widely and i
highly dependent upon e spocific threst type and clectsoni o
eptical B} deviee concemned, Flgure 7 ilhetmlen (kin with a

sy of BF dasnage thresholbds for  menge of electronic compa-
peemis, from Hefl 6,

@ Gremmi Casyighn
Figuem 6. Mirar struchunsl bt damape,
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4.2 Indirect threats

For this pepe of thrcar there b o upsct, onlly dumage seventy dewk, Al
the bowest devel, miner structurl dienage cssied 10 pon-wonsse air-
craft purs, for cxsmmple in Fig % b onliedy b cmine mision shortion,
Henvever, o miesile eapleling sufficiemtly close to the aincesfl may
gt is destnucion. The mechanism & one of impuct on the =l by
mizsile fragments and the physical destrocton of mechanical, ydomlic
il hactronic systems thirein. Massales s menerally desiprod wo delo-
b close b0 the sfecrnft using o pocimity fuse amnd thes desonstion &
rargeted where damage is most Fikely fo coe gircrafi Js, e 2. engines
and the eockpn. When the minomfl geet w0 this “arlgame’. where
mlihn enmmploten dotsed svoldance i mo leager an opsion, B2 vl
rernhility o dmmege Bocomes puraenouest A well dewigred siremdt ha
osdequale defensive asds, such @ fleres, chall and REEC) jeemmen
capshililies 1o oot the mbound thoest and, by Giellal dessgn of
stroctong and sysaem apchileeiures, an ahility w susain a reasoenable
mmwnint af damage before mission snd sireedt ks oo

5.0 RISK AND HAZARD MITIGATION -
PREVENTION AND PROTECTION

The reasanabiy well enderstood heoands pesed bo nircraft aevnalliny
by ilimert and imadivect EM tlrats have bomm discribed carthor, The risk
ol beieg exposod 10t hisands, however, 14 less cagy W desrming
amd s & Tusstion of many thirgs, not kess of which gre the sinmits
Tode el mission, aed the soonenn s which o hes 1o opersie Haokei
Include Thghter, boenber, mnker and tranypors. Misslons include growd
aisck, counter-air opemtions, close siz aspport (b0 the heatkefiekd),
strike, imerdictson, land reconnnisenoes, supply omd tanaport, tanker,
mirbenme garly warming wsd control, amd merieme patral. The sponi-
il scenanio &5 probably the most comple Ticior aflocting et
exposire fisk, The gm “scemano’ in this cortes] memns & comples
mission dewripiion, from take-ofT theoagh barle and retm o bose.
dencribien
& All the con, fremdly and enenmy’s bind, sen and asr forees, el
their bocstioen relbative o the sircrall & g Funcian o B
® Function snd perfornidrce doscnplaom of all pladfiorms, weipon
sysiems, sprvivahiling feamnes and kevels of day'nighn snd all-
weather capabilines.
® Cengraphical factors, sensom and woather during the rmsson.
T [ac o cosmbine t delfioe the operational soonana in s of
probatile dheest demty. aitcrall engagesend polential snd RF. laser
anid EO EM enveoement.

5.1 Approach to optimising survivabilitg

Cwot the aborve Ewtors are konown, sk and harand mingsion &

ochigwed by adopting an holistic *prevestion aod prosection’ approach,

detailed i an carher paper’”, 16 avasing maxkmem aevivabidizg

levels for a given affosdshility bovell Bn this approach, usvnabilisy

cempeacis are balesced by an Herative inssgnied process:

® Evuluste combet effetivencss of sorall coneepis wsing smmulaloon
lechnicues, tiling o gocount sissson-specilic wapom systim
capahilitics and odher Loy desipn factons, g, mm;. EW capu-
Tillities and RESTRS o enoble o avoidence, i I
of expecipd s,

® Canduea isdeoffs of key swrvivabeity aspocis, e, upnabse
lewels v eost med epemitional uidity, EW asie complexiny v, cest
=il deita indresie o prolecion affisded

& hfanimis sustainad effectiveness wang paramietic dudie s wen-
il the desipn feanures neccsary b minimise sircrafl ks sl
MaLN imise i Eshon: generation,

® [lorive massson and sofminr sysions’ noquirericits sppopeade
the uircralt role. miimion and soenato,
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Fgura 12. CEESIM RF throat simulbsior.

® Afinimise sircrafl vulnerabilsty per militsry roguinements, o DEF
STAN 70 (h 112

® Conduct sarvivabality amlyics fo dovelop batke Gumage Topair
recpiirememts in aocondence with TIEF STAN 00 and MIL 5712
1328 Tosk 303 2.11 {summvahifity rado-ofis)

I whis “Besl practice” sppeoach, (be benelits of which an: high™. il

sumvivabiligy wre comsidered. whole-spevrum, gysics-

wide EMCS EW capability; RCSARS porformance and aincrafi inher-

ent villnerability.

5.2 Mitigating the indirect EM threal

Mitigtian is achieved trvugh bayered philosophies of pre-kill, avid,
evidi, counter and sustaim. Pro-kill, or desanosvang he bostile system
befiore it becones @ thiest, is by for pecforable bat dafficult 1o achicve
n practice, g, 5 A0 tactcs employed in Biosnis mehaded minamising
RF trarmmision tms snd high mahilily n 8 “sboot s scoot” sirm-
ey For pre<kill do be viable, the threat has 1o be kicuiea] or detecied
Pt W it engaping the atuckeng mireradl. oo the advantige is o,
Ty innelligence, wnformumabely, is diffloub o aexpiane. oven with
modern anmanmed s wehicle (UAV) plaformes, although EMEW
UAY vanms are ely o conbrboie msch o fubore conflicts.
Ao and cvasdon ane usefiid where re-tosting fs o optien
withosit compronising the misshon, or where seomdt with appropri-
aiely how RO and IRS sne avinlable, Incvitabdy, nsost mililry ascrsft
Bave 80 o "in hasen s vyt complole the mivkon. At thia paing tlsere
oaly remzin the Coanter asxd Sustain philcosphies. The theeni, cnce the
kel hos been tngesod, ca olflen bt mol always be counbered by
the: aircft's owm DAS and'or dwoupgh predcction By escon aircraft,
eg sppression of eoemy air defence (SEAD) sireraft sach as the
EAGH “Prowler” sapposi jammmer. Figure 9 shows the EW danipo-
merrts al' o omprchonsne DA,

An impriant comsbdomiBon is the alfondabadiny of thrgl newins|wa-
o of limirstion, A5 costetfocivenoss is dificubl o catimane’™,
s B SEAD suppore. Figeme 10 highlights shis diffculey for the IAS
g, It pives the {sanmeed ) nevalis of carler DAL Systers single mie-
crall umalyses, with each point ing, from kil o right, EW
saipes with Increasing fmctionaline and perfimsnce (ond heice cos1),
Tecomfirms ihe imitive wiew thit the more capebie — and generally she
miore expensive - the E'W nile; the helior the deanee of sirvival. 18
abu abows o platfoemn: edepemdiont trend that, oooe 2 maodern”’ leved of
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goeiphexity hun boen aituined, the pavhack bn eems off EWrelsiod

ncrenscs i theeat meutrubisation copabslity markedly reduces with

furthey cos inireame.
In the final phiksophy, “sustain’, the sinmafl’s sarvival, ones

darmaped by missdle or skells, & d dent mpen i miri

Bility. - In low vulnerability {i.c. Ingh sarvival probubility] desigrs,

sarious. lechmiques sre aned 1o merease misshon skoess probabsliny

despite being hat, or af beast to guarandos the shility fo retum (o hase

for tepuir nd netum s the fray - tmihor dhan, csatriyhn aarcrafl e,

Such mwethody inchale “saerificial’ cquiptasst junt jemids Il airframe,

prodecthyg impeetanst syabeens such o lying coetrolx; tual redundas

syaliems, lombad m diffevent places so that ome bl {or missile .

et ) cannod kil both sysiems sinvltaneoensdy: and the separmion of

iz and fire-maising agenis.
Flmlﬂmwm:nmmﬂuqlhm'jmmﬂ
the Rghtesbomber hpe has had the mod comprehersive available

maidérn AR fisod, whsch can be achdeved Bavugh o combrinatn of

equpnen | idditon, WLMWWMMHM

canl sarvivabaliy enbamcemenis can produbly only be achecved

through the follwing, s indscative prionny ender:

® Improved oecsiromfl sensor imceration =nd dofs fision, ns
cussed inber alia m Refl %

® s of dedicstod SEAD suppom assets, ¢ EA-6H and Tomado
electroni: combat snd reconmiissimee varass,

® |mprovements 0 avosl amd evade capshility through data. limking
attuniban mwatomou and rpeting lanmstion ocroan dhe land-ses.
air gl Tmttbespace {netwark led cupabaliy ™),

& [mprovermons i e intrensic phivecal vascebiliny of the aircradt;
il

*®  [nhoncements tatgesing kiwer RUSARS and other niromfit signanares,

5.3 Mitigating the direat EM threat

Survivability mesome fimeliness b aho 2n mpornant Tasior.
Bdidzpation phulosophses wne 3 above by tile but with subily dif-
ferenl eimpluisis sod implementotion. Gesoally, engagoments by
SaM., AAM and AAA bave n finke duration, wually from a few
socondls Lo a few minutes. Conversely, direct EM thresis tend 10
be instantancous, cg. RF ond laser THOW, hence their other name
“speed ol Light weapena”. While it could be argued that DEW
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Emitter Counls as a Funetion of Time:

Select:

# bar chart
W line chart
¥ inactivel
W linactive2
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azimuth ADA
frequency

Values:
pulsé counis
pulse density
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B NEnmn e, Anrer Syaises i

Fgee 13, Exampls EGA output.

wirnfll e Pre-Kalled, lightning stnike sould nol 1t s impossible te
avoid ar evade the géner] RE'ED envizonmént — aircrall deshgn
sl chler Tor this reality, Coumtersng these throats i also niot
viable, Therefore, the cmphasis is gresiy Focwsed an the “sustakn®
philosophy, Low velrerahiliny to thess theears can be achieved by
Emuplementing:

® Shingent EMOEMI coatrod, spocification, desipn and mskalk-

Iy praclices. The pesibience of aveomie and dlectrcal sysioms

Feld strengihes to be encountered s piimanly dependent upon the

hielding affored by the wirframe and the inmnso Eb resillience

of the mvhanis choctrizul sy sem of box itiell While it i posible

1o medify the EMC characteniptios of 20 individusl svienics box

pesit-munaischse, it 5 difficnle to sy tee some Far the sirframe.

In bith cases retnoemodiGeatsn io achieve higher resalenee 5

techaically eomplen. expensive and very Hifg coEsummg.

Much effont has thus been expendsd over the lasi decade on
sibuming cormg medefling capabihties o cnahle whole-air-
eralt and syuem EM performance prodiction, and 1o omasne adic-
quase mlety mangins are huill ia o the aircenil an the oot This
his been enabled by the mujor comguing power Minemes s20n
oner Ml Sieived (et Eraaii, hul cviesh Bow whole-goreral) Sotadl EM
meodelliog is nor yer pessiliie o the highey GHz froquenches of
Iterest 10 the EW comnminity, As a result the acourite predstion
by mpdelbing of Full-spectnom: EMC, instlled anicrma and BF
swleime nteroporabildy perfonmance shill emans an dwase
peal, with peodictions usually boaued on 3 combinsten of

380

el and measaned dats. For example. Fig 11 from Rel 10
shwas such 0 predicten of adrfrasme shiclding. m e microwave
hand, based on stilidical paunlysds of messesewnis thken on @
wrurmbser o military fised and roticy wing amcrall

RFEMoprcal senpor snd lightnieg srike protection schemes,
moting that siccmfi s withsiond lighining srke anachment and
theretfore have ligike conoem abaut nearbw aniles

Semsor fizsion and rod ¥ o opli Emerweledpe and
awarnes, whild roducng decnion making soiiamos on any snglc
SR,

6.0 CHALLENGING ISSUES AND
INNOVATIVE SOLUTIONS

Acdarang mulitary amcrafl ssvival 5 g comaples multi-discipbinany
sysionss engmesrng pooblom ord ohstacies cxid which present *aom
uttrim’ gudraniees. Somss we outfined belaw, in oo particular onder,
witl an imsdication of how thete are being rosobvad heough indistry
development af iemovative sobuticens. [t 15 nessomahle 1 aay thal the
risk, moed bnemnd of mos ere being mitigoied by the incressing and
complemeniary we of powerfal madelling toods and echnigues @
mxid im the prediction, speciBcation and vertfication of EM and EW
poifoimanes. Despite thess conbmusng  advanoss, wome goals  are
thacught Ty 1o memnain clusnos Bor the Sorosoosbic Futune,
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Figurg 14, BAE Sywiomi’ BV et taciity

6.1 Precise EM envirgnmant definition

10 b carren Ay dmposciibie po consiruct & procase EM eovirosment defi-
mlmn Far realisic operstsonal soeraman, For exemple, in the BF cme,
gheve will he cnergy from humdreds of RF ominens impinging on an
wireralt in wanime figha. The combinaon of arceall manogin,
miuftipde scarming BF omiters, wiathor and lomam efbects; nenr-fheikd
effects, installed smionme performanc: end intey-ieeneaireraft mols.
pashyscultening racans thet predicting povwer density ex frequency at the
areraft with any conthdere is difficul.

Althiugh challonging. high fddity BF anseemenl peadsction =
prrashle iing widely snailable real-time RIF threat iemslalors, wos Fig
12, and associned soonsrio modolling and snstysis ol The sinw.
sy, which aro prmstily sooquangd o the Test sod Evaduation (T&E
of modern EW wsites’ ™ do, however, cirmy 8 Smst-M price oy,

Ataining 0 hester then present definition of operational BF enviran-
ments is fikely o be reguired 1 enable adoguate speiBoation of the
wpooiting  gencistion of Cdigital’ EW mocvens. whose poieniis]
mhulin o iwmber of open By usctisd benufits, of
afich the memt rotable e
® hyiter threnl recognition capability and decrcased emitior ambago-
1t {lesding 1o s abarmmis),
improved fheoal dweciion finding scowracy ond peo-lecation
capahility
A ool gnarmple of an esvronment modelling and snabysis 0ol i she
envinmnment gencreties snd analysis (EGAD software puckage, which
o el for the crestion and ordlvais of umtes sl T, complet,
mmulti-emiticr RF dgnal enviroements, I iv sotuslly & replication of the
front-cral of a flll-up smalaes, with the capabiliey o port nevulian
emiley Avenars deoctly mbo the sl for post-anfmnd dirod
mjection mio EW reoenver systems or for free spece irmadistion of EW
syitemns installed on sl Figare 13 is a0 cxumple gutput of the
EdiA ol

Thens wiiemilaiors sl tools e EGA e wad e EW apermions]
and wywisit roquisomacnte analyde, sywienn dealpn and developmens,
sigmal processing algonshm testng and sub-syeecm'sysemdplaifoem
T&E AL this time moss cover the BF domnin, e IR and LY simuolas
tiom amd stimulatin sysiens ane bocommp,. more comman = the
workl-wide move tomards fosed RFE(Q semor informmtion: gathers
puce, Patentinl al=o exises for BF simulmon BGA we in the EMC
arena, should a betiee EM emvanomment definiton be roquined thsn
thoae in atsaelnds wach s MIL-STD-A01 463
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Flgura 15, 1R Sgrasng mas s ibmsnt 4 analyRis syatsm

6.2 Precise spacifications

It ix diffsll 1o caphure a fully comprochonsios view of the “mal
world' use of 3 product and on eusa delimition of whal Gonaituies
“fully fit for pamposc” fiom the customes™s and end-aser’s perpoc-
vives. This is espocialiv oo for miliosry sisonafi, Degpibe ihis, ma
moves bownnds the previse specilication goal hasve been mnde @
rewenl yeuis This &5 most visible 91 the aviesc equipeent gpocifica-
o bevel where, fiwr example on BW sysien, modem specificationes
are much enhanced in quality and mnge of detail. They now inclode
betrer clefimions of all aspocts of cijutpenont fmcton arsl porfor-
mange, éxpecinlly m Edrelated grcas, and hiw porformance is o be
comirncisally verifiad The impanance s servivabiliy of bigh
qu:ln:, specilicatirs 31 the equipmenl, by, sysoms amd
prlatfoarn Sevils st b over-cinplusisad

6.3 Invincible alroraft

Ma airerafl is ivincible. A realisably and affordshle goal for aircrafi
rubisness agaied EM theeats (s the insluioa of o semible lovel af
i lEned =im prodection sgaiesi cocl theal s vpe, qugmeniod by’ e
il @nd syeiome deingin whikh ciables -~ ad iiElimim - ke
retarn b bese for repair, iF ond wihen damsged by those threom. Soch
proteciEn schemes inchede EM shicldmp/filgering, RF recerver imput
overload protectson, foguency scloctive surfacs amd optical aper-
tre shuttere: The opdmuom survivahility stuation iz nbtwined when
all threais can be accumiedy defined whilst the aierafl ix still "on the
dmwing ourd*, Undostumatedy, this never lppers m prachice s niw
throads emerge dursng the asrcrmilt's developogat snd operatmy bife
Hoowewer, pven for imagrvicos ammcmmil, the dsustion can he improved
by retrafit application of servivabilily enloncement megsures. 18
shouald be noned thar this B casler for oo thom it e indiract
EM threst, where mone andror beiter EW equipment can ussally bhe
fottedd and tactics nefined, than For the direct theead, where the i
Tramse, witing and avionies’ EM amsceplibibity would need 1o be
iibiered

6.4 EM and EW performance verification

% angd EW perfonmance verification is gencmally difficub, time-oon-
sanringg amil regaines expensive TEE fecalibos. Amorsdl mamfesiunors
are ususily comrecied wo provide evidence that the pireralt and it
systerns meel their design specilicagions. Thas i achioved though a
comnbanalbon of iopectioen, aabyss, (o sod domonitmtioes, These
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Figuira 16, Lighining strike testing in EWTF anechoio chamior,

arg conducied & equipement supphion” Eilifns, novon inegration
and pdher Inhoestonies 8 Hhe airersft mesufieiirer's premises, en ale-
craft groundrhased mmals and via ighi mals oo sl moees. Foc
wanmpls, BAE Syitoms”’ EW Test Facling (EWTF) in (he North Wit
of England, sce Fig 14, Is wstd for mboks mrcraft EW and EMH
testing, and for W sstens nd auhogystems 'F&E"'" The EWTF
womtains koy capabilities for RF simmbation, jammeriather BF signal
ewiibuation, EW omenonimenl midelling asd snalywix (enchaling an
EGA 1ol ue well o bigh power BF smplificrs und @ (o
lightimg serike test generation.

6.5 Countermeasure eftectiveness issues

Prediction mnd evabastion of countenmessre eifectivencs sgainst
threads w8 difficult in the extreme''™, Thepe are, ax described corfier,
many faclomn affectmg the misibeashrall omimermeasine alionds
tioe, muny abich spply in combination s some which me not pees
hctnble with any kevel of comfidence. Uountermiasuie olfoctnendss
i s abmost bmpesishle o puaranos. 1 s s comples combinstion
of inselled EW svszm techmical perfmeance, which includs: incl-
ligence=tased thread dats nnd counlermessare technigues with which
b proprnmnod. amd ctics dved by aircoew, Techmcal perfor-
manee bs ursder the aieceall prive comiescioes control and s defbmed
m lechmiosl spocifigabons, and i mcusursble and  werifiable,
Texhmigues (*pre-Maght mewsages’ ) and wotis, on the other hanl, are
tenaler the User’s contal, ane consirained by thaw specificsion asd
ore derived feom smabysds, expenomce and als. Coundenmessiam:
effoctivenoss s this msivimisod by the nefinemenr of tochnagues ol
ractics, both of which are informed by espericnce and oprimised by
trials. As the metrics and mensurement of effeciivences anc open 0
detade and wnicspdefation, it ix difficull o comntract effecinoness’
fevals far couslonmesians and counter-cosnleriBeasun
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For evample, an EW systems ability to detecy RF-pieided thress
nnd spply oppropriase amd mely countermesaune i uasally con-
iracted with the alrceall supplice. However, the srorew inchics o8,
menocevie aml particiler mothods of EW syseos operation, ame
highly spocifhe 1o the threar in guestion and rely on dn Imlimese
knowdodge of thar threat and (s suseoptibilivies. Soch knowldge 5
hard to cbidin, cven il ooe has an aclezl theeel o evaloste, 1L =
usually ‘perishable’, as the coentermeasure is oaly valid ax long ax
the ospposition docin't know you know that areceptihilily - there-
pfter the weapon system is bkely 10 be quickly madsfied 10 pemove
the sascepiihblity and the countermensare ao longer woeks. Such
information s bk poponked the highest level of weurily and not
namally pelensedd by the milisary to industiry

6.6 Prediction and assurance of adequately low alrcraft
RCHIAS levels

Thew memain fechmcally difficult aml ationally sensative e

Rl 1¥ covers imeresting aspects of ROS and couser-stenlth radar

As o generalsatson i is L 6o say g malsanly wseful stealth per-
foemmimmce bos (i be designad in ot the outser. Retofitting thas capa-
hility B0 exisimy plaiforms s gemernbly diffiodt, cosily and of
quasdionahl wnlpe’ ™ although i con offer positive bepefits through
redisied jammcs et poguEnement ar i impeoved jamming ¢Mec-
liveness vin enbanced fam-so-signal ratio. EM modelleng and mir-
Frames maxpratarn design fodes o vkl pan of the agratires Goign
Al soasane proome, sl ofgoEng sonsputitg power advanees have
bewn belphial in mitipating ks, [R5 prodknioa i arguably lew
i, i thus preater rchanse 13 currently plissad o the s of
msured RS data Trom in-Haght aimcrifl. Moden meausnemend and
nnalysis methods, such as thoss of BAE Systema” Mobile [R ground.
to-air tracker (MIRGAT) sestem, see Fig. 13, offer significant bene-
fiits oo the above process

B.7 'Whale aircrafl EWC testing

Genersting kiph power EM felds im free space, 1o verify specifisd
whioke afrerafl EMC, with safficient safery mangiss, & highly expen-
givie aod can couse EM spectnim pollution. Such triaks ore fagist-
eally complex, Hme-comeming sl have post nepoatability. A
nambse of Facilaics have mach capabilities, but nose jotally coven
the full fraquency rnge roquired with high emough fiebd sirengths wa
enable specified performanse i be wholly venified by s, The aie
of free Giehd smulation lechneques in e EMOC design and valuition
process: o been seem fo miligsie this isoe fo s level agreeable o
aircrafl ouwtomerns. Establiohed similation iechmigees include low
lovel waept fregquency, boom bulk cument imjection omd adrframe
ot cusrent inpectiva, I purallel with the dvelopment of these
lechsigecs. compuistionsl EM techiuques sse ereoting soduced
relismce en alreralt ening,

6.8 Lightning strike testing

Whabit o valud of Tull- and fib-ibreat Hghinang stekkaSesting on
part stedctures (o wings) and sub-scale modols o socognased 5 a0
mportant usremudl dosipn aad development peasccs clemsent, it cannot
replace the need for perfrmance verfication by whale aircrafy
Ieatimg. Figurg |6 dlwows e Thyphoin  (previously  nonsed
*Eumnafighber”) ondensoing doch bests in e EWTF. e in ooeme
paimg power offer ibe oppormueity for the modelBing of whole smir-
erafi lighring strike, This i, hewever, unlikely 1o emtirely remave the
need for af least sub-heest whole zireraft sesting. if caly oo the "firs
of type” abierall fod e paspose of valiliimng modeds. peior 1o st for
eleantog otlser ioclividizal ssreradt ol that type,
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7.0 CONCLUSION

Contral o domissnos of the EM onvironisent 1 essential 1o assuring
combat ssecess and flight safety. The pase 25 vears have seen signifi-
cant endhancements in the undersimnding of electromagnetics as applied
o complete. aircrnfl behaviowr in gencral and, in panticular, the
capahbility to adequately specify and verify perfonmance in the sechmo-
logically complex areis of EMUOEMH, EW, Signatures amd
Wlnerabiliy — nll key componems of Survivalaliny,

Far the futee, military aircrnfi and system-of-systems providers
will have o cater for masiery of =n ever=changing and increasinghy
complex EM-related environment that is likely 1o include:

& Newor SAM, AAM and AAN types. o addition o essablished and
elderly desipns in service word-wide, These weapon sysiems ane
likely o have, or be modified 10 have, malti-spectral guidance
sysiems, making them harder o counter.

Threats with lower power emissions and far shomer trnsmit times
tha & present. [n combeation wiih other low probability of inber-
cepit fechniques, threst detection will become increasingly difficuh
using currenit techniques, Examples of this have been wimessed im
recent conflicls, where even the bumble mobile telepbane has
found & place in the cpposation’s TADS.

An menzsed prababality of encounbering RF and Laser DEW.

An increasingly complex communications. environmend, reguirsd
o erable nee co-opemtive sensing and network enshled copobility,
The tremd & towards force protection whene hoth the sensors and ECM
capability of individual sircrafl operating a parl of a force are co-andi-
nated by networking the alrecraft EW systems, alfording a nwch
prenter ¢ffective capabiliny and hence imgroved survivability then an
imdlividusl self prosect sysiem.

A need thus remaies for improved military aireraft designs and
implementations, o ensure desired survivahility performance. Such
improvements will lemd o oplimnsed mission suceess poteniss] ad
Lsetner adncrew Hife expoctancy.
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| KEEPING MILITARY AIRCRAFT
SAFE FROM ELECTROMAGNETIC
1 DANGERS




Systems engineering

MILITARY AIRCRAFT COMBAT THE
H ECTROMAGNETIC ENVIRONMENT

by Mikes Pywel

the perspective of the military alperaft Eatggﬂ:m ih‘unh tududeg lightning strikes, KM pulzes
d avionle systems deslgner, the m\ﬂmui IJ;r nuclear weapons and divected-cnergy

electromagnetic (EM) environment can be  weapons. Thﬂ gecond, the Indivect threat mneg;aq;
nenahlerﬂumghﬂmuseufmﬂgatﬁ;ﬂé_:

the EM environment Is alst a pnten"ﬂﬂx
disabler. as threats from weapons ];.asadﬂg x
technelogies and the envirenment itsalf ¢
destroy the alreraft. There are two distinet type

EM-basad threats that concern mﬂﬂﬁ}
deslgners and pilots alike. The first bs the di

EUECTROMICS STSIERTS AND SOFTWRHRE | AFTeL 2000 |
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TABLE 1; RF INTERFERENCE AND ITS DOCUMENTED EFFECTS

Lt Fomestal; Camar rader Foory shislded pug

Aircraft carier Mizsie fimd into oiher
aroraft: 134 daad; 372m
damixg:

Biack Haek Petar! Senral omshes siibuted

helicopter radic masis o RF interferenos affeding
Tight cenkeol seslems

‘Warous passinger Porinbia 24 pilot reports of FF

arcraft devices imlerference due to
Elecronic devioas

Boaing T47-100 Camiidar Shaiw bl i

Bosing T47-200 T laptap Compizs mosed 150

aenpulens degrass

Augusta 1049 Ragdic mast Spuniaus engine readings.

helicopler io normal after 7-10
s

Wrious Pafie sl Spaniaus readings an GRS

be propagated at thealveraft, as if the strike itself were
4 RF transmitrer, which can upaet or damage electronie
syatems. EM pulses, whether produced by nuclear ar
non-nuclear means, have different wavelorms to
lightning strikes but can alao upset electronics. It s
penerally accepted that transmitting arrangements
with high enough fleld strengths for use as dirvected-
energy weapons exist, albelt some only yet in the
laboratory with operational gquestlons persisting for
others, Systems capable of generating and projecting
appropriately high levels of BF energy at militarily
nseful ranges remain elusive for a number of

TABLE 2: KILL DATA FOR VARIOUS MISSILE TYPES

stgnificant technologleal reasons, but there ls a
potential threat in the future:

The other main category of EM threat, the indivect
threat, includes weapons such as radar-guided surface-
toalr misalles, Indivect threats pose the most serlows
amd prolific hazard o aiveraft. They can be guided by
radar, radio or eleciro-optical meagurements or
sinals. Multi-spectral or ‘dualmode’ guidance has
berome a recent trend. to ensure the missile can be
affective even when being jammed in one EM sub-band
by the target alrcraft's self-protectlon svatem. Deapite
this trend, single-mode RE or electro-optical subdance
systems predominate in the case of surface-to-alr
miggiles. The situation iz more complex for antl-
alreralt artillery systems as it ks difficult to lsclate the
precise muidance methods for all the approscimately 31
types and 43,000 systems tn use. Many are single-sensor
systems on delivery, baut often later augmented with
other sensors.

THREAT LETHALITY

Many factors affiact the success of threat systems when
engaging alveraft. For example, flying high degrades
the surface threat's targeting accuracy and can prevent
the antl-atveraft artillery and man-portable missile
systems from engaging at all. Flying high, however,
exposes the alreraft to an Inereased threat from HE-
guided surfaceto-air missiles. Further, stealthy
deaigns can maximise delay before the threat detects
the aircraft, which limits the threat’s targeting time
ami reduces the probability of a weapon firing and
hirting,

Ta put the missile threat inte perspective, Table 2
aives open-sonree kil data from a number of conflicts,
Although simplistic in natarve, the table demonstrates
that the public®s perception that misslles are “fire-one-

Inframd-suriace- SheTa Gral letnam war [t availabie] frof el 33
St e {1085-75)

Irilrarad-surkace- S Th Grad orn Kippur 4356 & 014
fa-air migsie [1a73)

FF-mu e 2 Guideline WA W S5E 150 1635
Bo-air massia

Frqurtace- =2 Gainful ¥ Hippaur 40 20 2.3
fo-air messia war

Iritrarad - AR AM-S Sdewinder up o ey 1362 a 223
ol mesEle 1480

FF airio-ar AT Sparmon 1H5E-1954 G54 96 147
missle

* W wariabion by conlicl Wstnam 8%, Yom Kppur 33%, Bekan Valey {16750 50%. Lityes (19062-8) 30% ond Goif Wor (1081) 62%.
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kill-one, five-ancther-kill-anether’ weapons s not true.
The reality 1= that each and every engagement is a
highly probabilistle event with an ooteonse that is
rarvely predictable. Table 2 also suggests that nfrared-
mubded surface-to-alr missiles apparvently pose the most
shpnificant threat to abreraft. Although troe in absolote
teris, this masks the real siteation. BF-guided threats
are penerally being adequately countered by the tactles
and HF electronie counter measures, o jJammers, used
on modern alveraft.

Indirect threats generally pose a much higher risk
during conflicts than divect threats, even though the
latter can also cause mission failure or alreraft Ioss.
But it is unacceptable for aireraft to be bronght down
by a lightning strike onto a populated arvea during war
or peacetine. 8o, the divect and indirect threats arve
treated with equal serlousness by alrceraft designers
and avlonics englnesrs.

In the case of divect threats, it 13 Important to
discriminate between upsets and damage. The former
normally does not significantly affect survivability but
may compromise the success of a misston. The latter
will certainly adversely affect both. With few
exceptions, an upset s a temporary and recoverable
sltuation on onee the [nterference ls removed. There
are a humber of published examples of the
snscapiibility of electronle eircultry to high-power RF
flelds. Table 1 gives a few examples of upsets and the
consequent knock-on effects. It s bmportant to
recognise that there is usually a significant power
density differentlal betwean upset and component
damage cansed divectly by a powerful EM fleld. A
typloal figure 1= 100 times higher for damage than
upaet, although the actual flgure varbes widely and
depends heavily on the specifie threat type and
electronie deviee coneerned. Flgare 1. from the Taylor
and Younan paper “Effects from HPM Hlumination”,
shows the damage threshold ranges of some types of
electronic componeant.

DETERMIMING SURVIVABILITY
The risk of belng exposed to varlous threats is not easy
to determine and is a function of many things, not least
of which ave the aireraft's role, mizaion and seenario
In which it has to aperate. The term ‘scenarls’ in this
context means a complate misslon descripton, from
take-off through battle and veturn to base Onee these
factors arve known, risk and hazard midgation is
achieved by adopting an holistic ‘prevention and
protection’  approach  to assuring  maximuam
survivability levels for a given affordability level. In
this approach, survivability components are balanced
by an iterative Integrated process, using & combinatlon
of simulation, parametric studies and survivability
analyses. In this  approach, all survivability
components are consbdered: whole-spectrum, systems-
wide EM compatibilicy: electronic warfare capahility;
stealth performance; and  aireraft  inherent
vulnerability

Mitlzation iz achieved through a comblnation of
posgible technigues: pre-kill; avoldance, evasion;
counter; and sustain. Pre-kill, or destroying the hostile
system before it becomes a threat, 1= by far preferable
hast difficult to achleve in practice. For pre-kill to e
viable the threat has to be located or detected prior to
It engaging the attacking abreraft, or the advantage is
lost. Timely intellipence. unfortunately, = diffleult to
acquire, sven with modern unmanned air vehicles
Avoidance and evasbon are useful where re-routing s
an optbon without compromising the mission, or wherse
sufficlently stealthy alreraft are avallable. Inevitably
mast military alrevaft have to go in harm's way to
complete the misslon. At this point there anly remain
the approaches of counter and sustain. The threat,
onee the alreraft has been targeted, can often be
countered by the alreraft's own elecironie warfare
(EW) syaterns, or by escort alreraft such as the EA-GE
Prowler support Jammer.

An important consideration 1s the affordabilicy
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of threat neutralisation or eliminatlon. Cost-
effectiveness iz difficult to estimate. Figure 2
highlights this difficulty It gives the sanitised results
of earlier BAE Systems analyses. with each polnt
representing, from left to right, sultes with increasing
functionality and performance, and cost. It confirms
the Intaltive wview that the more capable-and
menerally the more expensive - the sulte, the better the
chance of swrvival. It also shows a platform-
Independent trend that, once a ‘modern’ kevel of
cotplexity has been attained, the payback In terms of
EW-related increases In  threat neutralisatlon
capability markedly veduces with farther cost
Increases.

The sustaln technigue depends on the use of
various design philosophles to

technique. Low vulnerability to these threats can be
achieved by implementing: stringent EM compatibillty
design and installation practices; sensor protéectlon
schemes; and sensor fuzlon and redundaney to reduce
rellanoe on any single senson

OPTIMISING SURVIVABILITY

It s currently impossible to conatruct a precise EM
envivonment definition for realistle operational
seenarios. For example, just in the RF case, there will
e energy from hundreds of BF emitters impinging on
an alrcraft in wartime flight. Real-time RF threat
simulators are avallable, albeit with a muoltl-milllon
pound price tag. These simulators are used for
electronle warfare operational analysis, systems
design and development, and test and evaluation, At
this time mest cover the RF domaln, bat infrared and
ultravielet simulation and stimulation systems are
becoming more common as the world-wide move
towards fused sensor systems gathers pace, Potential
alao exists for HE threat simulator use in the EM
compatibility avena, should a better EM environment
definition be required than those wsed in standapvds
such as MIL-STD-4E1/482.

Deapite the problems of bollding a preclisa
environmeant definition, major moves towards the goal
of obtalning precise specifications have bean made in
recent years. This iz most visible at the avienic
equipment specification level. The specifications now
Include better definitions of all aspects of equipment
function and performance, especlally in EM-related
areas, and how performance is to be contractually
varified. The optimum survivability simwatlon s
attained when all threats can be accurately defined

while the aircraft is still on the

maintain operatlon despite belng
hit, or at least to guarantes the
ability to refurn to base for
vepale Such technbgues inelude!
‘sacrificlal' equipment  just
Inskde the alrframe, protecting
tmportant  systems sach  as
flylng controls; dual redundant
systems, located in differemt
places g0 that one shell cannot
kill both sy=stems simultanesusly;
and the separation of fuel and
five-ralsing agents.

Survivability measire
timeliness is also an impostant
factor, Missile engagements and
other indirect threats have a finite duration, useally
from a few aeeonds toea few minates. Conversely, direct
Eb threats tend to be Instantaneous. Although
directed-energy weapons could fwith great difficulty)
be pre-killed, lghtning strikes cannot. Therefore, the
emphazls for both s greatly focused on the sustain

Fig 3 Rphaan in Aghing-stike feels

drawing board. Unfortunately,
this never happens in practice as
new and enhanced threats
aemerge durlng the alveraft's
aperating life. However, even for
In-sarvice alveraft, the situatlon
can be improved by retrofitting
survivahility enhancement
measures. It should be noted
that thizs ks easier for protection
agalnst the indirect EM threat,
whers move or batter electronle
warfare equipment can be fitted
and tacties rvefined, than for
the divect threat, whera the
alrframe, wirlng and avionies'
EM susceptibility would need to be alterad.

WHOLE AIRCRAFT TESTING

EM and alectronic warfave perfor mance verification ks
generally difficult, time-consuming and reguires
expensive test and evaluation facilittes. Alrcraft
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manufacturers are usually contracted to provide
evidence that the alveraft and its systems meet thelr
deslgn specifications. This 1s achleved through a
combination of inapections, analyses, tests and
demonstrations. Thess ave condocted at equipment
suppliers’ faeilitles, in avionde Integration and other
lahoratories at the alreraft manufaciurer's premises,
on alrevaft ground-based trials and through fight
trdals on test ranges. For example, BAE Systems'
Electromic Warfare Test Facility (EWTF) in the North
Weat of England i3 used for whole aircraft electronie
warfare and lightning strike testing.

Full- and sub-threat Hghtning strike testing on part
structures, such as wings, and sub-scale models, 15
recognized as an importand alrevaft design and
developrent process element. But It cannot replace the
need for performance veriflcation by whole alreraft
testing. Figure 3 shows the Typhoon undergolng such
tests in the EWTF Increases in computing powet offer
the opportunity for the modelling of whole alreratt
lghting strikes. This is, however, unlikely to remove
the need for whole aireraft testing. if only on the first-
of-type alreraft for the purpose of validating the maodel,
prior to its use for clearing other individual alreraft of
that type.

Generating high power EM fields in free space, to
verify specified whole afrcraft EM compatibility, with
suffickent safery marging. 1= highly expenslve and can
cause EM spectrum  pollution. Seeh trials are
logistically eomplex, time-consuming and hase poor
repeatability A number of facilities hawve such
capabdlities, but none totally covers the full frequency
range required with high encugh field strengths to
enable specified performance to be whelly verifled by
test. The use of free-flald simutation techniques in EM
compatibility design and evaluation processes, such as
lowr-lenval swept Trequency, bulk-current injection and
divect-current injection, has been ssen to mitigate this

A Provder o

lzaue to a level agreeabls to alreraft customers.
Computational EM techniques offer some promise for
future reduced reliance an alreraft testing.

CONCLUSIONS
Contrel or dominance of the EM environment ls
easential to assurlng combat success. The last 25 years
have seen  slgnificant  enhancements In the
understanding of EM compatibility as applied to
complete alrcraft behaviour in general and, in
particulan the capabllity to adequately specify and
verify performance in the technologically complax
areas of electronte warfare, stealth and vulnerability
For the future, military alveraft and systems providers
will have to cater for an everchanging and
increasingly complex EM-related threat enviromment
that 15 lkely to include new and established, multd-
sensol missile-puidance syatems, and threats with
lower power emisslons amd far shorter transmit times
than at present. Threat detectlon will become
Increasingly difficult ousing curvent technigues.
Examples of this have been wimessed In recent
conflicts, where even the humble mabile telephone has
found a place in the opposition’s armoury

This artlele appears to paint a pessimistic pletura
for military alrerew life expectancy This I3 not
neceszarily the case. sinee evervthing In life 1z a
question of risk and hazard balancing. With the
apglication of the risk and hazard mitigators deseribed
above, it s possible to offer afferdable airevaft with
supertor survivability

Mike Pywell is electronic warfare technalogy programme
manager and electronic warfare sy specialist at BAE

Sysbems.

ELECTHOMKS SPSTENG AND SOFTARRE | SIS 7020

390



Survivability — A Reward for Integrated Thinking

LP. MacDiarmid, . Alonze. M. Pywell
BAE SYSTEMS
Warton Aerodrome W3 92
Preston PR4 1AX
UNITED KINGDOM

ABSTRACT

The key to swrvival is relfam on gocepting thar Survivability has three mafor elements, namely: damage
cnvosidance, dimmage olerance and damage repair. The Survivability of o platform must consider, i o
halanced manner, all three of these elemenis to effecrively redvce aitvition and achieve the reguived
warfime performance.

Digpnage avordavce Ts o reself of the pevformance characteristics and mission planning for the weapon
svstem, Afthough, increasingly the new concepis of network enabled warfare have a significans impoct on
damare avoddance. In the case of an aivorafi the chavacteristics of interest include observabiline, defensive
ctiels installed pevformance and manoeevrability, The mission planning must consider the voncepr of
opergiion and taciics within fhe capabilities of the airerafi

Design for damage tolerance must include the following considerations:

= The vudnerabaliny of the complere aircralt to potentially, foral damage wiich conld resuli i foss of
the aircraft.

= Sigmificant damage resudting v a loss of performance {passibfv causing mission faifure and
significant ont-ofservice fime for repair),

«  Slight damage resulting in o rapid repaiv nor impacting on availabifin

Bath sysiems and structere are of concern and the modern tendency for ceiticality of the design and close
{tegratton of eack Feguires very carelid consideration of the impact of Wireals

Damage vepaiy has more recendv become a vital pavt of the support of the aiveraflt. Rapid bae effective
repaies are essentiod fo mainiain valuable combal asxels in theaire.

New girframe moferials (eg. composites) ond sestems fechnologies feg. wide-hand dira-tusess wiilst
offering huge perfarmance iMproveRmenis muse noi impact in g wegative way on the ability fo repair the
arerofl.

Tt o be seen that o holisde approgck i essentiad fo Suevivabifioe in arder fo opiimise the techmological
investment and so ackieve the Survivability goal. This is made considerably mave challenging by the very
wiale ramee of fechmicol discipdines that must contrifmte to the ond goal,

Madelling wools, test facilities, organizational devign and imegrated product developmens technigues ol
have an imporiant role to plav. However it is vital that all profecis must have an dpproprialely expressed
Survivabiline reguiremient and an agreed verificarion and gualification philosashy for each stage of the
develapment of the project, Such a focus 5 exsential in order that a requirement con be mes despite the
et that the overall Swrvivability performance can not be filly validated — wnnil the first davs of conrbat
tise of the aiverafl.

Poaper presented o te RTO AFT Sympasim A VT8 RIYA002 on “Crowhay Survivaddiine o i, See aed’ Lard Felieies ™,
Trrld iy Aatbarg, Dhomart, 2526 Sepremiber 20007, g prehished in & TO-W0P-0010,
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L0 INTRODUCTION

As discussed in the abstract, the key to survival i reliont on accepting that Survivability has three
elements, namely: damage avoidance, damage tolerance and damage repair. The Survivability of a weapon
system must consider, in a balanced manner, all three of these elements o effectively reduce attrition and
achieve the required wartime performance (see Ref.1).

A number of changes in procurcment policy in the UK have had a dramatic effect on the way in which we
consider these issues in the defence industry, The most significant changes inchude:

= reduction in the extent of Government Furnished Equipment (GFE) on which Survivabiliny relies
in part (e.g. EW systems),

*  much greater consideration of the through-life costs of a weapon system,

*  umderstandable, constant downwand pressure on weapon svsiem purchase costs, often against
fixed or firm priced contracts,

This paper considers some of the changes which need to be made in order to ensure that these changes can
be addressed whilst still ensuring a compefitive weapon system can be fielded in both the financial and
war fighting sensc,

In order of desimbility and chronology of tactics the paper will address the impect of the changes on
damage avoidance, tolerance and repair and then considers how a holistic view of all three could result in
a complete weapon system being optimised for Survivability. Finally the considerations are extended to
cover the new circumstances of network ceniric warfare.

20 DAMAGE AVOIDANCE

Fig, 1 shows the major components or eonsiderations wpen which the ability to avoid damage rests,
Until recently some of the major components of this mix of air pletform properties were GFE the most
significant example being the EW system, This is not presently the case, However, later in the paper we
shall briefly cover the growing influcnce on damage avoidance of the capabilities of a network-cnahled
battle-space. To the platform prime contractor or supplier this capability will essentially GFE.

[Bamege Aridare: |

Figure 1: The Major Properties Influsncing Survivability.
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For the purposes of this section of the paper a platfomm supplier’s viewpoint is laken, assuming a sefficient
and robust network is in place.

In order to contain the nsk agamst a fixed price contract of integrating an advanced EW system with &
military aircrafi, BAE Systems has designed and built an Electronic Warfare Test Facility (EWTF) at the
Warton site, This facility enables equipment, sub-syvstems and ultimately complete aircraft to be tested in &
secure, controlled environment. The capubility allows much more efficient use of flight trial times and
provides better quality resulis towards demonstrating compliance with the customer-stated aircraft
requircment.

Similar approaches have been adopted in other areas, although, cognisance has been taken of the cxstence
or oitherwise of suitable facilities outside the compary.

Placing these responsibilitics within the defence industry has strengthened its capabilitics and clarified the
costs associated with any parbcular properly of the e platfomm. It will be shown later that this
clarification of costs is important in the balance of investment decisions necessary across the Survivabiliey
prohlem space.

In order to move the responsibility for a particular aspect mto industry the customer must express: his
requirements as a meaningtul and demonsirable specification. At present the requirements are expressed
as mndividual performance targets (e.g. RCS, EW system performance etc). This does not allow industry to
trade across the problem space of “damage avoidance”. Furthermaore the requirements are often expressed
in deterministic terms, whereas the properies being specified have more meaning as stochastic
requirements. We shall see later that developments in the creation and casting of requirements are needed.

3.0 DAMAGE TOLERANCE

Fig. 2 shows the major concerns for damage tolerance. Thene is a grouping of man-made, intentional,
hostile threats, against which the aircrafi must have battle damage tolerance, There is also a connected set
of pedce-time, potentially damaging threats (2.g. Lightming strike) which are connected and although they
are beyond the scope of this paper, they have o be considered in the design,

Man-made
hostile threats

Peace-time
“thraats”

Flgure 2: The Major Considerations Influencing Damage Tolerance.
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In the past the guality of the design with respect 1o damage telerance or electromagmnetic resilience was
based on following “good practice” as outlined in Defence or Military Standards {e.g. UK DEF STAN
00-470 or Mil Sud 461). These were written based on observations from past conflicts in the case of
damage tolerance. In the caze of the latent behaviour of systems, [or example EMC, these were often
based on equipment centred viewpoinis, but nevertheless generally contained good advice. In an
environment of fixed price contracting and a more “arms length” arrangement, there 15 always pressure on
design teams 10 save costs and without the ultimate qualification to think about, vital integrated design
tssues can be driven out.

Understundably, procurement contracts have mapidly moved towards performance based specifications
with associated routes to qualification, often involving a suitable mix of component and whole platform
testing resulting in qualification.

There are a number of challenges in these changes, namely:

= Whaole plarform testing is at best limited in itz ability to verify performance against the
specification or at worst totally impractical,

= The facilities required o carry oul much of the platform level tesiing are expensive and offen
under-utilised, particularly with the longer time-spans between major prajects.

¢ The loss of sutomatic Government funding of such facilities has resulied in loss of some of these
facilities,

*  Much of the urilisation of these facilities in the past was exploratory testing from which
“good practice” was passed on in Defence Standards to goide the design of platforms of the day.
Loss of such facilities andior the funding prevents the updating of such guidance for platforms
using later technology.

Indusiry’s necessary response to this has been to invest in:

= The development of more sophisticated modelling (echniques, validated by - small-scale
experiments,

+  Greater nvestment in establishing the “pood practice” associated with new  technologies
emploved in recent platforms.

*  The imvestment in whole aircrafi test facilitics where a real business case exists,

Within BAE Systems, Air Systems, these mvestments have been made, particularly in the field of
Electromagnetics. A whole aircrafi testing capability has been developed for some time-domain theeais
and some frequency bands, thus giving a basic verification test result for the whole amcraft. This is
combined with analysis imvolving multi-tier verification evidence (e equipment and sub-system test
resuliz) and a portfolio of design control including design deviations, contributes o the demonstration of
mceting the air platform specification.

Fig. 3 shows the peneric approach to gualification adopted in electromagnetic performance issuwes,
incleding Muclear Electrommagnetic Pulse. In the field of Battle Damage tolerance, whaole aircraft testing is
impractical, expensive and not particularly informative for the amount of testing which could be generally
afforded. In this case, the approach of Fig. 3 is redwced to that of Fig. 4.

In bath cases it can be seen that the philosophy of the design must address the issues from the earliest
conceptual design using relatively crude modelling and engineering judgement in order to amive at a
suitable configuration to satisfy the requirements.

4-4 RTO-MP-090
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Figura I: The Generic Design and Qualification Process for Electromagnatics.
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Figure 4: The Generle Design and Qualification Process for Battle Damapge Tolerance.

At this stage it 15 possible 0 write meaningful specifications for equipment and conyponents tgether with
specific design guides which can be applicd by non-specialist design and engineering teams. Inevitahly
design conflicis arize these are solved by an alternative design approach, often based on detadled
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modelling of the cireumstance or a deviation from the design guidance which must be recorded and
Justified, In the case of Electromagnetic Hazard design, laboratory based eguipment testing is in some
cases combined with results of sub-system test results and finally the results of whole aircraft testing.
All this test evidence is combined with computational analysis and the design traceability of the design
guides and recorded deviations and concessions to produce the portfolio of evidence to justify
qualification.

In the caze of damage olerance resulting from conventional weapons, component and major assembly fest
evidence is the usually the majority of test evidence which can be atforded, Computational analysis is used
to extrapolate this limited view of practical results to the whole aireraft and across a range of threats and
circumstances.

4.0 DAMAGE REPAIR

In the past, damage repair schemes were based on genenc guidance. As designs became more optimised
and critical, more specific guidance was required and the concepl of repair manuals emerged. These were
associated with a particular platform product,

The emergence of highly optimised composite airframes and extensive critical systems functions has
resulied in a need for intelligent. knowledge-based, repair guidance, Furthermore the damage mechanisms
have become more complex and the diagnosis of the exient of damage is 8 more subtle and complex ask,
often requiring NDT technigues rather than relying on visual inspection.

The philosephy of in-service repair must be considered from the earliest design stages in order 1o create a
platform which is s repairable as possible in the field. This is a difficult area to specify precisely and as a
result 15 difficult fo neview in terms of progress towards meeting the reguirement through the project
design life-cycle. Because of this there s a danger of it being ignosed.

A further difficulty arises from the fact that a civilian engincering staff is possibly not ideally placed to
determine the philosophy of battlefield repars. It 15 sugpested that a joint team of military and civiban
persennel best determing this. The new approaches of “Capability Partnering” as used on Mimrod MR4A
will help to overcome these issies.

A recent development in weapon systemn procurement 15 the contractorisstion of through-life support.
This has placed e potential for rewards arising from improved repairability right back with those charged
with supporting the platform. If the prime contractor for the design and development of the platform has
ambitions for through-life support then they will reap the rewands of investment in this area, The danger
arises in the competition for such contractorisation. Bidders who do not understand the cosis of suppaorting
a particular platform or capability can submit apparently attractive bids, only to fail, perhaps at a critical
Hime in a campaign.

50 THE BALANCE OF INVNESTMENT ACROSS SURVIVABILITY

For some time the balance of investment across the range of properties that contribute o damage
avoidance {see Fig. 1) has been debated. There has been some progress in this anea although more refined
work is mecessary 1o achieve a satisfactory answer,

A number of problems arise in attempiing to come to an answer, These inglude the sharing of very
sensitive military data across a team of analvsts who necessanly must melude industrially-based personnel
who understand configuration design, installed svstem performance and most importantly costs. The team
must also include military personnel in order to have a full unﬁcmt.mrling of practical military tactics and

RTO-MP-090 4-7
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nsage. 11 can be seen that the difference in philosophy, combined with sensitive data, both military and
commercial, makes a holistic treatment of the problem of balance of invesiment very difficuli,

These problems are greatly exacerbated when attempting to achieve a balance across the three major
elements of Survivability (aveidance, wlerance and repair) in which military philosophy must be mixed
with industrial business thinking, together with complex, multi-disciplinary engineering and competition
sensitive data often prior to bid compilation and submission.

It has been mentioned carlier thar some of the changes thar have occurred have caused a better
understanding of the costs involved, However, there is sl a considerable way t0 go, particularly in terms
of rapidly assessing options and achieving a balance across Survivability in s entirety. There is
considerable uncertainty with regard to the costs associated with damage repair,

Omne way of easing this problem is to carefully consider the procurement process from the viewpoint of
establishing joint industey/customer teams For those activities that would benefit from this joinl view,
produce an ouiput which could then be smdied competitively and a response made, “Smart procurement”™

attempts to follow this philosophy, however, further thought is needed in the ficld of Survivability o
wddress visibility of commercially and malitarily sensitive information.

6.0 LEVELS OF MODELLING

Fig. 5 {Ref.2) shows the three major areas of modelling used to arrive at philosophy for the Survivability
ot an air platform. These are:

1. Combat stmulation
2. Vulnerability analysis

3. Base Simulation

.I Aircraft Design Data E:'-:::--:::--::----'-'----'-'----'-'-'----;"

| Threat Data

| $ | B
| Kill : : :
Probabilities * 1 - Combat Simulation - :
| N :
E ¥y ¥ I"-Iﬁ::ﬁ Miszion :
-3 9 .yl - s L 3 generaticn !
! - Vulnerability Analysis [+— bt :
i threats :
i - i
\ - i H H .‘...---...---.;
E SoriR 3 - Base Simulation !
i damage E ! i :
| | o loem
bememeeeeeee Damage Tolerance  ---------d = Damage Avoidance —
Figure 5: Integrated Survivability Analysis
P RTO-MP-080
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The combat simulation is provided with data about airerafl design, threats and kill probabilities and
produges “hit rates” and provides a view of the main threais, These feed the Base Simulation and the
Wulnerability Analysis respectively,

The Vulnerability Analysis produces kill probability and the extent of survivable damage.

The Base Simulation provides Mission CGeneration data and as a result can produce information whick
allows exploration of battle damage repair philosophy. dumage avoidance approaches and the extent of
damage tolerance all in the context of the success or otherwise of the campaigi.

It can be scen that this is a complex inter-linking of high level models, best managed from hoth an
mdustrial and military viewpoint

7.0 THE IMPLICATIONS OF NETWORK ENABLED WARFARE

The abstract briefly refers to the implications on Survivability, of “network-enabled warfare”, One way of
thinking ahout this is shown in Fig. f (Ref. 3). The majority of this paper to this point has considered the
Survivability of & battlefield asset in isolation. In this case a malitary aircrali. In future contlicts such assets
are unlikely 1o be operating outside a huge network supponing the ohjectives of the operation of such
assets. This will change the balance of investment across damage avoidance and damage repair (since a
similar picture can be drown for logistics support) and 8 re-pssessment 15 required for existing assels.
Furthermwore, a broader viewpoint encompassing this new dimension must be taken for optimising the
balance of mvestment for new platforms. From the platform suppliers view the majonty of this dimension
of the “avoidance” problem space is GFE. We must not fall in 1o the traps created in the past as a result of
the wse of GFE (e.g. unclear performance measures, unhelpful boundaries of responsibility and a lack of a
control framework over the entire problem of provision of a known war-fighting capability ).

It can be seen from the diagram that “data links" appear at two levels in the network but their Survivabilicy
issues are the same, I is considered in this diagram that the sub-command facilities are likely to be
relatively mobile, with all the “svoidance™ benefits that can bring. This is not true for the Command
Facilities. Both facilities must include in their “hardening” philosophy a consideration of the growih in the
emerging information warfare possibilities,

8.0 CONCLUSIONS

The paper indicates how the approach to Survivability hes changed for the prime contractors
{and customersy of air platforms. The prime contractoss are taking on more risk than previously and
mvestments have had to be made to contain that risk.

I order 1o further improve the way i which Survivability is addressed. a sumber of further changes needs
i be made. Attainable and verifiable requirements meed o be developed. ofien in joint military and
industrial tcaming environments. Boutes to gualification need to be agreed prior to - contractwal
comrmitment.

Throuwgh-life costs of Survivability need to be undersiood, once again from the dual perspective of
mdustry and the military users,

Finally the added dimension of network centric warfare needs o be explored. This is an added complexity
that could provide some new approaches te improving Survivability.

RTO-MP-090 4-9
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SYMPOSIA DISCUSSION - PAPER NO: 4

Discusser's Name: Barsoum

Cruestion:
Would you please comment on the damage resistance of composites compared with aluminum?

Author’s Name: MacDiarnmid

Author's Response:

Composite materials bring benefits but like everything they have disadvaniages. The disadvantages can in
most cases be minimied by desipning them for their specific use and the environment that the article will
b used in,
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THE NEW ENIGMA: INCREASED SURVIVABILITY with REDUCED COST?
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ABSTRACT
A ULK. perspective of the enigma facing Air Forces and
military pircrall manufacturers is given, That is. how 1o
increase mrcrafl survivahility, 1 ensure improved sar-
time availability, whilst simubancously meeting the
increasingly  sirict  affordability  levels  dictated by
Defence Mimsines and mandated by competition [or
military business world-wide. Issoes of relevance o Air
Forces, Defence Ministries and Industry are considered,
and historical amd current approaches 1o assuring
appropriate aircrafl survivability levels are discussed.
The technologies, processes and procedures needed 10
ensure mrcraft have the highest practical survivabality
agains wartime threats, with sullicient robustness o
tolcrate likely peacetime damage, are outlined. An
innovaiive appwoach 0 oplimising  the  trade-offs
between vulnerability, survivability and affordability is
described, Survivability process enhancements and the
way ahead are proposed. Three keys 1o resolving the
enigma ane seen:

# Conduet  integrated  survivahility
described herein,

# The Miliiary, the Defence Procurement Agencies,
their Technical Advisors ond Industry must work ever
closer aml ever earlier together o ensure that
requirernents,  designs  and  implemeniations  are
sound, feasible, survivable and affordable.

# Decrease aircrafi vulnerability - make them capable
of repair and retur 1o the fray - don't lose them.

analyses  as

1 INTRODUCTION

1.1 OVERVIEW

This paper discusses the increasingly popular bl
complex  topie  of Survivability', the often  un-
guantifisble trasde-offs berween its constiiuent and inler-
reloied  components, and  the  issues  sumounding
resolulion of the enigma of how o simultaneously
inctease survivability and reduce costis. A high qualiy
perspective s believed o resull from the unigue
grouping of amthors', who wgether have extensive

! Mike Pywell, Elecironic ‘Warfare Sysiems Specialist, Survivability

Team, R&T Project, BAe. Faul M. Alonee, Vilnerability Spocialist,
O i Analysis [Discipline, BAz M E Hurricks, DERA
Famborough, Wrapen Systems Sector, Aithameg EW Group, WESA
Hend of ESM and SEAD. lan G Wellings, DERA, Malvem: Foture
ISTAR Group - lesmerdy EW (RAFL UK, Mod),

knowledpe of the design, development and in-service
use of various military aircrafl tvpes. Their experience
base ranges [rom operational requirements definition
and analysis, through research, systems design, air
vehiche specification, sysiems inkcgratbon, groumd eest
and flight west, o0 operational evaluation and in-service
wse, The authors Pywell, Hurricks and Wellings are the
LK. Represemtatives on the 19988 MATO Research
and  Techrology  Orgamisation  Soely  SAS-1
'Efqun'rmrlu mrﬂﬂpnrm,:ﬁhr Future NATO Electronie
Warfare Capabilities’, cumrently in the reporting phase.
The fourth is Chasrman of both Burolighter and Nimsod
MRAS Survivability Working Groups.

The hackground to this paper s a theme of constant
change: conflicls are hecoming more common - often
with tighter Rules of Engagement {Rol='s); there s
increasing threat lethality, sircraft techmical capabiliny
and complexity  increase w0 compensate;  and
conscquently aircraft, fleet and wor costs rise. The need
for increased complexity and cost reduction poses a
major challemge for the Military, the Defence
Procurement Agencies and Indusiry alike. This paper
oulings the enigma, covering historical cost comrol,
historical  survivability developmenis  and  1oday’s
priorities. Modern and futere warfare is described,
comprising airpower — swrvivability in comext, the
changing nature of the threal and evolving requirements,
and the importance of survivability duning wastime.
Tﬂ':'rﬂﬂ sunrivahifltj u'lﬂ.:h:minml.. L. whol 1.:|.||.|]d b
done, are outlined for the areas of damage avoidance,
tolerance and repair. Design  control  issues  are
dimcewed, i whal should ke dome. Cost conirol, e
how it has beem and will be dome. is covered. Finally
conclusions are drawn and “way aheod” issues proposed.

This paper is but ene aspect of cffons by Briush
Aerospace (BAc) and the UK. Defence Evaluation and
Rescarch Agency (DERAY o fully sanisly miliary
Customers’ requirements - Affordability, Lethality,
Flexibiliny, Awvailability amd Swrvivability (ALFAS)L

Puprer presented i the BT SCT Sympostum on “Flight in o Hoeoile Evvicomoent ", held o Sodoreons
dslareal, Marvland, Unated Sures, 1920 Ohcwvber 199, and mebiivhed in KTO MP-47.
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Together, the DERA and BAc's Rescarch & Technology
(R&T) Project:

*  harness science and technology 0 cnsurc thal
Britain's defence and security services maintain their
superionity — always.

+ pencrate new and innovative lechnologies o solve
military problems, conducting studies &% appropriate
1o gain and enhance wunderstanding of the ssociated
operational bemwefits,

# conduct trade-offs o denve cost and effectiveness
estimates of techrological options for  military
solutions,

* imvestigae those lechnologles and, when mature,
pass them owver for Project adoption.

1.2 TERMIMNOLOMGY

Sarvivability: 1t 15 necessary al the outset o define the
term “Survivability' and its constituenl components, as
there s @ variety of opirions as 1o the scope and
meaning of each. It is also important 1o understand o the
outsct that the term ‘costs’ means ‘Life Cycle Costs”
(LCC) and  applics. dependent wpon  context, to
individual mircrafi of the Neet. Survivability is o measure
of an gircrafl’s (o sysem’s) inlerance and persistence
within & given environment, Military  alrcrafi
survivability 15 traditionally  specific 0 wartime
operations and with regard 10 man-made threats. Safery-
related survivability (e.g. bird sinke, lightning sirike)
during peace and warlime is considercd at the aircraft
design stage but is not explicitly discussed in this paper.
Survivability aganst man-made threats can be achicved
by one or a combimation of several mechanisms, see
Figure 1. These include threat (engagement) avosdance;
siumck evasion (given an cngagement). threasd elimination

(before or during an engagement); and dumage tolerance
{after an engagement), which includes damage repair,
Mote, a wide variely of lerms currently exisi 1o
calegonse and structure these mechanizms, Such ferms
are oftien ambiguous and tailored 10 st a pasticular
domain or viewpoint. For the purpose of this paper we
have chosen 1o adopt the following lerms:

« Batitle Damage Avoidance (BIDA) Use of
measures to either prevent a threat initisting  an
engagemend, or given an cngagement, ihe use of
measures to prevent the atitack having o direct impact;

+ Battle Damage Tolerance (BDT) - Given a direct
imipact, this s the use of measures o himit the effects
of any damage and 10 enable the aircraft 1o continee
fo perform its mission:

+ Baitle Damage Repair (BDR) - Use of measures 1o
restore  an aircrafl’s  ability o0 perform  further
ASSEINS,

Effectiveness: This term is used in the context of te
capability of an operation. one’s own or the opposition’s
weapon systems, and in countermeasurcs 1o threats,
Various opmions exist as 1o the meaning of the 1erm in
each condext, e.g. Combat Effectiveness is the normal
measure of superionity over the enemy. There is believed
1w be a comsensus thal precise  guantification  of
eifectiveness in any context is exceedingly hard, il not
impossible, to achieve. For the purpose of this paper
effectiveness is taken in the EW conlext, where it is a
measure of the ability of an EW sysiem 1o adeguately
defend the aircraft against a piven threat. Even in the
EW conteat, it is very difficult 1o measure o quantify
absoluely as there are many comples and interacting
input variables, not least of which are EW tactics, which
are often an integral part of the coumermeasure. Rel, (1]
contains a use Ml discussion of this point.

Figure 1: Survivability Mechanisms
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£ OUTLINING THE ENIGMA
This section outlines the enigma, historical survivability
developments, historical cost contrel and  1oday's
prionties. The emgma can be staied as: ‘Mow can
aircraft sorvivability be increased, fo rnsare improved
war-time availability, whilst simulianeously meeting
the increasingly strict affordability levels dictated by
Defence Ministries and manrdated by competition for
military business worlfd-wide?” The imporiance of
survivability is unguestionable, il 15 a key factor with
respect to (in particular) air warfare and  cam
significanily affect the operational efficiency snd plans
of any armed force. The importiance of cost can be scen
if the enigma is expressed slightly differently:

= Withowt a well-defimed threat, with shrinking defence
budgets, without 20-20 foresight and with o multitsde
of wchnical possibtlines and innovatons, how can
Indlusiry emsure that the Custsmer can procure an
effective bur affordable defence?

* Fewer numbers of aircrall procured increases umi
cosds. Soowe want increased survivability and mission
performance af reduced cost bat are procuring less
mircrafl. When do these eriteria mecet?

* Whal dominates the cost of siabilising survivahiliny
against mose potent theeals or increasing it against
existing threas? Is it the provision of LO or enhanced
Electronic Warfare {EW) sysicms or redusced aircraft
vulnerability, or a balanced mix?

21 HISTORICAL SURVIVABILITY
DEVELOPMENTS

Developments  have often  resulted  from  negative
experiences in war fighting. This development has

RTCAPAT
ACAZMECITRI2

tended to be reactive. World War I cfforis on
survivahility consisted of spontanesus design chanmges o
mstall protection measures such as ammour amd fine
suppression. The major milestones in the development
of survivability as o discipline hove, apparently, always
resulied from the considermtion of recenl conflicts as
indicated on Figure 2 (developed from [2]) and the main
developments have resulted from three major conflicls,

The World War 11 losses were assessed by the UKs
Roval Aircrafi Esablishment (now DERA) and the
lessons prescnted in lechnkcal recommendations on ways
1o design aircrafi for low vulnerability. These guidelines
were followed in the Tornado design and an appraisal of
the Buccancer indicates thai this design complics with
the DERA puidance,

Yienam cost the US A, in material contiderations
alonc, a total of arcund 5000 lost fixed and rolary wing
airerafi. The Amercans thus lesrned a great deal abeat
the need w0 reduce vulnershility, which caused them o
examing aircrall vulserability as the UK. had done
carher. The US. A, coined the term “Survivability” and
gave it a high profile, making the discipline a
compeehensive part of the aicrafl design process.
Middle East conflicts in the 1960°s and 1970 showed
how fast and intense o modern conflicl could be,
reinforcing  the  walue  of low  volnerabality  and
highlighting the importance of fast BDR. There was
much effort on BDR in World War 11 but sol wath the
same urgency. Middle East expenence illusirated that
the grea value of BDR remains even in modern
conflicts. This demonsiration of BDR as a force
multiplicr prompied other air forces o examine i os a
formal part of their operating policy.

Figure 2 : The Reactive Development of Survivability as a Discipline
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Dwring the Gulf War, F-117 arerafl, the so-called
‘Stealth Fighters”, were used to attock and destroy key
commind and control centres. All airerall returned
unscathed. In so doing they demonsirated for the first
time the bemefits of stealth technology. These benefits
were seen again in Operation Deliberate Force in Bosnia
in 1995 under somewhat different circumstances.
However, as the recent conflict in Kosovo  hos
demonstrated. the failure 1o take a holistic approach o
survivability can result in the loss of even stealthy
ajrcrafi.

21  HISTORICAL COST CONTROL

UK. Industry has, in its business ongins, the traditional
strengihs of technical excellence and innovation. This
resulted from the old "Cost Plus’ contract conditions
which ensured primarily the wechnical competence of the
product which, in the case of aircraft, ncloded
survivahility enhancement technologies. However, UK.
Industry also bhad a historical dissdvantage, that costs
were of secondary importance. The capobility was all
important - o “failed” capability was scen (o be worth
nodhing, The Customer paid the cost (whatever it was)
plus a reasonable profit. This did not help develop
effective cost control systems and cost COMSCIOUSNEsS in
product design - cost control was not a priority. In recems
years, the UK. Minisiry of Defence (Mold) has moved
rapidly from “Cost Plus" contracting 10 Firm, Fixzed
Price contracts with Installed Performance guaranices.
This has obvious cost control benefils, butl expericnce
has shown it to be a double-edged sword. For Industry,
buwilding to a price is a driver for innovation but it adds
commercial risks to already challenging technical
problems. For the Military and Defence Procurement
Apencies il poses three difficult (intractable ) problems:
I, Future requireinents imust be precisely defined for
20- 30 years shead,
2. Specifications must be ynambiguous.

1, Solutions musl be Nexible gnough for the changing
world we live in - ltems | and 2 do sot give this.

The consequence of the above often resulls 1n ‘extreme
worsl  case”  scenanios  being  defined o ensure
robusiness,  This  beads 0 extremely  demanding
requirements which, if umchecked, resuli in classical
‘gold plated” design solutions - high performance sl high
cosl.

13 TODAY'S PRIORITIES

The world-wide Customer (Air Forces, MoD's and their
Technical Advisors)  have  identihed  cost  and
survivability as major drivers; imcressed survivability
and lower cost are seen 1o be essential, Indusiry could be
forgiven for saving “Is that all? - indeed, this is m the
way Industry normally operates. For each aircraft there
is a multitude of operational and design requirements, of
differing levels of importance, which have wo be raded
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against cach other and against cost before an affordable,
survivahle and realisable prodoct con be agreed,

For Imdustry the challenge thus appears 1o ba ever
increasing. There are greater ftechmical constramts and
grealer competition than ever before, and there is a
greater need Tor effective military support. Indusiry thus
has 1o provide betier, more effective, tailored prosfucts,
In twm this means  determination of  the  bes
cennplementary technologics, caseful evaluation of the
actual benefit of the range of survivability enhancement
techniques availahle, and a meed o be innovalive and
progmostic. There are also commercial drivers, which
nowadays have greatly elevated importance. There is a
meed (o understand technical and cost factors and ks
throughout the process. This mandates closer working
with the Customer, delsiled Risk Identification,
Munagement and Mingateon activities, and a level of
openness, homesty and process Iransparency previously
unhard of,

In the UK., this new approach is beginning 1o take

shape  following  the Government's  Acquisilion

Organisation Review and Sman Procurement [nitiative

(SPl). The review cormed oul & fundamental

cxamination into how the Mol¥ procured equipment and

how it was organised o do so. It identified the following

reasons for change:

* Less prediciable threats and rsks

» Increasingly complex and diverse defence equipment

& Changing industrial siructure

e Continuing time and cost overruns which currently
exceed the new Treasury performance targets

The SPI was horn oul of this case for change and has
cstahlished a programme o address these issues. A key
concept of SP1 s that of an Integrated Progect Team
(IPT) which is defined as: “A single integrated project
team bringing topether all stakeholders and involving
indusiry except during competition phases’. A number
of Pilot Propect eams {r.g. FOAS, Nimrod MRAL) were
Tormed in the first hall of 1999, and the remainder of the
LK. procurcrmenl programme is now in the process of

implementing this new spproach.

4 MODERN AND FUTURE AIR WARFARE
This section describes the “living’ requirement driven by
the ever-clanging face of conllicts around the globe.

A1 AIRPOWER - SURVIVARILITY IN
CONTEXT

To wnderstand the relative imporiance of the many
possible trade-odfs betwesn the components and sub-
componends of survivability, it is first necessary 1o
umdersiand the role of air power and s fundamenial



characteristics. Air power, a5 defined by the RAF [3], is
the ability to use platforms operating in or passing
through the air for miliary purposes. The means of
exercising air power are many and include any system
which can be used o wage warfare in the air, e
manncd and unmanned aircraft (fived and rotary wing),
guided massiles, balloons and space wehicles.  Air
power's characterisitc strengths include: height; speed;
reach, obiquity (within given resourcesy; Nexibality:
responsiveness; and concentration of maliary force. lis
inherem  limitations, on the other hand, include
impermanence  {cannol  stay  airborne  indefintely).
limited payload, and fragility. Farthermore, airpower
possesses odher well known characteristics: dependency
on bases: sensitivity to light and weather; and sensitivity
w technobogy, Survivability, or 10 be more exact,
survivahility mechanisms (see Section 4§ aim to exploit
some of these swrengths (e, height, speed) and
minimise some of the limitmions (e.g. fragility). The key
issue, however, is determining the balance and how 1o
achieve a cost-effective solution that s robust 10 a
changing threat.

32  THE CHANGING NATURE OF THE
THREAT AND EVOLVING REQUIREMENTS

To determing the force and aircraft mix requircments to
SUPPOTL @ @IVEN War oF campalgn in a given ume frame,
military planners consider an exiensive range of aspecis.
These include:

# gea-political scenanios

* siridegic. operational and taciical objectives

* RoE's

« own, allied and opposition  capabililies  and
vulnerahilities

current and planned asset and capability availabilitics

# threat counlermeasuses

& assel ntfoduction, enhancement and retirement
timescabes and affordabiliy

o planned and allowable atirilion” rafes

o mainfforwind base logistics requirements/icapabalines

Froem these considerations arise o number of force mix
options which are further analyvsed 10 arrive at the most
operationally- and cost-effectve planning solutions to o
list of perceived curremt and Tuture scemanios which

T Amrition is a real workd factor wied n el szing
calculstions. N s the mumber of aircrafl destroved or
damaged bt such an extent that they are imeparable in the
timescale of ihe banle, campaign or war (whichever is
being considered), The damage or destruction is by
whatever meams, whether caused by g lighning srike,
equipment failure or grownd collision en aoure 10 the
batle/arget, or in combat. For any mission, it 3 predicted
and them s opermional andior political scceptability
consadered. 1t 18 a characterisihe thal indacaies the kevel ol
survivability  achieved, in effect the “measure” of
survivability = { 1. Anrition). Highly survivable aireraf will
exhibit kow attrition,
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satisfy military/political objectives and constraings with
an appropriate margin of safety and which also provide
an appropriate back-upfeontingency plan.

For national and international military planners, e.g
those of MATO, the above considerations wre a
continuous process, particularly as the nature of (e
threat is constantly changing and evelvimg. This change
and evolution can be demonstrated best by considering
the move 1n recent years from considering the bulk of
military operations 1o be of the Aricle V 1yp':". o oa
predominance of the NATO Peace Suppont Operations
{Keeping and Enforcement) t;n'}:u:s+ where  political
comsirainis often resuli in restrictive RoE's even in high
hazard arcas. Furthermore, the increased political
sensativity to loss of malitary personnel and civilian
casualties has led o o profound strategy shifl, This has
resubied in the peed for minimum collmeral damage and
a shift 10 “pear zero” mitrition philesophy of own forces.

The above process and shift in strategy lead 10 the
requiremends for new and upgraded sirfseafland weapon
platforms and systems, In these times of stringent
military budgets o is increasingly importen for Indusiry,
who often tend o be rather product-focused, amd the
Milinary o work closely together 1o explore all possible
force mix solutions. Moves o this effect are growing in
Europe and are reasonably well advanced in the UK. It
can be argued that npeither pany in isolaion has & full
cnough understanding of {in pencraly all the ALFAS
trade-offs and (im  particular) all the survivability
component’sub-component trade-offs. For cxample, if s
hard to quantily and judify the case 1o pufchase an
Escort Jammer for a rawd package rather than accepl a
potentully higher attition fate (eg. buy an extra raid
package aircrafi) with the survivability of individual
aircralt being incressed by finng each with on enhanced
EW suite.

13  THE IMPORTANCE OF SURVIVABILITY

IMTRIMNG WAR TIME

Survivability has a major impact on sortic gencralion
capability during wartime and fleet size for a given
conflic. banle, campaign or war, and thus directly
affects Meet LOC. A madern large scale conflict (e.g,
NATO Anicle V) might stant with on iverse initial
period where heavy losses will be sustmned, see Figure
3, and fighting elfectiveness consequently reduced. This

-

Article Ve "The Parties agree tha sn armed atiack against
ome of more of them in Burope or Morth Amenca shall be
considered ap abtack against them all,." amid that they shall
mssist the Parly 8o sttacked to nebnstate (e status g paics
o the aitack,

Peace Suppart Operatons (PS0s), as defined by MATO, are
composed  of the [ollowing sz dafferent  operations:
Conflict  Prevention: Peace  Making; Peacekecping,
Humanitarian operaions;  Peace  Enforcement;  Peace
Building.
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Figure 3: Aircraft Losses from the Generic Intense War
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genenc curve reflects historical experience by showing
how the numbers of avalable aircraft will reduce rapidly
and how a significant proportion will be damaged. The
damnged aircrall will be om of action for most of the
conflict dee 10 npormal repair timescales. Sinee the
accumulative demage and loss rabes could be very high,
aircraft availabiliy is critical.

This emphasises the need 1w avoid damage as far os 1=
practical and the equally imporiant need 10 conserve and
re-cyche valuable damoged aircraft. It is cssential that
damaged aircraft can relurn 1o base and can be repaired
quickly. Remembering that the purpose of the aircrafl i
1o gencrate successful combal missions, survivability is
fundamental to this aim. Using survivability technigues
Lo extend aircrafl operational life 1ncreases the feet’s
capability and so survivability can be consadered to be a
true force multiplier.

Looking at recent conflicts and the problem of losses -
even for low imtensity ‘peace kecping' operations -
losses must be minimised - w avoid the withdrawal of
public support andfor disidegration of multi-nation
alliances,  The  ‘near-zero”  atirtion  philosophy
mentioned earlier mandates Maximam Survivability - a
feat ved to be achreved anywhere on any platform.

The level of damage and loss shown in Figure 3 in the
indense phase reflects the wypecal Cold War type scenario
which, whilsi mot stricilly aligned with modern regional
conflicts, does represent an essentlal worse case for
design. To design for o lesser case coubd lead to donger
that a return o o Cold War, possbly agaimst a (wure
power in iwenly years ime, could leave us with aircrafi
nol capable enough 1o deal with the challenge. Who
kmows, fwenty or thiry years in the future, who will be
the enemy, how likely a new Cold War would be and
how imtense a conflict could become? Under these
conditions a typical intense conflict (u full scale war)
could produce very high boss rates, a great reduction in
wircraft avalubility and an early erisis poant where the
force 15 ot its bowest chb and the point s which tho war
could be lost. Together these msues pose apother enigma
~ daov we design high performance (and high cost) nircraft

408

capahle of handling this speculative distaml fulure
“Articke V'-type threat. or do we constrain our detailed
requirements amd specifications (o the near lerm threat
{say §-10 years ahead), which may be cheaper but could
e imypslent?

VIV

(WHAT COULD RE DONE)

Survivability against man-made threats can be achieved
by ome or o combanation of several mechanisme, see
Figure 1. These include threar {engagement) avoidance:
anack evasion (given an engagemient); threar elimination
{before or during an engagement); and damage tolerance
{afier an engagement). These mechanisms can be
realised through o wvarety of approaches, some
technology-based, others ctics- and  doctrine-based.
This section covers typical soluttons which are or may
be available o assist o othe quest [or  increased
survivahility. The contribution of varous lopics e g.
EW, LO and improved damage Iolerance, o ensunng -
or, mone realistically. af least improving - survivishility is
addressed, The lwtest regquirements of the Customer,
world-wide, show the wend towards adopting the
principles of Inherent Survivability, fe. all components
of Survivability should be enhanced by fentures
mcorporsied  in the  basic  desagn,  Survivabiliy
requircments are becoming more imporiant 1o air forces
around the workd, LO, Low Vulserability and BDR
preparations have been included in formal requirements
and these have been aimed ol incrcasing  misskon
generation rates.

Improvemnents  in  Survivahility mandme  improved
techrologies, designs and design methods, Typically the
technologics  that  can substontiadly  enhance
Survivability. e.g. LO and EW, have 10 be new asnd/or
innovaiive to supply the superior feature or performance
required. Ench major technology has the abiliny o
impact oot significantly - LO s a good example, The
individual and relative benefin, design implications, risk
amd coal of each technology amd design change must be
fully understood and traded to armive at a fimal solution.
However, the hasty inscriion of immature lechnology
intora Project can by stselfl create serious programme amd
cosl  difficulies.  The  regulated  development  of
technology, using malurily gates to evalunie the success
of each stage of development is o good way 1o check and
control the necessary advances. The transition, see Table
|, from Blee Sky (brand new) o Whie Chowd
{developing) to Green Field (ready for implementation )
illusirates the graceful capiure, control and “soft luinding”
insertion of mew wchnology., Once the  operational
benefit of coch technodogy s proven, the lechnology
mastered and under control. amd the cost and life cyele
imiplications understood, Industry s able o comm the
technobogy 10 projects. The range of available and
piential techaologies @9 large and coold provide a
legion of possibilitees. Care must also be taken that in
the likely multi-threat environment, where 151 through o



5th gencration threa systems could be encounered -
prodection measanss  must have  C‘complementary”
elfectiveness, That is, prodection for Sth generation
syslems must not unaccepltably increase risks posed by
151 generation sysiems.

Tabde 1: Technology Spiral = Transition to Projects

Risk : Cost Competitive |  Benefit
Edge
Blue Sky | High : Low Cost High Posigioning
White Maoderaie : High Modernie Patential
Clousd Cost
Lireen Low : High Lovw Keal
Field Return lnviesmer

The potential benelis of enhancing cach sirvivabality
component can be illustrated by looking again at the
operational picture (Figure 3) where the original fleet is
divided into aircrall in one of three States: lost, damaged
or serviceahle, This type of generic fligure is now used o
illustrate the pencral nature of theoretical enhancements.

* Lost Airceafi: The drop of the wop line shows the rme
of aircrafi boss (5% is often treated as acceptable, but
several conflicts have seen much greager rates). The
top area thus indicates the aircrall lom - this needs 10
be: minifmised,

+ Damaged: The middle area are those aircrafi ot
serviceable either through battle damage (the main
reason in wartime) or reliability failures. Ensuring
that the aircrafi can ioderaie damage, 10 reduce losses,
increases this area,

# Serviceahle! Aircrafi in this arca are capable of
carrying owt operational missions. This is in effect the
fighting strength of the Meet.

This Figure can now be used 1o illusirate the benelis of
vartous enhancement lechmigues. [t 15 necessary o
understand the abality of certaim design features (the
damage avordance, damage wlersnce and damage repair
elements) 1w work logether o improve  overall
operations. This could well represent the operational
capahility of an early conceptual design - without the
henefits of major enhancements. The botiom anrea is the
one that matiers - this is the actual fighting asseq
available and thus the area necding to be maximised
using specific design features. The design features come
from three  generic  improvement  afcas:  Damage
Avoidance, Damage Tolerance and Damage Repair -
noting that ‘Damage’ is that caused by enemy action, Le
Harle Damage. Moving from the baseline situation the
potendial  benefils can be visualised n lems  of
increasing the operational sirength of the fleel. Three
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priary  oplons  can  exisl, either singly o in

combination and these are described next.

4.1  DAMAGE AVOIDANMCE

Survivability enhancement through damage avoadance is
dhiscussed, followed by a set of technology aptions Tor
increased survivabality. Adoption of one or more of
these leads to improvements 0 the damage avoidance
component, which in wrn will elevate the ‘Total
Aireraft” and the ‘Serviceable Aircrafi’ lines on Figure
4, giving an snmedipte operational benefit due 0 the
increased number of undamaged aircraft. This figure
assumes that the aircrafi have o reasonable level of
damage tolerance to enable them e return o hase when
hit. The mazimum polential has not been achieved.
however, since there are still damaged and lost aircrafi.
This is therefore only part of the way towands a Zero
Avtrition  Philosoply. Funher impeovement s then
possible by using enhancement technigues from the
damage lolerance element, discussed in the next section,

41,1 Damage Avoidance Enhancement

This can be achieved by reducing aircraft Observability
{the asrcrafi’s ability o minimise any chance of
inlercepdion by enemy forces) andfor Suscepiibility (he
openness of the aircrafl 10 being hit). The former can be
attzined by Aveiding or Evading detection ond
engagement by threal weapon systems. The latier can be
attined by increasing Sifwation Awareness (and thus
incrensing  the  optons  available)  andfor  Threar
Nentralisation/Elimination capability,

ure 4: Effiect of 1 ving Damage Avoidance
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Threat Avoidance/Aitack Evasion has the following
two components. OF pote 1% the fact that wsually for
attack  missions, other than those using  stand-off
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weapons, avoadoncefevasion 1s temporary - eveatually

the airgraft has (0 go in harm's way w0 achieve the

military objectives.

* Mubi-spectral 1O, comprising suppression of own
hasic signature {*passive’ LO), and 1temporal, spectral
and spatial controd of own deliberaic Radio, Radar
and Electro-Optic (RF/EOQ) transmissions - EMCON
(Emazgions CONerod). Passive LO includes audio and
visual signatures in addition o the more common
Radar Cross Section (RCS) and Infra-Red Signature
(IRS) wsed in the definition of EW counermeasures.

# Routeing, speed, alitude, manoewvrabality and
tactics, which includes terrain masking for low bevel
flight. and where the later 1wo topis are
predominamly aircrall type-dependent,

Situation_Awareness is the acquisition, analysis sad
interpretation of knowledge of friendly and threms
dispositions. This can be achieved by use of on-hoard
mubti-spectral sepsing systems - primarily passive, ¢g.
ESM. IR Scarch and Track (IRST) MWS @l Laser
Warner (LW bul also active sensors such as rador,
Suuation Awareness can be augmented by the receipt of
multi-source off-board inelligence via communications
systems or dota links.

Threat Neviralisation/Elimination comprises:

# Suppression of Epemy Adr Defence (SEAD),
mcloding  Stand-OffiEscon Jamming  (SOMESD
Hard Kill and Directed Energy Weapons.

« EW, whose aim is w0 reduce aircrafl sttrition and
increase mission effectiveness through the use of an
optimal Defensive Aids Suite (DAS) which includes
the capability 1o defeat current and projected homing
massiles,

4.1.2  Technological Options for Increased
Damage Avoidance

Imcreases in swrvivability can thus be achieved by
addressing each or a combination of the following.
Some of ihe issues associnted with cach are mentioned.

i which could be
achieved vin one or a combinations of these:
Keduced electromagnetic signatures (RCS, TRS, vicual,
audio and wia EMODON): LO performance is a prime
[agtor in the aircrafi avoiding iniercepiion by enemy
threat systems. An important problem for future combat
aircrafl is an increpsed undersianding of the synergy and
trade-off between LO and EW performance. especially
in the light of increasingly tight RoE's" applicable o
many operations, which often mean visual identification

&

RoE's are relsted (o fechnscal capabality, usually precision
{or Inck of i), Thus improved equipment should meduce
hewe constraints, which sometimes lesd 10 increased
valnerability,
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of a rget before weapon release. A major issue is
achicving satisfactory Jam-1o-Signal ratio - in the case of
MRCM, for example, LO can be the key 1o
performance. LOY will, in the first instance, reduce the
chance of being detecied but, once detected. the aircrafi
signature  bevel can be eritical a determaning the
effectiveness of the counermeasure, whether RF or B0,
Whilst valuable il successfully implemented, these LO
features are, however, difficult 10 achieve and difficull
0 retro-NE 10 existing arcrafl types, of[4]. They wend
mol o be opesationally relevant or cost-effective wnless
an appropriate and often large level of reduclion can be
attmned, As a survivability enhancement they are nod
uswally relevant 1o certain, larger closses of aircrafi (e.g.
ranspoeish, LO features cost more, unless incorporated
in the original aircraft design,

{mproved DAS (EW equipment): This could take the
form of increased EW functionality andfor performance,

above the bare minimum swile, considered for many
vears 1o be a Romdar Warmning Receiver (RWR) and
Flare/ChafT system. Argusbly, nowadays, a minimum
competent suite shoubd also include Missile Warning
System (MW3H) and off-board (“twowed') RF decoy.
Bener sill, a comprehensive suite shoubd have on- and
off-board  Electronic Countermeasures (ECM) and a
madern Electronie Support Measures (ESM) in place of
the RWER. DIRCM and 1owed EO and REEQ decoys
whilst pot yet here for fast jet aircrafl, offer furiher
promise of survivability cohancemend. Unfonunately,
the inclusion of these addinonal capabilitics, which also
inchede  digital receivers and ncreased  farefchall
capacity, all equate to increased cost. This is discussed
in Section 6.4, Issues concerning enhancemen of the
primary threat warning system. RWR. are discussed
lter in this sub-séction.

It s worth noting that the DAS ends w0 be a mission
critical requirement, &g survivability is dependent upon
correct operalion of the equipment = svsiem lailure
equals aborted mission, EW has also tended o be fined
as an addition when funds permilied in the past, which
has usually meant sub-optimal performance. Designing
it i as part of ihe overall system should improve its
performance and hence servivability, To this end, as it
is mot possible w specily the operational requiremenis
for the airframe life. the DAS needs Lo be specified with
an evolution path in mind.

Other potential for EW-improved survivabality includes
co-ordinated {via the DAS) and co-operative (beiween
platforms) ECM.

Benter Siation Awareiess: This could result from
improved EW system Direction Finding (DF) capability,
enhanced on-board sensorfdata fusion amd  odT-board
sensorfdata fuston (vio data links), andividually or
preferably in conceri. This is discussed n the [ata
Fuston and ESM paper [5].



Increased fleet survivahility viz cnhanced support and
adoption of a Syslem of Systems approach. This is
where the increase can be achieved through the use of an
appropriate force mix in conjunction with approprise
joint strategy and tactics. This would typically comprise
dislocation (destruction preferred) of the enemy  air
defence syssem first, 1o minimise the rsk of having o
face and counter the threal weapon systerms laser in the
operution, Specific issues ane:

Suppression of Ereeny Air Defence: Recem conflices
have adeguately demonstrated the benefits of carly and
sustained use of support jammers and SEAD ‘hard kil
aircrafl, Expmples  include  Stand-Off and  Escornt
Jammers, such as the EA-6B Prowler. the EC-130H
‘Compass Call’ communications jammer ond the now-
retired EF-111A ‘Raven', together with “Wild Weasel®
hard kil sssets such as the Electronic Combat and
Reconnassance (ECR) Tornado and F-16C) with their
effective mix of EW and High Speed Anbi-Radiation
Missile (HARM) capabilities. An indication of the
benefits of suppon jamming can be seen on Figure 5
{adapted from [6]). In this Figure ‘sclective reactive
jamming’ means the jamming 15 changed if and when the
thrent radar paramerric or operational characteristics
change, and ‘older’, *newer” and ‘Tollow on® aircrafi
equate 1o ‘elder and non-stealthy’, “modern with smaller
RCS' and ‘sigalthy’ mircrafi. Whilst Kowovo in particular
demonsirated the high value of support jumming. i1 also
highlighted the scarcity of support jamming resources
available o MATO-led and similar  multi-national
operations. Whilst NATO and a number of nations are
known to be seeking tactical jamming pod solsions 1o
this problem, there remains o sirongly held view, eg.
[7]. that reactivation of the Raven is both viable and
cost-effective.

Figure 5:Impact of Support Jamming on Survivability
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Intelligence Atsets: The contribution of these classes of

Information, Surveillance, Targel  Acguisition  and
Reconmaissance (ISTAR) systems 1o the formulation of
a Recognised Air and Surface Picure (RASP) for the
effective controd of air power, whether for temporary air
superionty or enduring air suprenacy, cannol be wnder-
estimated.  Assets  available  within NATO  Nations
include  Asrborme Warning  and  Contred  System
{AWACS) such as the NATO E-3A, UK. E-3D Sentry’
and E-2C ‘Hawkeye', Airborne Ground Surveillance
systerms such as the E-8 Toind Stars’ and the planned
UK. Airborne STand-Off Radar (ASTOR),  and
dedicated  electronic  reconnmissance  aircrafl,  ep.
Mimrod R1 "Merdin', Bregew Adantic, EP-3E ‘Anes 17,
RC- 135 “Rivet Joint" and U-2.

Improved Interoperability: To assure optimal chance of
survival, perfiect interoperability is required betwesn the
mailtitude of international assets of all types present in
the NATO-type operations typified by Operation Allied
Force.  As  such, this mandabes  information
interoperability, which in wm would rely infer alia on
ihe effective use of very high bandwidih. securc data
links af the type not yei fitied 10 all war-fighting aircrafl.
Such commamnication links thus become a survivability
driver relative 1o off-board information.

Al the RF bevel, this would also require resolution of
some pear-to-the-cdge of the laws of physics problems -
predominantly that of how io sense very small signals in
the presence of very large in- or pear-band signals
generated on the same aircrafl, by someone in the local
formation, or by a ground or wrborne emitler some
considerable distance away from the sensor,

As secerdte information with regard to the mencal
sibustian from on- o off-board sources 15 instrumental in
improving survivability, it should be possible 1o trade
sensor capahility against protcction memsures.  both
lethal and non-bethal, 1o achieve a given level of
survivehility.

The Critical Importance of the RASE: For increased
mwahlllly of war-fighting plaforms, a precise gnd

RASP is required, with tmely and
accurate identification of threats o all war-fighting
aircrafl at risk, This is ned presently possible for single-
or mulli-nation operations of the NATO-led type seen
recenly, e.g. Allied Force {Kosovo), for a combination
of (primarily) technological and operational reasons,
The major EW contribution to the fusion process,
leading 1o the RASP, is threat RF eminter data provided
by ithe passive detection RWR, ESM and ELINT
systems, ¢ff [5). The quality, sccuracy and timeliness of
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this daia is also eritically imporiant 1o airerall survival,
once flying in harm's way. The main issees are;

® The markedly different function and performance
capabilities between (relatively cheap) RWR, mexdern
ESM equipment and (the more expensive) ELINT
sysiems. and between receiver types by differem
manufaciurers, Such differences inchade sensitivity,
scan methods (auto v, manual) and DF accuracy.

» [nstalled performance differences. eg. with same
receiver type on same aircrafi type, and with same
receiver iype on different platform types.

* The tmely and co-ordinated use of common emitier
dana hases for the programming of threat parametrics
inte the RWR/ESM, ECM, Electronic Protection
Measures amd weapons, eg. HARM and  Air-
Launched Anti-Radiation Missile (ALARM), of all
friendly nations in theatre.

& Different tracks, orbit locations and altiludes of the
various ESMELINT/RWR sensors in theatre,

* Differcnt opermior experience (ESM v, ELINT
operator, functional analysis).

»= Geographic ambiguity (which can, o an extent, be
resolved through iriangulation),

» Badar ambiguity (including its imentions].

= [ifferences in Intelligence information.

# Threat detcction  and  recognition  performance
differences berween those seen in laboratory tests and
those in theatre, (Due perhaps 1o 4 combination of
imprecise equipment specifications and  ingdedquate
emitier simulation fidelity levels wsed in the EW
develbopment, test and evaluation procvesses,

# The highly stanistical and probabilistic mature of EW
receiver syslem interaction with the real-world RF
environment, especially in the case of fast jet aircrafl,

Together with the inherent difficulties of unambiguous
threat RF eminer location and identification in an
electromagnetic  eavironment  almost  saturated  with
threat and friendly RF pulsed and CW signals, the

i i reporting of threats 106 all the
hararded war-fighters in theatre and constrsction of @
precise RASP remains an elusive goal. The resolution of
these issues is the focus of modt NATO and Mations’
R&T agencies.

The operatuonal or wechnological ratonalisation of EW
receiver sysiem performance in joint opermtions is
thought a primary candidate for fulure R&T anention,
Such apemion should inclede answering the guestion
‘Will upgradingireplacing the “worst® EW receiver
systemy in NATO and similar joint operations andior
rhe  fntroducnion q" e d!;wﬂ'ﬂ'l' receiver  bazed
RWR'ESM"s 1o more plagiorms reduce this problem o
i deceplable level ™
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42 DAMAGE TOLERANCE

In some situations daumage avoidance can fail and the
aircrafl suffers damage. Whether this resulis from the
enemy’s move toimproved Lactics, their fielding of a
“Becret Weapon', human error, an exhansted supply of
decoys, or jusi the numencal superior of the ememy,
damage telerance is the insurance policy thas prevents
tistal loss of the aircrafi. The imtention of damage
tolerance, the inverse of vulnerability, is o give the
arcraft a basic level of robusiness o ensure survival,
primarily of the crew, when damage avoidance fails and
the aircrafi is hit. Approprise design activity ensures the
wse of damage-tolerant materials and the duplication and
physical separation of critical functions to help prevent

any damage becoming catastrophic,

The vulnerability of the sircrafl is a quality of the design
and formal guidelines and requirements are nosmally
documented in stundards such as in the UK. DEF 5TAN
00-970 “The Airworthiness and Design Requirement for
In Service Aircraft’ and DEF STAN 00-971, the
equivalent for engines. There are many design features
that could wlimately limit the maximum smoont of
damage that a new design could be expected 1o toderaie.
The wse of a survival comsciows configuration for
example is fundamental in eliminating many normal kill
modes. This is done by coswring that munally
antagonistic features are well separated. Fuel and fire
raising agems would be separmted for example, A
mandatory  vulnerability analysis of the aircrafi s
required i the standards and this normally evaluates the
main design option to masimise the damage wlerance of
the final aircrafi. The design aim is normally achieved
by evaluating the poiential for incorporating  these
features: Damage-olerant struciure, Survival-conscious
configurations; Redumiani conrol systems: Gracelul
degradation of sysiems; Duplicated and  separated
critical functions; Crew prodection; Fuel retention; Fire
suppression; Damage-tolerant  emgines, and  other
Specific protection measures. The analysis serves 1o
define the potentinl level of vulnerability likely and
indicate what level of damage wlerance could be
possible ultimately for the specific aircrafi being
consadered. The aciwal vulnerabiliny of the aircrafi
results from muny  factors amd  thes  this  meln-
disciphnary work needs o lead (0 umberstambing of
effects of damage to the flight and mission sysiem. as
well as the structural and aerodymamic performance of
the asrframe.

The important factor here i the timing of the analysis;
when done early in the concept phase the necessary
design changes cost very litthe and this hordncss s
incorperated at litle or no cost. So whils) the above
applics primarily o new aircrafl design, many of the
features can be retro-fitied to existing aircrafl. The cost,



however, i5 often difficult 1o justify as the trade-off
between cost and survivability, as discussed carlier, is
difficult to do at this time with any credibility. Examples
of this difficulty include hardening the airframetskin
{which is difficell 1o retro-N), selective replacemen of
‘s’ panels, EMC hardening and opticalRF sessor
protection. Despite ihis observation, hardening aircraft
1o wornthwhile levels can ensure that a lorger proportion
of damaged aircrafi retum o base and is thus of value,
Although the arcs of damaged aircraft increascs on
Figure & this 15 in fact a benefin - the potetial for repair
amd return 1o the comfict s far preferable 1o owutright
aircraft loss. This is imporiant in saving the aircraft,
raising morale and regaining the cxpensive assets sven if
the aircraft are too badly damaged and oul of action for
that conflict. Spare parts can be re-utilised during and
after the conflict and this alone is a valuable Factor.
Whilst the vulnerability reduction activity gives benefiis
at this poant, the protection and penalties that resalt do
e give an immediate increase in aircraft avastability or
mission gencration. As previously no immediale magor
operational benefit results - the botiom area on ihe
figure is unaffected. Am area of unserviceable asrcrafi
remains however amnd so the potentinl s wel o be
reached. Only when the final ebement of Swrvivability -
BDR - 15 added, are all possible benefits guned,
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It is worth noting that damage wlerance applics, under
the progosed ‘holistic’ or imegraed analysis, o the
Integrated ‘Weapon System, which now includes the
airhase and support facilities so essential for continued
operation of the aircraft element of the System. Thus the
damage tolerance of the support sysiem is critical, as the
muin base, forward base or aircrafl carricr is. wsually
easter to hit than the aircrafi.

4.3 DAMAGE EEFAIR

Repairability or Dumage Repair (or more precisely
BIMR) is the case, having susiained damage, with which
the aircraft can be repaired. BDR requirements equate o
wartime logistical support requiremenis. In an intense
conflict attrition rates may be high and the ability o
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recyche damaged aircrafi into mission capable standards
could be crtical 1o campaign success. BDR s am
‘aliernative enginéering solution’ mmed &l relurming
damaged aircrafi to mission capable slite in manimn
time. using quick and easy repair techniques, which
mandate their definition and planning during the design
process, Again the emergency repur of the airbase or
arcrafl carrier in minimum fime could likewase be
critbical in emabling safe landing and regeneration of
aircraft imto the confict.

The addition of an effective BOR capability returns
domaged  atrerafl to operations and can boost the
availability and mitsion peneration rate significantly,
The bencfits of Swrvivability now pay ofl as the
combined area of Undamaged snd Baile Damage
Repaired Adrcrafi [ifts the operational hine 1owards the
total aircraft line multeplying the effective force. The
faster and more capable the BDR activity, the greater the
number of operational wircrafl, the greater the mission
generation amd the more capable is the defence system.
Survivability activity is aimed at enhancing wartime
operutions but the benefits extend to peacetime also,
simce a Survivable airerafl should be an inheremly safer
design. An effective BDR capability would inclode
Damape Repair messures such as: modular design,
stindard (non-handed) pans, well-labelled  pipes and
wiring, accurale and casy 10 wse BDR manual, and
damage limits and repair advice prepared in advance.
This would cnable damaged aircraft o be rapidly
recycled and put hack into service.

The increased level of damaged aircraft that retumn 1o
base hecause of reduced vulnerability are now returnesd
1o the fight and boost the bottom aren in Figure 7. The
speed of assessment and repair is critical in condlict
tmescales and BDR must be prepared in advance.
Llseful design featunes can be built in 1o the aircrafi,
systerns can be identified clearly and information
prepared o support the damage assessor on the ground.
The latest Knowledge-Based Systems technology has
recently been exiended 1o enable a rapid assessment of
darmage and the quickest possible return o operations,
by semi-auomating the traditional BDR  Manuals
Wartime spares can be predicied and stocked in
advance, survivable damage can be predicied and
schemes developed for generic levels of damage for
specific application in the feld, The damage ossessament
software can define alternative repair opuons and
indicate the timescales imvolved. This provides the
operational  commander  wath  the  management
information he needs to best match his available assets
1o the misston requirements. With this final element of
Survivability in place, a much enhanced fighting force
can be had. as can be seen by comparing Figure 7 with
Figure 3
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Figure 7: Effect of Improved Damage Repair Capability
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5 DESIGN CONTROL (WHAT SHOULD RE

DONE)

51 ANALYSIS AS THE KEY TO CONTROL
Survivahility is a complex multi-disciplinary subject that
s difficult to measure - a pre-requisite of control, This
begs e question of how o adequately represent the
survivahility of a range of candidaie aircrall so as w0
determine the best solution? The use of a relatively
simple Pk and Ps estimate” 1o define losses {attrition)
cannot be considercd as a ‘holistic’ process. Only by
beimg able to represent and measure all facets of the
survivability equation can survivable and cost-cffective
designs be achieved and traded agunst each other. Thus
the integrated survivability analysis covers and uniles
three very daflferent types of analysis:

» Combat Simulation - evaluaring the BDA element.

* Vulperabiluy Analysis = evaluating the BDT element
* Base Simulation - evaluating the BDR clemem

The vast range of technological options provides a
challenge 1o the military and industrial staff whose job it
is to decide on the conlent and direction of military
equipment programmes. 11 s also a challenge o the
designer — 1o achicve the optimum techaical amd cosi
balance, To mmive at and then condrol such an optinuem
design. a broad analysis framework is required with the
sophistication pecessary o hondle the wide range of
parumeters involved, The integrated analysis framework

® P& s the probability of kill of & weapon system when fined

at the atroralt. M rediciion is a guaniified redection in Pk
when @ partcular coumermensure, Clc, manoeuvTe of
cambination thereof i used by the targeied aincrall sgains
the threal weapon system, pre- andfor post-weapon laench.
Py is the probability of surviving this simple engagement
and i ([ 1-Fk].
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covers all the main elements of survivabality in ihe
comtexl of the wartime soenario, 1o provade the ability to
mode] their individual and interactive effects accurately
enough to provide the high quality inpuis 1w the cost
estimation process. Such an analysis framework can be
used o develop a “holistic design’ by assessing the
fitmess of the overall concept in its operatiomal context,

The overall survivabality analysis  consaders  the
Intcgrated Weapon System, which covers the fligh
vehicle, the weapons system and imtcgrated ground
support with the mm of maximising operational
effectiveness, The Survivability Analysis can predict the
likely operational life of an wrcrafl fleet i wartime and
then mnvestigate ways of improving wartime longevity.
An description bs now given of the mapor analysis stages
and ihe data flow through the Combat Simulation,
Vulnerability Analysis and linally the Base Simulation,

52 PROCESS - INTEGRATED
SURVIVABRILITY ANALYSIS

This section describes a BAe-proposed  Iniegraied
Survivability Analysis Process, which is a minor
enhancement of BAe's currem Operanonal Analysas
process. This will enable the better consideration al all
the ALFAS elements and, in pariicular, the balancing of
the components of survivability using an approach that:
® pvaluates the combat cffectiveness of adircrafi
concepts  wsing  imgproved  combst simulation
lechnigues.

* maximises the sustained force effectiveness using
parametric sudies 1o identily the design features
necessary o minimise atirition and maximise missaon
generation,

* supgerts design in minimising aircralt volnerabality in
accordance  with  DEF  STAN 00970 Ch.112
fequiremenLs,

& curies ol survivability anmalyses w develop BDR
requirements in accordance with DEF STAM (K60
Task 303.2.11 {Survivability Trade-offs) and MIL
STD 1388 Task 303201 (Survivability Trade-off)
requIremenls.

= actions rade-off studies (including those of EW/LO
va. domage toderance) and focuses survivahility-hased
research resources 10 gan maximum benehil,

The power of this approach is thal each podential
cnhancemem femure can be evaluaied in postulaed
wartime cnvironments, thus effectively yiclding a “real”
picture of losses and mission generstion o replace the
thearetical one shown in Figure 3, This proactive design
approach 15 much improved on the reachive one
mentioned in Section 2.1, The aircrafl is designed in
theory and ligh quality simulated wars are ‘fought’, then
lessons can be learned and the design appropriately
updated, leading finally o engincering the solution.
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521  COMBAT SIMULATION

Combal Simulation is intended 10 prove weapons system
concepls. This analysis can be used in two ways, 1o
explore and formulate future requirements or o actually
assess (he capability of an existing product. This is the
first phase in survivability analysis where the bascline
design 15 established and  possible  enhancements
evalusted. The appropriate survivability enhoncement
measures depend on the aircraft’s intended mission, and
the three components need to be funed o provide
halanced Survivabdlity for a specific role. The analysis
framework cxamines combal operations in several ways.
Detailed sysem opernting models are ssembled in an
engagement model, which examines the offensive and
defensive capability of the aircrafi. air and swrface threat
sysems, and assesses the performance of the basic
design. The modelling measures mission effectiveness in
terms of the required Mect size and this gives an initial
comparison of différent aircrall Iypes. The effect of
damage avorlance [eatures s the primary ssue in
individual engagement modelling and these take sccount
of the probability of a seccessful missile lock-on and
lounch from a hostile asrcraft or ground weapon systerm.
The analysis resulis also support the optimisation of the
aircraft design because the mircrall model uses a seTics
of system representations covering aircrafi performance
factors, aircrafl signatures, weapon sysiem  Function,
defensive aids, sensors ond human factors and each o
feature can be varied and cvaluated. A specific type
migsion is cxamined for the particular mircraft type being
considersd. The mission can be selected from the
following range of generic missions applicable o “fined
wing" aircraf.

#  Cliose Air Supporn and Ground Aack

®  Air Superiority and Aar Defence

*  Strike. Imerdiction and Land Reconnassance

Supply and Transporo

Tunker, Aurborne Easly Warning and Maritime Patrol

.. pon el
Lo TRAMAGE ANVDEDANCE -

The mission indicates the relevant operating scenario,
the performance requirements and the typical threats
involved which in urn enables an evaluation of ihe
combal  situation. This combar  samulation  sould
evaluate the relevant tactics and define realistic threat
encounter  siluations  for  consideration  in the
vulncrability analysis, and indicate damage and loss
rates for inclusion in the scenurio evaluation. The scope
of modelling is graduatly widened building from “one on
one' combat, through muli-zircraft missions, into a
campaign analysis which develops the conduct of the
war through its various stages reflecting variations in the
type of mission and imensity of the conflict. The real
bemefits of BDT and BDR siart o appear in the
cumulative picture and so need 1o be assessed in detal
at the campaign level, thus focusing on e overall
benefits. At this stage the analysis is acting 1o iegraie
systems within the aircralt and the sysiems of systems
outside the amrcrafl producing a realistic and thus
sophisticated overall picture of the war. The gencric
process is shown in Figure B, and this shows how the
resulting survivability elements’ effectiveness can be
evalupted and revised w develop the combal simulation,

Whilst maximising BDA is always preferred, cumulative
damage and boss effects over a sustained period can
highlight that even small damage rates uliimaely impact
on operations. In peacckeeping operations for example,
where zero altnbon s the aim, even a low loss rate
would be poliically wnacceptable, o vulmerability
reguires stention also,

5L  VYULNERABILITY ANALYSIS

The vulnerability analysis uses the mamn threats and

artack situations, as defined in the combar simulations,

and simulates the erminal stage of the atack in more

detail. The analysis has three prime ohjectives, 1o

& gvaluate the inherent vulpeeability of the design and
combal support evilustions.
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& plentily possible design enhancements and provide
the associaled penalties for trade-off studies.

» define survivahle damage in support of BDR
planming.

Dhuring the conceptunl phase the aircraft and threals can
be modelled in simple penenic terms, which address the
major conliguration and technological aspects. During
the development phase more detiled evaluptions ane
camied ol 1o examine  questions  of redundancy,
separation and the precise hurdpess of the sinscture,
sysiems and components. The valnerahility analysis has
several stages:

Threut Definition: The prime thrests are described in the
techmical terms that quandily their lerminal  anack

geomelry, fusing and the damapge potentinl of their
worheads. The blast. fire rising, fragmentation and
pemetration capability of the threals, against vasious
generic parts of aircraft, are quantified from imelligence
dala, fining irials and enginecring assessmems. A range
of encounters are normally defined 10 adequately
account for the practical varasbility of damage in the real
world silustion.

Adrcrafr Definirion: A computerised model of the
mircrafi "arget” s cremted. This has o accuratcly
represent the physical layout and function of the aircraft
and the behaviour of s pans when impacied. The
coment of the aircraft model depeads upan the relevint
kill category, which in turn depends upon the question
being asked of the specialist. There are three hasic
questions - after the bt will the aarcraft be capable of
continued comrolled Might, completing s mission, of
being twned arcund for the next mission? A major
analysis would then be strwctured 1o address each
question in turn and it can be seen thal the thind question
beads ino the analysas of BDR. The resulis can be used
o discern between an instant kill (which would hose
wircrafi and crew) and a lomger term kil - to define for
example whether the airerafi would return to base or nol.
Again the design can be update o produce a harder
aircraft if this improves operations overall.

Adrcraft Analysis: The aircrall compaiter model nclides
a representation of the strociure and systems thal make
up the Air Vehicle. A simuolnted anack on this aircraft
representalion  guantifies  the  effect ol fragment
penetration across the systems. The resuiting damage
and kill probabilities can be presented at Air Vehicle
kevel 1o provide an aircrafl kill probability or at the
mmdividunl system level which shows which syvstems are
ai st risk. The aar vehicle results support Operational
Analysis and Base Simulation swudies where the number
of lost and surviving aircrafl is important, The detailed
system levels resulls support design  enhancements
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where individual systems can be profected 1o reduce the
numbers of aigerafi hest The basic datn from the
vulnershility analysis is stored for conversion  ino
survival probabilities, which are wsed i the Base
Simulavon, and wartime spares predactions, A detibed
survivahle damage delinition can be provided o model
damage 10 the Base Simulation. This s also used io feed
i the: support eqganisation 1o develop actual repairs.

5213 BASE SIMULATION

A Base Simulation exercise models the  procise
operation of an  asirhase and  covers the normal
maintenance and supply operations. the relmbality of all
fumctions and the allocation of resources. This is
normally done for peacetime operations o help
minimise LOC. This process cam be used in an
alternative way o investigate the operation of a wing of
anrcrafl in o wartime covironment. The scenario used in
the combat simulations is maiched in the Basc
Simulation fior consistency. The damage and loss rabes
from the combat model and the sulnerability analysis
results 10 terms of a survivable domage defintion
provide and an estimation of the relative rate of damage
and the tvpe of damage 10 be repaired. A re-combination
of the vulmerability results can also be wsed 1o generate a
profile of wartime spares requirements and thot can he
wsed in the Base Simulntion 10 evaluate the necessary
spares  provisoning. The modelling bere  creates @
preview of the real operationa]l curve rather tham the
theoretical shown in Figure 3, MIL 5T 13858 calls for
this typee of analysis to develop BDR requirements, The
mesullls of the base sinmlation quantify the hkely awcrali
wren round Gmes and thus the potential  mission
gencration rates in o conflic, This feeds hack up indo the
combat simulation Lo reflect sircraft ovailability. Thus
the ssimulation of the overall campaign reflects hoth
realistic boss rates and realistc mission generathon rmes,
This can he wsed for wrade-offs aimed ai maximising
mission  gencration through the uning of specific
mainienance and provisionimg phikosophies, The resulis
can be presented in a variety of forms o illustrate the
effect of maimenance and operational parameiers. The
effects of Baile Damage can then be shown in terms of
atrition rates, the number of aircrafl under repair and
the resulting mumber of missions generaed. Spares,
materials, manpower and workshopfrepair kits can also
he defimed.

In a further innovation this modelling could be applied
1oy the: wirhase wsell and look o1 the damage and repair
requirements for the key airbase funciions. Operation of
mireraft from an aircraft carrier for example could be
critical if wrcrall damage and boss rates rise. This ype
of analysis could ensure that the limited resources are
optimised for maximum effectiveness - a crucial aspect
when operating out of area i potentially wrgent
operstional conditions,



WHAT L
BE DONE)

No mircrafl 1s more expensive than one lost s combal.
Swrvivability thus is invalwable in ensuring that, when in
the midst of a conflict. when defensive or offensive air
power 15 really needed, it will be there - ready for use.
The ulimate valuee of the product lies in its operational
purpose and there is hitde chance of replacing a lost
wrcrafl in the middie of a conflict, pessibly well after
the production line has closed. Tt is fairly ironic
therefore that the majority of aircraft cost controls are
actually aimed al the peacetime costs. Project costs are
probably the most imponam factor in the success of a
new project - it must be affordable to gain entry 1o the
marketplace n the first ploce. Affordability s all-
imporiant and costs have 1o be competitive (o actually
win the business in the incrnational arena.  Cost
predictions must also be reliable since a falure o
achigve the predictcd cost can result in cancellation or
potentially result in some form of penalty such as
liquidated damages which can resull in commercial
adilfculties for Industry,

The level of technology involved i survivability
enhancement is likely o have a major impact on the cost
of the project. The two R&T drivers. the ALFAS
elemems Affordability and Swrvivability are clearly
inter-dependent and quie ofien contradiciory, BAe and
DERA R&T agencies not only initiate, develop and
msature the pecessary new technologies; they also assess
the potential cost, and aim &0 conirol the cost of the
technology, and related materials and processes. These
processes inclucle design and analysis processes, design
tools and data storage, manipulstion and access In the
conlext of Survivability there s the drive 1o increase
product capability wusing expensive technologies as
outlined above. The cost challenges are to:

» accurately define the potential cost of the necessary

technologies o initially estimate the product cost

e develop and maintain reliable cost controls,

» pnsure that all costs: development. production,
operational, wartime and disposal are assessed and
controlled.

A trade of cost against performance will ensure that the
design - meets  the  functiomal and  commercial
requirements of the cusiomer 1o make it the right
product. [t is only possible 1w provide the right product
al the right cost by using accurate, comprehensive and
reliable cost data.

A further, new element is 1 understand and control the
actual wartime operating cosis including the potential
wartime  atirition, which is directly infloenced by
survivahility.
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6.1 COST ESTIMATION METHODS

A waditional way of estimating project costs i to
examine past projects” costs and extrapolate (o the mew,
Thas is fairly sensible and hopefully safe since progress
up the learning curve would enable Industry 10 perform
the work for less cost than the earlier projects. Bearing
in mind the historical ‘Cost Flus® cubwre, whene the
actual cosl was not a primary concern of design, this
cosl extrapolation process coukd well resuli in higher
than necessary costs. Cost inaccuracies and errors of the
pasi may effectively be repealed since they were mol
then wunder rigorous control. One approach. wsing a
Parametric Cost Foreensts methad, s hased on the main
cost-relsted parameters which wbentify the changes in
these from ane project 1o another. Changes in the main
elements will be reflected in changes o the cost. This
method is useful in prosducing relative cost data, but the
accwracy of the hase cost s sill a probable source of
error in producing definitive costs. Two methods of cost
prediction have been wsed by BAg:

The ‘Homein UUp" approgceh §5 a detnbed. accurate and
religble systematic enginecring analvsis of the design
and manufaciunng processes pecessary 1o produce the
product. Its aim 15 to guide design and manufsciunng
depariments 1o the optimal cost solution and then,
theough trade-offs, 10 control cost. It relies on the use of
a broad definiion of the design, worked through
systematically, and the use of engincering judgement
and cxperience to assemble an overall assessmcni. A
cosl estimale would be bl up from items swch as the
aircrafl luyowl, the systems, semsors and technologies
used, the anticipated assembly process, (ypical man-hor
requiremenis, materials and tooling costs. Once the
initial cost estimaic has been built up it woukd be a
valuabbe source of accurate cost data. The resulis would
allow further investigations of options and irade-offs.
The uvse of cost assessment fools, standardisation of
assumptions and cost engineering relationships  (the
main  paramelers), may enable respectable  cost
iderances of around £15% 1o be achieved. This
approach requires up front detailed design information,
which is very reliable in obtoining the required resulis.
However this method of costing can sometimes be time
consumang and relatively slow,

The_Top Dewn’ gpproach, on the other hand, is a
relatively quick and cheap parametric approach and can
be considered o be dnven from & management reher
than an engineering perspective. Tt is automated and
requires no deep enginesring knowledge. It cannod
support an extremely detailed breakdown analysis and
s0 further decomposition of data is difficult and specific
forms of trade-off could be difficul.
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The normal approach used is the latter, using esimating
models whose primary aim s 1o define the order of
magnitude of potential cosis. In this case the analysis is
often done at a high bevel {wnh low detail), using the
key parameiers relating 1o the o081 being examined,

The estimation of Operational and Support Costs [or
example, which are o major element of LOC, would use
a whole range of inputs. Reliability and Maintainability
predictions, defect rates, mainienance man hours/flying
hour, operational use. peacefime attrition, lzbour costs,
spares costs, administrative and operational backing,
fuel consumption and station overheads as some of the
main parameters used.

6.2 LIFE CYCLE COSTS -WAR AND PEACE

LOC are used in an atempt 1o discover the true cost of
ownership of a weapon system. They are maore
represeniative of this cost than just purchase cost, since
they wlso  include operating and  disposal | costs,
Individual LCC constituents are many, bt the imporiant
ones from the Customer’s perspeciive are the purchase
price and the cost of through-life support, The purchase
price s reliant on design and production cosis. The
operating cost is normally based on (say) twemy-five
years of peacetime flving and the maimienance support.
Since costs are often scaled from existing projects, as
poted shove, operating costs are ofien scabed from
carlier maintenance philosophies and a novel concept
could be difficult to predict accurately. In addition o the
traditional peacetime costs there s another major
element, which Industry does not wsually  become
directly involved in, and that is the war fighting costs.
This is probably the most imporiant element in the sense
that military aircrafi are produced to fight wars and full
operation during war should be an goonomically vighle
gotivity, Linking these costs 1o surivahility introduces
the ability to measare and 1o trade technical performance
vs, cost, including that of wartime operations. This then
adds a new clement 1o the cosl eyuation - combael cosiy,
in which per-aircraft and flect survivability is arguably
one of the two dominent factors, the other being
ordnance costs.

Actual war fighting cosis, including attrition cosis, can
be based om the data that s developed im the
survivahility analvsis discussed earlier. As well as
deveboping and proving the right type of wepon For the
mission, such methods of survivability amalysis can
epable evalumion of mission cost v weapon opiions,
This is important as the Coustomer must be able 10 afford
to use these weapons i anger if and when reugired. By
adopling a holistic approach o costs and survivability,
where war fighting costs ane included, the Customer can
be aware of the true LCC of the airerafl, The Customer
will consequently gain the ability 10 win conflicts cost
effectively and without incurning massive war debis. To
enable this enhancemen in LOC control, aircraft design
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priority has 1o change so that wanime functionality and
operaling costs are the pronty (survivability analysis
covers both), followed by peacetime function and costs,
This is & major change in emphasis and will enswre
ultimarely that increased survivability and efficient cost
control delivery of what is required by the Customer -
acdequate capability o the right price,

6.3 COELA, JOINT WORKING AND THE
‘BENCHMARK® APPROACH

The Combined Operational  Effectiveness  and
Invesiment Appraisal (COEIA) process has been wsed
by Mol} LLK. in recent times io determine the "hest’
solution to A given military requirement. For a given
requircment, «g the functionality and performance
traditionally performed by a given aircrafl type. the
DERA will consider a range of options and advise Mol
a shori list for furiher examination. Once exarmined, an
Invitation To Tender is lssued and bidders are required,
as part of their proposal, 1o provide MolVDERA with a
Tull se1 of technical and LCC data for inseriion into the
MoD COEIA daabase, The resulis of the COEIA
assessment of the bidder-provided information on their
proposed solufion fo the MoD's requirement are then
used to rank the various solutions on offer, which ofien
include  some  solutions  stedied by DERAMoD
internally. The COELA methodology is seen as a key
aspect of UK. MoD¥'s decision making process, and s
thought likely 1o be wsed more stringemly for ihe
foreseeable Tubure ias the need for affordability remains.

The Customer-Supplier relutionship is at the cenire of
any successful project and thess relationships  are
maturing through  the  collaboration  amd  mutual
understanding  that the COEIA wwpe of  acrivity
necessitpies, A full and effective response 1o this Lype of
requarement s bringing abow somehing of a change in
the way the Military-Industry parinership operates. In
the comext of the COELA it 15 essential that Industry
teamns 3¢t efliciently as a whobe and, since this activity is
effectively a competilive bid process, il is essential 1o
submit the best response o achieve success.

The changed prionties described carlier mandaie o
proactive spproach, rather than the reactive way of
working of carlier tmes, BAe, for example, has
embraced  the nmeed Tor choser  milinaryfindusinal
partnership to ensure the best mutual understanding of
requirements, isswes and problems. By working together
to chearly sdentify, understand and categonise echnical
and commercial drivers, the solmions with oprtimal
featwres and balance con be amved at, BAe has
cnshrined this proactive approach in s set of five
central Business Values: Customers (the highest prorily,
with emphasis on  working  well together  and
understanding cach oither’s priorities and challenges),
People. Parinerships. Performance, and Innovation and
Technology. Working closer together with Customers,
Partmers, Collaborators and Suppliers helps develop a



common understanding of the design challenges and
sirengths and weaknesses of the parners. The use of
Earmed Value Management and Cost Benefit Analysis
techmiques also enables improved cost controd by linking
the cost of any activity to the output of that activity,

64 SURVIVABILITY ve. COST ASSESSMENT -
AN EW PERSPECTIVE

In 1498950 a major stdy, ‘Low Cost Self Protection Fit
Jor NATO Tacrical Aircraft’ |B], was conducted by
NATO AGARD (now Rescarch and Technology
Organisation - RTO), Asrcrafi operations i a number of
Cold War regional scenarios were conssdered, threats
postulated and their individual leshality estimated. A
number of viable EW fils (suiles) were then constructed
and their respective and relative performance modelled
amndfor estimated against the threats in those scenanios. A
total of 30 threatcountermeasure pairs were consideresd,
11 was noted that although the derivation of Pk reduction
“was essentially sabfective, the forum of internatioval
expertise given the spportunity to explore this sulyject in
depth is probably unigue and probably represents the
mast  conticent  comparative  evaluatton of ECM
effectivencss avaifable ar this ime.” This resulied in an
effectivencss ranking, with the minimum [0 thought
vinble - RWR and ChafliFlare - obviously the lowesi
{other than having no EW suite). Cost estimates were
made for each of the fils considered and praphs of
cifectivencss vy, cost wene presenicd. The study at [B)
also examined the situation for wetical aircrafl with and
withoul support jamming, whose benefits are well
known of. [B] and as seen recently in Kosovo and Serbia
with the widescale use of the EA-6B Prowler” aircrafi.

In 1996 Pywell and Green of BAe conducted further
survivahility enhancement investigations [9], starting
with (imter alie) material in [B]. They primarily
addressed ihe dssue of how o increase  aircrafi
survivahility by bewer Self-Protection (RF) Jamming
capahility, During the investigations, various aspects of
| 8] were reviewed, with due considerstion also given 1o
other data avalable 10 BAe and previows work by K.
Smith et al. of BA¢'s Operational Analysis Department.

The key revisions resulting from the study were:
& The original scenanos were made more gencric,
« The threats and their Pk valoes were revised, and

o Pk oreduction values assigned 10 countermeasunes and
counermessure techniques were also revised,

Ref. [8] gave six genenc EW fits from those fitied 1o the
many NATO fixed wing aircraft that siudy group
examined. To this was sdded a further nine, resulting
from their assessment of threats and countermeasures in
the scenarios considered. The later investigations in [9]
resulted in modifications w @ number of these fiftcen
fits, the merging of others and the addition of wo new
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fits, which were considered o be the most elfective
{and, alas, the most expensive).

The revised fits, fouricen in total, ranged from the
minimam viable RWR plus ChafffFlare to arguably the
most polent sell defemce suite. comprising ESM,
Flare/Chaff, RF Expendables, MWS. On-Board RF
ECM with Dvigital RF Memory (DRFM) technology in
concert with Towed RF Decoys (also with DRFM
technology), and DIRCM. It should be noted that ths
wholesome capabality is not achievable on tactical
marerafl a1 thiz time with curremtly available EW
equipmenis. The earlier costs were also reviewed,
although it still remains difficult 10 obtain realistic cost
estimistes for individual elemems of an aircraft DAS or
1o extract them from system quotations.

An initial version of Figure 9, the summary graph from
the study m (9], was developed in response 1o a MoD
query concerming costs vx, EW capability. This graph
showed a ‘best estimaic’ at that time of the dependency
of EW system contentfoomplexity vs. delia increase in
efleciivencss vs. approximaic average purchase cost (nod
LCC). Figure 9 has heen sanitised from [9] for this
Unclassified paper - primarily by omission of the
AGARD data from [8] and of all the specific EW it
identifiers. It thus shows the BAc view al that ume. The
cost axis has been simply escalaled w account for
inflation since the time of [9].

Figure 9 15 not imended to represent a definitive
relationship  between EW  system  clements  and
Survivahility, rather 1o show high quality rends. I s
considered 1o be the best picure available at this time
and 15 thowght o be equally applicable to most military
arcraft types, I does, however, allow a first order
approximate equation 1o be developed linking increases
in survivability with delia cost, for input Mo the
proposed EW vx. damage tolerance trade-ofT siudics
mcntioned carlier. It is considered that most of the fis in
the Figure fulfil, 1o a large degree, the recommendation
 [8] that selil protection fils should be as threst

independent as possible.

Muotes on Figure 9;

1. Laser Warner (LW), which now appears im most
Customers' roguirements, wis excluded from [8] and
[9] as the original scenarios of the former did ot
contain laser guided or augmented threat weapon
systenss {there wene few at that time). A further
reason was thal, as counlermessures for (actical
aircrafl had yer 0 be developed, LW inclusion was
thought 10 only change the overall effectiveness by a
small amount. The proliferation of such weapon
systems and laser-based updates to existing systems
seen in the last few years sugpests the time has come
for a review of the impact of LW inclusion on the
EW fits in Figure 9.
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2. AL the time of [9] no Pk reduction figures were
available for DIRCM  and thus o maximum
effectiveness  improvement of 0% was thought
applicable. There remains a need for ratified Pk
reduction walues for DIRCM ws various threas
systems 10 be determined, 10 cnable a realistic
estimate of effectiveness improvement and thus the
credible assessment of the cost vs survivability
benefits of this relatively new countermeasure vpe.

3. Some of the mare esoteric RF ECM wechnigues were
assessed in [8] as oo costly, This was reiterated in
[9]. which recommended their examination at some
future point when  exther  the  threal  scenarios
warranted it or when cost-effective technological or
other improvements occurred. One is currently being
studdied by Bae,

Three poasible equations were determined using best fit
techmigues: a curve, a siraight line without using the zefo
costleffectiveness poinl, and an exponential curve using
that pednt,

E=-LBBE-6°CT + D0296%C + 16,7 ..(1}
E = (L0239%C + 2008 )
E=-507E-6°C2 20.M25%C + 585 (%)

where E = percentage effectiveness and C = cost in £k.

The relevance of the zero effectivenessfcost data point is
agin a4 function of the definition of the ierm
‘effectiveness’, The [8] assessmemts, and hence those
reporied herein, were of Pk reductions for a given EW
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fit against the threats, relative o the ‘oo EW equipmem’
sz, Since no weapons have o Pk of LD {ie fire one
massile = kill one adrcrafl, every time), it is arguable tha
even with no EW equipment fitked, the aircraft will nog
necessarily be killed” when fired upen and henee a non-
zero value would be applicable if the y-axis were
absolute cffectivencss. However, since il is actually a
relmtive scole, showing della increase in effectiveness,
further inspection suggests an exponemial Tl would o
ke the most appropriate. A suitable exporental il is
given in equation (4) and is shown with equution (2) on
Figure 9. It has a rerofeero stari  poinl  and
asympiotically approaches 1004, This s intuitively
comect - a perfect EW sune would cost infinite money.

E = 10| ¢ CII650y 4

Further investigation of the data on Figure 9, their

underlying Pk reduction dependencies, and the best fil

equations are required o arrive af a mulli-vanale final
nql.l.ulil.'lli. which woaild bemer show IM rﬁnlril"ll.d.'im: uF
the individual elements of ench EW Mt component, This

Mnal equation woubd have a number of obvious

dependencies, which require further imvestigation and

guantificatbon. These may be briefly lisied as:

1. RF and electro-optic environment for given missions
and scenanios,

2 Level of complexity of EW  clemenis fitted,
partscularly the equipment for sensing the threat and
that for coumtering L (The relative capabilites of
RWR mnd ESM is o good example.) Defimition of
threat weapon systems and their ssceptibilies,



3, LOC rather than just purchase costs, ce. including
mainlenance, expendables and consumatiles costs,

4. Formation aspects, e.g. a) does every aircrafi need a
comprehensive EW suite? and b) what is the impact
of SOJES] on formation survivability and formation
EW system cosis?

Methods and tools are required for evaluating EW
elementsits and the resubiant impact on the locus of the
exponential line and points on Figure @. Tt 5 envisaged
these will:

& Enable comparative assessmen of performance, cost
and  survivability  improvements  between  EW
equipments. ininally between those of a particular
type and evenally between emire EW suites.

o Asgisl im the sdemtification of those lechnology
advancements which are most likely 1o yield cost
reductions andior performance increases with zero
cost inCrease.

* Help maimain sght focus of the UK's R&T
resources on those areas most likely to hencfit the
Miliary Customer.

1_CONCLUSIONS AND THE WAY AHEAD
The Value of Sarvivability is best shown by looking
hack ai ihe "War" as shown in Figure 2 and comparing it
with the version shown in Figure 5. The first represents
the obd ‘Re-active Situation’ and lstier the new “Pro-
active Siwation’. The wir force adopting the new
approach  will have a superior capability o one
operming in the old way, The benefit from incorporating
Survivability 15 winning the war,

Ihe Enigma is Comples and no single answer existe,
For clarity i1 is reierated here: “Mow can aircraff
survivability be increased, to éniure improved war-
fime availability, whilst simalaneously meeting the
increasingly strict  affordability levels dictated by
Defence Ministries and mandated by competition for
military business world-wide

. For existing aircrafi. there

® gppears no way of increasing surm'iﬂlllllg al reduced
cost Om o Mﬁmﬂ_m especially with the
application of the ‘near zero” atirition philosophy of
modern multi-nation operations. Either the aircrafl s
provided with enhanced EW cquipment, andior betier
on- and off-hoard siuation awascness is provided,
and/lor it is hardened aguinst physical damage - all of
which increass cosl,

* s some polential for Meet survivahility enhancemem
with decreased Life Cvele Costy through application

of an dnnovative Imepraaed Survivability Analysis

Excluding increasing Weapor Systems (rather than aircrafi)
survivabiliny by the wse of stamd-ofT WP
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Process, which iakes into account all aspects
{inchiading wircraft LOVEW and vulncrability. and
Batle Damage Repair capahbilities and main/forward
hase survivahility ).
2. For new airerafi there is polential for imcreased
survivilbality {a real chance for “near fers” attrition) sl
reduced ¢ost. compared (o previeus aiscrafi. by the
rigorous application of the above Analysis Process. It as
suggested that the bencfits would be highest for a
balanced mix of BDA, BDT and BDR improvements,
and that cost bencfits would he grestest when
considering fleet Life Cycle Costs, including war cosls.

3. For exisiing and new aircrafi the three kevs to
resolving the emigma appear io be:
s Conduct  ntegrated  survivability  analyses  as

described herein,

* The Military, the Defence Procurement Agencies,
their Technical Advisors and Industry must wirk ever
closer and ever earlier together 1o ensure that
requirements, designs  and  implementations  are
soumd, Feasible, survivable and affordable.

* Decrease mrerall vulnerabilny - make them capable
of repair and return 1o the fray - don't [gse them

4. _Military-Industry_collaboration is here: there wre a
number of cxamples of this collaboration, of which the
Future Offensive Al System (FOAS) Inegrated Project
Team and the DERA-BAc Sirategic Alliance are nedable
examples, whose target is maximising benefiis io the Air
Force Customer and Industry alike:

s BAg. as o world-cliss systems inbegrator and malnary
aircraft supplicr, has developed wols and technigues
for systems design and  survivability  modelling,
development amd assurance. BAe's goal is 10 assure
improved survivability levels commensurate  with
mission effecliveness requirements and acceplable
cosl of ewnership,

* The DERA, as the UK. MolY's technical advisors, is
equally driven by ihe above requircments and has
been working cver more closely with Industry and
other international™ATO research agencies 1o ensure
that UK. armed forces get the best technology and
products a1 the best prices. consisient with meeting
military requirements,

The Wov Abead comprises consideration of these

proposed (ot usprioritised ) wpics;

# As most aircrafi losses ocowr when the mrcraft finally
goes in harm's way (rather than during threat
avoidance and evasion) there is a need for betier
understanding of operationad, performance and cost
trade-offs between enhanced EW suites, provision of
suppon jamming and decreased aircrafi valnerability,

# [Enhance EW fits and provide appropriate support
Jamming for @l raid packages.
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¢ Think. in future, of a singhe platform baseline
survivahility enhanced by co-operative operagion,

& lmvestigate a tri¢ System of Systems approach -
improve interoperability, especially for mulii-nation
operations.

+ [nvestigaie cost issues, especially the impact of the
inclusion of war costs in LOC predictions, Inclusion
of all costs in the analysis could yield ahermaive and
possibly more cost-effective weapon system solutions
1o military problems,

« Waich out for the results of the NATO SAS-11
‘Requirements and Options for Future NATO EW
Capabitiies” Stusdy (curremly in the reporting phase )
= it acldresses many of the Damage Avoidance issues
raised in this paper.
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1 Introduction

Swifl and unambiguous identification of hostile weapon system type and location is
fundamental to mission success and would significantly enhance platform
survivability in a hostilc environment. BAe has undertaken a study, based on a
fighter-sized aircraft, to identify technology and techniques which will reduce the
error bounds associated with emitler location. Several strategies have been
investigated with the intent o implement the recommendations in a variety of time
frames ranging from the short term. 2001 to longer-term implementation in 2005 and
beyond.

This paper addresses some of the aspects considered in the study to establish
improvements in the EW system of a small, fighter-sized aircraft. The particular
airframe considered in the smdy is an in-service design that is currentlv equipped with
a relatively simple Radar Warning Receiver. The findings of the study so far are
considered relevant to the generic case of enabling high grade Emitter Location
functionality, irrespective of the air vehicle size but the establishing of a better
baseline using aircrafi flying in formation has been considered,

During the course of the study it has become apparent that, whereas an extension of
the mission profile to include a pseudo-reconnaissance capahility might be attractive
for some users, a particular concem, however, would be the impact of introducing
such a system into the pilot workload and the method by which information is
presented.

2 Description of options

The options for the stedy break down into a relatively small set of possibilities which
are constrained by the limits of the airframe, available technology and affordability.
The latter has been given little attention to date in this feasibility study, but will be
addressed in a subsequent phase. The prime driver is currently perceived as being the
availability of technalogy 1o establish feasibility in a relatively short time frame,

Paper presented i the RTQ 50§ Symposium o “Flight o Hostle Ervirommenr™, held in Solomons
Inlond, Marvand, United Stares, 1921 Ocrober 199, aad publiched fm BT0 MPAT,
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One area currently unresolved is the balance which may be struck between near real-
time processing and post-mission data reduction. The problem may be eased to some
extent by the current availability of large siorage capacities within relatively small
physical packages. The objective of improving survivability during a mission argues
for near real-time processing for some threat system intercepts, whereas post-mission
processing would allow a significantly more powerful array of techniques to be
apphied 1o the intercept data,

The following paragraphs set out the main configurations considered,

2.1 Independent Aircraft

2.1.1 Fusion of data derived from existing fit

This approach offers a relatively low-cost solution to the question of improved emitter
location. The aim would be to retain the antenna and RF systems and simply replace
the computational components of the existing en-board systems. The break point
would probably be at the A-to-I) conversion stage where modern processing
compaonents would offer significant benefits without requiring major airframe
changes.

The principal concern relates to the ability of the current sensor fit to provide
sufficient data of an acceptable precision. In particular, the adequacy of other parts of
the current fit is problematic since, for example, any such process would involve the
placement of additional demands on the navigation system.

2.1.2 Enhanced Sensors on the airframe

The foregoing indicates that there is likelihood of a need to improve both the EW
sensors and the navigation system. These will inevitably entail some airframe
modifications and will therefore be a relatively expensive option when compared with
the use of existing sensors. However this approach offers some possibilities for
improvement in the performance of the EW antenna systems, particularly in terms of
the operating bandwidth, It should also be recognised that whilst some improvement
in basic antenna coverage might be conceptually possible, a significant change in the
siting of antennas was considered to be a very unlikely prospect.

2.1.3 Use of pod

The use of a pod-mounted system offers a number of possible advantages of which
the most important is probably the opportunity for development off the airframe and
the consequent possibility of uses beyond the initial target platform. A very important
consequence of the use of a pod is the possibility of making significant changes in the
antenna sites and of potentially improving the overall system performance,

An alternative form of pod-mounted system was also considered in which sensors on

the pod were combined with those situated on the airframe in order to offer some
level of enhanced performance.
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The survivability enhancement possibilities and promise offered by the use of a pod
has the unfortunate down side, from a mission effectiveness standpoint, of using
valuable weapon carriage points,

2.2 Co-operating aircraft

The possibility of co-operation between two or more aircrafl being to establish an
extended baseline has been analysed. This offers improved emitter location
performance for a number of sysiems approaches. The key questions which the
element of co-operation introduces are in the areas of the impact on pilot workload
and data transmission. The latter includes aspects such as bandwidth, vulnerability to
exploitation and jamming as well as the operating ranges. The impact on the pilot
workload was examined with respect to single aireraft operation, airerafl operating in
formation and those aspects associated with using a pod. The conelusions are that
onboard processing was necessary in that, when observations are made, the pilot may
have to concentrate on more imporiant operational issues. The mechanism to alert the
pilot will be addressed in subsequent phases in consultation with the appropriate staff,

2.2.1 Master fitted with pod

This system configuration is conceptually the simplest but offers the poorest
performance improvement as well as posing a potentially unacceptable pilot loading.
A group of aircraft, of which only one is fitted with an improved pod-mounted
system, are required 1o co-operate. This will. inevitably, require significant amount of
pilot involvement to overcome the shorifalls of existing systems, in particular there
will be a need for the communication of the output from the on-board systems and
inform aircraft in the formation to take specific stations.

2.2.2 Master Specific to Task

This approach shows little improvement over the preceding one, with no significant
improvement in the onboard installations of all the co-operating aircraft the benefits
are small. The improvement over the previous configuration is that, potentially, a
dedicated aircraft might have significantly enhanced processing capability compared
to a system that is constrained to a pod.

22.3 Close formation all with pods

The provision of pods on the whole of the group of co-operating aircraft offers
significant improvements over the previous configurations. A key factor here is the
possibility of providing dedicated communications as part of the pod installation
rather than trying to use an existing commumcations {it. The use of pods for the
system will still impose some constraints in areas such as power handling and the
interface with the parent airframe. However, the main. significant drawback with the
use of pods is the reduction in the number of weapons stores which could be carried
on the pylons,
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224 Close Formation, Master Specific to Task, remainder with pods

This configuration is only likely to offer benefits to the extent that a dedicated master
aircraft might be able to bring more processing to bear in near real-time than would be
possible with a pod-mounted system. The obvious penalty is the need 1o extensively
maodify the installation on some airframes and the question of the mix of airframes
would then become crucial.

3 Sensor performance

A key element in the assessment of methods of improving the emitter location
capability of a system is the quality and accuracy of data gathered by the sensors. A
short study has been undertaken to compare the performance of pod-mounted and
airframe-mounted sensors.

The modelling performed has used a heavily stylised airframe model, which is
illustrated in Figure 1. The figure shows the airframe with twin pods installed out-
board on the wings and the arrows indicate the location and look directions of the
antennas considered, broadband spirals. The same airframe was also modelled with
antennas mounted in typical fuselage sites. The broad conclusions of this study were
that the pod-mounted antennas offered significantly better performance than the
fusclage-mounted sensors simply because their performance was much less affected
by interactions with the empenage and other structure. This is illustrated in Figure 2
and Figure 3 that show the predicted azimuth patterns at a range of elevation angles
for pod and fuselage-mounted antennas respectively. It is worth noting that the
inclusion of the under-chin air intakes and the canard configuration impose very
significant constraints on the choice of antenna sites on the fuselage and the
practicability of the site modelled was questioned on these grounds.

During the study consideration was given to the means by which data on emitter
location might be extracted from the sensor suite. Three different technigues were
considered as candidates: Amplitude comparison, Phase comparison and Time
Difference of Arrival.

The applicability of these candidates was found to follow the following outline:

1. Amplitude comparison could be expected to give useful performance
on the configuration modelled in Figure 1. lis usefulness for fusclage-
mounted sensors was considered to be much reduced because of the
difficulty in achieving the required coverage. As an illustration of the
possible performance Figure 4 plots the error slope over a 907 sector
for this configuration.

]

Phase comparison was found to be a poor candidate for any of the
modelled configurations because of the difficulty of ambiguity
resolution. A wider baseline produces lower error bounds. To resolve
ambiguity it is necessary to position the sensors closer than /2 or,
alternatively, 1o use information that is extracted from third parties.

3. Time difference of arrival was found to be unusable for a single
airframe of the size and agility considered in the study. In order 1o

426



RTO-MP-4T 298
ACTIINSCIFTRR2

achieve useful performance it was found necessary w have bascline
lengths of the order of several hundred metres. This configuration
would be possible for a group of aircrafi,

The conclusion of the study. in terms of emitter location, was, therefore, that, for a
single airframe, a system based on amplitude eomparison was likely to be the most
beneficial in the short term. The prospects for the use of more sophisticated
approaches, for example, differential Doppler or TDOA will depend on the
development of appropriately packaged processing systems suitable for installation in
this constrained environment. It was, however, also concluded that for a group of
aireraft then the time difference of arrival techmigque was worthy of very detailed
consideration,

4 Description of fusion methods

An extensive set of references is available on this subject and we have identified a
number of techniques which may be appropriate for this application. Of particular
interest is the class of systems which can be decentralised. (viz. the work by Deaves et
al. from BAe Sowerby Research Centre). We, in this study, have not been limited by
the strict definition of “decentralised” in which each sensor has an element of the
processor and is “all-informed”. but have considered a wide sense application. In this
context we have considered distributed processing but with restrictive
communications and, in particular, the impact of phases when communications are
denied.

The specific algorithms fall into classes roughly characterised by;
* Decentralised Kalman in its space state or information form
= Probabilistic (Bayes)
»  Ewvidential Reasoning (Dempster Shafer)
*  Neural Networks.

To some extent the processing architecture will influence the performance but this
aspect will be considered in a latter phase of the study. The work we have identified
at BAe Sowerby Research Centre has concluded that a Bayesian-based information
filter is best emploved as a kinematic estimator. In the context of this investigation the
implementation is computationally less expensive than the equivalent Kalman and has
been reported elsewhere with considerable success. The distributed processing of the
sensor elements will necessitate communications between the nodes in an efficient
fashion. It is noted that not all the schema reporied are intuitively obvious, but some
heuristics have been established which will form the basis of further study,

5 Discussion of non-real time assessment
In order to ensure that system performance is kepl al optimum levels, it is necessary
for the system’s on-board reference database 1w be provided with comprehensive and
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accurate updates of the latest geolocation information. In addition. technical data for
all relevant target emitters compiled from a wide range of sources prior to the
commencement of a mission will be necessary. These updates would be the result of
analysis on the ground coupled with supporting collateral information from third
parties i.¢. satellites. The implications of this would be requirements for on-board
recording, the timely transmission of sensitive data between operational and support
clements and the establishment of the associated logistic tail.

Figure 1: Stylised airframe model showing antenna locations and orientation
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Figure 4: Error slope for amplitude comparison pair of pod-mounted antennas

6 Conclusions

The study revealed that an improvement in emitter location is feasible. The improved
capability 1o precisely detect, identify and locate a threat weapon to enhance its own
capability to survive fall into two categories: short and long term.

6.1 Short Term - 2001

The first is in the short term where physical constraints imposed by the aircraft
structure are overriding and limiting. In this time frame it would appear that the
solutions available are confined to:

6.1.1 System Digitisation
The introduction of limited digitised processing into existing systems in order to

enhance their overall performance. This may be a feasible option if there is sufficient
space available within the systems bay of the airframe house the equipment.
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6.1.2 Operational Tactics

Rationalisation of operational mission tactics to fly co-operating aireraft in formation
with a capability of data communications exchange between airframes to improve the
quality and accuracy of the threat emitter identification and geo-location capabilities.
The major drawback in this solution is the impact on pilot worklead to ensure that the
required system performance improvements are achieved, A second issue is the
impact on the communications channel and the utilisation of currently low bandwidth
systems.

6.1.3 Useofapod

There are a number of significant advantages of supplementing current. onboard EW
syslems with systems carried in an external pod, mounted on a weapons system pylon.
Mot the least of these being the amount of flexibility in antenna placement and the
capability of incorporating another navigation reference to supplement the main INS
on the aircraft to enhance the overall location aceuracy. These systems would be
capable of either being run in 1solation, if they included the latest technology, or in
conjunction with existing onboard systems.

6.2 Longer Term— 2005 and beyond

As far as the more strategic, longer term is concerned it is apparent that the electronics
industry is well aware of the shorifalls in their sysiems’ performance and the
operational need for improvement in data acquisition, processing and geo-location.
To this end it is reasonable to assume that future systems will incorporate the
technological improvements in terms of digital receivers, digitised processing and
fusion of the data. Distributed processing algorithms and architectures are expected

o be a fundamental inclusion in fulure systems.
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MODELING AND
SIMULATION

Chambers sieh ad the US Air Fores's Bemaliokd Anechoke Facility, above, can provide a
sterils AF envisonmend lor more effective EW lesting. {US Alr Force phala)

Modeling And Simulation —
High-Quality and Lower Cost
Validation of EW Systems

Mike Pywell

SJOURNAL of ELECTRONIC DEFENSE + NOVEMBER 97

pecesstul validatron of complex

elecironic wiarlare (EW) svs

tems prior (o combat is o maor
technical goal of industry, povern-
men! and |i|rl||i||:\. EngImesrs alike
Adequale syslem perfonnance ix cru
cial to mission effectiveness and
crew survivishplity and is hkely (o re
mmn %0 for the foresecoblie fulure
Even as current and futore steaith
wirerall strive for ever lower mults-
:..1:.-.-r|;|| sipnalures, o plu;|1;,',||_.| will
soon be reached al which pont s
vivability and mission success will
ngaimn |h'|1|,::l|¢t |.;I}:|."F;\ on an BEW svs-
tem' s copabiliny

EW systema world-wide have re-

cerved hal pabhoty for many vears
amly II1|||uE_'I1 appeanng o ol fer siife
stanbial wechiscal prosmses which o
ther have nod Been, or could nid huve
Been, realized, Yalidation methods,
|l.||1.=ll.||:|| v Tor edectramic SPPOLT mea
sures (ESMelectronic countenmes-
sures | BOCM) systems, concemed the
custoner and user alike beciuse of
poor repeatabiliey and mismaich be
iween laboraiory 1est resalis-and in-
service behavios of EW equipmiens
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Praditsonal validation methods i
volving extensive flight irials have
the problem of unknown emiiiers,
and can no longer be afforded in the
light of shrinking defense budgets,
Consequently there i & thrust in the
'S and Europe to mowe much of this
work o the modeling and grownd-
test phase, by iesting aircraft in an
anechoie chamber and & combinntion
of aviomec-rig and (hrest- sumualator
tests. This work, which includes ex
fenmive seenano modeling and the in-
creaxing use of EW equipment mod-
els, offers promiss in nol only redoc-
ing expensive (Tight lesing, but also
overall EW development timescoles
amd cogis, This means that the fol

lowing ssuwes muost be sddressed

While all are important, this article

covers primarily the lasi fwo:

+ What is the minimum necessary
EW suite for aircraft survivabili-
e

= What are the trade-offs affecting
EW suite complexity and how are
they related?

Ruilar cross sechion Wersus aln
tucle versus ECM capabiliny

wavar picd mnlire coem 45



IR signalure Yersos countenmiea-
gures capoabiliny, e.g., fares
-Use of stand-offfescornt versis
welf-protection jammers

» Whan is the radarradio (RF) and
electro-optic (EDY) environment in
which mission effechivencss and
sary reibality wré ne
|||,||:|_'|I !
How 1o best speci-
Iy, design and vali-
date installed EW
gulite performange
For this fuster and
less expensive roike
tor validation, betier
envirenment and
emitter models, more
cupable and multi
spectral threat simula
tors are reguired. Ad-
dittonally, realistic
madeling of EW
equipment and power-
ful amplysis capabili
ties are also needed
.-".,'Ill1.u|y!| RF anvimn
ment amsd theeat samo-
bagicn todds and equup
meend have axisted for
some time, it is anly
recently that some of
the mors complex is-
RUES ol I'|'|'||IIIII'lI'I'|\‘lI|
mindeling, such i fer-
rain masking, have
heen nddressad inoamy
detatl, Recoent com
img |1r|'.u'r IMCTEL.-

®

ek now enabhle some
of these tasks L be
etnduched wmoreal fime

EW SYSTEMS
SPECIFICATION
Detarled knowledge ol three wema
18 crucial (o il precise specificabion
of EW suitas, of whitever complexity:
« The EF/EQ threat scenarials),
incloding geopolitiéal dats o
engble inclusion of nonmilitary
eminters in the theater of

OpeTEns,

High-guality RFED cmiter para-
metric data, and

High-guality operational analygis.
covering tacics and the derivation
of electronic order of batile.

This information is used 1o gencr-
e hme-ordered histones ol engage

ments which {orm guanfolalive
benchmarks of performance for the
arrcralt and its installed EW swite
Such benchosarks for EW systems in

a6 wanw. jedonline.com

clude pulse density versys frequency
versis Thmee, inslaniansous |!].:|:|1r||"
TAREE requirements Versus tome,
number of simultaneous puised and
CW emiiters versus time, ete

An sdeal EW equuipment specifica-
tion s one where these ime Tasiomnes

& Royal Alr Forco Tornado undorgoes testing ol the British Asrespace EW lesi Lacility,
[British Acrospace phatbo]

are cheded o the outlel so that no
gty on pL':fll:nl.lrn.‘-." Sibes Can
exist, so that atreraft and EW equip-
ment suppliers can understand what
1w eapected of thelr prodocis, ie.,
what 15 the defimiion of “fn for por-
pose” for that aireraft when perform-
ing stated roles and missions. This
leviel of specification, which demands
sagnificant modeling capability and
effort, i rurely seen in specifications
and less often, il ever, included prior
fo 8 codtract award, [ is een 4= an
ared where arerafi and EW equip-
mient manufscturers, inoconcert wath
government and air force agencies,
Ciy ciERCT magor |1|IFHI'I'\II.'|I'|I."I'I|"' bm -
crafi- EW performance in terms of ol
fordability and reduced development
timescales, balanced survivability and
operational effectiveness. Lise of the
modeling icols and lechmiques de

scribed later, during: the sbaff
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tarpelirequiremenis phases of pro
jects, b seen us a podential enabler of
theke major Improvemens.

EW ENVIRONMENT MODELS

Brinich Asroapace Military Adrcralt
and Aepostructures (BAe), as an air
craft manufac
twrer and sys
[Ems 11|I|:§_*r:|mr.
uses & suite of
models mnd sim
ulators to sups
pori ihe comicep-
tualiration, de-
sign and hard-
ware develop-
ment of whole
arrcroft and their
AVIOMICE HYS-
teme, The two
mest relevant
tooly are BAe's
Airborne
Weapon Svsiem
Engagement
M o d & 1
IAWSEM) and
Diila Science s
EW EBEvaluatyon
Swatem (EWES)
AWSEM en
ables aperataonal
analysts (o tum a
CUsiomer &
threa!l soenario
and tactical e
lormalion into
an EOB  for
EWES input

Validation of ESM Systems

Figure 1
arrangement and interaction of re-
ceiver model and EW receiver equip-
ment in the validation process
whether ai an EW equipment supph-
er, proond pvionic integration rig or
wircraft (ground amd Might) est stge
This shows how ematter and scenand
datn iz fed to the EWES and RF
threat simulator, and how the cutpil
of each can be fed inlo the ESM re-
ceiver model and real equipment re-
:.|,uw:||'-.'¢|'. The ol of the meeiver
micde] mnd renl equipnient, a3 Lime
ordered emiler ruck Mlég wilth asin
cuied BF pormmelne and slenbifica-
tron data, < correlated off-hine with-
the EWES's Analysis Post-Proces-
sor andfor BAe's EW [iegi| Dhata
Merge, Analysis, Correlaiion and
Statistics package. By prodelermin-
ing allowable modeling amnd test error

showsx the Ly rm,'J.I
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budgets and pass/fail criterin, a -
able regime for the gquantiiaive
demonstration of |5-:rr'1-||||;1r|u: B
speacification can be determined by
comparing modeled data with those
acyuired frevm rg or mercralt lesting
of the EW system,

Where fall ESM performance can
not be cost-cffechive.
Iy demonsirated via
hardware tesis, ..,
i the area of maxi-
mum pulse densaties;

tisks for an ESM system umnam
bBiguoues ematter dentification. often
i the presence all many cllher enmi-
[ers |I1L'|II|‘|]rIl:_ the wriraft’s own RF
ROUFCES,

Farametric dota on Ked {potential-
Iy hosnle), Blue {own/fnendly) and
Gray ineutraliother) emitters 15 col-

the EWES and re-
ceiver model are
used as the verifice-
tion tool. This re-
Quires that the re
cepver model 15 vali=

dated, This can be
achrevad by drpy ing
real and modeled e
cervers with the saang

emitter soenarios and
Commang thetr out
puts In pructice this
can be scheved for
relatively low-level
pulse dengities, with
subsequen) assess
inent of t:l:l:r.:puln.hnn
linearity o maxi

mum pulse densities
Fypical EWES
analysis outpiets are
shown in Figure 2,

Emitter
Parametric Dala
Quality

Ihe performance
and efectiveness of

EW svstems in ensur- AF thmal simulalors swch as the AMES || are crucial for determining EW system
ing survivability and perfarmnce pnd reducing develapment tme, (Complek Federsl Sysiems phoio)

farsl-lime  mission
SUCTESS |J|:pl'm|.~. on the guality of the
emiier data wsed in the I».pl,lu._':l!'ir;.l.l||m'||
and design of, and subsequent pro-
prammme o modern EW systlems
Most new EW equipment is now
Might Time |r.pll\1l:-':1'||1m||..'|i|:-||:' with the
latest emitier data. Such parameirics
incleds primary items soch as {re-
quency., pulse width, polss repetition
rate and scan parimeters, and mone
difficult parameters (o measure or
determine, such as pulse jiter/stag-
Zer ratefpaciern, |r|.'|.||||'."'|||':|. agliry
and modulation on pilie

Sinoe miany RF emitters OCCUpy @
foirly small portion of the votal spec
trum it i% hardly curprisimg that many
emitters have broadly similar RF
parameirics. This poses difficuly
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lected throwgh various imelligence
gathering methods, including inter
ception of aciual transmassions by
the threat rador the ELINT mis
sion. Duts is analyzed ond collaned
mto an emitter database. These are
usually o the highest national andior
MATO security classification. Such
datn s only relezsed 1o industry on o
project-by-project and sirictly meed-
to-know basis, o relotion o specific
EW and aircrafl contracts. This poses
u problem to indusiry where bid
preparation and other precontract
work oflen requires such data o de-
termine the level of EW suite com-
plexity ond thes the level of west ef-
ok, mesources and facilities redpiiired
— all of which directly impact the
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bid perice. It is thus o the interest of
povernments and indusary alike i
suitably sumitized daga is available
during bid and precontract phases.,
Althowgh it ie possible to construct
wnclassified emitter databases with a
reasonable level of confidence, o bet-
ter solution 1o minimize over-specifi-
cotion is be-
lieved to be the
use of down-
praded versions
of the notional

diflabaseis),
When uEing
such data in

support of EW
system specifi-
catlon, design
and validation,
it is jmporiant
1o makntain sde-
ueate comifigur-
tion comtrol, A
thorough
method of as-
segsing the im-
pact of i|n||;]||||._'_ i
ncw emiter,
changed para-
melrics or be
havior of an
emier in o
ZIVEn seenarig
i réquired be
cause a chunge
in |'.|itr-‘|ﬂ'|f|r|\:|;‘i|
cun result in a
signiticant
change o the
overall EM en-
virimment seen
by the nircraft
during o given
LTRSS TV 8

RF/EQ Environment' Modeling

To date most attention has been
pabd 10 RF s¢enaro defimition, mod-
eling and T&E facilities. The recog-
nition thot the magority of aircmft
kills since the Vietnam War have
been o IR puided missiles, com
bimed with the apparently ever-in-
creasing use of lasers as primary or
u.djall'n.'l [argeling siystems, nécess
tfes the development ond wse of EO
madeling and test capabilities okin o
throse alresdy well eiablished for the
EF bamis,

Survivabiliey in funere conflics is
likely 1o be best ensured when airorudl
and their EW systems have the previ-
amsly desvnibed scenarios defined in

www iedanding.com ar



O RHACRETE N

POST-ANTERRA ILIBCTION

Fig. 1 This figuse shaws the typical amangoment and infermction of receiwer moded and
EW receiver equipment in the valilation process.

chral lerms, Such scenarios
eritee the ENE environ
wcrall musy « il
ide the RF bands from Hi

¢ estoblished micrownve
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andd, selectedl ports ol the uprper mil
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them these oo w
megdl 1o be mcluded in the scennrio
ecificitings
These muliispect
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warners, and will enable appropriate
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i - Of mil s
for TEE work, g
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Mmmtvonal o
ness, Swuch scenani
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SRS T

COMme increasingly
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lethality, Mexibalty, nvalability snd

o aid more
Ve LeTisars
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e specilica
|

valems of this lavel

bility, authority and probable ay
ially EW) s a peim

ent i manimizing develop
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5 Irgunaeni
Pz
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lop- Fig. 2 EWES snalysis cutpuls are used whan full ESM sysiem
=, then periormance cannol bo cost-ghectively domonstrated with
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cal development cyele of EW sys-
tems from reguirements development
10 operational testmg.

An internal stody of EW systems
intggration over many vears and
number of aircraft types shows that
wome £3% of the problems encoun -
tered could have been discoversd
much earlier in the developmen
process, as shown i Table 2, by a
combination of better T&E tools and
techniques, and specification amd do-
sign methodology. Although this un-
derlined the possibility of verifying
the majority of EW sysiems
performance characiensics
lomg belore fhight, through a
combination of modzling.
aviomic rig and aircrafr
ground fests m anechoic
chambers, i alsg showed
that EW. flight festing would
still be meeded — albein al
arcally reduced levels. Ta
minimize developmenl
costsftimescales it is neces-
sary io pash s moch as pos-
silde of the work from the
flight trials phase to validat-
et modals,

Threal Simulatars

The nead for RF threan
simulators for laboratory,
chamber, Flighi-line ond
Testfruining ranges is widely
recognized. Such simularion
rangies from signal geneeasors
{some of which have very
wide froquency range plus in-
termal pulse- and frequency-
modulation capability) to two of the
more capable simulators currently
available — the CEESIM {Combal
EM Environment Simulator) by
Amberst Systeimns Ino., and the AMES
I tAdvanced Multigle Environment
Simulator) by Compiek Inc:, Ad-
vimood Systems Div.

Having recognized the valoe of
such simulators to the T&E process,
il 15 important from a cost standpoint,
{world-class RF threod stmulaions sre
multimillion dollar items) to ensure
thit the simulator is not over-spoci-
Fled. This precise definition of the
EM environment and scenarios, as
the complexity and specification of
the simulator 15 required. By consid-
ering the scenarios and environment,
the key cost drivers of the simulator
can be specificd:

* Mumber and frequency ranges of

RF channels, vielding the pulse

JOURMAL of ELECTROMIC DEFEMSE « NOVEMBER ‘57

density capability (110 million
pulses per sec for modern ESM
Systers ),

= Nomber of simultaneous sctive
CrHNEEs,

* “Concumency” (how many of what
type of emilter al any bime) — a
signiilicant complexity/foost driver if
s number of pulse Doppler mdars,
CW emitlers and lower pulse repe-
tition frequency emitiers need 1o be
similated simuliancously,

» Mumber of emitters and ' platforms
per Scenano,

* Pulse percent drop-out 1¢lerable by
the EW equipment under tosi.

+ Tolerable noise floor/bunsdwidth,
intra- and interpulse noise levels,
harmsonicsfsparious and intermpod-
ulation signals,

* RE outpui: 4-, f- or 8-poat direc-
tion of proval: phase inlerierome-
I&r ArriLy.

* Power oudput, for posi-antenn in-
Jection and free-space irradiation.

ECM Response Measuremant
To evaluate BCM systems Ii is mec-
esxary o stimulole their receiver sys-
ke, either ECM-spexific or ESM m
the case of some modern EW sys-
s, For high-quality: T&E work, it
W necessary o simulianeously stimu-
dnte ESM and ECM receiver elements
by post-antenina signal injection and
antenna irradiation, To enable this,
specisl simuolator frequency sub-
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banding, cuipul power and combining
arFangements may be required, espe-
cially if the simulater can combine
other onboard aircraft transmitters
and harmonics/intermodalation prod-
it thus cawsed into its outpits,

ECM response measurement can
be achieved through use of hardware
such as spectrum analyzers and.,
mire recenily, by comprehensive and
edsy-o-use pulse modulation analyz-
ers, Howewver such capability is only
suitible for simple ECM engage-
ments, To be able to-identify and
ﬁrm ECM technigue in an

eavitimimenl containing
many pulsed/CW emitters
and transmissions from other
aireraflt emitters, and deter-
mine thal the cormect tech-
nigue has been applied
against the appropriate threat
s n complex task, well well
bevond rhe scope ol such
equipment. For this sk o
new generation of ECM re-
Sponse Wessurement By ems
(EMSs) has been specified
and ardercd by BAe which
will largely automate this
tazk for laboratory and qir-
crafl chamberfopen air trials.
Once again the environmeni
and scenarios form the back-
bone of (he specification of
this equipment. By sampling
the simulator ootput and the
ambient RF enviroament,
and through containing a
4 predefined list of ECM tech-
migues versus their BF para-
metrics, the specificd RMS will be
able w quickly identify ECM troms-
wtiasion by direction. time and emii-
ter being jammed,

Currently the effectiveness of an
ECM system is very difficult 1o mea-
surc ahsolotely, Survivability is a
key jssue in determining mission
success and fleet offordability, bt its
guanification is made more difficul
by ihe many interacting items affect-
ing it (tactics, countermeasumes de-
ployment, EW support to the raid
package, and so on). To quantify the
survivability of 2n airerall it is neces-
sury 1o develop metrics which can be
realistically specafied amd cost-effec-
tively demonstrated with stceptable
tepeatability, Modeling iz a role (o
play here but a more realiste wiay,
which would have higher credibility
alr crews, may be using statistical
models based on chamber tests of
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PERCENTAGE OF PROBLEMS

PHASE OF POSSIBELE EARLIER HECOVERY

[C] Frecm FLIGRT TESTN-SERVICE
B FROM AVICORCS INTERQRATION G

[ FROM MRCRAFT
GROUND TRAILBUILD

Bany of the problems encowniensd in EW system development can be delecied sarly in

the procesa with modeling and simulsion.

ECM tvpes and techaologies. The
metrics and gualification of aircraf
performance could be detormined via
g modified threat simulator and
RS, where the thres simuolator out-
pat is meodified by the ECM iransmit
ted from the aircralt. This topic ol
meazures of effectivenoss, hax gt
iracied much attention, paricularly
in the US where the ADC has con-
ducted studies for the Department of
Dhefiense.

EW Test Dala Analysis

A comprebensive toal 18 regoired
for the parameine annlysis of EW test
data and its correlation with ssmulanos
andfor EW environmentfeguipinent
modeling outputs. Past lack of such
capahilities has contributed o appar-
ent differences berween eguipment
indd pircraft EW est results; Such a
mew inol has been ondered by BAe
which will enable, in nddition 1o the
mear real-time correlation capability
aof the ECM RMS, post-lest annlysis
of aircraft avionicsEW equipment
data and threat simulator data. This
inchudes correlation of simulator-gen-
erabed datn with thal of the EW sys-
lem umder 1231 and subsegquent time
hastory nnd stafistical analysis Multi-
parametric comparison ol tesl and
simulaior data sgsinst engincer-de
Fenedl comrelation “windows™ can also
be automatically conducied. Together
with precise scenano definitions. ca-
pable and realisiic simulstion, the
ECM RMS, and a controlled ane-
chivic chamber environment. this WV
annlysis tonl, enshled by recent oom
puling mivances, will enable quontits-
tive and repeatable EW equipment,
sobsvslem amd on-abroraft fests

] wearw, e o liree.com

Correlated EQ'RF Simulation
For T&E of EO eqguipment there is o
mewdl for the zeneration of approprinic
stimubis for imadiation of sensors and
post-sensor inpection, In the case of
lasers this b Fairdy struoghi Foreand for
the post-sensor and dinect rrsdantion of
the sermsor cases (via a closed “hood™)
for uninsalled eguipgmenst and avionic
rig work, For the {diure, the use of
mulii-speciral sensors, data fusion,

knevwiledze-xeteed svstems and Fally in
regrmied weapons wysiems on pircrafl
mcan thal correlsied REED stimels wall
b required for tesaing EW sysienmes and
aher ssnsom

This poses 8 T&E problem since
free-space firing of lascrs poses a
safery hazerd and there are o csiab
lished TR and ulivaviolet (L) simi-
lators akin 1o the well established RE
ones. Development work on such
simalafers is in progress n the UIS
with the Real-Time IR Scene Simuls
toe (RISS) by Amhberst Inc., which
can also provide a UV capability.
Lisie of such & system i conjunction
witl on RF threat simulator and baser
iradiation/control system, will en-
able conirolled and simulinneons
multiispectral stimulation of airerafi
forward looking 1R, IR search amd
irack, missilefweapon guidance seek
s and pastve misgile waming sys-
forms, The use of =uch a sensor stima
lation &wite in conjunction with an
anechine clisomber may oller '.t|_-:|'|:l'i
cal Pesd quplily, tmescale and cost
Improvemenls over the aircralt
ground and flight wals cumently e
guaredd fo llL'I.{‘]lIl’l and clear such sys-
Emes amioy servioe

CELSM 258 THREAT OEMERATON

pries
Lrees

'y
E
=
-
=

The CEESIM BF threal semulalor. [(Amhersl Systems phala)
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IMPROVED METHODOLOGY

The thrusts of the previously de-
seribod improved EW specification,
design and T&E methodology are;

+ Obtain the agreement of govermment
dgencics on the principle of precise
RF/ED EW scenanios prior 16 con-
triict. Woek with' those agencies and
EW equipment suppliers lo support
tisnely prodhuction of scensnios,
Continue driving more of the EW
development process away from
the highly expensive and time
consuming flight test phase,
through avionic ng. labomalory amnd
mrcraft in anechoic chamber trials,
towards suitably validated modsl-
img wherever possible.
= Continue investigations of short-
conings of present modeling and
TEE toolsitechnigues, particularly
those identificd hercin und espe-
cially those in the arca of EOQ
threai simulation and ECM offec-
tiveness modeling! (sl Use thas
dita 1o largel improved capakili-
tes o optimize development costs
and timasciles,

Work with EW equipment suppli-
ers 16 ensune affordable and mis-

[From page 40 AIEWS

nrtimissile weapon system is subjeot
b0 sptaration, especially. when fighting
fear o land-bised sdversury's coast.
An mntegrated, moden EWS s a valu-
abde equalizer that reduces the nik of
surprike wivl saturation sl one end of
the engagement “stairsay™ and the
risk of being hit by o “leaker' ot the
other. Second, the post-Cold War en-
virofment i invalving the Navy in
operations Thal can change from oper-
ations other thin war o srmed conflict
in s matter of minutes. In thess unpre-
dictable, dvnamic environments, the
Mavy naunlly will not have initial “es-
calatory dominance”™ dise 1o political
considerations, bul Americin losses
will pur the President under consider-
able pressure 1o disengage or escalate.
Mavy officials agree that in-such am-
biguous ciroumstances, anvihing 1o re-
duce the unpredictability. of attack iz
worth the investment, By developing
the rnherent madelarity of the ATEWS
and Nulka designs, a considerable
economy of scale can he achieved
while improving the capahbilities of all
muajor surfece ships.

Cost? While the cost of mplemens-

JOURNAL ol ELECTROMIC DEFEMSE « NOVEMBER ‘87

sion-elfective EW solutions for
military aircraft, whether upgrades
or.on mpew airframes; Use of these
indusiry capabilities can lead, in
cooperation with govemmentiair
force apencies, 1o moch increased
quality specilications leading to
aircralt weapon systems which af-
fordable and fully fit for purpose,

CONCLUSIONS

BAe has leamed many bessons from
its involvement in EW. Tt hos enacied
st of the recommeidations of omber-
mial sy rEpofts on s perfomuance and
this year s sugmented upgradod cnvi-
rmanent sl operntiomal anndvsis mod-
eling ks with major world-clas EW
TEE capabilies,

Izspes mvolved i the EW specifi-
cation through TEE process are
highlighted and it is concluded that
the dominmt factor in the key arcas
of affordability, mission effective-
ness and survivability is a precise
definition of the EM environment in
which the nircraft and its systems
must operate correctly. A revized
process s described which can vielki
evidence of performance at realistc
cot mnd with maximum inbegrity.

"Galors” present a lempting tangel and
willl need EW to protect them. (Ingalls
Shipbuilding photo)

ing some of these upgrades is signifi-
cant, it is small & o the cost

With environment/scenario model-
ing 1oy tered techmiques in place, it is
betreved thit air forces, industiry and
governments alike would all benefit
from this precise and unambiguons
definition of the RF and EO environ-
ments al the preconiract stage for new
or upgraded EW equipment. Bl

Mike Pywell has worked on EW TAL for
16y Since 1984, as EW. syslams
apeciallsl in Migsion Systems ARD, he
has managod BAn My Airomb's EW
A&D progrom and provided consultan
support o adrcralt Projects. His e-mail od-
drass i mke pyewallEbas. co sk

Note: This s an abridged version of an
updaie fo p papar pasaried io The 1005
AGARD 5 oElum on Emvironmantal
Fagiors in Falated o

tams, haid i Naly. Tmlmmrmm
vigwad on JEOOn-Line and akn conbains .
i Zecibon on Commonality, of EW and
EMC amviranment prediction needs, fur-
thar tiguras, refarences and BAS comans

Yos: 154 Ho: 155

evolving since the ariginal baseline 1
cruisers of the eardy 1980k, EWS de-
velopment has been repeatediy de-
ferred die o higher priocities andjor
insufficient Tuncling. The airface com-
Brlami COMmMIMURIEY TR AOW OWEICOme
two decades of unfunded progrms and
o rapddly aging inventory of ANSLO.
32A0V) andd Mk 36 syatems, both of
which are out of production, Navy of-
ficers and naval svatems analysts wam
that without greater commmamd inferest
in, and funding of, advanced EWS
componenis soch as AIEWS and
Mulka, the limited effectiveness, relin-
bilary anel bmtegration of these incréas-
ingly vital and cosl-effective sysiems
will decling inte obsolescence, W

Steven E Daskal is o senkor shreal aralyst

of replacing o scarce resource like i Associales 0 Fals Chireh
ship. Additionally, the personnel lost Wik, suppartng the Depualy Chiol of Salt
are exsentinlly imeplaceable, far Irted; . HO US Anmy. He s alse
What's Needed? A Sense of Us- DN Paasarieg Iresunon

pency. The curreni EWS = one of the
aldest combut systems in the fleet, pnd
m-ns present fomm gives few sailors o
“warm, furzy feeling™ shoul fis relia- wmmmmim!
bility or effectivencss. Also, while this arficl wats of inferenl [ ya
muwt of the other Aegis Combat’ Sys- Yes: 150 No- 151
tem components have been stendily

v jedoniine. com B
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AIRCRAFT SENSOR DATA FUSION: AN IMPROVED PROCESS
AND THE IMPACT OF ESM ENHANCEMENTS
C A Moanan and M. Pyaell
British Acrospace Miliary Alrcsadl and Acrostnaciures,
WISZD, Warton Actodrome, Warton, Lancashare, FRA LAX, VLK

SUMMARY

Firitesh Avrospace Military Aucroft and Acrostructuzes (Hae
MAZA) has conducted vanous studies on the topec of Dala
Fusion.  This paper highlights developments which, i B
thought, offer & significant step towards oplimum =ituation
sworeness. N examincs sensar dsta quality, the leson proces
and required improvements, and proposes & method for
improving the quality ol the resuliont threal sdestification
fanction. The paper also examines the key issues allecting the
quality of track data fed into the fiuaos process by Electronic
Support Messures sysiems (ESM), the prime contniboior of
discussed and polential roses are proposed W anan the
necessary perfnmancy MCrcases 10 SUpPoeT optimum st

EWArCICES

i

Swift and Enambigaous identification of hostibe weapon svaiem
type omd locatson mn tactical scenarios is fundamental o aircril
mission suecess aed survivability,  To attem the highest
probability of mission swccess the sme dentification and
classification quality 1% required for all plavers in the scenamio,
whether hostile, friendly or seutral

The fusing of st from multiple ce-boasd multi-spectral
sensors amd other off-board data souces offers. greal polential
for achieving high grode situstion awareness  Exampic
an-boanl sensors inclode tadas, [FF, ESM, Foressd-Looking
and Searchfrack Infra-Rod (FLIRARST), LIDAR and Missile
Warndng Systems,  This fusing comespands 1o optimesatian ol
own weapon targeting. threal evasbon and counbermeasures
capabilitics.  These aspocis can lead fo improvements in
mrcrafl lethality amd survivability which, m tum, miluence
alfeadabilits, Mewibility and availatality. These fve fctors will
be, argunbly, the key product differemtiators in the mibtary
mrcrufl market pisce of the future

This paper defines 'ldemtification’ in the miliary sensc and
dyscusses current identificstion processes and limitolions 1t
dessciibes the libentity Fusion Process and the contribution of
vartous Jevels of ESM capability to that process  Polential
improvements o identification are them descnibed, comprising
an mmproved fimion process and those relatmg to eshanced
ESM performance.  [deptaty Fusion Process simulaizon resulis
are presented for different ESM capability levels, conclusions
are drawn and 8 woy shead proposed.  Although the psues
addressed are applicable to oll classes of mulitary aircrall, the
focus of work to date has been on fighter-sized aircrafl of the
pressent and Rifune.

2 [DENTIFICATION

lehable idetification of own forces, ihaeals, pan-combatanis
and largels poses problems on amy battefield, This is
particularly 5o m the axr whese participants m ihe battle moy be
haghly dymaimic and where own Forces and hostile forces may be
inberspersaed,

In oeder 1o avos] mcreasing the risk ol being the perpetmaior or
thie victam of fretricide, arcrafl most improve thesr abilities to
declare their adentity to fhendly forces ond 1o recogmise the
declarations of others, To avoid collatersl demage and

cammliics among mon-combatants the ability b0 sdentify an
imtended targel or a major hreal positively before weapon
relesse must be improved. The potential resources avarlabic to
an identilication svstem and the contributions they make to
tackical sifmstion aworeness are sommarised in Tabde 1.

Wihen own fosces are well separated from eneimy Borces and
non-coinbatants, they may be identificd by their sctions
conformang 10 some known missim plan. I & pockage
encontnters o (Hemdly unal where the mission plan says i wall
be and @1 the vight time, the task of the identificatsn system
will be relotively easy By a similar argement, if forces are
engaged m activibes which do not comespend Lo the mission
plan or uy filed Maght plun, they must be reganded & suspect.
Tawever, lock of adherence toa known plan is not & comclusive
ndlicatar ol hostility.

Crwn forees may be identified by the ability to sign on to and
exchange information with data communications networks opd
thewr abality b make the meht respoases 1o Co-operutive Tonge
Klemtification {CTI) svstems. Apun, the inability to make the
appropriate communications ond responses adds wesgh 1o the
supposiisg of hostility,

For all participants pod pog-combatants, sensor data from Mon
Co-operalive Rlemtification (NCI) sysiemns or ffom pmeaging
syslems may contribute 1o an eventaal neccessful sdesitifcation
and, if they arc making Fadicadar  Frequency (RF)
empssions, these may be wdentifisble by the ESM. These lotler
approsches aftempt to recogmise the undl in question by it
appearance of by the chasciensiics of the RF euipment i
carraes. Tiowever, the changing Furopean politcal situation and
the global armaments markel ipcease the likelibood thal
similar umits will fight on both sides of any conflict and so
decresse the confidence which cam be placed i (hese
approschis.

When own forces are mierspersed with enemy loroes, the task
ol relishbe identificstion becomes more diflicult. Units which
are ientified by thewr participation m datn commmdcations
networks can still be wentified relably of they ore copable of
declaring their position with high sccusacy (e.g by using the
Cilobal Positioning Sysem), provided the observer knows s
owh position equally sccarately.  Interspersing ol fofoes may
pose difficulties for CT1 and NC1 svstems il the sensor
resolution of the system = poor and'or own and enemy forces
lie im close proximity

It 15 reasonable to assume that the ESM will be optumised o
identily major threats from the RF emissions tha they make
Troditionally, the ESM hes produced coarse disection and
estimates logether with incrensingly reliable identity statements
and this combinateon of dala gualities poses  parbcular
mroblems Ffor lbe Sensor Fusson (SF) process. The adentity
stalements are of increasingly high valuwe but, in crowded
suenanos, cammol currently be unambiguously pssociabed wath
an imlevidual track  These problems and polential solutions to

Paper preceited af te AGARD SPP Synpesivn on “Muli-Seraor Systems and Data Fuvion for Telecomnmnicaiions,

Remobe Soriwg amd Badar™,

Teld i Livhow, Pormagel, 29 Seprember -

2 fciodrer 1997, and published m OP-595,
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CURRENT PROCESSES AND LIMITATIONS
This scction will book at the identilicalion process from wo
points of wiew. Firstly, 0 considers bow a conventional SF
sysiem brings fogether the identity mformation svailabde 1o the
mireraft. Secondly it considers current ESM and the ways in
which they derive platform identity amd |ocation

3.1 The Sensor Fusion Process

The SF process exists 1o gather together all the situation data
arrivieeg At the patform in question and bo consolidate it inlo &
single tactical pacture. The platicem which 5 ol imeres bere is
& lighter amrcrall engaged in an air defence mission and (he
following assumes that application. SF may be regarded as o
two sloge proccss, see Figime | The firal stage 5 tracking,
duning which all the sensor messuremenis refomng o 8
particular platform ane brought together over time.  This gives
the most complele and accuwle estmale ol the plalform's
posiitpan, mation and status that the messrements allow, along
with some definilion of the uncernasnty in that cstimnte A
trncking process may use measurcments from one oF mare
sensors and the sensors may be distributed over mubieple
aaterafl and depend on communications links.

IF it were possiblie o gather all the sensor measmements al 8
single tracking process in o lmely and nelinble way, & single
track dotnbase would be produced and the SF process would be
complete al this stage.  In praciice, the consirainis oo ihe
system ase oo greal and this does nol bappen. So, o the end of
the tracking stage several trocking processes will bave
produced their awn datsbase, ench with s own wiew ol the
wurld, which then must be combaned.

The sccond fasion stage, Track-to-Track Fusion, exisis 1o
combine thes: irack databases mte @ singhe fused database To
o thds it st perform (ke following three lasks

There is o gearanice that each tracker will use the same axis
sel They may mensuse very different platform sttributes and
have very different pounts of view, especially when the sensors
they serve mre camed on separsle mreroft 5o the
Track-o-Track  Fusbon  process  must  perform asy
transformations poceisary fo align the platform deia and
ocoresponding uncerizinty definflions te 8 comumon axis set
Also, each track will have received s lasd updaie al o dafferent
mslant in vme. So track dota must be exrapolaied to account
for mation since it was lnst updated and each ancerinmay
definition mist be modified Lo account Tor possible nanoenres
o charges in sistus ance he updste

* U pewilie UK TINTRUer 8 Waigcis BlViae
and the plattorm fromn which cach track aros
When duls firsl @mives of the Track-to-Track Fusion process
the pumber of targets s unknown. 7 two sensors cach reparted
two targets, amd if ihe reporting of alse largels s sulficiently
mlbikely for ws fo ignore o, we must stll consuder (he
posatbilsiies that there arc two, Uwee o four targels being
detected, joimily, by ihe sensors. To do this we calculate the
likelibond of each positility ond choose the most likely one
This process s commonly referred 1o association of adTelstion
Usizally, this stage of ibe process will atlempi to optimise some
figuge of merit for the association process which is linked 1o the
hikelibood of making the nght choice Firstly, an algocithm
would mark esch pair of tracks ansing from daflferent trackens
a8 Teasible” or ‘not feasible’ based on some siatistical hypothesis
test, Secondly, i would calculate the figure of ment for each
Tensible' pawr. Finolly, 1t wouald perform & search through the

passible combinstions of Teasilde' pairs and choose the one
giving the best overndl figure of menit. Some implemeniaiions
shorten 1his process by perfommung these slages for sew tacks
omly. For established tracks i such implemenations, exssting
solutions would be relained until pew deta were received in

The: formatson of joant tracks can mnge: from o simple approach,
which selects the best single track (o represent the sssociated
chass, up o more complex approsches which caleulale an
optimal jomt track using an algorthm based in cstimatson

theory  (eg.  minimum mean  sqeare  emor).  Similardy,
opproaches to joisl aenlity estimale formatsan can mage from
simple voting 1o algonthms based in sististical theory (g
Dempsier's arthogonal sum .

A conventional approach 1o the implementation of Track-wo-
Track Fusion would adopt o process breakdown similar to the
functional ome described above and represented in Figure |
Hawever, this approach has bmitations| %)

+ The shilsty to produce an unambspeous soluten G0 ithe
msgociation guestion depends on the scenano. When the
wrpets are dispersed and tracks from dafferent largels are
anambigucusly sepamte, no problems arise. Simibasly, when
stmalar taipets ore grouped very tightly o that tracks from the
sami class may be iterchanged without affecting the salution,
po problems anise. However, when dyssumalar tangeis e close
iogether mcomedt asecations may be made which affect the
guality of the fesed pictre. This is discussed by Blackman
{1]. In terms of the likelihoods described above, there woulbd
be conflicting feasible solutions wath similar likelihood

The estimation process may be based on the assumption that
dats has been cormecily asociated snd may sitempl optimal
coanhination of the data on that basis |1.2,3). Processes of this
kind, applied 1o incorrectly associmed dsia, may produce
meanimigless resalis,  Parsdosscally, 1 15 the ‘oplimal’
algorithms which are the least obust in tis respect becouse
they mely most heavily on the asnmmption of comect
trock-tu=lrack associations.

» When ncarmes! sssogintions anse, Uy may chunge over Lime
o with them the outpul ol the estimation processes. This m
nem Joads o incormect and changing mivrmation displaved m
the cockpat with errors thal move from platform 1o platfoom
over lme

Data from the ESM s partscularly prone 1o problems of thes
sorl because, in present day systems, i tends to produce tracks
with the coarsesl posilional sccmracy, Al the same tme, the
identity slatements of prodisces may be the mest specific and
sccurale availabbe within the avionics system. Thus, there is a
greal ancenlive o use them The rewlt, when unfavourable
scenariod are encouniered, n be imcomeci and changing
identity stntements displayed in the cockpit.  There are several
ways m which these limilations might be overcome Two age
comsidered in this paper:

+ improvements in sensor sccumcy and resol wtvon, which would
restricd the  problem  to moee  distant, tightly-grouped
Tormastsons of targets.

<ibe use of algemthms which recognisc the polential for
ambiguity and 1ake it ino account, which would prevent the
generatiom of incormect and unstable solutions.
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3.2 ESM, its Contribution and Limitstiens
Mot threst weapon systems have a RF lasgeling anedfor
guidance component, usially i C-K band {0590 GHz) and
ppdmumﬂlynﬂ.]-,-}m:l 1% GiHz), slthough there is mow
a0 increasing numbser of baser-only of laser-aisgnetiled syslems.
For the systems where RF = employed, the pramary on-icerafl
measurement and warning sersor is the ESM. In this paper the
lexm ESM is tsken to mean any Jevel of Electronac Waslnge
{EW) mnicnnafreceiver svslem capability, from simple Badar
Warming Receiver (RWR), through convemtwonal ESM, o the
mast complex (and costly) Electronic Intelligence (ELINT)
equipment. A fsclor in common between RWR, ESM and
ELINT is their function of detecting and processing radar
signals  The main differences are:
= RWRs are wsed primarily for theest warning
«ESM b5 wsed for threal waming, the detection and
identification of non-threal emitiers, such & surveillonoe
racdars, and 1o debermine emitler location.  An ESM system
designed primagily for emitter bocation is called an Emitter
Laocation (EL) or Locator System, such as that fitted fo the
Electromie Combat and Rownnmissncg (ECR) Tamade
» ELINT s iased for the defoction, recording nnd amalysis ol
radarfradic signals a5 well as locatmg cmitlers. It may be
imphemented by the addition of a reconding and analysis
capability 10 ESM, but often uses mare sophisticated receiver
syslems. The embler data resulting from ELINT analy=s can
be entered imo e dota bases which are peeded for
reprogrammabde EW systems
Thi duta that ESM can contribute 1o (he lasion process ane

« Amuth Direction of Amival (DOA ) and, in some instanoes
Elevation DO,

- Emtter, mode and sssocisted plaifonm identification, each
wilh o recognition confidences faclor,

= Tume of Arival (TOA) aml Rangs to the emitter, and

= Prigmity, il the embiter 14 a thiest

The ESM, dependent upon its capability, may also provide
mcnsared emitier RF parameters {eg the ELINT fusdamental
m:nfﬁqumc}n,mw'hdﬂlﬂd Rq)dliﬂﬂ [nterval,
received power, and scan imefrale) and EL (from DOA asd
range).  Denved parumeters inclsde RF iype (fixed, hopper,
deviations, efc.), PRI type (fived, jitor, stagger, positions,
chements, e ) and Scan bpe (cocular, comical, efe). The

nocurncy af DOA, quabity of snd confidence m the above
identification, and speed with which the ESM determines
them, delomine thew nguetance bo the fisiol process.
Probabality of signal Inbercept (PO, whilst crucesl 1o the
emitter recognitian process, 15 not per s¢ an input o the feson
process.  POU 18 usually specified for en ESM, wath typacal
wvalwes of approsching 100% for modern ESM. These factors
are also asguably the key performance and cost differemtintors
heiween ihe sub-clnsses ol ESM.

R0, [cterminat ion

ESM systems use DOA determimation lechmaguoes which ase
based upon ihe mensurement of some  combmation of
aenplatude, phase asd Lime of arrival of an cmatter's RY signal at
o mmber of co-located andior remotcly locsted receive
aftemmas. on the nirframe.  Coment lechhiques ore listed in
Table 2 and are adequately described in a number of tedts, 5.
[HHE) The resalting DOA accugacy is primarily & function of
onlerma  type  and  locabions, combimed  with  receiver
measurement sccuracy of fnequency, time and phase.  Table 2

2.1

summarises ypal cumrent [MOA sccuracies for the main
techmiques. 0 shoubd be noted thed the absolute acouracy s

Significant commonality of RF pammetrics of hostile amd
friendly rudars imits the abilily of cument EW systems o
provide the aircrew with unambigaous sentification of the
ilhumimating cmitbers.  This is exacerbated by emars in RF
mm;wmm'mlﬂﬁmdlh
programmied mio the ESM. These issses, which are expanded
wpon an [T|, bave an adverse impact on situation pwaseness and
the timely deployment of electronse counlermensures.  There
are four ader-relsted ssues which meed 10 be addressed iF
imgrovesd situstion awarcicss s 1o be schicved and increased
platfern sarvivobility ensured.  These are the de-interleaving
of incident BF pulse tmuns, the resolution of the fusdamental
problem of emitter ambigaity, the precise identification of
platforms, and the potential benefits of the preceding items on
coumtercasares  elfectivencis. OF thess  f[our, ematier
ambigaity 15 semn s the maan issue and its resolulion may He
m improved messurement and  processing of  idr-pulse
mochelation an signals.

IJmn::?lMPP'S}FLFumumh:mhmmd m'nd.lp

'wuhmlhumdmmdhummmumw
engagement/dispensing, only offer track file outputs as & list of
potential solutions to which emitters i thinks it has seen,
proorviised scoording lo sosme pre-sel fales eg bostile cmillers
ara ol the top of the list. Where sssociation of these enitters o
a platiorm con be mode by the ESM, that too moy be declared
an the tack file The confidence of the ESM m s
determmumation ol the probability of o given emitter amd platfonn
declaration being comect i olso flagged per emitter.  For
current systems this conlidence factar is mrely unity for other
than the sumplest of BF scenarios.

Eblectponic Tingarprints' of emilters and emitler iypes ane
descussed m & pumber of texts g, [B][10].  Alhough there
are differing inlerpeetations of the form Tingeponting, o
s ke use of & unigue set of measurable parameters which
enables cither differentinlion between emibler tvpos {eg by
featuares peculiar to the redar ransmitler fpe), o betwomn
emiflers of the mme type, or indeed (and jdeally) both.  This
lopec 18 discussed later A hegh level of emitter ‘Fingerprinting
can be achieved wsing cament RWR/ESM (as opposed o
ELINT systems), bul omly where the BF envirombent s
relstively lumited. [10] describes such an eight emitter, I-bard
senurio where, with one exception, the cmitters could be
unambiguously  identified using  todm's ESM  wchnology
capabilites of RF resolotics (3 MHz), PW resolution (50 ns),
TOA resolution (50 ns) and Scan resolution (4 ms)

Another problem of ESM capabality limiting its wsefilness io
the determination of a real-time {actical pictare i the updste
rate af track file nformation.  The ideal ESM performance
requarement s to sec only the lesding edge of the firsa RF
signal (pulse or CW), and to instantly and urambiguoushy
recognise the emitier, classaly friend or loe and mstigabe coew
motiflcation, chaff dispensmng andlor ECM engagement.  In
reality o lew pualses and o few seconds are requined to achieve
the above with any degree of confiderce. In order 1o provide
wenafble polar-type spokes on o CRT display the ddentified
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cmmiller, its bearing and signal strength need o be displayed for
a [inite period of time. To cater for scanning or shew rotation
mobe emitiers, where there mav byoally be up to 10 seoonds
between KF “wipes across the ESM anienmas, the displays and
appropriale counlermeasunes engaged may be kept an for the
durstion - until the emitter is definitely no longer illuminating
the host nircraf.  This can lead bo the contents of the track Tile
ind bcaling emitter presence Gor some sumber of seconds after it
has actually ceased 1o pose amy form of threat, o limitation for
fighter apemitbmns

Emitter Locaticn

Thit abgectives and roquired sccarscies of EL are sammarised
im Table 3. A pumber of conventicnal technigues exist for EL
[5]. [4) ﬂwwmﬂmmywlﬂbkhmﬂm
aircradl im the wingspanfongth range 15 m (fighters) 1o 35 m
{maritime patrol aircroft).  These techmigques ane

« ArmuthElcvalion: Ground emitters can be  localed
instantanconsly, assuming the use of sircrfl aliude and
resonabile DOW scouracy, cither amplitsde comparison {low
cosl) of imberforometer (high  costl)  direction finding
lechniques.  The down- amd cross-range emrors are 0 fmction
of DOA errors, beighl accumacy end range o oniiter. Table d,
sdapied [rom |5] gives an indication of the down-range emors
for two oltitedes, wsing an early peperation 3 agamuth, 3
clevation spirnl aptesma interferomeler artny,  The rangng
socuracy of s tochmigue 18 best af high altitude |large
depression angles) and degrades mpidly ot low altitudes - an
apgreciable limitation for low level opemtaons.

- Toangulation: The atrcrafl iakes scimuth (or mather bearing)
mesuremenis ot regular inbervals of o few seconds, and uses
trinngulabion and estbnation algorithins 1o sfmive al an
sccurale EL withn o few scconds.  This technique is mone
spplicabde to the ECRELINT role than to the fighterboamber
spplicstion, ns it is pol a forward-looking technigue. 1L is,
however, used on o nsmber of cisren! syslems, e.g. thal on the
ECR Tormado, and requires very scourste DOW 1o achieve
useful ranging against sirborme emitiers. Fig. ¥ of [3] gives an
imdicatson of runge unceriamty using this technique and two
examples from that figure mdicate the lumitations of this
lechnique Gor fghter applicationa as follows. To achicve o
reasomable range uncertanty (say ¥%) with an EL system wath
1* DO accuracy, at an own-aircrall speod of #00 Kis and ol o
pominal amatler 1o amrcrafl range of 15 n miles, then one
messurement would be required every 2 sec for 60 sec. To
reduce the requined messurement time 1o thet rebevant 1o
fighter operations (~5 sec.), & DOA aceuracy of 0.1% would be
rexjuired bo achicve even D% maoge uncariamty.

+ Time Difference of Asival (TDOA) Traditionally this has
boen & mubi-platform fechmique, but can be implemented
successfully on & large nimdl, pow that TOA measurement
systems with 1-5 ns resolution ure availoble. I is o complex
techmigue and technology, yeelding high sccarscy with high
speed - bt af high <ot B oie andikely to be feasible on o
[Eghiter-gized airfrmme due 1o the need for very wide spacing of
anbenna to form TEMIA messiremont baselines.

In each ol the above techniques, yarsows methaods can be wsed to
resnlve location ambiguities and redisce overall emitier postion
errar. One of the smplest methods b5 range estimation by the
comparison of measured siganl power ngainst that stored in the
EShs amitter detabase for the Effective Radted Power of
thal ematler. Pamdowskd [11] discusses EL technbqoes and
algorithms, and includes & number of these metheods,

4 POTENTIAL IMPROVEMENTS TO THE
IDENTIFICATION PROCESS

This section will look ol possible improvements bo ihe
identification process. Firstly, it conssders how the SF process
might betler extract wlentity information from the ESM by
allowing for smbiguiy n 63 calculabions  Secondly, it
considers future ESM and the ways in which the quality of
pPlatform wentity and location siatemenis might improve, so
unproving the mirnsic copalalities of the system o mesolve
nmbiguaity.
4.1 The Improved Sensor Fusion Process
We have developed an approach to Identity Fusion which takes
ncgaisil of the ambiguily m the Track-lo-Track association
solution. The approach calculates the true probabilsty of each
wdentsty for each tmck. When ambiguity is present it resulis in a
solution whach &5 offered wath lower confidence tham a
canventional approach but which is stable and elatively free
fram error. In the shsence of ambiguity, it produces o solution
which 15 indistinguishable, numerically, from that produced by
ihe conventional apprasch. We will refer fo the new appronch
s Jownd Prohabalistic ldentity Fusion. We propose two changes
10 the comventional SF process of section 3
= The ESM tncks’ will upcdergo  separnbe rsck-to-Trnck
Fusism process.
In partecular, the alignment and nssociation processes wall be
performed with respect 1o o partial fused picture comprising all
nom-ES data. This may be expressed in terms of probabilitics
Frewmasly, we caloulated o figure of mert which allowed us 1o
maxumise the likebhood of choosing the comect sel of
associations. The probability distrabution, P(X}, that our fused
pacture 15 based on the trae sel of nssociations is written:
F{x]-'l}[mm}

where X is the fused picture, Z represents ihe st of sngle
soire trocks and 5, i the ™ fsed tmek in X

In the improved process we caloulale
POX') =1 PIx1Zy)
ansd
Py =1 PxiIX' Z,)

where X' represents the partial fused picture, 3} is the &
partial fused track in X'and Z, and ¥y represent the sef of
ESM tracks and the set of sther tracks respectively

This change, mn vsell, does nol improve matters greatly. The
true vahee of F{X) should nol change. However, it imposes &
[precessing structure into which ous Joint Probabilistic spproach
lits mesily, Thus, it cnables us 1o caloulate & betier
approamation Lo X

Alse, it is worth noting that situations leading &0 unocrtanty
sbout  F{X") wre relatively mre and we are able 1o oblan o
good approccimation b this distributzon whils avedding o large
adnaiinl of rediindanst processing. The key faclor in ihe accuracy
of the association process 1 the distribution of physical targets
and this change delays ESM association wihi]l the most
mhcmmofﬂn:mhmmumﬂn

Thas means that, during assccistion, insead of msociatimg ESM
trucks with targets on a omedo-one basis, we will produce
profabilitics that cach ESM tack arose from all of the tarpets
present i the scenaric. We can caloubste this with o high
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degroe of certmnty wmg standand statistical theary,. What we
cannol do with any ceriainty 15 chopse which one plationm the
FSM irack arose fron when these calcnlstions vield s
prohabilitics for severn] tracks. The sdvantage of ths approsch
15 that we avold this chowe

Previcusly we chose n set of associations, 8, such that
& =arg max | PX12,))
i

where 8, is the  feasible set of wnck-to-track associntions,
Ihen PYXIE) was or {often poar) approximation to AX)
In the improved provess, we contipe o usc fhas approach for
pon-FSM tracks 1o obtam the sel of pastial associatins €7
noling  thal PXIEY) is pesrly slwavs & pood approximation
for AX')
For ESM tracks we caleulile the probabality
g = plx, = 24)
where 2,4 15 the *ESM track
Purmg identity estimativn, metesd of combining nssociated
pdemlily ststiments under the assumption of comec! association,
we will combme all ESM identity slatemenls inlo each
platform, weaghied by iis probsbility of association
Previously the probability of ench idemitity was <calculated for
fieseall trmck § wsing Aoyes male
PlyalZ.0) = plva)x[] plialte) + L)
where ¥ i the m™ feasble sdentity o 2., is on identity
slafernent from wensor o associnted with fused tmck § by &
Thes the identity ol track i was chosen
i, arg max vl B0

ned & declaratson wes made provided the associabed probability
excoeded some tkreshold  This worked well only when
MXIE) proved to be o good approximation to K]
in the mmproved process the probability of esch identity i
cobculsled:

pivmlZ, e, 1)

plwd I plim 2} ‘GF- [ptvmleg, 80002 )

where 24 the ™ ESM tmack. Thus, the probabilay ol each
identity oo longer depends on the unnelable ESM associations
Dezause we have nol chosen ESM associations on the basis of
questionable datn. The most likely identity will be chosen

i, =arg mus [ pivelE, 07 6))
anel a declaration made or wibheld m the same way as befone
This change caleulates the true probability of cach identity
class for each platform. When Bo anvbigualy is presem, this will
prodioce the same clear wlenbity statement as befose. When
mbigmity 15 present it will be reflected in @ broader spread of
pratable wdentity classes for cach allected platform and as a
resuli it will be obvious that a confident staterment of identity
cannot he piven However, it msay be posaible 10 make mone
peneral siatensents of kentiy im these circumslances
The improved 5F process may be visualised, see Figure 2
Where a comventional process would peochsce mcomect and
unstable  abenbity stelements, we ossert (st the  Roind
Probabilistic Tdenbity Fusion process wall allow correct amd
stable penealisad sialements o be madse

4.2 Improvements vin Enhanced ESM Ferformance

The cantribistion ol ESM o the data lusson process is oarmendly
undergoang @ sep improvemenl.  Publications by ESM
supplicrs  sugpest that the ideol ESM pesformance of
instantaneous unambiguous idenfification and exact  spatial
loeatiom of pulsefCW emiitors may soon be feasible an oy siee
af platform.  Moseover, the lechnodogics ond lechniques
currenily under development appear 1o eventually be applicable
&s relatively bow opst petre-modification Kits' o exidting
capabality KWR/ESM. The three key development aress are.

u gues  Cmgoang sdvances
mpmmnﬂmmgm&mﬂummuﬂh
combinations of classical IO and ELL techmeques, in coder 1o
optamise EL performance, minamise emns and mitigale ihe
shortfalls of mdividunl techmgques. A good example of this is
e ndegrated ranging technique in the Litton Digital Receiver
|12}, developed wnder the LS Precison Location And
Mlentification (17L.ANY) programame | |3} 14], whach combanes
long bosclme (phase raie of chonge), TINOA, (equency
Doppler omd tme Doppler.  These combinntione can also
mclode povel technigues such as Differestinl Doppler [4],
[11]. which have oaly become roalistic techngoes Tor Gighter
mircrafl with the advent of receivers capable of mcassring
frerencies (o factions of H | 14]

« Fmgsgprinting:  Cumest ESM have fimited copabality to
quickly and unambiguouosly identily emiliers, especially when
the RF eovironmenl 5 dense A sumber ol apencics and
rescarch programmes have been oddressing this fundsmenial
himitation Ffor many years  Onby recently have techrologecal
developments occurred which sow ane belisved 1o aller hope
of schicving the above poal  Durmg this tme the
praliferation of high perlommance and complex (mul-mode,
hagh PRF] radars has continued, with a 19% estimate of 4030
different radar types workd-wide [15] Close to el ESM
capability is now befieved 1o be feasible by using digital
receivers (see below ) together with combinations of amalysis
technagues such @ classical parmcter | requency, W, FRI
efc ), clock  de-interleaving, fine  grain Intre-Pulse,
Unmtentional Modobation on Pulse and EL analvais | 13[]14).
Supplier clams: [16] suggest that, by the vear M0, 100% of
emitter mubiguaty resolution moy be mesolvable s shown in
Tahle 3, where 3EI = Specific Emitier Identification.

» Digital Kezeivers:  To cnable ihe above, receiver/mensurment
system mprevements have been required. A new generation
ol digital recervers hove thus heen developed, of whech [12]
and the Lockhead-Martin Pasave Ranging Subsystem ('RS5)
1I7] are exmmples, approsch resdmess [or in-servioo use
These have very high measurement sccumcicnireseliion for
frequency (<I0 1E), phase (Few degrees), TOA (2 ns or
better), PRI (sub-ns ) and smplitude (<1 dH)

Cither potentis] ESM enhancensents inclode

= higher receaver sensitivity (better than -50 dHm | 00]),
improved signal-fo-noise and the use of more efficient spiml
ambennas, &g the spiml mecrosinp type 18] These would
aqimie bo mmproved cmitler detectson range and could further
asnisl m ambigusly resolution by comparison of measred
sghal power ve emitier database ellcctive radinbed power

« use of anificisl idelhigance (Knowledge-Hased Systems), of
ChET of [6]. Al the sumpbest level, ambaguity resolutiim
could be asded by masking by logical aspecls, eg. a) ship
radars dont Ly, and b) il i's i (ront ANLD i above yoo AN
has o high FRF AND s coming this woy THEN its very
highly Iikely 1o be o threot!
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§ SIMULATION RESULTS

Detailed szmulations wene performed and two scenanos wene
examiiod, see Figare 3. The first is an snambignous Combat
Air Patred (CAPF) scenanio capable of resolulion g a
comventional SF algorithm and curment ESM. The second is an
ambiguoas CAP scenanip which i3 mol.  The scenanios are
wlentical with the exception of the addiion of a bomber
formotion 1o the lobler, which is sailicient 1o introduce ihe
ambiguitees  discussed  previously, Esch CAP sircrefl s
oquapped with Kadar, [RST and ESM, and they exchange track
information using dsta links The Radors are ssamed o
conlsibute sdentity information i the formm of & size colimate
amdl @ Jet Engime Modulation messurement Date lok tmcks
contain the impsmitting plotfom's estimate of identity based on
[ovally sensed dota The ESM identity stalements nre assumed
I b the st speific amil acoarale in the system

Performance wias measured using the comvendional ldentity
Fuston process, a5 described in section ¥, and the Joam
Probabilistec Tdentity Fusion process and with ‘curment’ ard
2010 ESM. Kesults are presented as plols of % rscks a)
carrectly sdentifiod (ie Tormado, Hawk sie. ), b) placed in the
cartect class ((ighter, bomber wre.), o) not identified, and d)
wrongly identified or classificd. Basc identificatson a5 hostile,
friemd, neutrnl was pol stmalsted bul the sime princples apply.
The nesults indicabe the performance of the system with respec
o bidenntification of hostile airerfl. In all cases, fnends reporied
thetr wlentity and position (with GPS accurscy) v datn links
and were mnmbiguousty weniified

1 eanmubrigusnis sssnamie pesults
* Figure 3.1 shows the performonce of the convenlional SF

pevcess with the ourment” ESM svstem., Aftar —30 seconds of

b soenario every trock  was correctly shenlified or classified.
Adler =115 secomls 1l was possible to identify every platform

= Figure 3.2 shows the perfosmance of the bnproved SF process
wilh the ‘ourrent’ ESM. There is o slght improversent but the
ressult is broadly similar to Figare 3.1

s Figure 33 shows the performance of the conventional SF

process with the 2000F ESM system. This ocambsnation ol

wyslems sdenlifies the Largets quuckly and fully.

Ambiguous scenapio resubis.  The tme windows, which are

dilfierent for eoch scemarso, were those dunng which sensor

coverage of the hostile atreraft was of approochel its maximem
and thuas most revesling of the SF process performance.

+ Figuie 3.4 shows the performance of the convenlional 5F
process with the cument ESM system. This consbenation
never fully identilied the bostle targets. 20f% or more of the
identitbes wore moerror ond the emors wene unstable, moving
{rom nircraft 1o sircmdt

+ Fagure 3.5 shows the performance ol the improved SF process
with the ‘current’ ESM. All aircrufl are comectly adentified
afler ~8 sec

« Figare 36 shows the performance of the conventional SF

process wath the 20107 ESM system. Here, all targels wese
identified bl the time wken (<120 seconds) 1o pesolve all
whemities was onger than in Fig. 3.5 The simulntion used did
oot Kalman filler the ESM tracks prior Lo Trock-lo-Track
wasocintion. Had it done so, performance would have boen
betler because the resulting sighl-line  anpular  velocily
inlormation would have made O emser 1o discriminale
hetween the racks and comvergence o the fally jdentifiod
state would have been quicker.

6 CONCLUSIONS AND WAY AHEAD

The simulations showed that the proposad Joant Frobababisis
Klemtity Fusion process and the 20000 ESM system were both
capable ol resalving the kinds ol ambiguity which would deleat
conventional systems. Combined, they would be capable of
dealing with greater and more complex ambigaities. They also
showed that the Jomt Probabilistic apprasch to Identity Fasion
also promases imgroved perfomance in abrcradl wath o casleer
generntion ESM. Sugpested [ubure reseasch paths are:

= examination and refinement ol this approach wing real sensor
data, in o susiable rig and ( subsequently | amcral envigonment.
« further development and refinement of the apposach and
algorithms vig inclusion of a model ol o veas 2010 ESM,

= imchasson of Smart sensor svsbens w Uhe simulation. T owr
simndatioms, the oppoaing mdas were dumb aond noisy. Smart
sensor systens whach inbegrate data from mudtiphe sensors and
make Hmbe emissions only when ol is ahsalutely mecessary
mre feosible wsing tday's techmologies  Such svstems wall
increase |he uncestainty semoumding  ESM data by reducing
the data rele and will miliate fumber for the use of an
approach 1o Idemtity Fusion Hke the Jeinl Probabilistic one
described here
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Table 1: Identification System Resources

|Ihm|.|nz Own | Threats| Targets|  MNane
Forces Comshatant
| ission Plan L] o o o
Communications with | * | * O
joan (owces
[FF {CT1} [ © a [
fl.ong range fmagery o | o o o
RAARINCTT o o a o
LIDARCTT) a o [
IIESM Ll - @
i&-l-f-dzfm syslems -

* . mav provide conclusive identily sibenent.
o . can cotnbale dentity miormation
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Table 2: Dircction of Arrival Technologies und Accurscies
{developed from [4] and [5])

Anbesina Typhcal r.m. 5. Comemerdt {regarding
Comfiguration | Accarecies | applicabion fo sircrdt)
Ammplride 3-|5° Miramism capablity of all

[ s sy auh-clnases of EAM
Fhase 0.].3* | Forward coversge, arimish
_il!]::‘l"ﬁﬁ'ﬁbd'bﬂ' anly {some elevation also)
Spanner 2.50 Mot appropriate 1o fsd jets
Msltibeam 17.2% Mol neal ground vohicle
| applicatsons
Time Difference =° Comple, needs large
(O Auival airframe for kighest
BCCLTRCY
Table 3: Implications of Emitter Location Objectives
{tram [4[)
Urhjective Enohles Required
Adcuarney
Electromc Ordey | Lotson of emitler types Bledinsm:
ol Baitle assacinted wilh specilic 1km
s and wndls show
encmy steenpih, deplovinest
______ arsd missson
Wieapon setsor | Foousing of jammmg power | Low: gencral
location (Self- | or manoeuvie For thoeal nngle and
Frofection) avaidance range ~Skm
Weapon sensor | Threat svaidance by other | Medinm:
bicataom | Protect | freendly combatunts ~1km
Fricnds)
Enemy asset Marmowied rocee search or Mediam
localin hamadoll to boming devices | ~5km
Frecision tagel | Direct attack by “dumb Haghy: ~1100m
locstson banshs” or artilbery
Ermstacr Surting by location for Low: general
ifferentistion | separation of thneats for mgle ansd
icdemtification procssing range ~Skm

Table 4; Typical Position'Range Determination Accurscies
using conventionnl single-aircraft EL Technigues

{Addapted from [3)
Hange Errar
FPlan Range | Altinude = | am | Alilbude = 4 mm
. miles (607G feet) (24306 feet)

nomiles | %W |n m.l.]l:ﬂl L
5 043 | &6 | 007 | .I_.._q
0 175 175 o4 | 4
20 7 T HEENET
0 157 [s23| 38 | 13
a0 . - | 6% | 173
5 : - [ws Tas




Figure 1: The Sensor Fusion Process
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Figure 2: The Improved Fusion Process
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Table 5; Year 200 Scennrio Ambiguity Resolution

(from | 16])

DATA
BASE

e
I |AMBIGUITIES

¥ 20% ambiguous

20% Resolved

E8% Resolved
11% Ambiguous

—™

3% Resclved
% Ambiguou

" Containg 123

emitters.

* Tolal possitde
ambigurses,

* Resolve ambiguity

wilh PRI apd

frequency to & band.

Figure 3: Test Scenarios

* Resolve amblguity
with PRI amd
Irequency to 26MH:, © FM detection.

" Pulss widih,
* PM delectlion,

36% Resolved
A% Ambigous

* Scan type.
" Scan rate,

8% Resoclved
% Ambiguous

* Location.
" Motion,

100% Resobved
0% Ambiguous

" BEL

-

D Appreachng hoshie
Agier formaton

triendly CAPs

fusan platiarm

~
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